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HUMAN FACTOR IN THE PROLIFERATION OF THREATS
M.Szyłkowska. PhD.1
Faculty of Logistics – Military University of Technology, the Republic of Poland 1
Monika.szylkowska@wat.edu.pl

Abstract: The article contains considerations regarding in the area of the so-called human factor as a potential source of hazards and
proliferation of threats. The issues of conceptual and definition matter as well as selected types of threats were analysed - including attacks
of type inside-job and generated by social engineering methods.

Keywords: HUMAN FACTOR, PROLIFERATION OF THREATS, INSIDE-JOB ATTACKS, SOCIAL ENGINEERING

1. Introduction
Human capital has always been one of the key factors that
allowed both to gain the competitive advantage, but in particular –
the creation of intangible elements of the security environment.
A contrario: man is thus a potential source of threat and its
proliferation.
The security environment is affected by certain conditions,
which include: chances, challenges, risks and threats of the
implementation of interests and the achievement of goals in the
field of security. Chances include all – regardless of the will of the
subject – circumstances (phenomena and processes), which are
conducive of the implementation of interests and the achievement
of the intended goals. Challenges include the decision-making
dilemmas and choices that a given subject faces, including
the necessity of incurring specific costs. Risks are uncertainties
connected with a particular action and its consequences – including
the potential risk of adverse effects of the action taken.
The principle is to increase the level of risk directly proportional
to the level of activity (e.g. an increase in terrorist threats due
to involvement in international operations). For this reason,
the skilful estimation and reduction of particular risks is becoming
ever more important. While threats are the direct or indirect
destructive influences on the subject. Threats are a classic
environmental factor. The strategic objective of each subject is (or
should be) to ensure safe conditions for the implementation of
interests by: reducing identified risks, eliminating threats (external
and internal), proper estimation of challenges and skilful use of the
occurring chances by making proper decisions.

Fig. 2 Enviromental conditions

2. Types of risk
When analysing the concept of risk, it is worth indicating
the definition The EFQM Framework for Risk Management –
according to which: the risk is a combination of the possibility
of occurrence of any event and its consequences [1]. In each
subject, the risk is present in all processes taking place (e.g. IT,
logistic and management). The risk phenomenon can come from
both the external environment and its interior. Taming the risk
in a given entity and developing appropriate control mechanisms
along with the ongoing monitoring of the course of processes
and assessment of the degree of implementation of the adopted
goals are crucial. Management in each subject is a sequence
of decision-making processes and creating conditions for effective
implementation of these decisions.

.

Table 1: Classification of factors affecting the risk

Only some factors shaping the environment allow their taming
and adaptation within the functioning of the subject. Particularly
variable external factors remain, for objective reasons, beyond
the reach of influence (see Table 1). However, there is no doubt that
internal risks belong to the most important group and the subject
has the greatest impact on them – in particular on the possibility
of control over them.

Fig. 1 Security enviroment
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policies and procedures, or poor system security at the functional
level of the entity. Among the reasons outside the employer,
the individual characteristics of the employee should be indicated,
such as: negligence, disloyalty or susceptibility to property benefits.
The fact that employees themselves often unintentionally
disseminate information and resources because they are not aware
of its importance or the risk of losing it is of considerable
importance. According to the research results indicated above,
as many as 41% of the causes of security incidents were a mistake
of an employee – in 15 % - the use of an employee through the use
of sociotechnical methods.
Examples of actions and behaviour of employees/users include,
among others:
a.) opening a dangerous link or file received by e-mail –
resulting in encrypting data on the computer/network/
or preventing the system from being used;
b.) making a transfer to a false bank account sent in a prepared
message by persons impersonating an existing contractor;
c.) providing sensitive information about the company
in publicly accessible places (e.g. a social networking site).
The social engineering methods include: impersonating
a known institution or person to extort information or cause
a specific behaviour – negative in consequences for
the employee – the user.
The most commonly used are:
a.) delivering the dangerous content of the attachment under
the pretext of relevant information (e.g. courier delivery,
allegedly calling the law firm to abandon unfair
competition, calling or requesting to make a payment for
an invoice). The result of such an action is usually
the blocking of access to the resources of the device
on which the malicious software was installed along with
the demand to pay the ransom (so-called cyber-trap
or cyber-ransom) for unblocking access. It should
be emphasized that often paying a fee does not cause
the restoration of functionality;
b.) impersonating an enterprise or institution, and then sending
information about the alleged change of the company’s
current account in a prepared message, to which payments
should be made (using real data of the entity).
c.) extortion of money for an alleged user account blockade
and a request to pay a specific amount for unblocking
access.
In addition, it is worth emphasizing that digitalization
of employees’ lives is also important. Social networking sites
where they share information from their private and sometimes
professional life make them vulnerable to becoming the target
of an attack or being used as a carrier of threat.

3. Type of threats
The general classification of threats is determined mostly by
their identification. Due to the accepted criterion – a division can be
done into individual groups – the main one, which can include:
internal and external threats. Among them, the following can be
distinguished: political, economic, social, natural (including
ecological). Therefore, a criterion of threats can be adopted for a
given subject, then the division into internal and external threats
will be subjected to a more detained identification – including the
area of functioning and specific ambient conditions. The internal
threats (the source is located in a given subject) can include – in
addition to those indicated in Table 1 – more precise, e.g.: device
failures, deliberate attacks by employees or unintentional human
errors. Due to the type of reason caused by the threats, one can
distinguish:
a) unintentional (unintended) – resulting from random causes or
caused by errors of the employee;
b) intentional (intended) – being the result of a conscious human
activity.
Due to the type of losses incurred, the following risks can be
distinguished: not causing financial losses and threats causing them.
The extent and significance of the consequences of threats may
determine further classification, e.g.: significant ones, or causing
disruption in the functioning of the subject – and even: threatening
further existence.

4. Man as a source of threat
As K. Mitnick rightly states: Experience and statistics say that
the biggest threat for the company comes from employees. They
have the detailed knowledge of where to store important
information and know where to hit to cause the most damage [2].
These types of actions are referred to as inside-job attacks.
According to the studies of the German Federal Office for the
Protection of the Constitution, the ration of external attacks
to internal attacks amounts to as much as 30:70 [3]. The most
common types of internal attacks include:
- database thefts;
- modifications, permanent deletion and/or theft of databases;
- violations of internal security procedures;
- theft or damage to devices on which data is stored;
- attacks on users’ passwords and installing malware in the network.
In turn, according to the results of Studies on the State
of Information Security PwC [4], the main source of incidents
and threats is the immediate environment of the company –
in particular, the people employed (33%). 13% of respondents
indicated the former employees, while 6% - contractors, current
service providers or consultants. It should be emphasized that
internal attacks may result from intentional or unintentional actions
of employees, although – as a rule, it is assumed that in the case
of data, they are committed intentionally.
Implications of the inside-job attacks include, in particular: loss
of key information and databases, loss of technology; loss
of licences and access, break in business continuity or costs
of restoring full functionality.
Every employee who has not only knowledge but also access
to sensitive information is a potential source of the greatest threats.
However, apart from intentional actions, one should also indicate
circumstances that may favour the materialisation of threats
resulting from: light-heartedness, lack of knowledge – resulting
from, among others, the lack of adequate training, lack of security

5. Proliferation of threats
Proliferation of threats by man can be done in a dichotomous
way: indirect or direct and intentional or unintentional. It can also
take place in combinations:
intentional – direct, intentional – indirect; unintentional –
indirect; unintentional - direct.
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(35 %), the use of mobile technologies (16 %) and the use of social
media (7 %).
The most important tasks in the area of minimizing the risks
implied by the so-called human factor and minimizing the risk
of their proliferation include: identification and introduction
of safety rules and procedures adapted to a specific structure and
area of the subject’s functioning. The methods aiming
at minimizing the risk of human attacks – including the inside-job
include, among others the behavioural analysis and the analysis
by indicating deviations and anomalies in individual processes.
According to experts, even basic training only in the field
of information security and data protection are able to eliminate
the main part of the risk resulting from the lack of knowledge
or carelessness. He security policy and dedicated procedures should
be clear and accessible to employees at all levels. In turn, technical
security should be supported by a proper access control
and authorization system to secure the most sensitive resources.
It is also a good practice to conduct regular audits.

Scheme 1: Proliferation compilation
It can refer to both the organizational, functional
and information level – access to resources or data. Additionally,
proliferation may occur as a threat redirection. In the case of the
information level, the risk proliferation may concern, among others:
disruptions in the flow of information, intentional or unintentional
dissemination of disinformation, but also modification or data
or information resources that constitute an element of a decisionmaking process. In the case of the theft of resources or information,
the proliferation of the threat may result in, e.g. disruption of the
subject’s functioning. Redirecting the threat involves the possibility
of its unconscious initiation and materialization, and then further
transfer (e.g. redirection of a dangerous attachment to another
employee). Uncontrolled and unintended proliferation of threats
may also result from the lack of adequate knowledge and training
of employees. The same process applies to the possibility of raising
the level of risk. The so-called human factor can therefore be: the
source of threat, its carrier or proliferation element. The indicated
division is not exclusive, which means that a human can appear
in three described forms together, in a specific sequence
of processes, i.e.: become a source of danger, then its carrier and
then – proliferation element.

6. Conclusion
Undoubtedly, man is the fundamental and key element in any
system. In the security environment of the subject, he will fit within
its internal structure. In the aspect of information systems, man
is: the creator, the sender, the recipient and the manager
of information, and the potential source of threat and the target
of attack. The referenced statistics indicate that the so-called human
factor is also decisive in the functioning of entities, and also where
it is the most common and susceptible vulnerability or source
of danger. In conclusion, it should be noted that the proliferation
of threats by the so-called human factor for an organization
is an identified phenomenon that confirms the conducted research.
This fact means that security policies and dedicated procedures
should absolutely include such a factor as crucial for the functioning
of a given organization. Only then they will be effective in terms
of security, enabling both risk minimization and the ability
to adequately respond to them – at every organizational level.
Moreover, the actions indicated should also take into account
the possibility of risk proliferation – and thus – provide
for appropriate ex ante and ex post procedures. It is also vital
to include the time factor in all the specified elements to minimize
risk and respond to the already formed threats, creating a decisive
element in this respect in terms of effect.
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Fig.3. Taking into account the share of a human factor in the
compilation of threats

6. Results and discussion
According to the research results of the 19th World Information
Security Study of the EY Company “The road to cybersecurity:
detect, protect, react [5], the most likely sources of attacks include:
employees (57 %), while the main vulnerabilities include: lighthearted or uninformed users (38 %), obsolete security mechanisms
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DESTABILIZING FACTORS IN PRESENT TIMES
Assoc. Prof. Dr Veselin Bosakov, Institute for the Study of Societies and Knowledge – BAS, Sofia,
vesobos@abv.bg
Abstract: The analysis is focused on nationalism, populism, hate speech, multiculturalism. The processes designated as
globalization are mobilizing a resistance that increasingly manifests itself as an effort to preserve the identity of various ethnic cultural and
religious traditions. Populist extremism is nourished by what it describes as the antagonism between the organic, “pure”, nation and the
nation’s enemies, whether these be the Jews, the Muslims, the ethnic minorities and/or the “corrupt elite”. Populism is a distorted form of
democracy that promises to fulfill the loftiest ideals of democracy (“Let the people decide!”). In other words, the threat comes from within,
because the politicians that represent that threat speak the language of democratic values.
Hate speech is an utterance that denigrates or stigmatizes a person or a number of people on the basis of their affiliation to a
group that usually, but not always, has certain unchanging characteristics, for instance, an ethnic or religious group. The fundamental
problem here is the lack of understanding that the responsibility for the actions of one person may not be shifted to all people having some
trait in common with the perpetrator. To distinguish between the individual and his group is a fundamental principle of democracy.
The discussion on multiculturalism cautions against the attempts to idealize multiculturalism: the philosophy and reality of
multiculturalism do not always overlap. Most European states are inclined to think of multiculturalism mostly as a framework for the
coexistence of different cultures rather than as a transnational mechanism for the integration of new settlers within a dominant culture.
According to the critics of multiculturalism, Europe has allowed excessive immigration without requiring sufficient integration, an
inappropriate course that has resulted in the erosion of social cohesion, the undermining of national identities and the decrease of social
trust. The defendants of multiculturalism, for their part, respond that the problem lies not in excessive diversity but in excessive racism. A
core set of shared basic values and rules (the Constitution, the laws, the shared language) guarantees the cohesion of the whole and at the
same time sets boundaries to the right to be different and to the principle of equal standing of cultures. The general framework holds clear
primacy over the particular cultures. The immigrants may preserve and maintain only that part of their cultures that is not in contradiction
with the mandatory shared whole (“selective preservation of culture”).
KEYWORDS: NATIONALISM, POPULISM, HATE SPEECH, MULTICULTURALISM, GLOBALIZATION, MODERNITY, IDENTITY,
ELITE, INTEGRATION, IMMIGRATION
 Tension between immigrants and the local population and the rise
of xenophobic feelings.
 The presence of a large number of foreign citizens who are
unable to integrate into the society, to care for themselves or
their families, and who do not contribute to the social security
systems.
 The rising crime rates.
 Risks for the public finances due to the considerable added
expenditure for various activities related to caring for
immigrants, their settlement in special homes and centers, all of
which requires a multiple increase of the capacity of the
relevant institutions and the use of additional forces and
resources for protection, including at the state borders.

In analyzing the security environment, we must take
into account both the global factors and the internal national
trends in politics, the economy, security, and the social sphere.
There are two main sources of significant, potentially high risk
for the national security of every country. One of these is related
to the effects of the Middle East crisis and the EU’s lack of a
complete, unified system for dealing with the immigrants
(including refugees) and ensuring their integration into the host
societies. This shortcoming precludes a complete, integrated
approach to the problems. The existing policies are mutually
inconsistent. On the one hand, there is a policy to encouraging
refugees to seek asylum in EU countries; on the other hand, no
mechanism has yet been put in place to relocate refugees to other
member states in accordance with the objective capacity of
countries to harbor immigrants. As a result, the European
countries that are under the strongest immigration pressure
(provoked by the crisis in the Middle East) are shouldering a
disproportionately large load and assuming disproportionately
large national security risks. Very real conditions are emerging
for the advent of permanent changes in the structures of these
societies and for a significant reduction of social cohesion in
them. Bulgaria is not standing by as these trends develop. The
migration pressure has been one of the most serious challenges to
the national security of Bulgaria in recent years. The country
lacks sufficient additional resources, administrative and technical
capacity, to manage the effects of growing immigration. At the
same time, it does not have a fully established national security
system that might provide a strong coordination between, and full
use of, the country’s capacities to counter the arising risks and
threats.
The following current threats may be listed:
 A humanitarian crisis engendered by the fact that our country is
not in a condition to guarantee the life and health of, and
necessary care for, a large wave of foreign asylum seekers.
Increased health risks arising from the possible appearance of
infectious diseases and epidemics, including such that are
uncharacteristic for Bulgaria.
 The entry of persons holding radical, extremist beliefs, members
or sympathizers of various terrorist organizations, or people
involved in international organized crime.

The measures for coping with the critical situation engendered by
the migration pressure must be effectuated by applying a
complex system approach, by integrated efforts to limit the
current risks and threats through the participation of all
responsible government ministries and institutions of the
executive branch working for a common objective and with
shared resources. A necessary condition for the structuring of
migration trends is that the authorities and institutions in the
country must have a policy of active communication with the
European Commission, the UN Supreme Commissariat for
refugees, neighboring countries, foreign embassies, and the
Bulgarian public. Measures should also be taken to provide
“damage management”, to ensure the safety of citizens, to reduce
and manage the risks arising from the presence, on the country’s
territory, of illegal immigrants and of persons seeking, and
receiving, asylum; moreover, decent living conditions must be
provided at places for the settlement of persons seeking and
granted asylum, quick and effective integration must be ensured
for people who have received refugee status or humanitarian
protection; measures must be taken to provide for the social
security systems they are using, and to ensure additional external
resources for resolving the migration and refugee issue
(National Security Report 2013, 2016).

58

SECURITY & FUTURE 2/2018
1.

colonized by the system (Habermas1986). Today, politics is
operating under conditions of local insecurity. Its ability to wield
influence is local, but the problems that require political
management are global. We are experiencing a transition from
the hard phase to the fluid, volatile phase of modernity, and the
growing separation of politics from power. The unleashed energy
of globalization is slipping out of the control of nation states.
Political institutions are proving to be increasingly incapable of
dealing with the new challenges. Fragmented societies no longer
form a community, and the territorial sovereignty of nation states
is wearing away. It is losing its capacity to solve problems, hence,
its protective function. Nationalism and the incantations for
ethnic unity are used as a substitute for the missing factors of
integration in an already disintegrated society. The nation state
will not regain its force. The great cities of the world have long
become laboratories for the creation of a new, mixed, society. In
them, the tension between “mixophilia” and “mixophobia” are
subsumed under a pluralism of cultures. Separation is a deceptive
temptation. The doors have been broken open and cannot be
closed again. The legitimacy of the nation state rests on three
pillars: military security with respect to the external world,
prosperity within, and identity of language and culture. This
tripod has been destroyed (Bauman 2016). The newcomers to
modernity, which we bashfully, and falsely, call developing
countries, are standing at the gates of the West and finding access
to it. This leads to the conclusion formulated by the German
sociologist Ulrich Beck: whether we like it or not, we are living
in a cosmopolitan situation of permeable borders and universal
mutual dependency. What we lack, however, is a cosmopolitan
consciousness (Beck 2000). Thomas More wrote Utopia 500
years ago as a plan for a no man’s land that is a better place; it
has still not become a reality. Retrotopia is a place that is nonexistent not because it never existed but because it did exist in the
past. Unlike Utopia, Retrotopia symbolizes the yearning for a
past that illuminates us but which we cannot bring back. In the
idea of Retrotopia, the angel of history makes a 180-degree turn.
The values linked to the two contrary directions of future and
past have changed places along the vector of time. The future
holds disappointment for us. Instead of a carefree future, we are
experiencing one catastrophe after another: terrorism, financial
crisis, economic stagnation, unemployment, insecurity. Today,
the idea of progress holds much less hope for improvement of
one’s personal situation. We are slowly turning in the direction of
the past and are blindly headed there (Bauman 2016). In this
sense, nationalism is an ersatz solution under the conditions of
fluid modernity.

The “nationalism” vector

The political map of Europe has produced a complex
variety of indelible national identities and sovereignties. In fact,
most of the EU member states have entered the Union not to
relinquish their sovereignty but, on the contrary, in order to better
protect it and/or fully exercise it. This does not imply that nation
states and nations are not problematic entities. Even Jurgen
Habermas, in 1990, citing De Gaulle, was able to picture a united
Europe only as a “Europe of fatherlands”, a view that his
followers today are branding as a manifestation of atavistic
nationalism. In contrast, they adhere to Habermas’s more recent
view that in order to protect our “way of life”, we need a Great
Europe, capable, if necessary, to compete with the US and China.
What such a Europe would really look like defies the
imagination. Of course, we could hope that, by reminding people
of the catastrophes of the 20th century, by indicating to them the
fine multicultural life going on in big cities, it might be possible
to induce them to forsake their sentimental particularism. But the
memory of identities is not the only obstacle. There is a second
aspect of the resistance potential of nations and nation states:
they are built upon various configurations not only between
citizens and governments but also between society and
capitalism. Contrary to Habermas and the standard economic
view, global expansion of capitalism does not amount to rational
evolutionary progress but rather reduces the space of social life
by the boundless accumulation of capital, a trend that is corrosive
for society and must be resisted (Streeck 2017).
Because nationalism, and particularly ethnonationalism, is a response to some key elements of modernity, it
will most probably proliferate in societies that are still in the
process of modernization. As long as economic globalization is
involving more and more countries into the global economy, the
first fruits of this trend will most probably fall into the hands of
those ethnic groups that have been best positioned by history and
culture to benefit from the new enrichment opportunities. This
will increase social divisions even more. The wealthier and more
active regions will try to break away from the poorer and less
active ones, and the distinctly homogenous regions may attempt
to achieve sovereignty, which in turn may lead to furious
resistance on the part of the defenders of the status quo (Muller
2008).
The European nation states are too small to participate
in the world competition separately. They have emerged from the
complex hierarchies formed by the industrial revolutions, and
today the EU represents a new level of hierarchy, but is not
integrated enough to give this level decisive power. The Union
lacks the necessary preconditions for this, i.e., a national ideology
and an all-encompassing integrated bureaucracy. But even so, the
reality of the EU suggests what a post-national world will look
like one day. Hierarchies are now giving way to global networks
of experts and bureaucrats from the nation states. Governments
today are mostly using flexible networks to resolve global
problems. Nation states alone are structurally incapable of coping
with the problems arising from global connectedness, problems
that include economic instability, epidemics, climate change, and
cyber crime. Network problems require a network response.
When social systems are too complex, they must evolve from
hierarchies to networks that have no precise leader. The only
alternative to evolutionary development towards a globalized
world of interwoven networks is... collapse. Awareness that
nation states are temporary solutions to specific historical
situations can only help us adapt to our future needs (MacKenzie
2014).

2.

The “populism” vector

Today, the views of the community of social scientists
regarding the definition of populism are not very different from
those in the late 1960s. Much research has been done on this
topic. Instead of giving an exhaustive definition of the term,
researchers offer a list of elements that define different aspects of
populism. These include: anti-elite attitudes, anti-intellectual
attitudes and opposition to the top ranks of society; an affinity for
religion and the distant historical past; racism, xenophobia, antiSemitism, anti-immigration attitudes; the concept of a socially,
economically, and culturally homogenous organic society; the
salient use of conspiracy theories to explain the world in which
we live; belief in the leader as someone who is both exceptional
and down-to-earth, close to the people; an affinity for state
planning and control; a view of the people as a sacred entity
(Ghergina et al. eds. 2013).
Various approaches are taken to analyze the typology
of populism in Europe and other parts of the world. The most
frequent one is that which explains populism through socialeconomic factors. This approach claims that populist moods are a
symptom of the harmful effects of modernization and
globalization, which, as a result of a series of neoliberal and post-

The trend in modern societies is for the imperatives of
strategic (rationally purposeful) action to prevail over
communicative imperatives; thus, the life-world in society is
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industrial policies, tend to keep various groups captives to
unemployment, marginalization and structural outsiderhood
(Betz 1994). Respectively, “the losers from modernization and
globalization” react to their exclusion and marginalization by
rejecting the main political parties and party discourses and by
developing a feeling of ethnic rivalry vis-à-vis immigrants
(Fennema 2004). Another approach to the problem tries to
explain the sources of extremism and populism by reference to
ethno-nationalist moods that are rooted in the myths about the
distant past. It is claimed that the consolidation of the nation
based on the idea of homogenous ethnicity and a return to
traditional values is the only way to meet the challenges and
threats coming from external enemies, whether these be
globalization, Islam, the European Union, or the refugees
(Rydgren 2007).




According to the definition of the Council of Europe,
hate speech includes all forms of expression that disseminate,
incite, encourage, or justify racial hatred, xenophobia, antiSemitism, or other forms of hatred based on intolerance,
including
aggressive
nationalism
and
ethnocentrism,
discrimination and hostility towards minorities, immigrants and
people of immigrant origin. Hatred may be aimed against a race,
religion, gender, sexual orientation, sexual identity, physical
disability, ethnicity, citizenship, etc. “Language is the home of
human existence”, said the German philosopher Martin
Heidegger. Speech is a means of reproduction of meaning. In
fact, speech reproduces the meaning of our life. We live in a
world that is as meaningful as we can make it by using language.
Media environment is very important and bears a great
responsibility due to its strong influence on society and on the
production of social meaning in the world we inhabit. The lack of
values, and respectively of meaning, destroys the immunity of
society, and the viruses of fear and hatred raise the temperature of
intolerance towards otherness and difference, and weaken the
social organism, making it amenable both to aggressive populist
political manipulation and to intolerance (Discussion, club
Obektiv 2013).

Populist parties throughout Europe and elsewhere draw
their ideas from various political and cultural traditions, construct
various narratives on national identity, and emphasize different
categories of everyday problems. Some parties in Europe have
won support by relating themselves to the fascist and Nazi past,
others receive legitimation in reference to an alleged threat of
Islam, still others rely on fundamentalist Christian rhetoric. Some
build their legitimacy on Euro-skepticism, and others, by
reference to the Islamist ideology and threat coming from
unidentified external and internal enemies. It may be said that, in
order to mobilize their voters, populist parties choose the rhetoric
and discourse that corresponds to their specific national contexts,
and follow a genealogy dependent on their national histories
(Wodak 2015). The strategy of political communication used by
populist parties divides society into the “pure people” and the
“corrupt elite”, and postulates that politics must express the
common will of the people. Populist extremism feeds on the
antagonism it pictures between the organically “pure people” and
the people’s enemies, who may be the Jews, the Muslims, ethnic
minorities and/or the “corrupt elite”. In Europe, the purity of the
people is largely defined in an ethno-religious perspective that
rejects the principle of equality and supports policies of exclusion
that primarily target immigrants and minority groups. Apart from
the national differences, these parties and movements are all
characterized by opposition to immigration and concern for the
defense of the national/European culture, with categorical
critique of globalization, the EU, representative democracy, and
the traditional political parties. Their obsession with the idea of
the strong leader incites them to claim that the traditional parties
are corrupting the relation between leaders and supporters, are
creating artificial divisions within the homogenous people, and
are putting their own interests above those of the people (Mudde
2004).
3.

With regard to communication, hate speech causes
damages and obstructs full and healthy connections between
different groups. The free expression of political, personal and
community feelings can hardly respect the spider-web-thin line
that separates ordinary speech from the language of haters.
Computer games on the Internet are a particularly characteristic
space for the use of hate speech and racist stereotypes. Words
like “blackie” and “nigger” inspire a feeling of racial superiority.
Racist groups like “Blood and Honor” increasingly use websites
to disseminate racist ideology. They have the capacity to
publicize denigrating views, to suggest racial inferiority, to
disturb communication and provoke humiliation and social
division. In the global multi-media world, we find peaks of
cyber-racism. Such are the games related to ethnic and religious
cleansing, where children are taught to kill the “sub-humans”,
who include Blacks, Latinos, Jews, or Muslims. Large doses of
such games, taken at a certain age, may stimulate conduct that
predisposes young people to violence motivated by racism and
discrimination. Participation under a nickname guarantees
anonymity and provides freedom to chat and take part in hater
forums. Hate speech itself has a very flexible and tempting
therapeutic effect: when you have a problem you cannot solve,
you need to construct an enemy on whom to put the blame.
Throughout history, the majority has been inclined to “cleanse”
the surrounding space of hated and despised “others”.
Newspapers and cable television networks justify themselves by
appealing to the right of all to free speech, but omit to add that
the respect of human dignity is a fundamental human right.

The “toxic speech” vector
The proliferation of hate speech holds a number of

risks:
Increasing intolerance;
Growing support for parties holding xenophobic and
populist ideas;
Discrimination;
The emergence of groups of the population that are
practically deprived of their rights;
The existence of parallel societies;
Islamic terrorism;
Loss of democratic freedoms;
A potential clash between the “freedom of religion” and
the freedom of expression.

Homophobic and discriminatory speech is being
monitored by institutions such as the Agency for Fighting
Racism, Xenophobia, and Anti-Semitism. Worldwide monitoring
has been undertaken of hate-filled racist blogs, of platforms for
explicit and demonstrative neo-Nazism, and more broadly, for
cyber-racism. Educational programs are being designed to give
children a better understanding of the ethnic and/or religious
“other”. In some countries, critics of social policies, who are the
main inspirers of hate speech in the world mainstream, are being

It may be justifiably assumed that these risks stem from:


Mass immigration (real and/or refracted through public
perceptions);
The prevalence in the media and public opinion of
distorted representations and dangerous stereotypes
about minorities;
The lack of leaders capable of inspiring confidence by
formulating a clear vision of the future of Europe.

Insecurity (engendered by the economic difficulties of
Europe and the feeling of relative decline);
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admonished to avoid displaying superiority or negative
stereotypes when confronting their opponents (Metodieva 2014).
The European Commission and major hi-tech networks like
Facebook, Twitter, YouTube and Microsoft have adopted codes
of conduct including commitments to fight the dissemination of
hate speech on Internet. Unfortunately, the social media are
among the instruments that terrorist groups are using to radicalize
young people, and that racists are using to spread messages
provoking violence and hatred. These codes mark an important
step towards ensuring that the Internet will continue to be a space
for free and democratic expression, where European values and
laws are respected. The commitment of IT associations to
examine valid reports of hate speech within 24 hours, and if
necessary to stop access to such content, is an encouraging effort
to restrict toxic speech.
4.

•

•

•

•

•

The main elements of the philosophy of
multiculturalism are expressed in the metaphor “ethnic mosaic”.
This phrase indicates a conscious and emphatic divergence from
the American “melting pot” ideal: the variety of cultures must not
be melted together, as in the old American model; to the contrary,
every ethnic-cultural group may and should preserve its specific
color and form, like the pebbles in a mosaic. Thus, all groups
together, each with its specificity, will join in a variegated and
multifaceted picture (Geißler 2003).

The “multiculturalism” vector

The philosophy of multiculturalism
summarized by listing its following basic principles:
•

•

can

The liberal right of cultural difference is closely tied to the
social right to equal opportunity. Hence, multiculturalism is
not limited to the cultural sphere (as might be supposed
judging by the reference to culture in the word); it has a
double – liberal and social – nature and is related to two
fundamental rights: the right to cultural difference and the
right to social equality of opportunities. The challenge here
is to achieve two goals simultaneously: preserving cultural
difference while abolishing ethnically based social
inequality.
Accepting the need for management:
As described here, multiculturalism cannot develop by
itself but requires political management, encouragement
and support.

be

A fundamental acceptance of ethnic-cultural diversity
Diversity is generally assessed as something positive, as it
is believed to be beneficial to society as a whole. It is
assumed that diversity holds forces that ultimately do more
good than harm. Ethnic-cultural diversity is hence
perceived as a constructive and enriching force for society
as a whole.
The right to cultural differences
All individuals and groups have in principle the right to the
preservation of and support for their cultural specificities.
Hence, they have the right, but not the obligation, to ethnic
identification.
The principle of the equal values of cultures and mutual
tolerance
Different ethnic-cultural groups have equal value.
Following from this principle is the obligation of mutual
tolerance. Identification with one’s own (ethnic) group,
however, must be secondary to identification with society
as a whole. The admissible hierarchy of a double identity is
that identification with the state comes first, and with one’s
own ethnic group, second.
The “security through contact” hypothesis
The right to be different is based on the empirically
confirmed social-psychological hypothesis that support
coming from their own group encourages the self-esteem
and sense of security of individuals, which is a precondition
for openness to other ethnic-cultural groups, i.e., for
tolerance and the growth of interethnic contacts.
Unity-within-diversity
A core of shared basic values and rules (a Constitution,
laws, a shared language) ensures cohesion of the whole and
simultaneously sets limits to the right to be different and to
the principle of equal value of cultures. The general frame
clearly has primacy over particular cultures. Immigrants
may preserve and maintain that part of their culture which
is not in contradiction with the obligatory shared core
(“selective preservation of culture”). The equal status of
women and the question of domestic violence against them
are characteristic areas in which some immigrant cultures
come in conflict with the shared core. Here we find the
presence of a de facto hierarchy of ethnic-cultural groups:
the more a culture is discrepant with the shared core, the
more it is required to subordinate and reject its discrepant
customs. Drawing a boundary between difference and unity
is a complex and disputed matter, of which some issues are
topics of political discussion (where does the equal status
of difference end and where do cultural particularities yield
to the common core values?)
The right to equal opportunity

In terms of its political function, multiculturalism has
been a response to, and a means of restricting, diversity. This is
somehow paradoxical. Multicultural policies accept as given that
societies are multiform, but implicitly assume that this
multiformity ends where minority communities begin. The
policies in question try to institutionalize diversity by placing
people in ethnic and cultural boxes – for instance, in a single,
homogenous Muslim community – and define the needs and
rights of these people accordingly. In other words, such policies
have contributed to the establishment of the very divisions they
were meant to manage. The consequence of this is the emergence
of what the economist Amartya Sen calls “pluralist
monoculturalism”, a policy based on the myth that society is
made up of different homogenous cultures that aim to mutually
avoid each other. This policy is not so much an act of respect for
diversity as it is a convenient means to avoid the problem of
creating a common, all-inclusive culture. The main result proves
to be the emergence of parallel communities (Malik 2015).
Be realistic, believe in the impossible! Herbert
Marcuse’s phrase, written on the walls of the Sorbonne in May
1968, oddly corresponds to Max Weber’s motto, One must think
of the Utopic in order to recognize the real. This line of thought
is the approximate direction in which reflections on the question
of integration should go. Integration should not be left to itself, it
needs thoughtful political management. Carefully conducted
public debate on the concepts and programs for integration could
impart to political integration management the democratic
legitimacy it is still lacking. More than ever, dialogue is the only
means to effective integration and consolidation of the national
community. Dialogue does not signify relativism, indifference to
the truth; on the contrary, it implies firmness of conviction
without rigidity; truthfulness accompanied by frankness.
Compared with tolerance, dialogue goes a step further. It means
to accept that the other, the different, exists not only for the sake
of existence – which is as far as tolerance goes – but because that
other has something to say to me, something that I must listen to
carefully if I want to take my own convictions seriously and use
them as a basis for my assessment. The idea of integration as
unification or assimilation based on acculturation, on a rejection
of the cultural foundations of difference, can lead – now more
than ever – to the contrary result. Events in recent years, and
especially the new wave of nationalism that is now structuring a
significant share of politics and everyday life, requires a
reassessment of the too optimistic expectations and of the
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sustainability (and reliability) of the hitherto registered attitudes
to ethnic, cultural and religious difference. The formal
recognition of the right to a different opinion does not yet signify
a willingness to accept difference as equal in status or at least as
equally important and valuable for the construction of a shared
picture of reality (Bosakov 2010, 2015).
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Abstract: The basis of the technological security of the state is having its own economic and technological potential, the level of which
should meet international standards and requirements of the time. Original position when you create a technological imperative for
economic development of the state was that profitable the economy must be high tech due to the increase of production and competitive due
to the constant renewal of technological assets. The technological imperative, first of all, for the choice of priority technologies. To process
safety must include: scientific and technological, ecological and technological, production-technical and information-the knower of the
sphere. The methodology of diagnostics of a condition of technological safety, should be based on the methodology of interdisciplinary
analysis. The system of criteria of technological safety should include quantitative and qualitative characteristics of the resource, production
and research capacity, competitiveness of products on world markets and the ability to withstand the negative influence. Today leaders of the
world community is gradually becoming a state whose economy is not based on resource potential, and the use of the latest technologies in
all sectors of the economy: from production to provision of services and control functions.
KEYWORDS: TECHNOLOGICAL IMPERATIVE, TECHNOLOGICAL SAFETY, NATIONAL SECURITY OF THE STATE,
INNOVATIVE SECURITY, TECHNOLOGY ASSETS

1. Introduction

2. The technological imperative
development of modern production

Technological reorientation of the modern economy is not
accidental, because the first technocratic concept of global
development emerged more than a century ago, and continued them
in his writings J. Gelbreith, P. Drucker, G. Ellul, V. Rostow, A.
Toffler, etc. Later this concept was transformed into the idea of the
"new industrial society", "postindustrial society", "business
economics", "economics of knowledge", "information economy" D.
Bell [1], P. Drucker [2], K. Freeman [3], F. Machlup [4], I. Masudi
[5], J. Schumpeter [6], etc.
Post-industrial development the globalization of modern
society has shaped a new economy of cooperation and a system of
appropriation as a system of collective production and exchange
activities. A distinctive feature of modern dynamic changes in the
external environment is the emergence of new flexible
organizational models, the logic which most adequately corresponds
to the intensification and increasing complexity of competitive
dynamics. There are new agent-based models that characterize the
behavior of participants on the basis of the new network paradigm.
Today there is a combination in one link economic vertical linkages
in the production chain and horizontal linkages by types of
activities. M. Castells considered [7], in the last century that the
world is rapidly moving towards information format development,
the main feature of which is the network logic of information use.
All of this is a consequence of the key institutional and
technological changes in the world economy, and which can be
systematized in this way:
- to transformation organizational code of economic systems –
the transition to a networked structure at all levels of social
interactions, the system of economic contacts comes online and
creates an online environment;
- the world economy is moving away from hierarchical
structures with a closed loop and a vertical hierarchy, from the
power of the powerful state bureaucracy and corporate giants in the
direction of the network systems;
- there is a transition from the economy of the firms to the economy
of clusters, which is based on coordination of interests and
cooperation of different agents.

in

the

There are three main directions of development of modern
production technologies:
- the transition from discrete technologies in continuous
production processes as the most effective;
- the introduction of a closed (non-waste) technological cycles
of production as more environmentally neutral;
- improving high-tech and emerging technologies as the
priority in the business.
However on the new realities of managing and implementing
international economic relations, the key to effective development
opportunities become easier to adapt to the technological
modernization and the rapid introduction of innovation in all
spheres of life [8], and the use of scientific and technological
progress remains an integral component of social phenomena and
has become the main source of economic development of advanced
countries and the main reason for the lag of transition economies
from world leaders [9].
Original position when you create a technological imperative
for economic development of the state was that profitable the
economy must be high tech due to the increase of production and
competitive due to the constant renewal of technological assets.
Place technological security in the scheme of the technological
imperative reflects Fig. 1 [10].
The technological imperative, first of all, for the choice of
priority technologies that are associated with [11]:
- development of basic areas of production, support for
domestic producers, development of the internal market and reduce
state dependence on imported goods and services;
- provision of priority basic needs of people, ensuring food
and economic security in the strategic sectors of the national
economy;
- upgrading and improving the competitiveness of industries
with long production cycles, such as aviation, shipbuilding,
automotive;
- the promotion of small and medium enterprises for
innovative activities and innovative enterprises, intensify the
cooperation with large corporate structures.
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order
The technological basis of socio-economik development on the
state

Fig.1. The technological imperative of socio-economic development of the state and the place of technological security in it.
world innovation space, it should provide an innovative model of
development of the economy by accelerating the performance of
research and development, and accelerate the introduction of
innovations in production.
It should be noted that the number of publications in the area
of network security is extremely low, and the concept of
"technological security" in the literature is rare. Often in the
scientific literature, the term process safety is identified with
innovative security, which involves ensuring the sustainable
creation, use and diffusion of new knowledge and technology. On
this basis, the Association is scientific and technological potential
and opportunities for international cooperation in the field of

3. Scientific substantiation of the concept of
"technological security"
Modern security science is a research direction that provides
definitions and explanations of safety (of any entity – state, region,
enterprise, person) in the past, present, and future. Thus it
summarizes the facts, is random necessary, natural, for individual –
the General and on this basis its maintenance [12]. The concept of
"technological security" [13] so I understand that in the conditions
of intensification of scientific and technological progress, the
shortening life cycle of products and services, globalization of the
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But this is only possible when the environment is a new system that
combines natural, industrial and social system in which meets
certain requirements: sanitary-hygienic, aesthetic and material
needs of human; the conservation of the natural resource and
environmental potential of natural ecosystems; maintaining the
ability of the biosphere as a whole to self-regulation [16].
Environmental safety is usually regarded as a system of
actions aimed at the protection of society from threats caused by
natural disasters and man-made disasters. We believe that this
approach is rather simplistic because it doesn't reveal the
peculiarities of nature and the relationship of the ecological state of
the environment with security companies. The greatest risk to the
environment, and through feedback and for society, causing
pollution of the natural environment. Often the pollution of the
environment may be small, but there is a direct threat to human
health or degradation of the ecosystem.
The main arguments regarding the inclusion of environmental
and industrial spheres of activity can be attributed to this – without
the use of advanced technology impossible to eliminate or at least
reduce threats to these areas. So, for Ukraine, these threats are:
- depreciation of fixed assets, including major hazard
facilities, communal infrastructure of settlements, sewage treatment
plants companies;
- excessive anthropogenic impact on the territory in General
and man-made clutter in particular;
- insufficiently rational use of natural resources, radioactive,
chemical and biological environmental pollution, problems of
transboundary pollution;
- the formation of significant amounts of waste production
and consumption, insufficient level of re-use, recycling and
disposal;
- the lack of monitoring of import of ecologically dangerous
technologies and materials, pathogens, genetically modified
organisms.
It is today in terms of military action in Ukraine and the
modernization of the army is necessary to remember that the
defense of countries in the military in a greater degree depends not
on the size of the armed forces and the availability and ability to use
the latest military technologies, which give an advantage over less
armed opponent [17].
However the country lagging in technological development,
through diplomatic efforts or the purchase of technologies able to
quickly eliminate the technological lag. However, the technological
lag is not all the countries can quickly be overcome by the presence
of political constraints in the supply of arms from technological
leaders. Obstacle to the elimination of technological lag can be
limited in financial capacity. Therefore, for Ukraine the overcoming
of this lag can be achieved through membership in leading
international defense alliances.
You must also consider that the number of objects
technological security include production, storage, disposal and
destruction of potentially dangerous products (radioactive,
chemical, biological, explosive) used in the defense and civil
systems, but the withdrawal of the operating status of compliance
with the process safety requires significant resources (for nuclear
materials and facilities, the cost of decommissioning may exceed 35 times the cost of their creation and commissioning) [18].
Thus, technological security is considering including the
global problems of technogenic safety in the sphere of civil and
defense purposes as one of the most important spheres of life
support of the person, society and state, as well as the environment
[19].
Directions of development of the technological security of the
state in the national security can be defined for Ukraine, and not just
for her:
- controllability and predictability of the development of hightech complex;
- scientific and technological activities and professional
education;
- information and information and communication
technology;

technology transfer and creation of prerequisites for sustainable
functioning and development of economic system [14].
To process safety, in our opinion, must include: scientific and
technological, ecological and technological, production-technical
and information-the knower of the sphere (Fig. 2).

Scientifictechnological

sphere

Ecological
technogenic
sphere

Process
safety

Productiontechnical
sphere

Information
and
knowledge
sphere

Fig. 2. The composition of the types of activities that
deals with safety of the technology
The deterioration of these parameters information
(information resource) as confidentiality, integrity, availability,
reliability, etc. can lead to significant negative effects, such as [15]:
- disruptions in the operation of technological process
control systems and other systems;
- disclosure of data constituting commercial and other
secrets;
- reduction in the reliability of financial documentation;
- unauthorized access to personal data of individuals and
others.
The result of these actions may be:
- rupture of business relationships with partners;
- the failure of negotiations, the loss of beneficial contracts;
- failure to fulfill of contractual obligations;
- the need for additional market research;
- rejection of the decisions that have become ineffective
because of publicity of information and ultimately financial losses
associated with new developments;
- loss of opportunities to patent the results of scientific and
technical activity or sell license;
- price reductions or sales of products;
- loss of reputation;
- more strict conditions for obtaining loans; difficulties in the
supply and purchase of equipment and so on.
Internet is a universal communication space, in which very
different interests and values coexist. Of course, the spread of
information and communication technologies is uneven across
countries and sectors of society. It should be mentioned prospect of
transition to the information age depends primarily on the
availability of education for all segments of the population, as well
as the opportunities of operative learning and processing
information.
The analysis of literary sources showed a variety of
definitions of the environmental component of national security.
The environmental component of the national security means the
protection of man and nature from adverse environmental factors.
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- environmental technology;
- industrial and agricultural production on the basis of the
latest technologies and techniques;
- energy use of promising and innovative technologies and
resources;
- combined transport infrastructure, diagnostics and
monitoring of the technological infrastructure;
- the production and disposal of radioactive, chemical,
biological and explosive products;
- military-technical cooperation;
- system protection high-tech facilities from accidents and
disasters.

12. Krachok L. I. Technological content of socio-economic
transformations / Krachok L. I. // Social-economic policy in terms
of transformational change : Materials Sciences.-pract. Conf. –
Poltava. – 2013. P. 157-160.
13. Kozachenko G. V. Economic security as a fundamental
category basecolor / Kozachenko G. V. // Security science: theory
and practice: Mater. I Seakr. Sciences.-pract. Internet Conf. March
15 - April 15, 2013, M. Lugansk. – 2013. – P. 17-18.
14. Antonenko L. A. Technological security of Ukraine in the
global innovation environment of the XXI century [Electronic
resource] / Antonenko L. A., Dera, K. A. // Bulletin of national
University "Lviv Polytechnic". – 2008. – № 628. – P. 18 – 23. –
Mode
of
access:
http://www.nbuv.gov.ua/portal/natural/Vnulp/Economika
15. Zhavoronkov V. Information as a strategic resource for
protection of technological security / V. Zhavoronkov, G.
Zhavoronkova, V. Klymenko // INDUSTRY 4.0 – 2016. – №1. – Р.
– 43-46. – ISSN : 2543-8582.
16. Zhavoronkov V. Ecological and technogenic safety of the
ecosystems of the agrarian sector of Ukraine. / V. Zhavoronkov, G.
Zhavoronkova, L. Melnyk // Security and future. – 2017. – Issue 2.
– Р. – 65-72.
17. Economics and organization of innovative activity / under
the editorship of O. I. Volkova, M. P. Denisenko – K.: PH
"Professional", 2004. – 960 p.
18. Maslyuk V. E. Providing military and economic security
of the state through the influence on the length of imitation lag /
Maslyuk V. E., Krivulya P. V. // Security science: theory and
practice: Mater. I Seakr. Sciences.-pract. Internet Conf. March 15 April 15, 2013, M. Lugansk. – 2013. – P. 78-80.
19. Zhavoronkova G. V. Technological security of the state /
Zhavoronkova G. V., Luta L. I. // Financial security socio-economic
development of the state: contemporary challenges and strategic
orientations: monograph / under the General editorship of A. V.
Chernyavsky. – Poltava: RVV PUET, 2012. – 459 p. – P. 302-312.

4. Conclusions
National security is considering including the global problems
of technogenic safety in the sphere of civil and defense purposes as
one of the most important spheres of life support of man, society
and the state, as well as the environment.
The basis of the technological security of the state is having
its own economic and technological potential, the level of which
should meet international standards and requirements of the time.
After all, today leaders of the world community is gradually
becoming a state whose economy is not based on resource potential,
and the use of the latest technologies in all sectors of the economy:
from production to provision of services and control functions.
The decision of problem of perfection of technological system
of the national economy cannot exclusively economic techniques, it
requires consideration of the impact on the activities of businesses
of other public elements. Therefore, the methodology of diagnostics
of a condition of technological safety, should be based on the
methodology of interdisciplinary analysis. The system of criteria of
technological safety, that is a real statistical indicators that are
subject to an assessment from the perspective of technological
support should include quantitative and qualitative characteristics of
the resource, production and research capacity, competitiveness of
products on world markets and the ability to withstand the negative
influence, and determines that selection of different methodological
approaches to the assessment of her condition.

5. Reference
1. Bell D. The Coming of Post Industrial Society / Bell D. –
N.Y.: Basic Books, 1973.
2. Drucker P. Beyond the Information Revolution / Drucker P.
// The Atlantic Monthly, 1999. – V. 284. – № 4.
3. Freeman C. Technology and Economic Performance:
Lessons from Japan / Freeman C. – Pinter, London, 1987.
4. Mahlup F. The production and distribution of knowledge in
the United States. – M.: Nauka, 1966.-383 р.
5. Masuda Y. The Information Society / Masuda Y. –
Washington, 1981.
6. Shumpeter J.A. Capitalism, Socialism, and Democracy /
Shumpeter J.A. – 3rd, Harper. – N.Y., 1950.
7. Castells M. the Information age: economy, society and
culture / M. Castells Ed. from English. under the scientific. ed O. I.
Shkartana. – M.: GU VSHE, 2000. – 608 p.
8. Novitsky V. Imperatives of innovative development / V.
Novitsky // Economy of Ukraine. – 2007. – No. 2. – P. 45-52.
9. Metelev S. E. National security and development priorities
of Russia: socio-economic and legal aspects: Monograph / Metelev
S.E. – M., 2006. – 270 p.
10. The technological imperative of socio-economic
development of Ukraine: monograph / [L. I. Fedulova, Y. M.
Bazhal, V. L. Osiecki etc.]; under the editorship of Dr. Econ.
Sciences, Professor L. I. Fedulova; national Academy of Sciences
of Ukraine, Institute of Econ. and prognosis. – K., 2011. – 656 p.
11. Luta, L. I., the Dependence of socio-economic
development of Ukraine of technological transformations / Lyta L.
I. // Collection of scientific works. Vol. 81. – Part 2. : Uman. –
2012. – P. 80-86.

66

SECURITY & FUTURE 2/2018

GLOBAL COMMONS AND THEIR STRATEGIC SIGNIFICANCE FOR THE
EUROPEAN UNION AND NATO
Colonel PhD. Eng. Angelov I.
National Military University „Vasil Levski“ – Veliko Tarnovo, Republic of Bulgaria
ivailoaa@abv.bg
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considered both together and separately individually in order to
obtain a complex picture. Most NATO and EU members have open,
global economies that are heavily dependent on free access to these
global common goods.

1. Introduction
The emergence of complex threats is the new challenge
that is becoming increasingly relevant to the present as well as to
NATO’s and the EU's strategic vision of the future.

Regardless of the nature of the environment, in order to reach
agreement on their international regulation, it is important that the
countries are historically governed by the principle of the common
heritage of the peoples, such as the doctrines of open access to the
seas and the airspace, for example. Regardless of attempts by
governments and individuals to create rights or other forms of
ownership, global common goods remain an exception in
international law. An example of this is the Montreux Convention 2
on the status of the Bosphorus and Dardanelles as free
internationally accessible, even though they are on the territory of
Turkey.

In a contemporary global geopolitical environment, no
single state can assume that its security depends only on its
neighbors. The security of one country is closely related to the
security of everyone. In this sense, national and collective defense
are not only secured by border guards on a particular territory but
are heavily dependent on the ability to create security about global
common goods.
The so-called "global commons" are resource domains
that are outside the political scope of any country. In this respect,
international law defines four global commons, namely: the open
oceans, the atmosphere, the Antarctic, the global airspace, outer
space and cyber space (United Nations environment program) 1.

The same applies to the Suez and Panama canals. However,
with regard to international legislation on space and cyberspace, it
is still very scarce.

These are domains that are not under the control of any
country on their own, but are open to use by states, international
organizations, and even by individuals. Since they are not under the
sovereignty of any country, they can be considered as connecting
links in the international system and their use and regulation is
achieved through international treaties and agreements. As already
noted, access to these environments is both a military and an
economic necessity. Therefore, they are also directly related to
military capabilities to protect the national and collective interests
of the free movement of goods, people, communications and data
on which each country, its economy and citizens depend.

In a globalizing world, NATO and the EU face the challenges
of security in the functioning of the global economic system. To
create capabilities to act globally, in its Strategic Concept from
2010, NATO notes: „All countries are increasingly relying on the
vital communication, transit and transit routes on which
international trade, energy security and prosperity depend. Greater
efforts by the international community are needed to ensure the
sustainability of these lines against attack or interruption. Some
NATO Member States will depend more on external energy
suppliers and, in some cases, on energy supply and networks from
outside sources to meet their energy needs. With the increase in the
share of world consumption transported through the globe, energy
supplies are at increasing risk of interruption.“ 3

2. The use of global commons
Since the end of the Cold War and the dominant economic and
political tendency for integration in Europe, the following
challenges are on the agenda: unstable world; confrontation, rivalry
and crises in different regions of the world; the concept of the
balance of power is applied by some of the major developing
countries; the principles of democracy and the rule of law are
abstract for some countries, while others use them to legitimize
their undemocratic goals.

It is important to note that, despite the obvious justice of the
ideas of peace and security in the use of global common goods, it
can not be claimed that they are universally accepted by all players
on the international scene, and especially by the global and regional
terrorist networks, organized crime groups for smuggling people,
drugs, weapons. Many nations have not yet researched and defined
their interest in the free access to this global resource. The situation
is aggravated by the fact of global warming, which has a serious
impact on the state of the seas and oceans, respectively fishing in
international waters and the extraction of natural and energy
resources leading to environmental problems.

Regarding these challenges and the complex nature of security
and defense, a strategic vision, a flexible and pragmatic approach
and resource security are needed to ensure the prosperity of states
and the security of their citizens. Part of this strategic vision should
be the so-called “global commons.” The “global commons,” along
with global warming, the development of technology, the
interdependence of the global economy, the increase in
consumption and, respectively, competition for natural and energy
resources, migration, pandemics and security challenges, is
increasingly showing the vulnerability of states.

The strategy paper, "Maintaining Global Leadership of the
United States: Priorities for the 21st Century" serving as a guide for
the future development of US military forces, states that: „Global
security and prosperity are heavily dependent on the free movement
of goods by air and sea while at the same time observing noncompliant norms and posing potential threats to global common
goods by state and non-state actors who also have capabilities and
intentions for cyber-spyware and attacks, and whose actions can
have serious consequences on both US military operations and the

Marine, airspace, space and cyberspace are closely related, but
each of them has distinctive features and should therefore be
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protection of marine areas, NATO and the EU are developing and
creating complex systems for maritime surveillance both on shore,
underwater and satellite based. The exchange of information
between member states, between military and commercial vessels
and organizations is important, norther to overcome the challenges
and eliminate threats. NATO relies on its naval forces for both rapid
and long-term deployment, and for presence in the world's maritime
spaces. By combining and managing different naval forces, NATO
is capable of deploying a naval power without resistance in these
spaces. Therefore, for now, loss of access can be hypothetical.
However, the rapid development and distribution of new missile
systems, seagoing mines, submarines allowing hostile countries to
hinder free access to the world's maritime spaces should not be
underestimated.

country as a whole. In this regard, the US aims to make global
efforts with capable allies and partners to provide access to global
common goods by strengthening international norms and by
maintaining adequate and interoperable military capabilities” 4.
Over the last few decades, the US military has been having a
technological and resource advantage that gives the opportunity to
access global goods 5. In recent years, the situation has changed, the
benefits of the United States have diminished, their positioning is
different and reflected in their foreign policy. Concentration of
power is distributed in a multipolar world where countries like
China, Russia, India, Brazil and others also interfere with the
management of global common goods. For these reasons, the US is
also initiating the process of assessing NATO's role, missions and
tasks in the future on these issues.

NATO's new naval strategy includes four priority roles of the
Navy in maritime spaces:

By addressing the four global commons individually and
defining the challenges, threats and recommendations for free
access to them, the role and responsibilities of NATO and the EU
can be more precisely defined in the context and the need to change
the European Security Strategy, view of new realities.

- Defensive and collective defense;
- Crisis Management;
- Cooperative security through dialogue, partnership and
cooperation;

3. Use of global sea spaces

- Naval security 6 .

Surprisingly to military strategists at the beginning of the 21st
century have increased the threats and real attacks of piracy in the
world ocean. There is an old challenge for commercial and
passenger sea transport. This requires the EU and NATO to launch
and conduct counter-piracy operations off the coast of Somalia,
including countries such as Russia, China, India and others.

These are principles reflecting the role and strength of NATO as
well as its approach to the world's maritime areas, where a large
number of populations, strategically important raw materials and
energy resources, maritime roads, streams and canals are of the
utmost importance. The new strategic context requires a thorough
reassessment of the role and contribution of the Alliance's naval
force to protect its interests over the next 10 years. The naval forces
play an important role both for the conduct of joint operations of a
different nature and for purely naval operations.

The development and deployment of military technology to
hinder or end the access to the sea in a large number of countries
places a dilemma on either NATO or EU leaders to increase their
naval capabilities or to resign to the access restrictions that will
inevitably be imposed by hostile states.

As a military-political alliance with a long naval history, NATO
should play an important role in free access to the world's maritime
spaces. Part of the NATO member states are some of the oldest
nations with traditions in maritime shipping. In this regard, NATO
should continue to contribute to the practical implementation of the
1982 United Nations Convention on the Law of the Sea Area.
Despite its weaknesses, this convention plays a stabilizing role as an
international law giving free access to the seas and oceans of all
countries.

The ability of NATO and the EU to engage in global ocean
security is the only guarantee that the seas and oceans will remain
open. The proliferation of modern anti-missile wing missiles and
precision-controlled weapons on silent underwater boats, for
example, enables countries with small naval forces to cause serious
problems. An example of this is the strong development of Iran's
naval capabilities. There are also naval capabilities in countries such
as China, India, Russia, Japan, South Korea and others, which is
also creating new potential sea conflicts.

4. Using the Arctic

The NATO and EU naval strategies underline that it is
unrealistic to assume that future peacekeeping operations can be
carried out successfully without a significant military-maritime
dimension. Given the nature of the global economy, it is likely that
the challenges of protecting the interests and security of Member
States in remote maritime regions outside the Euro-Atlantic area
will directly affect the strategic interests of the two unions.

Four of the five countries that have territories claiming to
acquire parts in the Arctic region - Canada, the United States,
Norway and Denmark - are members of NATO. The fifth is Russia,
which has established a special partnership with NATO since 2002.
This, in turn, would be an additional opportunity for NATO to help
solve existing claims by providing a forum for discussing the
interests and concerns about the future of the North Pole.

Considering the fact that 80% of the world's population lives in
regions up to 60 miles from sea and ocean shores, the NATO and
EU naval forces are also a successful tool for providing
humanitarian aid to natural disasters. Examples include the Navy's
involvement in: assisting the United States to deal with the effects
of Hurricane Katrina in 2005, the tsunami waves in Indonesia in
2004; and Japan 2011, as well as the 2010 earthquake in Haiti.

The growing need for resources reduces opportunities for
cooperation while increasing both competition and the access of
new competitors to them. Asian, European and North American
north-continental shelves are becoming more desirable for access
due to changes due to global warming and the rising value of
mineral resources.
The situation in the Arctic reveals the link between climate
change, resource shortage, technology development and NATO
security.

The Alliance's strategic concept and the new naval plan focus
on a strategy that goes beyond nuclear deterrence, in which nuclear
power plays a key role. An example is NATO's Operation in the
Indian Ocean against the Somali Pirates, the "Ocean Shield", the
EU operation in the same area of Atalanta and NATO's Operation in
the Mediterranean Sea "Active Force". These operations are
increasingly involving partner countries.

In the context of the need to modernize the European Security
Strategy, account should be taken of the fact that the North Pole is a
potential conflict zone that can be neutralized through the principles
of cooperation, joint resolution of problems and respect for
international law.

The usability of the world's maritime space does not depend
solely on the capabilities of warships and ports. For the effective
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needs of telecommunications, meteorological imagery, surveillance,
global positioning, and defense and security needs.

5. Airspace use
In the sphere of the air, NATO and the EU have world
domination, a situation that has not changed since the end of the
Cold War. This superiority is based on strong civilian and military
cooperation, coordinated use of state-of-the-art technology and
precision-controlled weapons. At the same time, asymmetric threats
allow non-state actors to disregard this superiority. These can occur
both during military operations and commercial flights.

Unlike international regulations on maritime and airspace, no
part of space is under the sovereignty of any country. Provided
access and use of space are regulated in the so-called Outer Space
Treaty (1967) and its subsequent agreements, which serve as a legal
structure establishing space as a global common good and defining
the right of States to access and use space for peaceful purposes9.
In order to cope with the increased technological capabilities of
some countries to influence NATO-EU-based systems and NATObased systems, it is necessary to invest in the development and
deployment of effective remedies. It should be noted that satellites
have a huge share in providing information exchange, land-based
management and observing the atmosphere with a huge economic
contribution. Military Command and Governance, Precision
Weapons Management Systems, Missile Management, Early
Warning Systems and the Movement of Military Forces are highly
dependent on space-based systems10 .

In recent years, the EU has been stepping up its Open Skies
Initiative, based on the so-called "Functional Air Blocks". These
blocks divide European Airspace into functional sectors according
to Union operational requirements and not national ones. The aim is
to rationalize and integrate airspace, to improve air control and
safety, and to eliminate inefficiency 7.
In the near and medium term, there are at least three challenges
for NATO and the EU to access international airspace:
- The continued proliferation of "land-air" missiles with a long
range of defeat and ultra-modern fourth-generation air-to-air
missiles;

The current information war differs in that it can target
information systems controlling military operations and civilian
activities. Entering military computers or breaking down the
systems that control bank transfers, air traffic control, and nuclear
power plants could cause huge damage. Technological innovations
lead to asymmetries. The problem for advanced countries is that
they have far more objects vulnerable to similar attacks than their
less developed enemies11.

- The continued disruption of the aviation and air defense
command and control system (AOS) through space and cyber
attacks has yet to exert an increasing impact on civilian and military
air operations;
- Increased impact and easy access to unmanned airborne
systems and systems fundamentally alter the nature of air operations
and gradually reduce the benefits of NATO.

That is why, from a military point of view, NATO is giving
priority to the cosmos. There are at least five areas of concern and
NATO's challenges for space:

Decreased military budgets in the Member States are
increasingly affecting both the technological level and the size of
the air operations capabilities. For this, the Intelligent Defense
Initiative of NATO, also includes aviation, anti-aircraft and antimissile capabilities8 .

- Assessment, identification and disclosure of NATO's needs in
space;
- Planning and training in case of refusal of access and degraded
operations;

In this regards, it is essential to continue the modernization of
the command and management system covering all Member States.
The modernization of the air defense system and the development
of the missile defense system is NATO's guarantor of keeping the
countries with a hostile policy towards the Alliance.

- Improving information on the situation in space and
information exchange protocols;
- Development of a coordinated NATO policy for the use of
national funds in space;

Access to common airspace is of utmost importance for
NATO's and the EU's ability to achieve their ambition level and to
be able to secure their citizens. The better the Allies co-ordinate
their efforts to control and manage air traffic, the better they will
also provide access to international airspace. The important
question is to what extent NATO can and should help Member
States for this coordination and how to ensure air traffic security in
international airspace.

- Preparation of space experts and establishment of NATO
space command.
Similar to defensive capability planning for other areas, it is
important for NATO to develop and analyze various scenarios of
discarded or difficult access to space in order to develop
requirements in strategic and operational phases. Only in this way it
will realistically determine the critical situations and plan their
reception. It is also important to take measures to protect groundbased systems for the management of space systems and devices,
both from physical attacks of destruction and from cyber attacks to
disrupt the management by them.

The lessons of the recent crises, conflicts and wars, the
proliferation of missile weapons and the realities of limited military
budgets force the air force to abandon the development of smallrange weapons and to focus on those with a long range of action
and a long time to stay in the air.

The NATO-deployed space systems and the EU-built systems
require enhanced cooperation. France has set up a system for
improving the EU-wide information on space. Germany, the
Netherlands and Spain intend to build several space observation
centers. In parallel, private commercial organizations are working to
improve the surveillance of their systems and devices.

But despite all the challenges, terrorism remains the main threat
to the use of airspace.
This in turn implies strengthening intelligence, surveillance, and
understanding capabilities that are more dependent on access to
space and cyberspace. The violation of the management of NATO
air defense and air defense systems through impact in these areas
would have a strong negative effect on the possibilities of using
airspace.

The growing problems require NATO and the EU to develop
and implement a coordinated policy to ensure free access to space.
The security of space can be sustained by attracting all the parties
involved, the business and the military in the course of its peaceful
use.

6. Use of space
There are currently more than 18,000 space objects in space,
including about 1300 satellites, operated by around 40 countries.
All of them continuously transmit information and data for the

7. Using cyber space
Compared to the other global domains, cyberspace is not a
natural resource, it is a human environment based on the
development of information and communication technologies.
69

SECURITY & FUTURE 2/2018
In the era of globalization for which information technology
plays a key role, the created cyber space should also remain open
for use by people, governments, businesses and all other public
systems. The uniqueness of this space is due to the fact that it in
itself does not occupy a particular physical environment as the other
three global common goods. The very notion of "cyber space"
appeared in 1982 when access to this new environment began to
embody the modern way of life. There is no universally accepted
definition for cyberspace. In a broader sense, this environment
includes the communication and information infrastructure that
allows digital data to be processed, stored, transmitted and depicted
for the needs of the Internet and global information networks12 . The
Internet is essentially an international network of services that
allows the exchange of information between billions of users. Since
its inception, the network does not provide for operational control
of consumers.

8. Conclusion
The free access of NATO and the EU to the global commons
(ocean, atmosphere, air, space and cyberspace) extends the capacity
of both allies to achieve their strategic goals and ambitions that
guarantee the security of the citizens of the member states and the
stability of their economies.
On the other hand, Russia is increasingly emerging as a selfsufficient challenge, from the point of view of its access to and
pursuit of key energy resources and strategic infrastructure.
The EU and NATO need to pay more attention to cybersecurity
by providing more opportunities and helping Member States to
protect themselves against cyber threats while keeping cyberspace
open, free and safe. This implies strengthening technological
capabilities to reduce threats and resilience of critical
infrastructures, networks and services, and reducing cybercrime.
This means fostering innovative ICT systems that guarantee the
availability and integrity of data while ensuring digital security
through appropriate storage and digital certification services. This
requires cyber issues to be present in all policy areas and to
continue developing cooperation platforms.

For military and civil needs, the network is vital. Without it, it is
impossible to manage the global banking environment, ecommerce, demand for travel with all modes of transport and many
other purely economic activities. Without access to cyberspace, the
global economy is facing a collapse. From a military point of view,
one of the complex features of this space is that most of it (over
90%) is occupied by private networks that do not depend on
governments.

It is obvious that in the global world there are risks and threats
that go beyond Europe's and individual countries' ability to act. In
this respect, the existence of NATO and the improvement of the
capabilities of the EU, as well as the constructive participation of
Moscow in global security and the use of global common goods, are
the key to the sustainable stability of the world. In order to apply the
bargaining method for benefits, Russia should also recognize the
need for cooperation with the EU and a strategic partnership with
NATO, as there is no longer an "optimal alternative to the solution
sought" in the long run. Practice shows that denial of compliance
with reality leads to lagging behind everyone in the global race.

From 2003 to 2009 Internet usage increased by 290%. Now
over 2 billion, more than a quarter of the world's population have
access to the network. The potential for subscriber growth is
enormous. The content of the information is privately owned and
subject to national and international privacy law 23.
The protection of the information infrastructure is a priority of
NATO, the EU and the member states. For a short historical period,
national and Union policies, cyber defense strategies and plans have
already been developed. Regardless of the security measures
undertaken and implemented, the number of attacks against
information systems is increasing annually. Although the methods
and tools are being improved, hackers remain invisible, putting a
negative effect on both the economy and the security. In addition to
anonymous hackers, there is also evidence that state-level
capabilities are being created in individual countries to attack the
cyber space of potential enemies. Incorporating cyberspace as a
potential military combat environment requires that its protection be
given high priority.
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Sight (N-LOS) environment. Each of these signal paths can
introduce phase shifts, time delays, attenuations, and distortions
over the different signals that can destructively interfere with one
another at the aperture of the receiving antenna.

1. Introduction
5-th generation mobile networks aim higher capacity than
current 4G, allowing higher number of mobile broadband users per
area unit, and allowing consumption of higher or unlimited data
quantities in gigabyte per month and user. 5G research and
development is extremely important for the security of the human
society. 5 G will have applications not only in the army and the
police, but in the public transport, video monitoring, Internet of
Things (IoT) etc. aiming at lower cost, lower battery consumption
and lower latency at GHz frequency bands (millimeter waves).

Antenna diversity can be realized in several ways. Depending
on the environment and the expected interference, designers can
employ one or more of these methods to improve signal quality. In
fact multiple methods are frequently used to further increase
reliability.
•
Spatial diversity employs multiple antennas, usually with
the same characteristics, that are physically separated from one
another. Depending upon the expected incidence of the incoming
signal, sometimes a space on the order of a wavelength is sufficient.
Other times much larger distances are needed;

The use of directional antennas and space diversity at these
extremely high frequency bands will improve the secure work of
such systems. SCP-RPSC (Spatial Correlation Processing –
Random Phase Spread Coding) is an entirely new approach in the
field of signal processing antenna arrays. It was developed by the
author a decade before. SCP-RPSC space diversity applications in
the future 5 G communications are considered in the report below.

•
Pattern diversity consists of two or more co-located
antennas with different pointed radiation patterns. This type of
diversity makes use of directional antennas that are usually
physically separated by some (often short) distance;

2. 5 G communications and antenna diversity
techniques

•
Polarization diversity combines pairs of antennas with
orthogonal polarizations;

With the explosive growth of mobile traffic demand, the
contradiction between capacity requirements and spectrum shortage
becomes increasingly important [1]. The bottleneck of wireless
bandwidth becomes a key problem of the fifth generation (5G)
wireless networks. On the other hand, with huge bandwidth in the
Millimeter Wave (mmWave) band from 30 GHz to 300 GHz,
mmWave communications have been proposed to be an important
part of the 5G mobile network to provide multi-gigabit
communication services.

•
Transmit/Receive diversity uses two separate, collocated
antennas for transmit and receive functions;
•
Adaptive arrays can be a single antenna with active
elements or an array of similar antennas with ability to change their
combined radiation pattern as different conditions persist.

3. SCP-RPSC approach used as pattern antenna
diversity technique

Most of the current research is focused on the 28 GHz band, the
38 GHz band, the 60 GHz band, and the E-band (71–76 GHz and
81–86 GHz). However, due to the fundamental differences between
mmWave communications and existing other communication
systems operating in the microwave band (2.4 GHz and 5 GHz),
there are many challenges in physical medium access control and
routing layers for mmWave communications. The high propagation
losses, antenna patterns directivity, sensitivity to blockage, and
dynamics due to mobility of mmWave communications require
application of new principles and methods in the field of antenna
diversity techniques also.

The use of directional antennas and space diversity at mmWave
frequency bands will improve the secure work of 5 G
communications. SCP-RPSC is an entirely new very smart
beamforming principle in the field of signal processing antenna
arrays. It was developed and patented by the author in the beginning
of 21-st century.
The main objectives of the SCP technology [3] are:
•
To receive one or more radio signals coming from one or
several spatially distributed signal sources (satellites, base stations),
insuring high gain of the antenna systems and using fixed or mobile
receiving terminals, equipped with SCP signal processing
equipment;

Antenna diversity [2], also known as space diversity or spatial
diversity, is any one of several wireless diversity schemes that uses
two or more antennas to improve the security, quality and reliability
of a wireless link. Often, especially in urban and indoor
environments, there is no clear Line of Sight (LOS) between
transmitter and receiver. Instead the signal is reflected along
multiple paths before finally being received, aiming the Non Line of

•
To ensure spatial selectivity high enough to cancel the
same frequency channel interference, coming from different space
directions, using simple one channel receiver.
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The objectives stated above are achieved by a patented by the
author method for radio communications, which proposes
application of additional pilot signal transmitted in the band of
information signals and available in the receiver by Code Division
Multiple Access (CDMA). The SCP receiver terminal is equipped
with antenna array with random phase aperture excitation. The
phase shifts among the signals, coming from the antenna elements,
are random at the antenna output, regardless of the information
source direction. These random phases spread signals correlate with
the recovered pilot signal, phase spread in the same manner, in a
signal recovery unit. The result of the correlation process between
pilot and information signals is the recovered information signal at
base band.

4. Practical implementations of SCP-RPSC in
pattern antenna diversity
4.1. SCP-RPSC terminals with pattern antenna diversity
In fig. 1 Soft handoff between Setting Satellite (SS) and Rising
Satellites (RS) with a single and cheap antenna system without
mechanical movement, is shown [4]. The same configuration could
be used in mm Wave 5 G terrestrial and satellite communications as
pattern antenna diversity scheme (in the case of partially path
shadowing).

The main features of the SCP approach are:
•
Simple, cheap and flat passive antenna, suitable for mass
production even in mmWave frequency bands;
•
One channel convenient microwave receiver with simple
signal processing;
•
Omni directional for the cooperative signal source, but
with high Figure of Merit G/T;
•
Selection of the different signal sources and polarizations
by PN-codes;
•

Multibeam and soft handover features.

The RPSC technology was proposed and patented by the author
too [3]. It is based on transmission of broadband microwave signals
in the open space by means of multi element random phased
antenna arrays. The sum of the different element signals in a given
point in the space has Gaussian probability distribution and noise
like properties. The sums in the different directions of the space are
not correlated each other. In such way the proposed principle solves
simultaneous the problems of spreading and beam forming.

Fig. 1 System architecture of a SCP-RPSC terminal

4.2. SCP pattern antenna diversity in Global Navigation
Satellite Systems (GNSS)

The main features of the RPSC technology, when it is used in
the up-links of the wireless communication links, additionally
include:

Historically, the Global Navigation Satellite Services (GNSS)
have been delivered through the use of satellites transmitting in Lband. Targeted to military navigations at first, these services have
evolved towards hundreds of civil applications, some of them (for
example railway transport, 5 G connected cars) with great accuracy.
The use of L-band gives important benefits, such as small on-board
antenna size and little or no attenuation due to rain. However, the
amount of L-band available, and more specifically the portion
allocated to GNSS, is limited. Moreover, frequency reuse due to
different orbital slots is extremely limited. The possible 5 G
transport applications require a much greater accuracy than
normally in L-band because of the ionosphere propagation effects.

•
Omnidirectivity for the cooperative receiving terminal,
but high equivalent (at base-band) Equivalent Isotropic Radiated
Power (EIRP);
•
Selection of different terminals and polarizations by
Pseudo-Noise (PN) codes;
•

Soft handover and virtual multibeam features;

•
The coherent demodulation by means of pilots (specific
property of SCP technology), cancelling the Doppler shift and the
phase jitter, introduced by local oscillators in the wireless
communication system;

To definitely overcome the problems due to the L-band, the
only choice for the future 5 G navigation systems is the move to
higher frequency bands [5]. A possible architecture of a SCP based
GNSS, using pattern diversity and steering beams for separation of
the different navigational satellites, is shown in fig. 2.

•
RPSC up-link protection against jamming, coming even
from points, close situated to the transmitting stations;
•
The knowledge of the receiving terminal positions for the
transmitting equipment is not necessary;

4.3. SCP-RPSC
communications

•
The SCP-RPSC approach is a breakthrough technology,
leading to unpredictable increase of the frequency reuse factor in
the wireless broadband networks. Close situated subscriber
terminals could communicate with base stations, using the same
frequency channel without interference. The isolation between the
terminals is provided by their specific random phase spread coding,
aiming to RPSC-MA (Multiple Access).

The application of SCP-RPSC approach to solve the antenna
problems of mmWave High Altitude Platform Systems (HAPS) was
proposed by the author several years ago [6]. The proposed in the
literature HAPS base stations use spot beams antennas, creating
cellular type coverage on the earth surface. The problem here is the
instability or the motion of the platform, leading to continuous
handovers of the active terminals among different spot beams. The
application of SCP-RPSC approach in HAPS base station will
cancel the problem by creating individual virtual steering antenna
beams toward each fixed or mobile earth terminal.

The presented above information leads to the conclusion, that
the SCP-RPSC principles and technologies could be successfully
used in the future mmWave 5 G communications as pattern
diversity schemes.

pattern

antenna

diversity

in

HAPS

Possible use of SCP-RPSC technology in HAPS LOS terminals,
based on pattern diversity, is shown in fig.3.

73

SECURITY & FUTURE 2/2018
Where:
∆R1 = max(Rna + Rnb ) − ( R1a + R1b

);

∆R2 = max(Rna + Rnb ) − ( R2 a + R2b

);

………………………………..
∆R N = max(Rna + Rnb ) − ( R Na + R Nb

∆Rna

),

(2)

is the distance between the base station and n-th

reflecting point,

∆Rnb

is the distance between the n-th reflecting

point and the terminal antenna and

max(Rna + Rnb )

is the

longest one way propagation trip base station – reflecting point –
terminal antenna. For this finger channel the reflected beam is with
maximum time delay and the introduced by the system additional
time delay at baseband is zero.
The total baseband output signal of the proposed system is sum
of the delayed signals of the different Rake fingers:
BBOtotal = BBOLOS + BBO NLOS 1 + BBO NLOS 2 +
+ ........... + BBO NLOSn + .........BBO NLOSN

Fig. 2 Architecture of SCP pattern antenna diversity system in GNSS

(3)

The created in such manner several virtual high gain antenna
beams are directed towards the different reflecting points. The
reflected signals will be received with high antenna gain and will be
well isolated each other (they will not be separated only by the
autocorrelation function of the used spreading code as it is in the
famous CDMA techniques). The angles among the different
reflecting points toward the terminal antenna should be larger than
the created virtual antenna beams (the beam-width of the SCP
Spatial Cross – Correlation Function).

Fig. 3 SCP-RPSC pattern antenna diversity in HAPS LOS terminals.

In high building city environment most of the terminal links
will be shadowed, leading to necessity of more and more new earth
terminals and HAPS stations. The preliminary studies show that
SCP-RPSC technology could successfully solve the problem. One
of the main advantages of this technology is the possibility to create
simultaneous several narrow virtual steering antenna beams, using
pattern diversity approach. In N-LOS HAPS case this feature could
be used in order to gather the energy of the multipath beams,
reflected from the different buildings, in phase at baseband (similar
to the CDMA), as it is shown in fig.4.

Fig. 4 Possible use of SCP-RPSC pattern antenna diversity in HAPS mixed
LOS and NLOS propagation environment

The procedure for the HAPS up-links, using RPSC approach,
will be similar to the previous case. The Rake receiver for the
different pilots multipath components will be situated at the base
station site and the signal processing will be similar too.

A block-scheme of a SCP Rake receiver for HAPS mixed LOS
and NLOS propagation environment is shown in fig.5. Here a
typical SCP receiver is used, but at low Intermediate Frequency (IF)
several Rake channels are created. Each of them consists of pilot
recovery unit and signal recovery unit. The pilot recovery units are
fed by the used PN-code, properly time shifted according to the
time offset of the different reflected signals. Each recovered pilot
signal is sum of several thousand random phased signals (equal to
the number of the antenna array elements). According to the Central
Limit Theorem (CLT) such sum has Gaussian random probability
distribution. In the signal recovery units the corresponding
recovered pilots correlate with the spread in the same manner
information signals, coming from the same reflecting points. The
baseband outputs of the correlators are time delayed with the
specific time delays, as follows:
∆t1 =

∆R2
∆R1
∆t 2 =
c
c ;

;...

∆t n =

∆Rn
c

;...

∆t N =

∆R N
c

4.4. SCP-RPSC pattern antenna diversity in WiMAX
communications
The application of SCP-RPSC principles for solving the antenna
problems of mmWave World Interoperability for Microwave
Access (WiMAX) was proposed by the author a decade before [7].
WiMAX is considered as wireless alternative of the existing cable
technologies to realize the last mile between the end users and the
nearest point with broadband connectivity. The benefits include
possible services not only for fixed, but for mobile terminals too.
Efficient frequency re-use schemes due to the used smart base
stations antennas can be employed to maximize the Wi-MAX
network capacity. Hence, broadband user interactive services can be
delivered with a high degree of QoS. One of the major
disadvantages of the existing Smart antennas is in their design and

(1)
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implementation in hardware.

same frequency channel. As a result a huge increase of the
frequency reuse factor and the system traffic capacity are expected.
In transmit mode RPSC technology, because of the
omnidirectional phase spread transmission, does not need
information about the angular coordinates of the different subscriber
stations. It is very important feature for mobile applications too.
•

SCP-RPSC at Wi-MAX terminals

The possible application of SCP-RPSC approach at Wi-MAX
terminals will have the following features: Full duplex interactive
system with one simple and cheap terminal antenna; Space
diversity, the ability to connect the terminal with more than one
base stations in fixed and mobile environment; According to the
published data the gain of the receiving terminal Wi-MAX antenna
should be in order of 35 dBi. A design, based on SCP-RPSC
approach and random phased RLSA (Radial Line Slot Antenna)
array, will be with 20 cm. in diameter and thickness of several mm.
at 30 GHz frequency band. These compact dimensions and the lack
of necessity for precise antenna beam pointing toward base station,
will not need qualified personal for mounting and technical support.

5.

Conclusion

A retrospective review of the author research, dealing with
possible applications of SCP-RPSC pattern antenna diversity in the
next generation mmWave 5 G communications, is given in the
report, as follows:
•

•
SCP pattern antenna diversity, using several virtual
steering beams, in Global Navigation Satellite Systems;

Fig. 5 Block-scheme of SCP Rake receiver in HAPS mixed LOS and NLOS
propagation environment

Multiple RF chains can increase the cost and make the
transmitter bulkier. Most of the baseband processing requires
coherent signals. This means that all the mixers Local Oscillators
and ADC clocks need to be derived from same sources. The phase
characteristics of the RF components can change over time. The
problems appear too with the real time data processing in the case
of multi-element antenna array. The existing smart antenna systems
are used successfully in the low frequency microwave bands WiMAX systems. Here N-LOS propagation conditions are used and
the number of the base station antenna array elements is low – in
order of several units. In this particular case the complexity of the
multiple RF chains in the transmitter and receiver site is acceptable.

•
SCP-RPSC
communications;

pattern

•
SCP-RPSC
communications.

pattern

antenna
antenna

diversity
diversity

in
in

HAPS
WIMAX

The practical SCP-RPSC implementation as pattern antenna
diversity approach in mmWave 5 G communication systems will
drastically change the existing paradigm in the broadband
terrestrial, HAPS and satellite communication systems in general.
Many of the existing problems will be solved successfully.

6.

The most promising frequency bands for the future WiMAX
systems are in the upper centimeter and low millimeter wave
microwave frequencies. Here LOS propagation conditions and high
gain narrow beam antennas are used, leading to high link-budget
potential, frequency reuse factor and system capacity. On the
negative side, the existing multi-beam antennas, working in the
upper microwave band, are costly and inefficient. The required
number of the antenna array elements is in order of several
thousands and the smart antenna principles, described above, are
not applicable.
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transport data across the network consists of switches which are orchestrated via appropriate protocol by the controller. Switches are
cheaper because all the protocols needed to perform routing and other services in the network are centralized in the controller. Next
advantage of the centralized SDN architecture is that information about the state and the behavior of the network are available in the
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and Machine Learning (ML) model to detect Denial of Service (DoS) attacks. Controller then take actions based on the ML model output to
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1.

successful protocol used for communication between control plane
and data plane. In its recent specification [5] is described how to
categorize ports, tables which are needed for pipeline processing
and support for multiple controllers. There are also interesting
extensions as TCP flags matching and others, which open new
possibilities to improve network security. Securing SDN
architecture is next step in overall progress to have modern,
flexible, scalable and secure networks.

Introduction

Big Internet Service Providers (ISPs) are constantly looking for
more flexible and cheaper solutions for providing new network
services or operating the existing ones. In today’s networks, the
number of users significantly grows. More users connected to the
network may motivate more attackers to try to perform network
attacks on the network or use various techniques to benefit from
network vulnerabilities. In order to keep networks secure, we have
to be constantly looking for new possibilities how to prevent or
detect network attacks. Often, there is a need to optimize existing
solutions to achieve efficient usage of present resources and
possibilities to secure the network. In order to detect network
attacks, we need to monitor network traffic behavior and different
parameters. Existing network monitoring and management tools are
often based on proprietary solutions and may not necessarily
provide information useful for attack detection. Proprietary
solutions may also bring network lock-in in terms of introduction of
new services and applications. Our approach is based on open
solutions, which on the other hand increases scalability and provide
space to implement cheaper, easier to operate networks, which are
also vendor independent. This work will be based on UnifyCore [1]
network architecture.

1.1.

Result of SDN approach is not only less configuration overhead
and lower price of end devices, but also that routing and statistical
information about network traffic are available in the single logical
entity. Based on available information, controller can make critical
decisions, which can affect network behavior in order to increase
security. While using SDN approach we can also analyze network
traffic statistics in order to detect possible security threats and
ongoing attacks.

1.3.

This paper is dedicated to proposal of new model for
monitoring, analysis of network traffic using SDN approach with
detection and prediction of network attack. Main objective of the
paper is to increase security in the SDN environment, which is one
of the most challenging task in developing future networks. In order
to address this, we propose to use SDN approach while utilizing
controller as a multipurpose entity, which analyzes traffic statistics
to possibly detect or predict and mitigate ongoing network attack
therefore increase the security of the network.

Obsolete approach

Automation, programmability and security are the most needed
and wanted characteristics of modern networks. Today’s Internet
Service Providers are still using network solutions based on
proprietary devices. In these devices, control plane is represented by
an operating system which has its logic and makes appropriate
decisions. On the other hand, data plane is in most cases realized by
ASIC (Application-Specific Integrated Circuit) which forwards
traffic and cooperate with operating system of particular device.
However, this approach limits network automation and
programmability and brings some unnecessary configurational
overhead. Each device has to be configured separately by network
administrator. This may bring also potentially dangerous
configuration errors which might be exploited by the attackers.

1.2.

Objective and structure

Paper structure is as follows: Related work section is focused on
the state of art analysis, challenges and security threats in SDN and
possibilities of increase security in SDN environment. Third section
introduces new ideas to the existing SDN architecture, which has
been developed and extended over last couple of years on the
faculty. Last section summarizes the work, contribution and future
work on the presented research problem.

2.

Related work

Vulnerabilities in computer systems and networks might be
result of poor design, incorrect configuration or implementation of
specific computer system or network. Design issues come typically
with lack in experience of the system designer. Root cause of such
an inexperience might be unavailable documentation or simple that
responsible person did not undergo the necessary training. Incorrect
implementation is usually result of negligence or error during the
implementation [6]. Common result of above issues is, that
attackers might take advantage of these issues and might get access
to the system or information, which should be unavailable to them
in case of correct system operation. Correctly designed and
implemented system, must not allow this situation to happen.
Nevertheless, even if the best security measures are implemented in

Software Defined Networking

Software Defined Networks (SDN) represent new approach for
building networks [2, 3]. These networks logically centralize
network intelligence into a single node called controller that
controls nodes for processing user data, in UnifyCore called
forwarders (switches), using a standardized interface. Fact, that
switches may not have advanced intelligence directly reduces
demands on their implementation and hence price. SDN also
logically separates network into three segments: SDN applications,
control plane and data plane [4]. The controller represents control
plane and the switches, which forward the traffic in the network,
represent data plane. OpenFlow is described as first and most

76

SECURITY & FUTURE 2/2018
the system, there is usually some attacker, who might be able to do
damage to the computer system or network, its users or owners.
Therefore, improving security of the system have always been one
of the top priorities. However, improving security also comes with
cost of those security measures. General rule of thumb is that to
overcome security measures, attacker needs to spend more
resources than what is worth the information, which is protected by
the security measures.

idea of IDS is that attacks occur less often than normal behavior.
NIDS focus on detection of attacks in network traffic. Example of
suspicious behavior in case of NIDS can be detection of large
number of TCP connection requests to a very large number of
different ports in short time. This is the behavior of aforementioned
port scanning [6].
In order to have data available for NIDS, we first need to
monitor the network activities. In UnifyCore TE extension [12],
measurement of QoS specific parameters was done. As input
parameters for NIDS different parameters will need to be
monitored. Specific flow table entries must be added in order to
match certain types of traffic. We will also create hierarchy of flow
tables on the switches from which we will be able to get more
detailed statistical information about forwarded traffic.

On the other hand, when the attack occurs, the computer system
should be gathering information, which help to detect the ongoing
attack and possibly prevent the similar attack in future. Detection of
the attack is usually based on detecting anomalous sequences in the
monitored data. In computer networks, abnormal behavior of traffic
in the network might be detected as congestion of the network. Next
type of an attack can be described as targeting single node in the
network in order to use all of its resources with invalid requests, so
it will not be able to handle valid request. This kind of attack is
known as Denial of Service (DoS) [6]. Attacks might also be aimed
to gain information for future use. Port scanning in the network
might be first stage of attacking the network. Port scanning only
check for vulnerabilities, which might be later used during DoS
attack. Other attacks might be focused to break system passwords.
Example of these attack can be brute-force attack, rainbow table
attack or dictionary attack. Attacks which use newly discovered
vulnerabilities in the system are called first-day attacks. These
attacks are usually very hard to detect. In this work, we will focus
on detection of DoS attacks based on the traffic anomalies in the
computer networks.

2.1.

Parameters for malicious flow detection need to be selected
based on the requirements for specific network attacks
characteristics. After we will have values for these parameters, we
will need to be able to detect anomalies and patterns in those data in
order to detect attacks or optimize the SDN network performance.
Therefore, research in machine learning might help with resolving
above challenges in anomalies detection and optimization.

2.3.

First solution [13] utilize SDN paradigm in order to achieve
more accurate view of the network. Solution evaluates sampling
solutions for measuring network parameters and use SDN as
possibility to measure parameters and perform anomaly detection in
order to detect Distributed DoS attacks. Proposed is also detection
on the edge of the network at the inter-domain connection in order
to detect attacks entering the network from another one. The
detection is performed on the controller. Solution proposes that
packet can be dropped on the remote OpenFlow switches by the
controller. This statement is not correct, as controller is only able to
modify flow tables of the switches to drop specific matching
packets.

Security in SDN, general view

As described in [7], trends in SDNs security were either to
improve the security of current networks utilizing SDN [8] or to
improve the security of SDN themselves [9]. In this work, we will
focus on security improvements in SDN. Authors also discussed
various solutions to measurement, monitoring and proposals for
security improvements. Except from the discussed monitoring
methods, StatSec [10] a novel approach was proposed and
compared with sFlow. It appears to be efficient in terms of control
plane because it uses distributed approach. However, it goes against
the SDN centralized paradigm and requires intelligence to be
implemented into OpenFlow switches.

Next solution [14] uses machine learning and self-created
virtual environment for implementation and testing purposes.
Authors utilize unsupervised machine learning method of selforganized maps (SOM) to detect anomalies. Features selected for
machine learning methods are supported by OpenFlow
specification. The detection method looks promising, unfortunately,
evaluation does not provide any comparison with existing solutions
nor the detection rate. Solution does not provide any proposal for
detected attack mitigation.

Authors in [11] also first compared multiple security solutions
to SDN. Next authors defined taxonomy of SDN security solutions.
None of the discussed solutions provided security to all SDN layers
or interfaces. Finally, they defined security threats and possible
attack classes in SDN. Generally, four major challenges for
securing SDN emerged:
•

Securing the controller.

•

Protecting the flow paradigm of the SDN.

•

Securing the data plane (SDN switches).

•

Hardening APIs and comm. channels.

Sahay et al. [15] proposed adaptive attack mitigation in ISP
networks. Solution focus on DDoS attacks and try to reduce the
impact of network congestion on ISP customers. Solution need high
level policy definition from the administrator and then it performs
management and enfnt of the policies automatically. Solution was
tested and evaluated in experiment with three customers which is
relatively small scope. Disadvantage of the solution might be
possible conflicts and cross enforcement between customers.
Next solution discussed in this section [16] focus mainly on
mitigation of the attacks. Proposed are three classes of actions to
mitigate the malicious flow. Solution can either block, forward or
apply QoS to the flow. Authors evaluated solution in virtual
environment by blocking TCP SYN flood attack which led to fully
restored network operation. Authors used heuristic approach to TCP
SYN flood detection by simply evaluating the rate of TCP SYN
messages. The solution is a proof of concept and brings interesting
ideas into attack mitigation in SDN networks.

Other part of securing the SDN network is to ensure error free
configuration. In this work will assume that configuration is correct,
so configuration checks are out of scope of this work. Mastering of
above challenges in SDN security require further knowledge about
the SDN network data plane and control plane.

2.2.

IDS and attack mitigation in SDN

Network anomalies detection

In computer networks, we use intrusion detection systems
(IDSs) to detect attacker’s activities. IDS is deployed in network
along with the other security measures. Deployment of IDS can be
on separate host nodes in the network when it is called host-based
IDS (HIDS). On the other hand, it can be deployed as a networkbased IDS (NIDS). HIDS examine internal structures of computer
system. NIDS on the other hand its interfaces. HIDS for example
verify server logs, for unusual things as root password changes. The

T. Tuan A et al. in [17, 18] in former work developed Deep
neural network (DNN) model using six features to detect four
categories of attacks. This network was trained by using NSL-KDD
Dataset [19]. This dataset is quite old and has its own drawbacks,
however it is still a good tool for comparing performance of IDS
models [20]. Results for this work were average in comparison to
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other algorithms like Random Forest or Support Vector Machines
(SVMs). In later work, authors opted for Deep Recurrent Neural
Netwok (DRNN) model with Gated Recurrent Units (GRUs), which
significantly improved the learning performance of the network and
attack detection accuracy. According to their evaluation, GRURNN model have the best performance out of the compared models.
With the accuracy 89% and minimalistic approach to the features
selection, this result is very promising but, in our opinion, there is
still room for future research.

with one of existing tools used for IDS can improve the
effectiveness of network attack detection and increase detection
rate. We can evaluate the accuracy of the used IDS tool together
with our model and try to reduce the false positive detection rate.
Controller will then choose one of the aforementioned actions based
on the score, which will be calculated based on our machine
learning model and the input from IDS. In order to sustain the
configurability and modularity of the solution, we provide
possibility to configure parameters for this score calculation via the
controller API. In our architecture in Figure 1, we use Ryu [21]
controller because of the OpenFlow version 1.5 support which
provide better possibilities for feature selection.
Table 1: Mapping of DNN output to Controller action

1. Output (y1)

2. Output (y2)

Action

0

0

No action

0

1

Flow modification

1

0

Flow addition

1

1

Flow deletion (drop)

Fig. 1 Experimental network topology

3.

Proposed solution

Based on the research mentioned in section Related work we
will contribute with our proposal. Overall network performance
including level of security can be represented by multiple metrics.
These metrics may be very complex. To be able to have sufficient
view on our network, we will use standard OpenFlow protocol
message (ofpmp_port_stats) which can gather information about the
interface counters or flow counters on the particular OpenFlow
switch (forwarder). All possible measurement parameters are
specified in OpenFlow specification [5]. Good Example of such
parameters can be TCP flags header matching fields. Header
matching fields are used in the flow table entries to match specific
flows. Each flow table entry has its counters. Counters can be
collected by the SDN controller per flow or per port of of the
OpenFlow switch. Counters provide a lot of information about the
data in the network and this information can be used to detect
network attacks. As discussed in previous section, TCP SYN flood
is one of the attacks which can be detected by measurement and
evaluation of these counters. Current UnifyCore implementation,
does not consider these counters relevant, because it uses
measurements only in traffic engineering extension which has
different motivation. We propose to include these counters into this
measurement. These measurements will be taken at the edge of the
network and will be used as an input features for our DNN which is
proposed later in this paper.

Fig. 2 Example of the neural network model

3.1.

Deep learning neural network model

We propose DNN models with nine Input Values (features) on
the Input Layer. We use two, four and eight Hidden Layers and two
Output Values (y1, y2) in the Output Layer. In the Figure 2 you can
see example of the simple neural network model for better
illustration. Two Output Values are used to accommodate possible
actions for the flow. Controller take the Output Values of the DNN
model and evaluate them according to the specified mapping. In
table 1 you can see the mapping of the output of the DNN to the
possible actions performed by the controller with the particular flow
which were described earlier. Because actual Output Layer neurons
might be activated with numbers between 0 and 1, Output Values in
the table might vary so we established the thresholds for the
controller to evaluate the outputs. We have selected first seven
features to be used as an input values from the header match fields:

Based on machine learning model and information available in
the controller, we can make critical decisions to mitigate or stop the
attack. Controller will then perform actions as add, modify or delete
flow table entries on the switches using appropriate OpenFlow
messages. Description and purpose of the aforementioned actions:

1.
2.
3.
4.
5.
6.
7.
8.
9.

•
Flow addition will be used to route suspected traffic via
different paths and load-balance to reduce possible attack effect on
regular traffic. This action is possible only in specific network
topologies.
•
Flow modification can reduce attack effectivity by using
OpenFlow Meter table for shaping of the malicious traffic. This
action might also divide flows to minimize impact for legitimate
traffic.

OXM_OF_IPVX_SRC - IP source address.
OXM_OF_IPVX_DST - IP destination address.
OXM_OF_TCP_SRC - TCP source port
OXM_OF_TCP_DST - TCP destination port
OXM_OF_TCP_FLAGS - TCP flags
OXM_OF_UDP_SRC - UDP source port
OXM_OF_UDP_DST - UDP destination port
Duration – Duration counter of the flow entry
Received Bytes – bytes received per flow entry

and the last two two from the List of counters of the OpenFlow
switch specification [5], resulting in nine features.

•
Flow deletion (drop) is the last resort applicable when
attack is identified with certain probability and we need to stop it.

4.

Next, we propose to modify and extend API, which provides
measurement information about the network orchestrated by our
SDN controller. This extension will include new measured counters
and will improve usability of our solution. Using this API together

Results of discussion

We are currently in the process of evaluation of our solution.
We will use standard evaluation metrics as accuracy (A), precision
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(P), recall (R) and F-measure (F). Which will be calculated using
these equations:
𝐴=

(1)

𝑇𝑃 + 𝑇𝑁
𝑇𝑃 + 𝐹𝑁 + 𝐹𝑃 + 𝑇𝑁
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𝑅=
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Where True Positive (TP) - the number of normal records correctly
classified, True Negative (TN) - the number of anomaly records
correctly classified, False Positive (FP) - the number of normal
records incorrectly classified. False Negative (FN) - the number of
anomaly record incorrectly classified.
In our solution, we also plan to use more datasets which are
available from networks traffic measurements. Except the NSLKDD one of the other examples might be UNSW-NB15 [21]
dataset. These datasets contain regular traffic and also malicious
traffic which is labeled. We also have unlabeled datasets from our
own traffic generating experiments. As these datasets are
considerably large, the challenge here is to identify the attacks
(malicious traffic) in the datasets and extract the information (label
them), which we will then use for training purposes of the machine
learning model.

5.

Conclusions

[12] R. Grežo, M. Nagy, "Network traffic measurement and management in
software defined networks", in Proceedings of the 3rd IEEE
International Conference on Computer and Communications (ICCC),
2017, pp. 541 – 546.
[13] M. E. Ahmed, H. Kim, "DDoS Attack Mitigation in Internet of Things
Using Software Defined Networking, " IEEE Third International
Conference on Big Data Computing Service and Applications, 2017,
pp. 1-6.

The main goal of this paper was to propose our solution of
network intrusion detection and prevention system and provide new
ideas regarding the presented research problem which is lack of
secure solutions in SDN environment. At first, the work is focused
on the analysis of existing research in the area of SDN and possible
usage of SDN to increase network security. This helps to
understand the challenge and possibilities in developing secure
software defined network solutions. Next, we proposed new
solution which includes addition of measurement, detection and
prediction modules into controller. These modules will also use
machine learning methods in order to detect or predict an attack.
We proposed DNN approach which will detect the network attack
and controller will then decide to mitigate or stop attacks. In our
solution, we try to solve numerous security challenges. In future
work, we will focus on detailed proposal of our secure SDN
architecture and individual modules. Final proposal will be
implemented into the existing SDN architecture and evaluated for
its behavior and performance. Results will be evaluated and
compared with other solutions. Our solution will increase security
in the SDN environment, which is the main contribution of our
work.
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Abstract: The future of Internet communications is trending at Internet-of-Things (IoT) and furthermore: Internet-of-Everything (IoE)
with Wireless networks deployed. But most important in the development of wireless networking is the security issue. Computer and
networking security will be the great wall built over systems and networks. In this scientific research paper the weakness of Wi-Fi passwords
over protocol WPA2 in a controlled network environment is tested along with WPS protocol. The open source operating system KALI LINUX
is used by the means of instrument “aircrack-ng” and “bully”.
Keywords: Wi-Fi, WPA-2 HACKING, WPS HACKING, WIRELESS SECURITY, KALI LINUX

methods of attack are brute force and dictionary destined for
password cracking, but also a security flaw in WPS mechanism will
be tested.

1. Wireless networks as an entry point of attackers
The technological evolution in Wi-Fi devices has determined a
world-wide development of Internet radio access. Nevertheless,
security of Wi-Fi network access is still the main concern. To
maintain wireless security, in a chronological view the protocol
„Wired Equivalency Privacy“ (WEP) was first deployed. But only a
few years were needed to prove its flaw against “Brute force
attacks”. For the cybersecurity weakness of WEP it is recommended
to be avoided for usage nowadays. The next generation security
protocol was „Wi-Fi Protected Access“ (WPA) and more specific –
the first version of WPA. But due to weak cryptographic hashalgorithms, it was proven that WPA is not the ideal decision for
open infrastructure networks such as radio networks for Internet
access. In response to this threat, engineers, computer security- and
network security experts have proposed second version of WPA:
WPA-2 with the use of new „Secure Hash Algorithm“ (SHA). This
is recognized as revolution in the protocol for network password
(passphrase) exchange. Figure 1 shows a CCMP header for storing
the SHA message digest which is used to calculate the so called
„MIC“ code (Message Integrity Code).

2. A model of Wi-Fi network for investigation
A multifunctional device for wireless internet access „Huawei
HG530“ by „Huawei Technologies“ will be used for this
cybersecurity research. As an end device a smart phone with
operating system Android v4.2.2 is used. The attacking system is
mobile computer with OS KALI LINUX, 2 GB RAM and Intel
Core i5 processor (see fig. 2).

Шифрован текст

Fig. 2 Local Wireless test network
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The KALI operating system uses a wide variety of network
penetration test instruments, including “Aircrack”, which are
updated regularly. The free distribution helps all age audience with
different technical skills to experience networks and systems
security testing. The common well-known attack for the wireless
networks is “Man-in-the-Middle” (MITM). Intrusions in social
networks infrastructures are prohibited, and for this reason, a
separate wireless network is built for the research purpose. The
limited resources, like processing time and RAM memory in the test
machine lead to possible variations in the results obtained with
different equipment. In this research, two test destinations will be
used:
network access by WPA-2 passphrase cracking;
network access by WPS PIN exposure.
The process of password cracking requires correlation between
the real hashed password and a dictionary built hash-value.
Rainbow tables help hash values creation. Usage of pseudorandom
strings for passphrases is also possible for comparison with
password hashes. For the purpose of this research, a 16-GB
dictionary called „BIG WPA LIST“ is downloaded free from the
world wide web. Important comment here is that the research was
made in Bulgaria, and the language of the password list is English
with English semantics.
There are two kinds of password exchange in WPA-2 protocol:
Personal exchange between two associated devices
(WPA2 Personal) and
Server-controlled exchange (WPA2 Enterprise).

MIC 8 octets FSC 4 octets

PN2

PN3

PN4

PN5

Key ID octet

Fig. 1 Information headers of the protocol WPA-2 [1].

A network password is recommended while installing wireless
access, which will keep the data transfer secured. This password
will create CCMP header and MIC-code. Important for the network
security is the complexity of the password. That’s why a lot of
service providers have specific requirements for passphrase
creation. Despite the cryptographic means to secure the password
while exchanging it between the end devices (STAs) and the access
points (APs), brute force attack instruments and dictionaries have
the power to “unlock” the locked network. This is a tradeoff with
computational delay, but seems legit for a specific and important
networks. Unauthorized access could be achieved if the attack
machine has enough computational power, and the attacker –
enough skills. This is why Botnets with zombie computers are sold
in dark net – ensuring processor time for enormous calculations. It
seems that having all the necessary power, one can crack the
password and penetrate into someone’s wireless network.
Some methods of attack instruments usage will be explained
and results will be shown in this research paper. It should be said
that the network is controlled and no harm to public equipment is
done, as well as no law was violated and personal data exposed. The

In this research the first option will be used – lack of centralized
WPA-2 password sharing server. The password will be exchanged
between Supplicant and Access point Authenticator only. In „WPA2 Personal“ mode, the pre-shared key combines with the “Service
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Set Identificator” (SSID) to build the Pairwise Master Key (PMK).
The client and the server (authentication server, AP) exchange this
PMK for calculation of Pairwise Transient Key (PTK).
STA

the key material in CCMP headers. Having those CCMP headers
captured and saved in a file, the attacking system can start
dehashing attempts and offline mode of password dictionary
decryption.
The commands used in the attacking system follow the order
shown:

AP STA
IEEE 802.11 Probe Request

1: airodump-ng –c 9 --bssid 10:C6:1F:6D:0C:B4 –w PAROLA wlan0mon
IEEE 802.11 Probe Response (Security Parameters)

2: aireplay-ng -0 1 –a 10:C6:1F:6D:0C:B4 –c 84:2E:27:F6:8C:72 wlan0mon
3: aircrack-ng –w spisakpass.lst -b 10:C6:1F:6D:0C:B4 PAROLA.cap

IEEE 802.11 Probe Response (Security Request)

The last command issues the attack comparing the “.lst”-file
with the “.cap”-file captured form the target physical MAC-address
during real network traffic. The “.cap”-file contains key
information, and the “.lst”-file contains hashed values.

IEEE 802.11 Open system Authentication Response
IEEE 802.11 Association Request (Security Parameters)

IEEE 802.11 Association Response
IEEE 802 1X Controlled
Port Blocked

IEEE 802 1X Controlled
Port Blocked

3.2. Wi-Fi Protected Setup (WPS) router PIN attack
Despite direct network password attack, another way to analyze
vulnerability is to test the additional function of wireless routers,
named WPS. Wi-Fi Protected Setup™ is an optional certification
program based on technology designed to ease the setup of securityenabled Wi-Fi networks in home and small office environments.
Wi-Fi Protected Setup supports methods (pushing a button, entering
a PIN, or using NFC) that are familiar to most consumers to
configure a network and enable security [4]. In other words, WPS is
a technology that helps users in remembering network credentials
by routers and omitting the need to reenter network password every
time a router connects to a known network. There are total of 13
messages sent over the protocol WPS. The end station is called
Registrar, and the Access point is called Enrolee in WPS (fig. 5).

Fig. 3 The process of network association between end device (STA) and
access point (AP) using WPA2 Personal [1].

As a starting point the establishment of sniffing mode in the
attacking system is used. It will ensure eavesdropping and capturing
all the traffic sent over the wireless network including CCMP
headers form WPA-2. This paper is by no means presented for
attacking education, but only for research goals. Main point is
exposing password cracking times in accordance with password’s
length and relative complexity.
The further network penetration attempts are pointed to WPS
router PIN riddle. For this reason, the instrument “Bully” in Kali
will be used. The methodology here tries to remotely
activate/deactivate WPS service multiple times until a gesture of the
PIN number is successful.

3. Vulnerabilities assessment and attack
Two types of attack will be performed in this research – one
through WPA-2 password exchange, and the other to WPS Router
PIN exchange.
3.1. WPA-2 Personal mode dictionary password attack
For a dictionary attack execution, the first requirement is
position of the attacking system in area of target network
electromagnetic signals coverage. As shown in fig. 4, a
communication session (red color elipses) is captured with
receiving level -31 dBm. The received signal level reveals it is a
laboratory composition and attacker is very next to the target –
about 2 meters in distance. Real life experiments prove signal levels
about –80 dBm for 10 meters distance and more.

Fig 5. WPS messages exchange [4]

All major router and access point vendors have WPS protocol
installed, therefore a lot of devices are vulnerable to this kind of
attack. WPS is often enabled by default and implemented without
any kind of blocking mechanism to prevent brute force attacks
making this vulnerability even worse. Stefan Viehböck, as a
security researcher, had reported a WPS design and implementation
flaw in December 2011 making brute-force attacks against PINbased routers feasible. Another researcher - Dominique Bongard
discovered the Pixie Dust attack [5] in 2014. But it works for the
default WPS implementation of several chip makers only. This
attack focuses on a lack of randomization when generating the E-S1
and E-S2 "secret" Nonces.
An example WPS attack works as follow:
- if the WPS registration fails at some point, the Registrar will
send a NACK message;
- if the attacker receives a NACK message after sending
message 4, he knows that the first half of the PIN was incorrect;
- if the attacker receives a NACK message after sending
message 6, he knows that the second half of the PIN was incorrect.
By this mechanism, the number of PIN combinations decreases
significantly.
An attack tool called Reaver has been released to get WPS
enabled devices PIN, and has been tested against a wide variety of
WPS implementations. Another WPS attack instrument is Bully in
Kali. Usage of those instruments should be strictly performed under
control, having customer privacy untouched!

Fig. 4 WPA-2 protocol communication session capture in target network
between STA and AP

After successful session eavesdropping, the next task is
listening for and extracting only those packets, containing session
key material, which are generated by means of user passwords for
network access. Such packets are exchanged in network
initialization and first network access attempts by the user. The
series of commands „aireplay-ng“ [3] provide attack mechanism to
deauthenticate user associated to an access point. After successful
deauthentication, the end station begins new AP reconnection
attempts, initiating new handshake process which in turn contains
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The commands for using Reaver instrument are as follows:
1.
2.
3.
4.

wireless network security is recommended. The mechanisms
ensuring privacy and integrity in CCMP headers are cyber secure
only when combination between unique password strings and AES
algorithm is used.

#ifconfig wlan0 up
#airmon-ng start wlan0
#airodump-ng mon0
#reaver –i mon0 –b 10:c6:1f:6d:0c:84 –c 10 –vv

If the instrument used is Bully in Kali root user, the command
row is the following:
1: #cd bully

2: #ls

3: #cd src

4: # ls

5: ./bully.py

With the row above, Bully had been started in Python mode. To
put data for Bully to calculate, it is the Wi-Fi details explored by
“airmon-ng” commands as follows:
6: #airmon-ng start wlan0mon

7: wash –i wlan0mon

The Wi-Fi data in interest is the target router with WPS service
enabled. BSSID and ESSID data, along with “channel“ and “ignore
lockout” commands should be entered in the Bully dialogue box.
The WPS PIN number brute force calculation is the further process.
Fig 6. Successful WPS PIN and WPA decryption [6]

4. Flaws found

As for WPS vulnerability, the attack attempts only for router
PIN knowledge. Thus making it vulnerable to brute force attacks.
Discovering the PIN exposes the WPA/WPA2 PSK found in
ConfigData field which contains the WLAN settings and
Credentials for the Enrollee [6]. The WPS attacks rely on much
quicker method discovering the PIN, compared with brute forcing
the PSK. The WPS attack method drastically decreases the
maximum possible authentication attempts needed (from 108 to
104). It should be had in mind that the last digit of the PIN
calculates a checksum of the first digit through seventh digit. As a
result, there are no more than 104+103=11 000 attempts needed to
find the correct PIN. PIN calculation time reduces to less than 4
hours, allowing an attacker to try all PIN combinations possible.
Important thing to be mentioned here is the distance between the
attacker and the target. The closer it is, the faster are crack times.

The wireless network vulnerability will be defined from the
time needed to compare and decrypt the password for network
access. Table 1 shows experimental times observed from the
attacking KALI LINUX system.
Table 1: WPA-2 password cracking times.
password as a symbol string
/
crack calculation time*

dictionary
attack
[seconds]

brute force attack
[seconds]

badpassword

360

980

mypassword

300

800

asdfghjk

70

620

DarthVader

2560

9300

DartVeidar6969?#

∞

∞

1qaz!QAZ

5650

qwertyuiopQWERTYUIOP

13890

∞

1234!@#$

13170

12820

Table 2: WPS PIN number cracking times.

7560

1qaz2wsx!QAZ@WSX

9940

∞

054886034

7010

9370

telefon054853647

∞

∞

IstinskiSigurni3Paroli?

∞

∞

password as a PIN number /
crack calculation time*

Bully attack
[minutes]

Reaver attack
[minutes]

12345678

150

240

20156589

365

255

79035071

430

475

*Note: Crack time calculations are limited to 8 astronomical
hours, distance to target = 3meters, and system parameters.
Since this vulnerability can only be patched with a firmware
update, it is recommended to apply one of the following
recommendations:
- if allowed by your WPS unit, disable the WPS feature using
your WEB management interface then configure your wireless
connectivity manually;
- check your WPS device vendor’s support website for updated
firmware, and in a corporate network, as administrative personnel,
keep monitoring the air interface usage if possible.

*Note: Crack time calculations are limited to 4 astronomical
hours, dictionary content and system parameters.
By analyzing the time needed for password cracking is obvious
that having enormous database of predefined passphrases seems to
be the key to success. On one hand, dictionary attack is appropriate
when the attacker has some a priori knowledge of the target
network. Language semantics on the other hand are very important
to be taken in mind. Bulgarian semantics written in Latin language
show lack of vulnerability as for wireless network access! But some
elementary passphrases as the words “mypassword” or “1qaz!QAZ”
are already in the database of password dictionaries. Other
passwords like “DartVeidar6969?#” and “telefon054853647” were
impossible to crack for this limited research experiment. So, despite
the short time for cracking some passphrases, others were decently
unachievable.
In order for the networks to be highly secured, the usage of
random strings, numbers and special symbols is recommended,
covering predefined requirements, limitations and fuzzy logic as
shown in [2] for decision making. However, this research was for
WPA-2 Personal (PSK) protocol mode. The WPA-2 Enterprise
protocol mode has more secure properties, compared to WPA-2
Personal, having the ability of centralized server password
exchange. Deauthentication attacks between STA and AP are not
useful for this protocol mode. Therefore, WPA-2 Enterprise for
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Abstract: Nowadays, information systems security is a crucial aspect – vulnerable system endpoint can lead to severe data loss.
Intrusion detection systems (IDS) are used to detect such unfortunate events. Implementation place defines the type of IDS: network-based
(NIDS) for network traffic monitoring or host-based (HIDS), to detect malicious actions on the host level. IDS can be effective only if
generated alerts are correctly evaluated and classified, what is typically done by a trained staff, but requires a lot of time and human
resources. While a lot research is done with NIDS alerts evaluation, HIDS research is lacking behind. HIDS reported operating system calls
could be used to define the importance of alarms and steer analysts to the most critical issues. In this article we demonstrate the applicability
of our created Attack-Caused Windows System Calls Traces Dataset (AWSCTD), which is currently the most comprehensive dataset of
system calls generated by almost all modern malware types, for training different classification methods on malware type recognition and
later alert prioritization. The effectiveness of different classification methods is evaluated, and results are presented. Currently achieved
results allow to decrease the load on analytical staff, dealing with malware classification and related alert prioritization by 92.4%, which
makes this approach applicable for practical use.
Keywords: HIDS, ALERT PRIORITISATION, MACHINE LEARNING, WINDOWS, SYSTEM CALLS

classify the malware detected by HIDS that can be later used for
alert importance prioritization. Alert that came from an application
which has 92% similarity to Trojan must be reviewed before
WebToolbar generated alert because of a different risk level caused
by these malware type. Various ML methods, applied to the
AWSCTD [9], which is currently the most comprehensive dataset
of system calls generated by almost all modern malware types, were
generating commercially acceptable accuracy level of more than
80%.

1. Introduction
With the significant growth of computer usage in daily tasks –
computer systems security question raises naturally. It is important
to detect the intrusion and react immediately to minimize the
consequences of an attack. One of the first publication, describing
the need of intrusion detection system as a component to protect
infrastructure, was a United States Air Force report published in
1972 by James Anderson [1]. The report stated that IDS system can
be used to minimize the amount of manual work that has to be done
for log and audit data analysis – which is a time and personnel
consuming task. Later, in 1985, the first real-time IDS based on
expert-written rules, was presented [2]. There are two main types of
IDS systems: network-based intrusion systems (NIDS) and hostbased intrusion systems (HIDS). NIDS are deployed on the network
level, but are not able to protect the company if intrusion was able
to overcome it and reached the victim system by the means of
malware, exploit, etc. HIDS is deployed on the host level and deals
with the threats defined above.

This paper is divided into two main sections. First, related work
and information about IDS alert management are introduced. The
second part will present AWSCTD usage for malware classification
in the means of Windows OS system calls sequences: how the
training is executed, what results is achieved and explanation of
them. Finally, the conclusions are provided.

2. Related Work
A system call is an API used by the computer program to
request a service from the kernel of the operating system: for
opening a file, running a thread, writing to the registry or opening a
network connection. Because of that origin (a primary artifact of the
OS kernel), system call data is a very popular choice for malware
research and detection.

Todays IDSes are more sophisticated than just use of a
collection of well-crafted rules. Often, they use various machine
learning (ML) methods to detect unauthorized entry or malicious
activity. They incorporate three main detection methods [3]:
anomaly-based, signature-based and hybrid. The anomaly-based
method is good against Zero-day attacks but has a high falsepositive rate. The signature-based method correctly detects known
attacks, but new intrusions are often missed. The hybrid method
combines the best practices of the other two. Manual security
personnel work is still needed to adequately detect and classify and
prioritize an intrusion. Each alert comes with a significant amount
of data to be analyzed. The research about artificial intelligence
(AI) and IDS merge conducted in 1994 stated that “a user typically
generates between 3 - 35 Megabytes of data in an eight hour period
and it can take several hours to analyze a single hour’s worth of
data” [4]. That amount of data much larger in the current version of
IDS implementations: mainly because more information is gathered
and increased traffic generated by a user.

The most simple and the cheapest by the meaning of computing
power is the frequency-based features classification for intrusion
detection. One of the latest approaches is the ADFA-WD dataset
analysis. Authors of the dataset achieved the 72% intrusion
detection rate on the preliminary analysis of dataset when Naïve
Bayes Net were used as classifiers [10].
System call sequences are another popular method to represent
features, which is costly but generates strong detection metrics [11].
The main idea is that system call is a “word” and sequences made
of them form meaningful phrases. Since tasks of different
application differ, that information can be used to classify them
correctly (for example if it is a malware or legitimate application).
Hidden Markov Models (HMM), Recurrent Neural Networks
(RNN) and Convolutional Neural Networks (RNN) are the top ML
methods used for this task type.

In general, after IDS deployment, security analyst has not just to
deal with the number of alerts but also with an extensive amount of
data produced by those alerts. All that information has to be
reviewed and analyzed making that task time-consuming and errorprone. Alerts count minimization and most critical attacks
prioritization are the main approaches of the IDS management [5].
However, alerts amount minimization task is insufficiently analyzed
for HIDS, and all the latest research and effort are focused on NIDS
[5]–[8]. For that reason, in this paper we suggest using application
generated system calls sequences as one of the components to

Two types of operations have been introduced, to solve the
problem of IDS generated alerts classification [5]:
•
Low-level (also called prioritization) operations deal with
each alert individually to enrich its attributes or assign a score to it
based on potential risk.
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•
High-level (also called aggregation) alert management
techniques, such as aggregation, clustering, correlation, and fusion,
were proposed to deal with sets of alerts and provide their
abstraction.

generate the training and testing sets. The sample for 10 first system
calls can be seen on Fig. 1. Every system call is represented by the
unique number and sequence of these numbers forms the feature
vector used for training.

Both techniques have some disadvantages. High-level suffers
from including alerts that are not significant. That leads to
inappropriate results and increased load. The main problem with
low-level techniques is that they have to automatically examine all
the generated alerts and prioritize them for further inspection, which
also leads to improperly classified items [12].
In general, alert prioritization operations use information from
various domains that can be gathered from the network. Security
policy, network topology, vulnerability analysis of network services
and installed software, as well as asset profiles are the mostly used
factors affecting the prioritization of alerts [13]–[16]. The proposed
systems use internal databases, which provide all required
information about monitored network topology. The security
analyst can manually manage databases or the system itself can
automatically update them with the help of Nmap tool [17].
Some attempts were made to automate malware classification
by system calls [18]. However, authors do not motivate that task
from the point of view of further attack risk prioritization, and the
size of malware dataset they used was twice smaller than in case of
our experiments.
To enrich alert prioritization for the HIDS, we propose to use a
system call sequences of executed applications as one of the
determinants. System calls can be used to determine if the executed
application belongs to one of the malware types, such as trojans,
worms, bots, and ransomware, etc..
Fig. 1. WEKA data file fragment for the first ten system calls.

3. AWSCTD usage for the malware classification

A WEKA 3.8 data mining software was used to test various
classification methods [19]. None of the WEKA provided default
method values were changed or tinkered to achieve better results.
Different type of Weka provided ML methods were selected to test
the accuracy of malware type classification. Methods with the
training values can be seen in Table 2.

AWSCTD was generated with the help of publically available
malware collection from VirussShare.com site. Since malware can
use code obfuscation and packers in order to hide from static
analysis, we have used the dynamic malware analysis to gather data
about malware behavior. Custom made system was specially
implemented to collect system calls sequences on Windows 7
operating system [9].

Table 2. Used ML methods with training parameters.

Method
Bayes Net

The total of 5 malware families was selected from the dataset
for our experiment. The main selection criteria – family should have
more than 100 samples of unique family representatives and
corresponding system calls sequences. Kaspersky provided family
descriptor was used. Table 1. shows the number of unique malware
samples in each family (“DangerousObject” category according to
the Kaspersky: Malicious software is detected by KL Cloud
Technologies. This verdict is used for samples that were not
classified exactly.).

Naïve Bayes
Net
Support Vector
Machines

Table 1. The number of each malware label.

Label
Trojan
AdWare
WebToolbar
Downloader
DangerousObject
Total:

Count
1755
4333
618
710
105
7521

Neural
Networks
Decision Table
J48 (C4.5)
LMT (Logistic
Model Tree)

Training parameters
-D -Q bayes.net.search.local.K2 -- -P 1 -S
BAYES -E
bayes.net.estimate.SimpleEstimator -- -A
0.5
-S 0 -K 2 -D 3 -G 0.0 -R 0.0 -N 0.5 -M 40.0 C 1.0 -E 0.001 -P 0.1 -model \"C:\Program
Files\Weka-3-8\" -seed 1
-L 0.3 -M 0.2 -N 500 -V 0 -S 0 -E 20 -H a
-X 1 -S \"BestFirst -D 1 -N 5\"
C 0.25 -M 2
-I -1 -M 15 -W 0.0

3.2 Results and discussion
Classifiers were trained and tested with a 10-fold crossvalidation technique. Cross-validation is a technique to evaluate
predictive models by partitioning the original sample into a training
set to train the model, and a test set to evaluate it. Our selected out
of the box ML methods allowed to achieve results suitable for
practical application. Almost all of them have achieved more than
80% off accuracy for the dataset with the best result of 92.4 by
SVM. The percentage of correctly classified malware samples by
different methods can be seen in Table 3.

The different size of families represented helps us to evaluate
the influence of the size of initial dataset on the accuracy of
classification.
3.1 Feature preprocessing and selected ML methods
We are stating that it is enough to test the first batch off
application system calls to determine its family. For that reason, the
first 10, 20, 40, 60, 100, 200, and 400 system calls were used to
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Table 3. Correctly classified percentage of instances.

Feat.
count
10

Bayes
Net
87.5

Naïve
Bayes
61.6

SVM

NN

J48

LMT

87.2

Dec.
Table
88.1

89.4

20

73.8

60.9

89.4

88.5

89.1

87.8

88.0

88.8

89.2

40

74.3

61.7

60

91.6

88.5

89.4

90.7

91.0

75.0

100

66.1

91.8

90.2

89.3

90.9

91.2

200

75.4

61.8

92.4

91.4

90.0

92.1

92.1

76.1

68.2

89.8

90.3

90.0

91.9

91.8

400

75.9

69.3

87.5

84.8

89.7

92.1

92.1

Fig. 3. SVM confusion matrix of the best result.

When comparing training and testing execution times, decision
trees have shown the best results. Both training and testing values
are among the shortest. SVM and NN show the worst outcome,
even though they produce only 1.3% and 0.3% better performance
compared to J48 regarding accuracy. On the contrary NN is 24
times faster than SVM since they are trained, and testing stage is
activated. Weka produced elapsed time for training and testing can
be seen in Table 3 and Table 4.

The best results of classification are represented by the green
color in the Table 3. The worst values are in red.
Worst results were obtained by using Bayes classification
family: Bayes Net and Naïve Bayes Net. Naïve classification
method produces the worst of all results: achieving only 69.8% of
correct classification. SVM has achieved the best result of 92.4%
with the 100 system call long feature vector. It is clear that 100
features vector is the most optimal subset to achieve more than 90%
accuracy. Decision trees algorithms have also produced remarkable
results for feature vector length of 100 and 400: it was even better
than NN and had an accuracy of 92.1%. That is expected since
already in 2008 the C4.5 decision tree algorithm was one of the best
ten choices for the data mining [20].

Table 4. Weka produced Elapsed_Time_training values.

Feat.
count
10
20

Bayes
Net
0.05
0.07

Naïve
Bayes
0.01
0.01

40

0.09

0.02

60
100

0.29
0.31

0.04
0.06

200
400

0.93
3.61

0.12
0.28

SVM

NN

J48

LMT

8,4

Dec.
Table
0,4

1,3
1,9
3,8

0,1

14,2

17,2
46,3

0,9
2,8

0,2
0,4

21,1
40,2

4,8

90,4

4,2

0,8

69,2

7,5
16,8

222,4
938,3

5,5
16,0

1,4
3,2

106,6
301,0

40,6

4410,1

33,7

9,1

726,0

J48

LMT

Table 5. Weka produced Elapsed_Time_testing values.

Feat.
count
10

Bayes
Net
0,003

Naïve
Bayes
0,009

SVM

NN

0,130

0,002

Dec.
Table
0,002

0,005

0,003

20

0,002

0,017

0,184

0,002

0,003

0,000

0,002

40

0,003

0,031

0,309

0,009

0,000

0,002

0,003

60

0,011

0,041

0,396

0,009

0,002

0,003

0,000

100

0,019

0,078

0,586

0,024

0,000

0,000

0,003

200

0,045

0,154

1,303

0,094

0,002

0,000

0,006

400

0,100

0,454

3,098

0,413

0,005

0,000

0,016

The smallest amount of time is represented with the green color
and the worst results for training and testing – with the red color.
All tests were performed on a system with an Intel i5-4670 3.40
GHz CPU. In comparison with the [18] used TITAN X GPU, it is a
much slower device in the means of computation power. Also, we
were using ML methods without any parameters optimization and
much smaller features vectors for the training and testing, and, all
system calls were used for the feature vector generation (authors of
[18] have not included repetitive system calls from their dataset)
which provide more information for the ML methods. All these
differences let us achieve results that can be also used practically.
That leads to the conclusion, that Deep Learning methods are an
overhead for a task of this type – correctly classified instanced are
over 90% and training time is more suited for the domain that
generates new samples every day (model proposed by [18] has a
training time that ranges from three to ten hours).

Fig. 2. ROC curve of J48 (+) and Naive Bayes (x) classifiers. X-axis - False
Positive Rate. Y-axis - True Positive Rate.

Classification performance of J48 vs. Naïve Bayes can be seen
on Fig.2. J48 area under ROC (AUC) (0.9486) is bigger than Naïve
Bayes (0.4664). AUC of Naïve Bayes indicates that it produces
worse results than random classification [21] which produces AUC
of 0.5.
Obviously, the best classification results were obtained for
malware families that had the biggest number of the samples. In this
specific dataset that were Trojans and AdWare (1755 and 4333
samples respectively). Family “Dangerous object”, a family with
only 105 samples of in fact different types, has shown the lowest
detection rate. SVM Confusion Matrix for the 100 features vector
can be seen in Fig 3.

4. Conclusions
A theoretical approach to use malware generated systems calls
sequences for IDS reported alerts prioritization was discussed in
this paper. The new, Windows OS based malware generated system
calls dataset AWSCTD was used to show the applicability of this
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approach. Different types of ML methods were applied to classify
malware by family. The results have showed that this approach
could be used in practical applications – the best detection rate of
92.4 was obtained by using SVM with the 100 features vector.
Comparable results were achieved by the use of decision tree
algorithms: J48 and LMT. They generated 92.1% classification
results. J48 has also showed the best training and testing times, that
is very useful when new samples must be introduced for training.
The obtained results of time needed for model training flicker, that
deep learning or NN techniques are in fact superfluous for that
specific task. Generated results suggest, that 100 first malware
requested system calls is more than enough to achieve more than
90% classification accuracy, that are typically more than in enough
for practical use. ML methods were used without any tinkering –
with WEKA proposed default values. This implies for the future
work, i.e. tuning configuration parameters for most perspective
methods.
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MEANS TO ENSURE SECURITY OF PORT INFRASTRUCTURES UNDER WATER
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Abstract: Numerous are the tools that configure security and protection systems for port infrastructures. At the same time, very few are
the tools that have been developed in the Republic of Bulgaria and are being implemented in a number of countries around the world. This
report presents tools / systems that provide security for the outer perimeter / outer boundary of the port security system and those that
provide "internal" security to the internal perimeter of port infrastructures. These are the hydro-acoustic system developed by Hi-Tech IMS
Ltd. for providing the so-called "Outer" security and underwater robot "ARMUS", providing the so-called "Internal" security of the
underwater security systems of port infrastructures. Both systems are exceptional developments in the company and could successfully
secure underwater security at the seaside. Both systems are new to Bulgaria, and the underwater robot has no analogue in the world with
its features.
Keywords: HYDROACOUSTIC SYSTEM, UNDERWATER ROBOT, HARBOR PROTECTION, SURVEY OF LARGE VESSELS

1. Introduction

2. Hydroacoustic Security Systems

The configuration of the systems providing security and
protection for port infrastructures depends on a number of factors
and, above all, on the objectives and tasks that are being set in place
in their construction and operation.
According to military tactics and strategy, the adjacent seaport
security zones are [1]: Outer Zone, “O” - the area is provided by
means of long range acoustic sensors; Middle Zone – “M” - the area
can be surveyed by active sonars and the Inner Zone – “I” –
originates from divers and small autonomous or remotely controlled
Underwater Vehicles – Fig. 1.

I

2.1 State of the art in the field of hydroacoustic buoy
systems
There is information about a number of hydroacoustic systems,
based on a hydroacoustic buoy with different characteristics and
parameters. One of the basic is the depth at which the buoy is
positioned. It ranges from several tens of meters to several thousand
meters under the water. For example, for new experiments in ultra
deepwater the Leibniz Institute at University of Kiel in Germany [4]
uses Resinex syntactic foam blocks to be used at a depth of 4,000
meters and at 6,000 meters – Fig. 2.
On another hand, the Italian company Resinex [5] has
developed and uses hydroacoustic system in an integrated water
monitoring system and anti-tsunami alert. It is 10 Pem 43 buoys, 4,3
metres of diameter and 2 metres in height. They are able to produce
a net buoyancy of 23 tons and are positioned at a sounding depth of
150 metres in a stretch of water where the current reaches 1 m. a
second with waves of up to eight metres – Fig. 3.

M O
M

Fig. 1
If we accept this separation of the security zones, we can state
that in this report, by the Hi-Tech IMS Ltd., will be presented
products and systems that can successfully perform tasks of
providing and guaranteeing security in the "M" and "I" zones. These
devices and systems are, a hydroacoustic under and above water
communication system and an underwater robot for study of the
hulls of large vessels. The first system is capable of successfully
operating in the "O" zone and solving all the tasks assigned to such
systems, and the second - the ARMUS robot is able to be a
valuable port facility assistant while providing security in the "I"
security area.
Of course, these two systems are just a small part of the
integrated security and protection systems for port infrastructures,
but they are one of the few that are Bulgarian development and
which operate in real environment.
The purpose of the report is to present the advantages of both
systems and the possibilities for their self-application and/or use in
a system.
The report will not address issues of protection provided by
such systems, such as the use of non-lethal means. The latter may
be different for purpose underwater acoustic and pneumatic devices,
charges with non-lethal effect and many others [2,3]. Hi-Tech IMS
Ltd. has developed and owns such tools, but this aspect of the
integrated systems - the defense will be presented in subsequent
publications.

Fig. 2 Resinex syntactic foam blocks

Fig. 3 Pem 43 buoys
And the last but not the least at the end of 2006 Resinex
positioned hydroacoustic system in the South Tyrrhenian, a few
kilometers off Palermo at a water depth of 2090 meters – Fig. 4.
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Of course these and other developments of different
organizations can be used for meteo CO2 monitoring and wave
measuring, water temperature and salinity reading, etc. and to
transmit this information by radio, hydroacoustic or satellite signals
to shore and ship stations for processing, analysis and decision
making.

Fig. 6
„SCIAERHAB“ and in particular the hydroacoustic buoy were
successfully tested on the 13th of October 2018, in the Tsarevo
aquatory, and showed sustainable action of all the planned functions
to be performed, including in extreme conditions - Fig. 7.
Fig. 4
At the same time, they can also be used to identify underwater
submarines, UAVs and ships on the surface. It is these latter
capabilities, combined with the above, as well as reliability,
disguise, maneuverability and user friendly software, make them
great products and systems that can be successfully used to provide
security for port infrastructures (but not just).
2.2 Hydroacoustic system „SCIAERHAB“
The system has been developed by a team 1 headed by
Academician Stefan Vodenicharov.
As noted above, in the base of those systems is the
hydroacoustic buoy. Hi-Tech IMS Ltd. EOOD has developed for
the "SCIAERHAB" system the hydroacoustic buoy referred to on
Fig. 5.

Fig. 7 Tests of the buoy
The characteristics and parameters of the buoy are a company
secret, but what could be said about it, is its advantages, and that the
same:



has exceptional resistance to sea waves over 2 m.;
shows high reliability when moving from depths of 100 to
200 m. to the sea surface, for dozens (hundreds) of cycles
without interruption;
 in accordance with the requirements of the respective
customers, it can be used for meteo CO2 monitoring and
measurement, water temperature and salinity reading, for
underwater identification of submarines, UAV as well as
ships on the surface;
 uses standard protocols for radio, hydro and satellite
communications for data transmission;
 ensures extremely low level of false alarms;
 it is easy for operation and maintenance;
 is highly adaptable and can be integrated into any marine
observation and control systems.
Finally, it should be noted that the hydroacoustic buoy can
become a reliable tool in an integrated port infrastructure security
system, and not only to monitor and control certain segments of the
maritime space, which it explores, but also to communicates and
exchanges information with the other elements of the system. The
latter is particularly important given the need to ensure of
reliability, continuity, accuracy and completeness of the
information, that must be sent to the control centers in a timely
manner. This also applies to the possibility for communication
between the buoy and the underwater robot "ARMUS", the
information obtained by the buoy can many times reduce the time
needed for the robot to examine the hulls of the large vessels.

Fig. 5 The hydroacoustic buoy, ready for demonstration
But to get to this point when the buoy is ready for testing, we
have come a long way. The whole process was carried out in full
compliance
with
the
requirements
of
modern
organizational/standardization procedures for the development of
products and systems and using the latest technologies in this field.
For example, for the purpose of the product design we started with
3D design and modeling using FDM – Fused deposition modeling,
as the most popular 3D printing technology – Fig. 6.

3. Underwater hull observation systems
2.1 State of the art in marine vehicle inspection robots
The exploration of the hulls of large vessels, in terms of both
their security (no matter if these hulls are not equipped with lime
mines to be detonated in the port and cause massive losses with
human casualties and material damage), and the security of the
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2.2 “ARMUS” underwater hull observation system

ports in which they land, is an important element of the integrated
approach to the security of port infrastructures.

The robot was created under the leadership of academician
Stefan Vodenicharov - leading Bulgarian security and defense
scientist and professor Kiril Stoychev. The chief designers of the
robot are Professor Dr. Daniel Bratanov and Dr. Rumyana
Mihaylova. Participants in the development of ARMUS are also
Captain NAVY Valentin Naydenov Retired Dipl.Engineer and his
colleagues from the group of Varna with a special contribution to
the mechanical work of the different elements.

A number of underwater robots are known in the world practice,
which apart from examining hulls to identify failures and hull
roughness which plays an important role in the ship’s speed and that
directly affects the fuel consumption making the ship less
environmental friendly, can also be used for security purposes in the
ports, exploring the hulls for explosive devices placed on them.
Among them is “HullBUG” - Fig. 8 developed by SeaRobotics
and funded by U.S. Navy Office of Naval Research (ONR) to tackle
this issue.

The second generation of the ARMUS robot – Fig 11 a,b [8] is
a designed in a way to be able to stay unlimited time underwater
and to work on both sides (external and internal like cargo holders)
of the ship’s hull. The robot overall weight is 35 kg. and the
attraction force of the tracks is 672 kg., doubled from the first
generation. The robot uses a different approach from the first
version. It is connected to the ship by a cable that supplies the robot
with current between 110 V and 220 V. The same cable is used for
the communication and control of the robot. The length of the cable
can be up to 200 meters.

Fig. 8 HullBUG hull cleaning robot
The Robotic Hull Bio-inspired Underwater Grooming tool (Hull
BUG), is a small autonomous vehicle weighing 30 to 40 kg. It uses
four wheels and attaches itself to the underside of ships, using a
negative pressure device that creates a vortex between the BUG and
the hull. It crawls on the hull surface and performs frequent
grooming (light cleaning of fouling films). Sensors provide obstacle
avoidance, path cleaning, and navigational capabilities. A
fluorometer lets the robot detect biofilm and then it uses rotary
brushes or water-jets to scrub the fouling film off [6].
Similar efforts to develop hull cleaning robots is being done by
Keelcrab - Fig. 9. The product I-keelcrab is semi automatic robot
fitted with ip68 high-resolution camera and can be guided by
smartphone or tablet. Keelcrab-one is an underwater robot, which
can be controlled by a wired remote control with live video feed [6].

Fig. 11 a Second generation ARMUS robot designed to work
both underwater and on “dry” iron surface - top view

Another example is MARC: Magnetic Autonomous Robotic
Crawler - Fig. 10 [7]. As published by the authors [7] the MARC
actuation system is basically constituted by a couple of magnetic
tracks, actuated by an electrical motor coupled to a gear-head
through a suitable mechanical interface. The magnets are lodged in
dedicated housing connected to a chain to constitute a track.

Fig. 11 a Second generation ARMUS robot - front view
The track system of the robot uses a two wheels type suspension
without the use of extra support wheels. This type of suspension
guarantee the successful maneuverability of the robot on a dry and
wet surface and at the same time does not allow the robot to lose its
attraction force and to fall down from the inspected surface. The
good attraction between the tracks and the iron surface gives the
robot the ability to overcome different obstacles even when it is
climbing the walls of the cargo holder or the underwater part of the
hull. The schematics of the robot submerse system is given on Fig.
12.

Fig. 9 Keelcrab hull cleaning robot

Fig. 10 MARC final release, during vertical climbing test
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On other hand, the ARMUS underwater hull observation system
is the only one known available at the moment robot capable to
travel attracted to the ship surface both under the water and on the
“dry” ship body. ARMUS is the ideal tool for fast and reliable ship
observation in order to perform hull management. Its ability to stay
underwater as long as necessary and more important to perform its
tasks during the ship motion makes ARMUS a desired tool for
security measures. The use of ARMUS is organized in natural
manner and does not require specific skills from the personnel. The
complete system is designed in a way to be durable and easy for
maintenance. All materials used are corrosion free and resistant to
aggressive and hazardous environment.
Working together in integrated systems for security and
protection of port infrastructures, these two systems are able to
increase their reliability and resilience in many extreme and
complex situations, requiring the timely receipt and processing of
the obtained data for the purposes of making adequate management
decisions.

Fig. 12 ARMUS submerse system
The robot is controlled trough a specific graphical user
interface. The control system consists of two main parts – remote
control unit and onboard control unit. The onboard control unit is a
computer linked to a series of controllers that are used for the
control of the motors, the communication and the observation
systems. The robot generally carry one pair of cameras – a high
resolution observation camera and a secondary rear camera. The
robot can carry also a set of scanning sensors depending on the
particular needs of the customer and the type of observation that is
necessary to perform. The engines are powered by AC – DC
convertors. The second generation of ARMUS has a unique design
of the suspension as the motors and the gearboxes of each track are
mounted outside the sealed area of the robot body. Each motor is
placed separately in a sealed chamber and the torque is transmitted
to the track leading wheel by an open type clutch. The use of simple
DC motors allows the robot motion even the motor chamber is
flooded. The motor drivers are designed in a way to work even if
the motor is in a short connection. This will help the operator to
control the evacuation of the robot from the water in case of
decompression of any robot’s seal.
An important issue of the control system is that the graphical
user interface of the control is designed to be user friendly and does
not require a specific skills of the user in order to deal with the
robot control. The control system has its internal procedures that
prevent the operator of giving tasks that can cause a damage or
malfunction of the robot.
Another advantage of ARMUS is that it can stay in hibernation
as long as necessary. The system is of the type plug and play. The
moment ARMUS control unit is plugged to the power supply of the
ship and the connection cable of the robot is plugged to the control
unit ARMUS is ready for action. The system for observation of the
hull of large vessels is designed to search and identify limpet
objects like naval mines, improvised explosives or contraband
traffic attached to the underwater hull of the ship. It is able to
perform tasks under various weather conditions during the ship
motion.
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CONCLUSION
The hydroacoustic buoy from the "SCIAERHAB" system, is
developed by a Bulgarian company, with potential for use in
different in structure and content objectives and tasks of the security
and protection systems for port infrastructures. The buoy is a
reliable mean for collection and transfer of information needed to
respond teams for real time decision-making. It is made of stainless
steel with subsequent chemical treatments of the metal, which
protect it from fouling with marine organisms and from there allow
it to be used for a long time in marine environment. It can be
positioned to up to 200 meters deep and located a few tens of
kilometers away from the land. The functions that buoy has for the
information exchange with other elements of the security and
protection system enable system operators to assess potential threats
in a timely and objective manner, while planning adequate future
actions, depending on the situation.
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Abstract: The paper deals with the assessment of material used for the construction of protective structures and elements of military and
civilian infrastructure. Since the main reason of protective structures is to protect personnel, equipment and equipment from attack by
hostiles, it is necessary to conduct tests of material ballistic resistance and resistance against contact or distant explosion when choosing
suitable materials for building protective structures.
In order to achieve the aim of this work, from several basic groups of NDT methods was selected. Based on the evaluation of their
advantages and technical possibilities, representatives from 4 principally and physically different groups of NDT methods were selected, i.e.
visual method, ultrasonic method, hardness method and resonance method.
The practical part of the paper is focused on the design of the material evaluation by means of NDT methods. In the first stage, the
setting of the measuring devices was performed. Laboratory measurement was then carried out, on the basis of which calibration relations
were established to determine the basic mechanical properties of the material. The material evaluation is described fort both, newly designed
elements and for material in already built structures. Laboratory and field tests were performed during the assessment of the material of the
newly constructed elements. In laboratory tests, the test specimens were evaluated by NDT methods. In the field tests, the test specimen was
subjected to an explosion, the effect of which was subsequently evaluated by NDT methods and compared with the results of the same
method prior to loading.
Keywords: PROTECTIVE STRUCTURES, NDT, MATERIAL ASSESSMENT, ULTRASONIC TEST METHOD, HARDNESS TEST
METHOD, RESONANCE TEST METHOD

1. Introduction

2. Laboratory tests

In practice, NDT methods have a wide range of uses. NDT
methods are used mainly in medicine, construction and engineering.
In the construction industry, NDT methods are mainly used for the
diagnostics of concrete and reinforced concrete structures. In
particular, the strength characteristics of the concrete, the position,
shape and layout of the reinforcement are detected, and are used for
detecting defects in concrete or reinforced concrete structures. [1]

Laboratory tests of the material are performed on the test
samples. As test samples are used 150 mm cubes and prisms
100 x 100 x 400 mm which were produced for this work according
to CSN EN 12390-2 [12].
The following NDT methods were used to perform laboratory
tests: ultrasonic method, resonance method, hardness method. By
these methods are determined the basic properties of the material.
The measured values are used to control the material for building
protective elements and structures, if the correct material has been
used. It is also used to create an explicit model in ANSYS

The main advantage of NDT methods is that the measurement
does not damage the element or structures. Other advantages of
using NDT methods are: measurement speed, unlimited number of
measurements and the possibility of measuring existing structures.
However, these methods have two important disadvantages. The
first disadvantage is that the methods measure the indirect values,
which means that the searched quantity (compressive strength,
modulus of elasticity ...) is calculated from the measured quantities
(UZ speed, hardness ...). The second disadvantage is the reliability
of the results, which depends on the accuracy of the measurement
and the size of the errors. The biggest measurement error is caused
by the person making the measurements. For this reason, it is very
important that measurements are made by the same person. [2]

The test bodies are marked and the NDT measurements are
performed. Using the method, the velocity values of the transverse
and longitudinal ultrasonic waves are measured. With a resonant
device are measured the values of the resonance frequencies
(longitudinal, transverse and torsional resonant frequency). The
measured values are assigned to the calculation formulas of the
dynamic modulus of elastic [7] [9]
A hardness method is used to determine the compressive
strength of the material. For this method were used SilverShmidt
ST/PC. Each sample is measured at min. 10 measurements. After
measurements are performed by NDT methods, measurements are
carried out by destructive methods to determine the real values of
the basic mechanical properties of the material. Destructive
methods are used to determine: compressive strength, static
modulus of elasticity and static shear modulus.

Based on the evaluation of their advantages and technical
possibilities, representatives from 4 principally and physically
different groups of NDT methods were selected, i.e. visual method,
ultrasonic method, hardness method and resonance method. The
principle of functioning and measurement of these NDT methods is
described in [1] [3] [4] [5] [6] [7] [8] [9].

The relationship between dynamic and static modulus of
elasticity is calculated for evaluation of the ultrasonic method and
resonance method.

Because the protective elements and structures serve primarily
to protect people, property and critical infrastructure [10], both in
civilian and military use, these structures are loaded with dynamic
explosion strain. For this reason, steel fibre reinforced concrete [11]
[12] is used for the building of protective elements and structures.
Because of the steel fibre reinforced concrete we are able to
accomplish the requirements of the mechanical properties of the
material, which must have sufficient compressive strength, but on
the other hand the smallest static modulus of elasticity. To
determine the material properties and defects in material and
construction were used NDT methods.

Table 1: Measured values of the method and the resonance
method.
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Before the field tests begin, a measure point network (Fig. 3) is
marked on the test material or construction.

Table 2: Resulting values of reduction coefficients.

In table 2 are values of reduction coefficients where:
χr,EL… the reduction coefficient for calculating the static
modulus of elasticity by the resonance method,
χr,G… the reduction coefficient for calculating the static
shear modulus by the resonance method,
χu,E… the reduction coefficient for calculating the static
modulus of elasticity by the ultrasonic method,
χu,G… the reduction coefficient for calculating the static
shear modulus by the ultrasonic method.

Fig. 3 Network of measurement points
The ultrasonic method and the hardness method are used before
the explosion. In the sounding of the material are used the
transmission direct method and the transmission indirect method. If
the construction would not be accessible from both sides, it would
be necessary to use the reflection method. Measuring with device
with transmission direct method are measured all points on the test
sample. It starts at point A1 on both sides and proceeds to point I9.
Because cracks can occur anywhere in the material and not just
directly at the points, the material must be sounded by a
transmission indirect method. This means that diagonals, rows and
columns are sounded. Then are indicated points on the test sample
for the hardness method. These points must be spread the whole test
sample or construction.

To evaluate the hardness method, calibration relationships are
required. It is necessary to find the line equation that has the general
relation Rbe = ax + b. The least squares method is used to find the
straight-line equation.

After the NDT method is measured, the weight and the position
of the explosive will be selected and will be selected between
contact explosion and distant explosion. The distance of the
explosive from the test sample is determined by the weight of the
explosive and the requirements.
First is used the visual method after the explosion. The basic
measurement of this method is a human eye. This means that the
person is looking for the visible cracks in the test sample or
construction. The visible cracks are highlighted by a spray. Then the
thickness of these cracks can be determined by 50x magnification
microscope (Fig.4).

Fig. 1 Calibration curve for Silverschmidt ST / PC
Line Equation of a line has shape: Rbe = 0.9999x + 1.8859 and
standard deviation 2 Mpa (Fig. 1)

3. Field tests
Field tests of the material are performed to determine the
ballistic resistance and the explosive resistance of the material. For
the determination of the ballistic resistance are used test samples
500 x 500 x 40mm. To measure the explosive resistance of material
are used test samples 1000 x 1000 x 50-160 mm, where the width of
the test sample depends on the character of the tested material. Also
are used test samples 6000 x 1500 x 300 mm (imitation of bridge
construction 1:1) and frame construction (Fig. 2) made of tested
material (imitation of protective structure) or existing protective
structure. Test samples may have different dimensions depending
on which type of critical infrastructure is being tested.

Fig. 4 50x magnification microscope
If an explosion cause hole in the test sample, this hole is
measures by the tape measure (Fig. 5).

Fig. 5 Measuring the hole in the test sample
Fig. 2 Frame construction
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The next measurement of the test sample after the explosion is
done by the ultrasonic method. Measurement by this method is the
same as when measuring the test sample before the explosion. Then
is used hardness method.
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Fig. 7 The contour layouts after the explosion
Fig. 6 and 7 illustrate an example of field test evaluation. There
are the contour layouts of the tested test sample before and after the
explosion. When evaluating the effect of the explosive on the test
sample, these images are compared. After comparing Fig.6 and 7,
we can say that the test sample was made of high quality material.

4. Conclusion
For this paper were selected NDT methods based on the
evaluation of their advantages and technical possibilities,
representatives from 4 principally and physically different groups of
NDT methods, i.e. visual method, ultrasonic method, hardness
method and resonance method.
In the chapter laboratory tests were used NDT methods. For
using these methods were created calibration curves and
relationships to determine the mechanical properties of the material
used for building protective elements and structures.
In the chapter field tests were tested explosive resistance of the
test sample. NDT methods were used for searching cracks in the
material from which the test samples were made. In the end of this
paper were compared results before and after explosion.
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which are tested on various parameters in order to meet the
requirements of the final product, reduces manufacturing errors,
which in turn reflects on shortening the product's release time,
improving quality while maintaining an acceptable level of
investments. For this purpose, manufacturers today use different
methods, including rapid prototyping, rapid molding tools and highspeed machining. In some of the methods, the prototypes obtained
have characteristics close to those of the finished product, allowing
functional tests to be carried out without the development of
expensive tooling. Additionally, except for prototype production,
the techniques under consideration can be used to produce molds
and injection molds (tooling equipment) and even fully functional
parts for end users. For small series and complex details these
techniques are often the best available production capabilities.

1. Introduction.
Over the last few decades, CAD/CAM/CAE systems have
reached a very high level of development and application primarily
on the basis of the development of computing, applied mathematics,
and information technology. From the first generation of
engineering software known as "electronic drawing", they have
developed into fully integrated design, manufacturing and
engineering systems with rich functionality. Their use in the design
of products and the accompanying technological processes led to an
increase in the quality of the production, shortening the terms of the
idea to product realization, flexibility in the market changes and the
requirements of the consumers.
The productivity and capabilities of SAP/CAM systems are
steadily increasing. Today, they offer a highly developed interactive
graphical dialogue between the system and the user, extended
kinematic simulation and capabilities to integrate up-to-date
standards and good industry practices. Developers aim to achieve a
more interactive presentation of projects to maximize the virtual
product to real operational conditions. With powerful process
simulation tools, the assessment of technology and detail perfection
is possible at the earliest stage of the design process. All of these
innovations give the consumers the shortest way to produce
competitive products with high added value.

The wide variety of on-board and system software on a wide
range of design automation products, as well as on office
automation software platforms, puts the issue of integrating and
working together to increase performance accuracy and shorten
timeframes.

2.1.Planning of the design and
TECHNOCLASS ERP & MES system.

production

with

the

TECHNOCLASS [1] is a complex integrated system designed
to manage processes in companies with different organizational and
territorial structure, subject of activity and volume of operations.
ERP & MES (Enterprise Resource Planning, Manufacturing
Execution System) is a flexible, powerful and versatile business
management tool that empowers managers at different levels to
develop, implement, and optimize their strategy and management
tactics.

The idea of intelligence in production also covers innovations in
CAD/CAM/CAE systems. The drive towards easier management is
particularly prominent. More and more engineers, not just experts,
are able to work with the products. As a trend, the software's
maximum independence from hardware is also emerging. Modern
CAD/CAM/CAE systems can be installed on different hardware
platforms operating under the appropriate operating system and
having the minimum required resources. This increases the
decentralization of workplaces. There is also a growing interest in
mobile applications and the use of a cloud model. Some software
vendors already offer their clients a comprehensive portfolio of
cloud services that are part of subscription programs and support
services for purchased licenses. In this way, users can easily take
advantage of the software when needed and pay only for actual time
of use. Experts predict that this year more companies will overcome
uncertainty about cloud computing and benefit from their
advantages.

An advantage of the system built on Oracle E-Business Suite is
the organic presence in the system of the tools needed to prepare the
production: multivariate design, defining the structure of the
products, technologies in their diversity, defining and normalizing
basic and auxiliary materials , tools and equipment, as well as
normalization of labor [1].
The scope includes the preparation and updating of the technical
documentation maintained under the ECtHR, ECtHR, GOST or
internal norms.
The system offers two operational and product-oriented
technologies for dealing with individual tasks and provides
integration with dedicated CAD/CAM systems.

2. Possibilities for joint operation of engineering design
systems and other new information technologies.

With the use of ERP & MES, TECHNOCLASS automates the
processes of production management - MRP planning, dispatching
planning and workshop orders, warehouse management, material

The integration of new technologies with modern
CAD/CAM/CAE systems allows for the materialization of the
design idea into a physical prototype at an early stage in the
development of the new product. The production of prototypes,
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flows and the degree of loading of production capacities, formed at
the factory and factory cost of production .

to complete a group of tasks. This is the difference between the
process and the task: its result sums up the results of the other tasks.

The system has process management tools using conjugated
Gant charts - performance time / power load (Figure 1). This helps
plan the tasks of a project and then tracks progress.

When planning activities, it should be taken into account that
the more detailed the project plan is, the more accurate it will be.
Processes can contain both tasks and other processes.
The project breaks down into processes for the convenience of
course and action controll.
In most cases, processes are executed sequentially. In some
cases, certain processes begin before the previous one is completed.
The use of intersecting planning processes is called fast tracking.
The breakdown of the process design allows them to be
presented as a list of key results and dates when they should be
received.
Each project is undertaken to achieve a specific purpose (design
of a particular mechanism or whole armament) and can not usually
be achieved without achieving intermediate desired states
(completed 3D digital models of elements, details and prototypes).

Fig.1. Data presentation in Gantt diagram using Excel.

Tasks resulting from the achievement of intermediate states are
called milestones. Usually, the result of the process is to achieve an
intermediate state, so the last task of the process, the outcome of
which is achieved the result, is generally accepted to be a milestone.

The system has full functionality for managing both system and
external documents: creating/entering documents; registration/
journal of documents: in conciliation, agreed, approved;
maintenance of edits of documents; definition of routes and
deadlines for coordination; classification of documents;
reconciliation of documents; email distribution of communications
and reconciliation documents; archiving.

Sometimes, if there is no such task, and the outcome of the
process is achieved, for example the simultaneous completion of
several tasks, then a fictitious milestone is to be created. The
duration of such a task is equal to 0 days and no performers are
assigned to it. It is present in the plan exclusively to indicate the
moment to complete the process, which facilitates the tracking of
the project plan.

The following additional functions can optionally be added to
the TECHNOCLASS basic functional range:
• TECHNOCLASS Data Collection System;
• TECHNOCLASS Repairs Management;

The duration of the task is the amount of time that is planned for
its execution. Project can work with tasks ranging from a few
minutes to several months.

• TECHNOCLASS Navigator.

Various work times can be set in the project calendar of a given
project. By default, the work time in the calendar in Project is set
from 08:00 to 17:00 with a break between 12:00 and 13:00, Monday
through Friday, with evenings, Saturdays and Sundays are set as
non-working hours. So if 16 hours of work are needed for one job
and it is started on Friday at 08:00, it will be completed on Monday
at 17:00. The calendar can be formatted according to the customer's
needs and includes the option 24 hours, 7 days a week.

2.2. Planning of CAD /CAM/CAE operations using MS Project.
The resources of a CAD/CAM/CAE system, as well as the
necessary specialists for each specific design case, are determined
by the problem to be solved. Contemporary market requirements,
machine-building trends, and advances in technology make it
imperative to refine the production planning system. The rapid
deployment of high-tech engineering excellence suggests the need
to use flexible approaches to planning and specifying technology
operations and the use of available resources. This necessitates
some modification of the existing ones and the introduction of new
technologies in the planning and management of production
processes, based on the use of CAD/CAM/CAE systems.

In the calculation of the tasks, two main things must be taken
into account:
- the duration of a project is usually proportionate to the
duration of its tasks - longer projects are usually made up of tasks
the execution of which requires more time.

One way to bind and synchronize production results is through
the use of MS Project [2] designing systems. Project management
consists of developing a plan and tracking the implementation of its
actions.

- In the calculation of tasks, the degree of aggregation of tasks is
assessed - for projects, the monitoring of tasks with a duration of
several hours is inappropriate.

The project is defined as a temporary effort undertaken to create
a unique product or service.

In more voluminous projects, when there are groups of closely
related tasks, it is more useful and convenient to organize them in
phases that consist of a summary task and its subtasks.

Calculating the duration

Connect tasks

The task is an action carried out within the project to achieve a
certain result. If the project contains many tasks they are merged
into processes for their ongoing tracking.

The tasks in the project plan are interrelated, for example one
task can not be started until another is completed. In MS Project
they are called Dependencies.

The process of designing armament details consists of one or
more tasks, resulting in the achievement of one or several desired
outputs of the project. Consequently, the results achieved by the
performance of each of the tasks is that from which the process
forms the result.

In the project plan, dependencies are denoted with the help of
links, and these two terms - dependence and link - are used in the
same sense, indicating the logic defining the sequence of the work
in the project plan.

If to achieve the required results of a task is only necessary to
complete that task, then to achieve the result of a process is required

Since the projects must be run in a certain sequence, Project
allows the creation of different relationships between the individual
tasks. These relationships are four types: finish to start, start to start,
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finish to finish, and start to finish. Relationships between tasks are
visualized in several ways: in the Entry table; via the Gantt chart
(Figure 2) or through a Network Diagram.

Material resources are consumables that are used during project
implementation. The main purpose of Project Material Resources is
to track the rate of spending and associated costs. Although Project
is not a complete inventory tracking system, the program can help
raise awareness of how fast you spend your material resources.
Distribution of cost resources.
The last type of resources that can be used in Project is costrelated. Cost resources are used to present the financial part of a
project task. While work resources have associated costs (hourly
rates and fixed pricing for tasks), the sole purpose of the resource is
to associate a specific type of expenditure with one or more tasks.
Frequently used types of spending resources are the categories of
costs that eventually are tracked in a project for accounting
purposes, such as travel, entertainment, training, etc. as well as
material resources, and costs do not perform any work and do not
affect the schedule of tasks.

Fig.2.Presenting the interconnections with a Gantt chart.
Documenting tasks

Introduce rates to pay for resources.

Project allows you to record additional information to each task
in a note. In this way short names can be assigned to tasks and the
additional information is recorded in a note and so it is still readily
available for reading or printing. Project notes support a wide range
of text formatting options and the ability to connect or store images
and other file types.

Monitoring and managing cost information enables the project
manager to answer important questions such as:
- What is the expected total cost of the project?
- Are costly resources used for work that can be done with
cheaper ones?

Hyperlinks can also be added to tasks, which allow the specific
task to be linked to additional information outside the project plan
such as another file, a specific location in a file, an Internet page or
an intranet.

- How much will a particular type of resource or task cost
during the lifetime of the project?
Rates are entered for work and material resources in the field
Std. Rate, the default unit of work is the dollar per hour, and for the
material is the dollar per unit (unit).

Checking plan duration.
Project allows for easy and convenient verification of project
duration even if no overall length and start date is set. Project
calculates the total duration of the project based on the total number
of working days needed to complete the individual tasks. An easy
way to check this data is through the Project Information dialog
box.

Set up working time for specific resources
Project uses different types of calendars for different purposes.
The resource calendar controls the working and non-working time
of a resource. The program uses these calendars to determine when
a particular resource can be assigned to work. They are only
applicable to work resources - people and equipment. The default
work schedule calendar is set from 08:00 to 12:00 and from 13:00
to 17:00 Monday through Friday, but in most cases some of the
resources are subject to exceptions to the working hours in the
standard calendar. In these cases, the Change Working Time
window is used to enter - when and why a resource is unavailable.

Resource allocation.
There are three types of resources in the Project - work
resources, material resources and cost. Working resources in turn
can be people or equipment. The program deals mainly with two
aspects of these resources: their availability and cost. Availability
determines when specific resources can work on tasks and how
much work they can do, and costs refer to how much money will be
needed.

Documentation of resources.
As with tasks, here too you can enter a note on a resource. For
example, if some resource has flexible skills that can help the
project, it's a good idea to write this in a note. This way it is in the
project plan and can easily be viewed or printed.

Allocation of human resources.
Project resources can be introduced as: Individuals identified by
name, position, or function; groups of people with the same skills;
or equipment. These options allow the user to enter resources in the
most convenient and easy way.

Assign resources to tasks.
Resource assignment is what you call assigning a resource to a
task which it works on. When working with Microsoft Office
Project, it is not necessary to assign resources to the tasks, it can be
done with tasks only. By assigning resources to tasks, however,
some questions can be answered, such as:

Max. Units (maximum units) show the availability of the
resource. When entering new resources, Project automatically sets a
value of 100% in this field, which when it comes to people means
that 100% of the person's time is devoted to the tasks of the project
which are assigned to him.

- Who on what tasks should work and when?

Distribution of equipment.

- Is there a sufficient number of resources to complete the
amount of work the project requires?

The deployment of resources related to equipment is the same
as the introduction of human resources. However, there is a very
important difference in how these two types of resources can be
planned. For example, most human resources have a working time
of no more than 12 hours, but resource-related equipment may work
around the clock. In addition, human resources are flexible in terms
of the tasks they can perform, but those related to equipment are
more specialized.

- Is a resource expected to work on a job at a time when it is not
available for work (for example, when it is on leave)?
- Is a resource assigned so many tasks that it exceeds the
amount of work it can do?
- Is the resource overall located?
Assigning resources to MS Project is achieved by clicking the
Assign Resources field on the Tools menu. Assigning resources are
few types, according to the resource that is being assigned.

Allocation of material resources
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Appointing work resources to tasks

Tracking the progress of tasks

Appointing this type of resource allows you to see the progress
it makes while working on it. If the corresponding payment is
introduced, MS Project will also automatically calculate the cost
and the tasks for which it will be used.

So far, the focus has been on project planning - developing and
information transfer about them before their implementation begins.
When the project implementation starts, the next phase of project
management begins: the tracking process. Tracking means
recording details of the project, for example, who did what job,
when it was done and at what price. These data are often called
actuals.

The working capacity of a resource, regardless of what it is, is
measured in units and recorded in a field named "Max. Units ". MS
Project is set up to assign 100% of the resource units to the current
task. This means that the program assumes that the entire working
time of the resource is intended to work on this task. If we also want
to use the resource in another task, then we should manually change
those 100% to what we want to be used in the task and the
remainder between the full commitment of the resource (100%) and
what we have deemed to be required , to remain for our second
(upcoming) task.

Tracking actual values is essential for proper project
management, unlike ordinary planning. The manager thus
understands how well the team works and when to take corrective
action. Proper tracking of the project and its comparison with the
original plan allows us to answer some questions such as:
- "Do tasks start and finish according to the plan?" If not, how will
this be reflected on the date of completion of the project?

When assigning work resources to certain tasks, there is an
option to allocate additional resources. The resources assigned of
this type allow you to achieve several things:

- Do the resources take more or less than the time planned to
accomplish the tasks?
- Are tasks with higher than expected costs increasing the total cost
of the project?

- reducing the execution time of the task;
- Improving the quality of the product produced by the task.

MS Project offers several ways to track progress. The choice
of the tracking method depends on the level of depth or control that
the project manager has decided to lead. Different levels include the
following:

When using both assigned resources at 100%, the task
execution time can be reduced by half. For example, if one work
resource (human) was used for one task and it is to be completed
within 6 working days, then the assignment of another resource
(human) and if the use of both resources is 100% or the
implementation time the task is reduced to 3 days, or the quality of
the product produced by the assigned task is higher than the product
that would be produced with only 1 assigned resource (human).

- Record work on the project as planned. This is useful when
everything in the project happens as intended;
- Record the completion rate of each task - either as exact values or
as changing values increasing by an amount, such as 25, 50, 75 or
100%;

Assign material resources to tasks

- Record the actual start, end, job and actual and remaining duration
of each task or assignment;

By assigning this kind of resources, it is possible to monitor the
materials that are used up by the respective tasks and the materials
that remain in our warehouse. Generally speaking, in this way, we
monitor what material resources we have and predict whether we
will need new or if the available ones will suffice. This also has an
impact on the available financial resources and the budget we have.

- Time tracking job tracking(idk). This is the most detailed level of
tracking. Here are actual values for actual work per day, week, or
other interval.
Sometimes different types of tracking may be required for
different parts of the project or a combination of several of them
might be needed in a single project.

Assigning cost resources to tasks.
Cost resources are used to represent financial costs associated
with a particular task in a project. Both material and cost resources
can not work and do not affect the schedule of the task. Cost
resources may involve multiple costs for which certain funds must
be set aside and can thus be tracked for both accounting purposes
and for the personal purposes of the contractor. Generally speaking,
there is clarity and "transparency" about where the costs are being
spent.

The original project plan, the one that is used for comparison,
is called a base or simply a baseline. The comparison between the
base frame and the actually executable frame can be done by MS
Project automatically.
Exact assessment of the state of the project can be a complex
task. The following issues need to be emphasized:
- For many tasks, it is very difficult to calculate the completion rate.
When can it be said, for example, that the program code for a
software module is 50% complete?

By assigning this type of resource, MS Project automatically
calculates the cost of the project (what it will cost) in relation to the
work program and the assigned material and labor resources.

- The completed time from length of the task is not always equal to
the amount of work done. For example a task may require relatively
little effort initially, but more work may be needed over time. This
is called a back-loaded task. Thus, when 50% of the duration of the
task has elapsed, much less than 50% of the total work has been
done.

Forming and printing a plan.
MS Project also lets you change the shape of the documents and
the way they look when they are printed on paper. Views and
reports are the most commonly used ways to view or print data in a
project plan. In both cases, the program allows formatting of the
data at the discretion of the user.

- The resource allocation criteria assigned to a task for its
implementation may differ from those of the project manager or
resource assigned to the subsequent tasks.

The reports are designed to print MS Project data. Unlike the
views that can be used directly on the screen, tabular reports are
only for printing or viewing in the "print preview" menu. Data can
not be entered directly. There are many types of reports, by
different metrics - cost, task, resource, shared reports that bring
together several things in one, etc. After the report is produced, the
program also allows the insertion of a picture / logo / into the report.

With the help of good project planning and good
communication, these and other problems that arise during the
project implementation can be reduced or avoided. Welldocumented and properly concerted performance criteria should
prevent unpleasant surprises. However, large and complex projects
will almost certainly deviate from the baseline.

MS Project also offers a feature to draw and add notes to the
project plan. This is to clarify some of the steps or simply to take
notes to help the plan user to perform the tasks.
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From what has been said so far, it is good to emphasize that the
baseline needs to be defined before starting the project. It gives us a
"snapshot" of the original plan, which can later be compared to the
actual progress. It's also one way to see if everything in the project
is on track. MS Project is a unique software product, which allows
you to monitor how processes are running, at what level they are
executable, how they are implemented, and at what level they
replicate the given user pre-set data.

- introduces the necessary duration to implement any specific
action that results from modeling and expert judgment;
- define the interrelationships and the sequence of tasks, while
respecting the deadlines for achieving the results.
In this way, it is possible to seek compensation for time
deficiency through additional resources.

Drawing up a plan for the implementation of the actions of the
components of a command as a whole consists of describing the
actions of each of them in the form of tasks, the available resources
and the identification of relationships between them by
appointment.

III. Conclusion.
On the basis of the analytical overview, it can be summed up
that the joint work of software packages for engineering design and
new office automation information technologies such as MS Project
and ERP & MES systems can achieve a balance of production
capacities and their binding with a production program.

MS Project planning is based on the desired strategic outcome,
the operational results sought for its achievement and the associated
tactical results.
The main aggregate task describes the desired strategic
outcome. Then, the operational results that will lead to its
implementation are introduced. Similarly, under each operational
result the tactical results achieved by each of the components that
contribute to its completion are introduced. To achieve these, it is
necessary to plan specific actions of each of them, allocated over
time and provided with the appropriate resources. For this purpose,
in order to achieve a sought out tactical result, an aggregation of
based on time actions are planned out.
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To accomplish all of this, the following mechanism is proposed:
- taking into account the deadlines for achieving the operational
results, the deadlines for the implementation of the planned tasks
(actions) are introduced;
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