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Abstract: Cyber security is a comprehensive area that covers the protection of assets from cyber crime which affect operations in 

organizations and is achieved through active monitoring, detection of interruptions or malicious activity and timely response to interference. 

Geo-spatial approach to cyber-security and technology development provides clear guidance and vision for contemporary data protection in 

the organization. The role of Geo-spatial technologies in support of physical security is well-known and intelligible and is used for 

situational information, multi-INT, synthesis, analysis and information exchange. Development of platforms enables organizations to 

implement these cyber defense concepts to quickly identify and prioritize cyber threats by creating a technical solution that integrates all 

existing data to reduce uncertainty. 
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Introduction: 

 

Cyber security is importance part in any organizations such as 

business, records keeping, financial and so on. This information 

security will help the organizations to fulfill the needs of the 

customers in managing their personal information, data, and 

security information. There are a few challenges faced by the 

organizations in managing the information so that it would fall in 

hand of unauthorized person or hackers. Besides, an effective cyber 

security management system can reduces the risk of crisis in the 

organizations. All organizations must have their policies in secure 

their information so that the information can be kept safely. Cyber 

threats affect more than just the information technology (IT) 

infrastructure of a company or command. These threats cause 

disruptions to its entire network that can impact its principal 

business functions and mission. Cyber security should be assessed 

in terms of its direct contribution to the successful execution of an 

organization's primary mission. Organizations can no longer ignore 

cyber threats or delegate security to the information technology 

department. Cyber defense must be integrated into traditional 

security activities, such as physical and personnel security as part of 

an overarching effort to protect business operations from both 

external and internal threats. Cyber security activities must be 

prioritized and aligned to strategic business activities. With 

organizations increasing reliance on electronic communications 

comes the inherent risk of cyber attacks. The Government of USA 

issued an executive order that cyber systems (computers and related 

technology) be considered like critical infrastructure. The 

Department of Defense Joint Publication 1-02 defines Cyberspace 

as "The interdependent network of information technology 

infrastructures and resident data, including the Internet, 

telecommunications networks, computer systems, and embedded 

processors and controllers." The role of sophisticated technology in 

the support of physical security is well known and understood and it 

is used for situational awareness, data management, multiple 

intelligence (multi-INT) fusion, analysis, and information sharing. 

Physical security is interdisciplinary and relies on multiple sources 

of information. Cyber defense should be assessed in terms of its 

direct contribution to the successful execution of an organization's 

primary mission. Cyber security should be integrated with the 

various business functions it is protecting. However, in the past, this 

tight integration has been difficult to achieve. Arguably, the reason 

for its difficulty is the lack of a common framework that can align 

the activities of mission specialists with experts in all the other 

security-related activities required to provide full mission assurance. 

As businesses and individuals embrace technologies in their 

everyday activities, software and technical solutions that try to 

protect us from cyber security threats have multiplied. Yet, despite 

awareness of cyber threats, advancements in cyber security 

technologies, and an increased number of national and 

organizational computer security incident response team to 

coordinate responses, both the frequency and costs of data breaches 

continue to rise. Humans remain the weakest link in the security 

chain, and investing in and developing cyber security cultures 

within organizations can decrease the human factor risk, imparting a 

positive impact on efficiencies and security while mitigating 

financial risks. Organizational leaders are increasingly concerned 

about the threat posed by cyber attacks and usually they aren't 

focused on the technical aspects of the event but they want to 

understand the impacts to their mission. 

 

I. Security platforms important key to cyber security 

Platforms are becoming a dominant force in business and software 

architecture.  Platforms are increasingly becoming core features of 

the digital world and in different area like government, health or 

military/defense sectors. The platforms are at the center of digital 

systems. Today in the modern technological world, platforms have 

different technological structures and systems. They develop as 

highly specialized and expensive platforms that provide services. 

Platforms that are multinational provide multiple building blocks 

that accelerate growth and maintain systems. The deployment of a 

technology platform is cloud-based and software-defined. In 

addition, cloud infrastructure itself becomes a commodity. Highly 

virtualized cloud platforms dominate because of their huge 

advantages in automated, hyper-scale resource efficiency. The 

creation of platforms in organizations allows for solving important 

tasks that should previously be custom-built in any system or 

application as a cloud-based identity management system can meet 

the individual needs of hundreds of different services and systems 

that are or are available through this platform. Platforms encompass 

many of the cyber security roles that were previously implemented 

by separate systems or applications. The growing role of platforms 

requires adaptation of the system architecture and its offers 

significant improvements in cyber security. 

Many authors define a platform as “a business based on enabling 

value-creating interactions between external producers and 

consumers.” In the continually evolving digital era, platforms are 

causing some important shifts in focus. We are evolving from 

monetizing by selling a right-to-use license of a hard-to-make 

competitive service or capability towards extracting smaller pieces 
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of the recurring value from each of the massive numbers of 

interactions between producers and consumers in digital systems. 

The model for valuation of platforms becomes a function of the 

number of producers and consumers across a network provided the 

platform itself retains an ability to curate content and moderate 

network interactions. The focus thus shifts outwardly towards these 

interactions in a network effect between producers and consumers 

rather than inwardly on something being produced or licensed by 

the platform owner. 

The requirements for security technology platform integration in 

organizations must include some minimal criteria: 

- Coverage from endpoints to data centers to clouds - Platforms must 

provide comprehensive coverage that includes endpoints (i.e. PCs, 

mobile devices, IoT devices, etc.) and networks, as well as physical 

servers, virtual servers, and cloud-based workloads. The best 

platform offers strong integration with common threat vectors such 

as email security and web security. Many vendors or companies 

may not offer mobile or IoT device support in their security 

platforms today. but before purchasing from these companies, the 

responsible engineers should assess security technology platform to 

gauge schedules for future functionality and device support; 

- Prevention, detection, and response capabilities - A security 

technology platform must greatly improve threat prevention when 

compared to today’s point tools. Each individual tool should offer 

best-of-breed security efficacy, while the platform should provide 

incremental threat protection as more tools are glued together. 

Beyond threat prevention, each tool should also act as a sensor for 

collecting security telemetry. Platforms will be back-ended by some 

type of security analytics services that processes, analyzes, and acts 

upon this growing volume of security data. Security platforms must 

also offer well-defined and flexible options for responding to and 

mitigating threats, including automated and manual options. For 

example, the platform should be able to automatically find and 

block retrospectively installed files and IoCs when new threats (that 

include these files and IoCs) are detected in the wild or offer 

options for quarantining systems, deleting files, or restoring 

systems/workloads to a known good state; 

- Hybrid deployment options - Today’s security technology world 

includes ubiquitous cloud services, costly security operations, and 

data privacy concerns.   individual security tools and the platform 

management plane should be offered in on-premises and/or cloud-

based form factors; 

- Cloud-based services - Security technology platforms should 

include myriad cloud-based services for things like threat 

intelligence analysis/sharing, static/dynamic file analysis, reputation 

list compilation/distribution, machine learning modeling…; 

- Central management and reporting - All individual tools must plug 

into a central management plane offering role-based access control 

that can be customized for different users, views, and functions. 

Management functionality must include policy management, 

configuration management, and detailed reporting from individual 

tools, from groups of tools, or across the entire architecture. 

Management data must also be easily exportable to other tools; 

- Openness - Large organizations have established best practices 

around certain point tools and security technology platforms must 

be open for easy third-party technology integration by offering 

developer support, technology partnerships, and well-documented 

and standards-based APIs as a core part of their platform; 

II. Developing a cyber security platform in organization 

Developing a cyber security platform is the most important security 

for organizations. Cyber security is important to all businesses. The 

primary motivation for modern organizations to rely so heavily on 

cyberspace is that it allows them to efficiently, effectively, and 

economically coordinate activities across dispersed locations in near 

real time. Cyberspace is critically dependent on electromechanical 

devices and personnel that make up its components in the physical 

domain or layer. The benefits of cyber security are immense for not 

only companies but also their employees. No one organization 

wants to be a victim of a cyber attack so the role of cyber security in 

an organization is an extremely important one. The best way to 

ensure an organization will not become the victim of a cyber attack 

is to verify the organization has an effective security plan and 

security platform in place before any attack can happen. In 

organizations security breaches are constantly happening, 

sometimes multiple times a month, sometimes many times for a few 

days.  A good security system protecting IT for businesses is the 

best defense a company can have against these cyber security 

threats. The importance of cyber security for a business is not just 

about their information being protected but also the information of 

their employees and customers. Companies have a lot of data and 

information on their systems. This fact adds to the importance of 

security, whether it is data security, information security or cyber 

security in general. Developing a security platform in organization 

is importance and there are many benefits of cyber security for a 

business organization. When it comes to cyber security, it is 

important for a company to not only train and inform the higher-ups 

but every employee, of the benefits of cyber security. When a 

company trains all of its employees about the benefits of cyber 

security, the company itself has less exposure to cyber security risks 

in the first place. A company will save money with cyber-related 

loss and severity of cyber security incidents when they offer their 

employees proper cyber security training. Another benefit of 

training employees is the time saved. When a company has fewer 

cyber security threats, the employees of that company will spend 

less time tracking down the treat, fixing it and possibly having to 

redo any affected work. When employees are properly trained, 

when it comes to cyber security, they develop a more positive 

company culture with regards to cyber and information security. 

Cyber space consists of a complex mix of data, devices, and people 

and the virtual environment consists of four different types of 

network layers, each of which has nodes that are locatable in space-

time. These include different type of data, device, network... Data 

layers are often assigned based on the type of node used, whether a 

person or device. However, it is useful to think of each node layer 

as being defined by its type of dataflow. For information to be 

exchanged at the social level, documents must flow in the device 

layer. For documents to be exchanged, packets must flow at the 

network layer. And for packets to be exchanged, electromagnetic 

energy flows between two specific points in space-time. 

The technology and platform that can deliver these capabilities is 

available on many networks and from devices, providing personnel 

with access to information and data to support decisions for 

awareness, prevention, protection, response and recovery. 

Development platform can be quickly accessed, understood and 

shared to support coordinated actions. The platform combines 

location with cyber security activity and other data to better 

anticipate, detect, respond to and recover from threatening security 

incidents. The technology is easily integrated into an organization’s 

existing command and control structure to ensure that leadership 
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has access to complete and accurate data for decision making. In 

fact, platforms are already widely used in national security 

agencies, including defense, national intelligence, critical 

infrastructure protection and emergency management. Integrating 

the power of location intelligence with cyber security data allows 

organizations to make better decisions before security is 

compromised, rather than when it is too late. 

 

III. Implementing a platform and improving a cyber strategy in 

organization 

The implementation of the security platform in organization is a 

complex process who involves more departments from the 

organization. The security platform includes more processes which 

are incorporated into the organization's security strategy; the 

platform represents part of the strategy and security policy. The 

team of IT security professionals who formed the organization after 

detecting that there has been a cyber attack on the organization, they 

must observe all aspects of the process. This team of specialists 

must find any device that has been compromised. Team members 

analyze malware and determine whether it affects all data or not. 

PREVENTION - Identifying and mitigating vulnerabilities 

Conventional defenses, including firewalls and antivirus software, 

remain an integral part of an organization’s security lineup. They 

block the majority of standard attacks by hackers on IT systems, 

and curb the spread of malware. Additionally, educating employees 

on cyber security and potential threats is a key aspect of any 

prevention strategy. This added layer of protection is vital, as 

professional criminals can often exploit the human factor to 

pinpoint vulnerabilities and obtain network access. Furthermore, it 

is important to deploy products and IT solutions that are secure by 

design. And enterprises should determine what data is truly 

missioned critical – and ensure that robust defenses are in place for 

these key assets. 

DETECTION - Simulating and analyzing attack patterns 

Dissecting the tactics employed by hackers can help hone defenses, 

making them more effective. Companies should implement 

intelligent security management that aggregates information from a 

variety of sources – and analyzes it in real time to shield systems 

from novel attack vectors. The cyber security enterprise detects 

previously unknown, particularly dangerous vulnerabilities – 

frequently encountered in popular programs. Furthermore, major 

corporations should analyze attacks in dedicated cyber security 

centers, and share their findings with others. 

REACTION - Rapid response and robust recovery 

There is no way to guarantee assets are 100 percent safe. Even 

when all available mechanisms are in place, criminals may still 

successfully infiltrate networks. Enterprises must be prepared for 

these scenarios – and have recovery plans ready, and cyber 

emergency response teams (CERTs) on standby. CERTs identify, 

verify and counter threats, detect and evaluate vulnerabilities, and 

manage security architectures. 

 

Table 1: Function and Category Unique Identifier 

 

Conclusion: 

The role of cyber security in an organization is vital for the 

protection of its data and for ensuring that its services and projects 

will keep running without obstacles or delays. Modern 

organizations depend almost exclusively on computer systems for 

storing data, contacting customers and performing various tasks 

such as research, marketing and strategic planning. The financial 

success of an organization, as well as the successful implementation 

of its goals will depend on the health of its computer systems. It is 

vital that the systems remain free from intrusions from third parties 

who may attempt to gain unauthorized access.  

1. Charles, K. (2013). The C.I.A. triad or C.I.A. triangle and other 

security concepts. http://www. securityorb.com/2013/10/c-i-a-

triangle-security-concepts 

2. Deutsch, W. (2014). 6 security policies you need: an introduction to 

creating effective security policies. 

http://bizsecurity.about.com/od/creatingpolicies/a/6_policies.htm 

3. ForeScout. (2014). Mobile security 

https://www.forescout.com/solutions/mobile-security/ 

4. Garret, C. (2012). Importance of a security policy. 

http://www.slideshare.net/charlesgarrett/ importance-of-a-security-

policy-11380022 

5. Information Security Handbook. (2009). What is Information 

Security?. http://ishandbook. 

bsewall.com/risk/Methodology/IS.html 

6. Johnson, M. E. & Goetz, E. (2007). Managing Organizational 

Security: Embedding Information 

Security into the Organization. IEEE Security & Privacy, 2, 16-24. 

https://www. computer.org /security/ 

7. Mellado, D. & Rosado, D. G. (2012). An Overview of Current 

Information Systems Security 

Challenges and Innovations. Journal of Universal Computer 

Science, 18, 1598-1607. 

140

INTERNATIONAL SCIENTIFIC JOURNAL "SECURITY & FUTURE" WEB ISSN 2535-082X; PRINT ISSN 2535-0668

YEAR II, ISSUE 3, P.P. 138-141 (2018)

http://bizsecurity.about.com/od/creatingpolicies/a/6_policies.htm
https://www.forescout.com/solutions/mobile-security/


http://www.jucs.org/jucs_18_12/an_overview_of_current/jucs_18_1

2_1598_1607_ editorial.pdf 

8. MindfulSecurity.com. (2014). Why is Information Security 

Important? http://mindfulsecurity .com/2009/07/01/why-is-

information-security-important/ 

9. OpenLearn. (2014). an introduction to information security. 

http://www.open.edu/openlearn /science-maths-

technology/computing-and-ict/introduction-information-

security/content- section-3 

10. Rossouw von Solms. (1998). Information security management (1): 

why information security is so important. Information Management 

& Computer Security, 6, 174-177. http://www. emerald 

insight.com.ezaccess.library.uitm.edu.my/journals.htm?issn=0968 

5227&volume =6&issue= 4&articleid=862722&show=pdf 

11. Schneider, L. (2014). Information security: learn about information 

security. http://jobsearchtech. 

about.com/od/historyoftechindustry/g/InfoSecurity. 

12. Slade, E. (2009). Top 3 Reasons Why Information Security & IT 

Maintenance is Important. 

http://www.howardcounty.com/Top_3_Reasons_Why_Information

_Security__IT_Maint enance_is_Important-a-1224.html 

 

141

INTERNATIONAL SCIENTIFIC JOURNAL "SECURITY & FUTURE" WEB ISSN 2535-082X; PRINT ISSN 2535-0668

YEAR II, ISSUE 3, P.P. 138-141 (2018)

http://www.jucs.org/jucs_18_12/an_overview_of_current/jucs_18_12_1598_1607_%20editorial.pdf
http://www.jucs.org/jucs_18_12/an_overview_of_current/jucs_18_12_1598_1607_%20editorial.pdf
http://www.open.edu/openlearn%20/science-maths-technology/computing-and-ict/introduction-information-security/content-%20section-3
http://www.open.edu/openlearn%20/science-maths-technology/computing-and-ict/introduction-information-security/content-%20section-3
http://www.open.edu/openlearn%20/science-maths-technology/computing-and-ict/introduction-information-security/content-%20section-3



