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ON ONE APPROACH TO SOLVING THE PROBLEM OF FORMALIZATION AND
MODELING OF THE AIRPORT SECURITY THREATS SPACE

Lev N. Elisov?, Nikolay I. Ovchenkov 2

'Moscow State Technical University of Civil Aviation, Moscow, Russian Federation
2p.G. Demidov Yaroslavl State University, Yaroslavl, Russian Federation

Abstract. The paper examines the issue of formalization and mathematical modeling of potential dangers (hereinafter referred to as threats).
Such threats occur in the external environment in relation to the object of transport infrastructure (hereinafter referred to as airport), while
ensuring aviation security. The issue of formalization is manifested in the significant uncertainty of physical presentation of security threats
and difficulties in choosing a class of functions that describe threats’ spread dynamics.

The authors suggest using the heuristic approach and the format of the boundary value problem of field theory when moving from a
linguistic description of the threat space to its formal representation and description. A mathematical model based on partial differential
equations describing threat space is proposed. In addition to this, assumptions and limitations associated with its hypothetical representation
are formulated. Modeling and results are presented in the form of threat intensity distribution on some topology of the transport
infrastructure object. The results are interpreted as the initial information for modeling the airport security system.

1. Introduction

There has been a definite tendency to consider aviation security
issues from the point of view of optimal management of its level
with a consistent solution of identification, measurement,
evaluation and decision-making problems in recent years. Results
analysis obtained in this direction shows the urgent need to move
to the issue of formalization of the subject area and mathematical
modeling. It should be made in order to optimize the process of
managing airport’s aviation security level.

The authors consider aviation security as a state associated
with certain parameters of the investigated object. The quantitative
display of such parameters in the dynamics of their changes under
the influence of external and internal factors remains in the
boundaries acceptable for the operation of the object. The state of
the object under protection can be considered as some of its
characteristics, associated with an uneven, heterogeneous and
unstable environment that provides protection for this object. In
this case, we should talk about two issues of formalization and
modeling. On the one hand, it is issue of modeling object security
threat space. On the other hand it is issue of modeling some space
that provides object security. The authors examine the first one in
this paper.

The effective functioning of civil aviation as an industry that
provides transport services is primarily related to the concept of
security. Security is a state of complex system where the action of
external and (or) internal factors does not lead to the system
deterioration or to inability of its functioning and development.
Auviation security (hereinafter referred to as AS) is one of the most
important components of this concept. It is defined as the state of
aviation protection from illegal interference into aviation activities.

AS is ensured on the basis of organizational and regulatory
methods at the present time. Such methods exclude questions of
optimizing decisions since optimization involves measuring and
evaluating the parameters under study on the basis of some
formalization. A few attempts to use the mathematical apparatus in
this subject area are connected with economic models [1] and risks
[2-4], i.e. with the solution of local problems. The issue of
modeling AS as a state of the transport infrastructure object has
hardly been discussed in the sources that the authors know. At the
same time, it is possible and even necessary to solve the issue of
ensuring security on the basis of mathematical modeling in
response to ever-increasing demands on civil aviation associated
with the increase and complexity of threats to the security of its
facilities. In their works [5], the authors showed this and
substantiated the fundamental possibility of formalizing and
modeling the space of airport security threats based on the theory
of boundary value problems [6] and heuristic procedures.
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2. Formulation of the problem

The problem of providing AS of the transport infrastructure object
is solved within the framework of the complex interaction of the
following main elements (Fig. 1):

- The transport infrastructure object (airport), characterized by the
presence of a certain structure, including, among other things,
critical (most important) elements, interconnected within a certain
topology.

- Security system (hereinafter referred to as SS) of the facilities. It
includes a set of measures, methods, procedures, technical means,
aviation personnel, regulatory framework, etc.

- Subject of illegal activity (hereinafter referred to as SIA)
(violator). It is complex concept that includes all possible attributes
for the realization of potential threats and the commission of an act
of illegal interference.

Thus, the level of AS of the transport infrastructure object is
determined as the result of opposition (counteraction) between SIA
and SS. Two concepts are introduced and used for this purpose and
in accordance with the recommendations of the International Civil
Aviation Organization (ICAO) [7]. It is object vulnerability and
object security levels. The object vulnerability assessment is
implemented in order to determine the degree of its security against
potential threats. The object security levels are set depending on
the level of potential and immediate threats and define the
requirements for the SS. In both cases, the assessment is of high
quality and is implemented by expert methods. There are some
papers [8] who offer methods for quantifying vulnerability on a
qualimetric or probabilistic basis. Such works have not found
practical application. Besides, they are of academic interest.

It is necessary to obtain quantitative information on the threats
intensity by the topology of object under protection, taking into
account critical elements in order to build the structure and
configuration of the object security system that meet the
vulnerability requirements and the specified security levels (Fig.
1). In a direct formulation, this problem does not have an exact
mathematical solution because of formalization problems. In this
case, it is proposed not to receive a decision but to take it. For this
purpose, the authors have analyzed the structural model of the SIA
(violator) [9]. They propose to introduce conditional quantitative
estimates of threats level corresponding to the security levels scale.
Such the estimates should be obtained by expert methods. It is
necessary to obtain the threats’ intensity distribution according to
the object topology on the basis of these estimates. Such estimates
should be considered as boundary and initial conditions if this
problem is solved on the basis of the theory of boundary value
problems. The proposed heuristic approach is most likely the only
possible one since the problem does not have an exact
mathematical solution. The second important problem here is to
define a class of functions that can describe the expected
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distribution. This is even more difficult, because you can only talk
about a hypothetical threat space. It is proposed to consider the set
of such functions so that, having received a set of distributions of
threat intensities, to build the final distribution using heuristic
procedures. The resulting distribution of potential threats contains
comprehensive information for the formation of an object
protection field, whose intensity according to the object topology is
aligned with the quality of the SS functioning in quantitative
representation. It makes it possible to formulate requirements for a
set of aviation security facilities.

The proposed approach was called heuristic modeling. The
concept includes a mathematical model and a heuristic formulation
of the problem. In this case all the difficulties of formalization go
into the permissible inadequacy of the mathematical model with
subsequent interpretation of the statistical results of modeling on
the basis of decision-making theory.

It is necessary to clarify the difference between two concepts:
impact and danger. Impact is any action aimed at an object in order
to influence it, cause changes. Danger is the possibility of the
occurrence of circumstances in which matter, field, energy,
information or a combination of them can thus affect the complex
system. In a follow-up it will lead to deterioration or inability to
function and develop it. The impact is related to illegal interference
act implementation, and the danger is considered as a potential
possibility of committing such an act in the context of AS.

The analysis and prediction of undesirable events is carried out
on the basis of statistical data on the realized impacts in modern
aviation security systems.Considering the fact that the frequency of
such events is very small, the statistical sample is significantly
limited, with all the expected problems for the forecast. The
approach proposed by the authors is based on the examination of
potential threats and obtaining the threat intensity distribution by
the topology of the protection object in a quantitative matter. The
author's approach seems preferable for optimal control of aviation
object security level.

3. Heyristic formalization and classes of functions

The structural and logical model of the SIA [9] includes a
representative set of threats of different physical nature, significant
uncertainty in the description of characteristic and objective
functions. As a result, it is characterized by insurmountable
difficulties of mathematical formalization. Heuristic formalization
here should be understood as the solution of the inverse problem. It
means that it is not necessary to give a mathematical interpretation
of the threat. It is necessary to provide to a problem setter the right
to choose a certain class of equations (equation) for a certain threat,
having agreed in advance with the possible incongruity of the real
threat and model. The inadequacy of the model is compensated by
a set of statistics based on the results of modeling using the chosen
equations. It is important that the solution in this case is not
obtained as a result of modeling, but is adopted on the basis of
certain heuristic rules.

In their works [6, 10] the authors showed the rincipal
possibility of using differential equations in partial derivatives for
solving this problem. Some classes of such equations are presented
below [6, 11-12].

i[Al (x,v,2,U, t)a—u]+i[A2(x v,z,U,t) a—U]+

[A3(x y,ZUt)— = a—U+b—+cU+oc 1)

at?
where
a=f; xy,zuUun=>0; c=f3(xyzUl>0; 2)
b=£f xyzUb)>0;, a=f (xy,2)>0.
The values of the function U are sought inside a certain domain
G bounded by the surface ' (by the line T" in two-dimensional
case), on which the values of the required function are known,

determined by:

(@U+ ) =F ©)
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where o and S — prescribed functions of the point on the boundary
I
F ¢ (x,y,2,U,t)- some known function in the boundary points;

a_ - the derivative of the required function along the normal to the

boundary at the boundary point under consideration.
Depending on the nature of the right-hand side, expression (1)
turns into equations of;
elliptic type, whena=b=0;¢>0; o >0;
parabolic type, ifa=0;b > 0; ¢>0; 0> 0;
hyperbolic type, whena > 0;b>0; ¢c>0; a>0.
Depending on the values of the functions o and B, the boundary
value problem described by equation (1) is called:
Dirichlet problem, when o = ¢ (X,y,2) #0; 8 = 0.
Neumann problem, if a = 0; 8 = ¢, (x,y,2) #0,
mixed problem, when a. #0; 8 #0.
Functions A;, A, u Az determine  parameters of the space
substance. Equation (1) is solved in the homogeneous domain G,
when
A1 = Az = A3 =const > 0.

We have for an inhomogeneous volume domain:

A FAFA3# AL A =9 (xy,2)20
Equation (1) is linear when the coefficients A, A, Az, a, b, ¢,d, a
and g depend only on the coordinates. It is nonlinear if at least one
of them depends on U.
Equations of elliptic type describe processes where function values
do not change with time (problems of steady heat conduction,
steady filtration flows, stationary magnetic and electric fields, etc.).
Equations of parabolic type reflect many nonstationary processes
occurring in space (the exploitation of productive oil and gas layers
taking into account their elastic capacity, the dynamics of the
processes of heating and cooling bodies, etc.).

The necessity of solving hyperbolic equations arises in
the study of transient processes in various problems of
potential theory. Wave (a # 0; b = ¢ = 0; a« > 0) and
telegraph (a # 0; 6 # 0; ¢ # 0; a # 0) equations are particular
cases of equations of hyperbolic type.

The most common problem is the displacement of the
interface of two phases with additional conditions on it with
respect to its temperature, heat balance, incoming and
outgoing fluxes, latent heat when speaking on the problems
of equations of parabolic type. These conditions, as well as
the non-linearity of the coefficients for coordinate
derivatives, arising from the temperature dependence of the
thermal substance conductivity, relate such problems to the
category of non-linear boundary-value problems of special
complexity.

This problem is described by a system of equations:

[Al (x,v,2,T) aT”] + 2 [Az (x,y,2, T)aT”

+o [A3 (x,y,27T) E] = CT (x,y,z,T)g
3 3 3 @
Tw Tw
[Al (x,y,2T) ]"‘5[1‘1‘2” Gy, 2, T) 50|

Tw]_ aTy
+0_Z [A‘g (x,y,Z,T) a—z]—Cr[Vvv (x,y,z, T)?

where indexes V and W characterize the belonging of the
functions to the liquid or solid phase of the substance
respectively. On the space boundaries S; and S,boundary
conditions similar to (3) are defined, in the phase regions V
and W, initial conditions T,(0) = ¢, (x,y,2,0) and
T, (0) = ¢, (x,y,2,0),and on the phase interface £(t) -
additional conditions:

e ="/ 0=
0,-6, =6,

®)
(6)
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where 6, and 6,— heat fluxes flowing to the boundary
respectively from the regions of phases v and w.
6, — heat flow absorbed (or released) during the phase
substance transformation.

Thus, the issue of formalizing threats to security is
solved by choosing an equation and setting it in line with a
certain threat.

4, Solution methods

Practical implementation of problems of this type is rather
complicated. There are various methods for solving them,
some of which are discussed below [13-17].

Analytic solutions of equations of the form (1), (4) can
be obtained only for regions of regular configuration with
the parameters A 1 = A 2= A 3 = const # 0 by using the
Fourier method, integral or variational methods. The
analytic solution of these equations in the general case is
practically impossible in the regions of an arbitrary
configuration. Therefore, various numerical methods are
used to solve them in a general formulation. Besides, only
grid method has versatility. This method makes it possible
to use it for solving a wide range of boundary-value
problems, including non-linear functions of the equations.
The grid method provides a finite-difference approximation of
all functions of the equation and allows one to reduce its solution
to solving systems of equations of the n-th order (n is the number
of elements of the space partition) having the form [15, 16, 18]:

2m
Z U —Uz _p 2n
Ik Uk 9k | = b1 7 ot
k=1 k=1 1
2m 2m _ aui
ngUk—Uzgk = b o0 @)
k=1 k=1 i
z U —Uz = p,
Gk Uk 9k | = bn ot
k=1 k=1

where k — number of the point, near to the main point xyyy;

m = 1;2;3;..... — number of edges in the point xyy,;

Jrx — approximate (average) value of the function A on the interval
(0, k) obtained as a result of finite-difference approximation;
i=1;2;3;4;.....; n — number of the point.

We will get for the j—th moment of time equation of the following
type by performing a similar finite-difference approximation of the
right parts of the equations of the system (7):

2m 2m 4
_ A J d j—1
(Z gk U = U zgk> = 9wV — 9 Ui
k=1 k=1 i
or after reduction of similar members,

(Z Ir + gr) Z 9 10) Uk W =9 (L)U

where g, — approximate value of the function b on an interval At =
5 —t;
These equations form a system'

(V53 g1 +9:), -
(Zk 19k +gr)

(Zk 19k +gr) - ¥ Gk Uk(n)

=gt

1
Zk 19k() Uk @ — gr Ul

R Gk Uk =

gut

The presented methods provide an exhaustive mathematical
apparatus for formalizing the hypothetical space of threats to the
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security of the transport infrastructure object and solving this
problem. It should be understood that any formalization assumes a
certain degree of approximation to a real object or process, all the
more so that in this case the degree of uncertainty in the physical
understanding of the object and its formalized description remains
and is quite high.

5. Mathematical model and its numerical

implementation

We consider the process of spreading the danger to distributed
objects, in the first approximation [19-20], as a diffusion process
as one of the possible options. Diffusion is the mutual penetration
of contiguous substances into one another in the direction of a drop
in the substances concentration. It leads to a uniform substance
distribution throughout the volume. Diffusion takes place in gases,
liquids, solids. With certain reservations, diffusion as a process can
be attributed to the process of spreading the danger. Then the
mathematical model can be represented by the diffusion equation:

(0 5) + (0@ ) = f), & Y)eD ()

where U — danger level, G(X, Y) — danger permeability,
f (X, y) — danger sources density distribution.

We introduce the concepts of “danger permeability”,
similar to, for example, the heat conductivity in heat distribution
problems, and “danger sources density distribution”, similar to the
density distribution of heat sources by analogy with other diffusion
processes. And the positive value of danger sources density
distribution characterizes threats to security, and negative - sources
of active counteraction to threats. The danger permeability can be
different in the domain D. It is obvious that permeability should be
much less in the protected area than beyond the boundaries of the
protected area. At this stage of the study, we consider the
permeability of the environment and danger sources density
distribution by expertly determined estimates.

Equation (8) is solved in the domain D including the protected
object and the surrounding area. Boundary conditions must be
given on the boundary of the domain We take the zero boundary
conditions

u. =0 9)

Condition (9) means that there is no danger at the domain
boundary. A different danger level can be set at the boundary.

Thus, the threat modeling will be considered as a boundary-
value problem (8, 9).

The analytical solution of problem (8, 9) is practically
impossible. We apply numerical methods for solving boundary
value problems. The finite differences method [14-18] has been
chosen from various numerical methods [15, 16, 18] for numerical
problem solution. It is the simplest one in the implementation for
the solution of the problem under consideration. Besides, it
provides acceptable accuracy with low computational costs.

We construct a uniform grid on the XOY plane to implement
the finite differences method. For this we construct two families of
equidistant (equidistant) lines

X =x0+ihx‘
Yi=yotjhy,

i=0,1,2,..Ny;

i=0,1,2,..,N,, (10)

where h, — grid step, X-direction, hy — grid step, Y-direction.

In this case we get grid with nodes on XOY plane
(i, dh,), 1=0,12..N,, j=0,12..N,

An example of a grid is shown in Fig. 2.

X!
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We consider the nodes that belong to the domain

D =D +T . Those nodes that are inside the domain D are
called internal (the inner nodes are indicated by o in Fig. 2), and

their set is called grid domain Dh. The points of intersection of

lines (10) with the boundary T are called boundary nodes (they are
indicated Min Fig. 2), and their set is called grid boundaryI", . In

the case of a non-rectangular domain, the nodes nearest to the

boundary are considered as boundary nodes (the distance from the

boundary in the directions of the axes X and Y does not exceed the

value of the corresponding step). The nodes closest to the grid

boundary are called boundary nodes (they are indicatede in Fig. 2).
Fig. 2. Grid domain example

X

We consider grid functions of grid nodes Uh(Xi, yj)instead of

functions U (X, Y) of continuous arguments X, y € D .If a linear
differential operator L is given, acting on the function u, then,
replacing the derivatives of the Lu with difference relations, we

obtain a difference expression Lhuh . Itis a linear combination of

the values of the grid function uh on a certain set of grid nodes,

called a template.

We write the difference approximation of equation (8) for the
internal node using the integro-interpolation method [20], a five-
point pattern and a constant grid step along the axes X'and Y,

U(Xi+h/2,y/‘) U(xi—h/z.}’j) a(x; )y +h/2)+ + o (x;,yj —h/z) +
hZ hZ hZ hZ ui.j
h h h
a(x+/ . y)) a(xi ="/ .y)) o(xiy; +/3)
Ui P T T W e Wi
h
a(xi y; =) _
t—wij1=f (i, ¥;), (i, v:) € Sy
ora;ju;; —Qi41,;Uip1,j — Aj—1,Ui—1; — Qij+1Ujj41 —
—Qj U1 = _fi,j' (11)
h h h
o(xi+Y5y;) | o=y ) | olxiy; +1Y/5)
Where ai,]- = 2 2 h2
a(x; )y —h/z)
+ —
_alx +h/2')’j) _alx —h/z Vi)
Qv =7 2z -1 T T 2
_o(xiyj +h/2) _o(xy) —h/z)

Qij+1 = W Qij-1 = B :
fij = f(xi Yy, (¢ y:) € D

The above expressions allow us to approximate an

environment with inhomogeneous properties. All the coefficients
in the difference formulas will be constant for a domain with
homogeneous properties.
The boundary conditions (9) are approximated as follows
ul-]- =0 y (le]) € Dh (12)

The approximation proposed has an error order O(h2>.

We obtain a system of algebraic differential equations with
sparse matrices writing the equation (11) for each node where grid
function is unknown, numbering nodes sequentially, taking into
account boundary conditions and moving all the known members
of the right side. Solution is sought only at internal nodes and
boundary conditions (12) are taken into account in the right parts of
differential equations in the case of the Dirichlet problem.

It is not necessary to apply the general methods of storing
sparse matrix when using regular difference template and applying
iterative methods for solving systems of differential equations. It is
sufficient to store arrays of coefficients of finite-difference
approximation for systems of the form (11). We can store two

coefficient arrays A( AX connecting the nodes in the template,
respectively, of the axes X and Y (Fig. 3)

(2.7) A4 (2.7) (i+1.7)
® &
‘{F (I..-F]
(,j+1]
® L

Fig. 3. The coefficients of a differencing template

We use the Seidel iterative method [21, 22] for the numerical
solution of the system of difference equations. This method
provides a sufficiently good rate of convergence and agrees well
with the difference representation of the model with relative
simplicity of implementation.

In Seidel's method, each element of the grid domain corresponds
to an element of a two-dimensional array with indices equal to the
node coordinates. In each iteration, the nodes are sequentially
bypassed (we take a detour along the horizontal grid lines). For the
current node, the refined approximation of the solution is calculated
using a formula having the form for the adopted coefficient storage
scheme

1
Ve = @) + AxG— L) + Ay ) + AyGj — D)
[Ax(, ) UG+ 1,) +Ax(—1,)) - UG — 1,)) + +Ay(, ) -
UG j+D+Ay0 - UG —1) ++f@E )] a3
1

When calculating by (13), we use the approximations already
updated in this iteration in neighboring nodes. The approximation
obtained is written in place of the old value. The process ends
when the norm of the relative change in the solution is sufficiently
small

Ju -ty
[0

ukd

<eg,
where U(k) solution vectors on the k-th and

(k —1) -th iterations, & — given small positive number.



SECURITY & FUTURE ISSUE 4/2018

6. Results of modeling

Single threat modeling results implemented in MATLAB system
[23-24] are presented below. Variants of the main program and
functions implementing the iterative process are developed.

The problem is solved in a rectangular domain, with the
coordinates of the lower-left corner of x1 = 0, y1 = 0 and the
upper-right corner of x2 = 1 and y2 = 1. Grid pitch h = 0.01,
permeability of the external environment sigma = 1.0, coordinates
of danger source xDan = 0.5 and yDan = 0.5, danger magnitude
uDan = 1.0. Coordinates of the protected area xProtl = 0.2, yProtl
= 0.4, xProt2 = 0.4, yProt2 = 0.6, permeability of the protected area
sigmal = 1.0e-12. Danger density within the protected area is zero.
The decision was made up to epsilon = 10-6. The three-
dimensional graph of the solution surface is shown in Fig. 4.

From the graph in Fig. 4 danger level is sharply reduced, but is
not zero in the protected area with almost zero danger permeability

—]v
08

Fig. 4. Solution surface graph

Danger values can be clearly seen on the graph of the level
lines (Fig. 5).
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Fig. 5. Graph of lines for solving the problem with one danger
source

The protected area is highlighted by a rectangle.
The solution is obtained after 1979 iterations (Fig.6).
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Fig. 6. The graph of dependence of the relative norm of the
correction on the iteration number when solving the problem with
one danger source

The results obtained should be considered as intermediate, more
precisely, as initial, taking into account the limitations and
assumptions presented above. Next, we must solve the problem of
finding statistics for solving similar problems for various initial and
boundary conditions and for other classes of functions. The final
solution, in this case, should not be obtained, but adopted on the
basis of certain heuristic rules. The results prove the principal
possibility of applicability of the author's approach, connected with
the combination of heuristic formalization and mathematical
modeling with the subsequent decision-making on the
configuration of the requirements for the object's protection
system.

7. Conclusion

The proposed author's approach is the first stage in the solution of
the global issue of creating an automated system for managing the
level of aviation security of objects with a distributed structure
(airports). A heuristic method was developed in combination with
heuristic procedures, which excludes all previously uncontrollable
difficulties of formalization from the process of mathematical
modeling. The adequacy of the mathematical model, the reliability
and accuracy of the results obtained is solved within the system of
decision-making on the formation of requirements for technical
means of protection on the basis of the principle of acceptability of
aviation security level. At this stage, the transition from the
intensity of the distribution of security threats by the object
topology to the performance indicators of the protection system
and its elements is carried out. This transition is the prerogative of
further scientific development of the authors.
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Introduction

Security is one of the basic values and human needs,
[security (survival) and development is the main goal of each
entity in the long-term]*. American psychologist, Abraham
Maslow, the author of the hierarchy of needs, identified five
human needs: physiological, security, belonging, recognition and
self-fulfilment. According to him, security is already placed in
the second position just after the psychological needs of humans,
such as food, housing, clothing and procreation?. Because this is
one of the most-awaited needs of a human, citizen, it is also the
basis for the proper functioning of the country, therefore the
priority of each state is to care for security. Nowadays, this task
is particularly difficult due to the variety of security threats, their
unpredictability, and therefore security should be perceived as a
continuous process.

So what is security, in the literature of the subject one
can find many definitions of this concept, the most concise is
given by the Dictionary of Polish language, where security is: [a
state of non-threat]®, while the Dictionary of terms in the field of
national security defines safety as: [a state that gives you
confidence and guarantees its maintenance and chances for its
improvement. One of the basic human needs is a situation
characterized by a lack of risk of losing something that a person
particularly values, e.g., health, work, respect, feelings, material
goods]*, according to J. Stanczyk [security is the main need of a
man and social groups, and at the same time the most important
goal]® the definitions quoted indicate that security is extremely
important for a man, social groups, countries, it creates
opportunities for development, ensures a peaceful existence, so it
is necessary to create opportunities for its effective assurance.

The nature of security manifests itself in various
dimensions due to the objects, which is why in the literature on
the subject we distinguish military, political, economic, cultural,
ecological, information and social security®. Individual types of
security have an impact on each other, therefore, in order to
ensure it, it is necessary to maintain care for the others.

The aim of this article is to illustrate the concepts
regarding security, the structure of the national security system of
the Republic of Poland with particular emphasis on social
security, its conditions and the impact on the security of an
individual, a citizen.

! S Koziej, National Security Strategy (of a State), in: Fundamentals of
security of the contemporary state (entity), implications, : ed. J.
Pawlowski, AON, Warsaw 2015, p. 493.

2 See Maslow A. Motivation and personality, PWN, Warsaw 2016, p.
115-119.

2 www.sjp.pwn.pl/slowniki/bezpiecze%C5%84stwo.html (access
22.10.2018).

* Ed. J. Pawlowski, Dictionary of terms in the field of national security,
AON, Warsaw 2009, p. 13.

® J.Stanczyk, Contemporary understanding of security, ,ISP PAN,
Warsaw 1996, p. 18

® Cf. ed. M. Leszczynski, Security in the local dimension, Difin, Warsaw
2013, p.11; A. Skrabacz, S Sulowski, Social security. Concepts,
conditions, challenges. Elipsa, Warsaw 2012, p.12.
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1. The location of the social security system in the
National Security System of the Republic of Poland

When beginning this chapter, the definitions of national
security, state security and social security should be clarified, but
before this happens it is advisable to illustrate the differences in
the concept of nation and state. According to W. Kitler, the
nation is [... a multicultural (multi-ethnic) civil society,
inhabiting a territory (always identified with the territory of the
state), connected with material and moral values, the
implementation of which can be ensured only within the state]’,
the state according to the definition of the Dictionary in the scope
of national security is: [a political organization of a social group
recognized by the international society including a specified
territory, in which its authority applies along with the laws it
creates]®. In the same dictionary, we can find definitions of state
security, namely: it is a [real state of internal stability and
sovereignty of the state, which reflects the lack or occurrence of
any threats (in the sense of satisfying basic existential and
behavioural needs of society and treating the state as a sovereign
entity in international relations] and state security defined as [the
state obtained as a result of the properly organized defense and
protection against the external and internal threats defined by the
relation of the defense potential to the scale of threats]°.

Nowadays, many various internal factors influence
security [they are related to what is happening inside the national
security, and these are factors of the material-energetic, social
and cultural nature]™® and external [they include the same factors,
but constituting the property of the national security environment
and affecting them both directly and indirectly]*, other security
conditions include: variability, unpredictability and surprise?, as
distinguished by researchers, they cause that security is not a
permanent, certain phenomenon established on a fixed basis. Due
to the impact of all these factors, the conditions of state security
are constantly striving to improve their ways, means to provide it,
by implementing new strategic documents, operating procedures
and organizational structures.

In the Republic of Poland, the National Security
Strategy of the Republic of Poland of 2014 is the strategic
document covering the issues of national security. It is a
document prepared in accordance with the provisions of the Act
of November 21, 1967 on the general obligation to defend the

" W.Kitler, National Security of the Republic of Poland, Basic categories,
conditions, system, AON, Warsaw 2011, p. 21.
8 Ed. J. Pawlowski, Dictionary of terms in the field of national security,

AON, Warsaw 2009, p. 95.

® Ibidem, p.16.

10w Kitler, National Security of the Republic of Poland, Basic
categories, conditions, system, AON, Warsaw 2011, p. 101.

" |bidem, pp.101.

12 See J. Pawtowski, J. Marczak, K. Gasiorek The concept, character and
determinants of national (state) security, in: Fundamentals of security of
the contemporary state (entity) implications, ed. J. Pawlowski, AON
Warsaw 2015, p. 20.
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Republic of Poland®®, including in its content the general
problems related to security and ways of using available entities
that are owned by the state. This document systematizes the
strategic potential of the national security of the Republic of
Poland, defines its objectives“, defines the national security
system as: [strengths, means and resources designated by the
state to carry out tasks in this area, properly organized,
maintained and prepared]’® and performs the division into
subsystems of management and execution, including the
operational subsystems, which include the defense and security
subsystem and the support subsystems including the economic
and social subsystem®® .
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The management subsystem is the overriding link of
the national security system, which consists of the public
authorities and managers of organizational units that perform
tasks aimed at ensuring and maintaining the national security. As
part of the management subsystem, a special main role was
attributed to the Parliament, the President of the Republic of
Poland and the Council of Ministers.

The executive subsystems constitute the forces and
means to secure the security through the implementation of
various tasks. The structure of executive subsystems is formed by
the operational and support subsystems, the tasks of the
operational subsystems (defense and protection) include the
prevention of threats that may adversely affect the functioning of
the state, citizens and the associated national security threat. The
entities of the defense subsystem are:

- Polish Armed Forces, whose task is to maintain
readiness to act in the event of a threat to state security and
implementation of the mission: [guaranteeing defense of the state
and opposition to armed aggression, supporting protection
subsystems in the field of internal security and assistance to the
public, participation in the process of stabilizing the international
situation]*;

13 See the Act of November 21, 1967 on the general obligation to defend
the Republic of Poland, Journal of Laws of 2018, item 1459, 1669, art. 6,
par. 1 and art. 4a, par 1.

¥ IThe potential of national security serves the implementation of
national interests and the achievement of strategic goals], National
Security Strategy of the Republic of Poland, Warsaw 2014, p. 13.

% Ibidem, p. 13.

16 See. Ibidem, p. 13.

7 National Security Strategy of the Republic of Poland, Warsaw 2014, p.
31

159

- diplomacy, which is supposed to create a positive
image of our country, to resolve conflicts, disputes through
diplomatic actions;

- military special services'® aimed to collect, process
information significant to state security, identification and
counteracting the external and internal threats to the defense of
the country;

- industrial defense potential, whose overriding goal is
to provide equipment for armed forces and other entities taking
care of the security of the Republic of Poland.

The structure of the protective subsystem includes:
justice, anti-terrorism institutions, law enforcement and public
order services, civil protection and rescue services, border
services, security services for public authorities and
administration, institutions for cyber security, institutions for
protection of classified information and other bodies. [The main
tasks in protection subsystems include ensuring conditions for
maintaining the constitutional order, internal stability of the state
and civil security]’®, i.e. the broadly understood protection
against non-military threats®®, created by human actions or
forces of nature.

The support subsystems (social and economic), as the
name of “support” indicates, are designed to support, power the
remaining subsystems. The tasks that the social subsystem has to
face concern the broadly understood social security, they consist
of: protection of national heritage, education for security, social
security, demography, social potential, media in the social
security system. In the second issue of this article, the tasks
carried out under this subsystem will be discussed in detail.

The mission of the economic subsystems is to protect
the country’s economic potential against all activities that
accompany the crisis situations or war actions and the support of
operational subsystems. As part of the economic subsystem, we
distinguish: financial, energy, food, ecological, infrastructural
security, and maintaining strategic reserves.?

2. Social security structure®

Social security in the literature of the subject is defined
as: [... the entirety of legal and organizational activities
performed by government entities (national and international),
non-governmental organizations and citizens themselves, which
aim at providing a certain standard of living to individuals,
families and social groups, and preventing their marginalization
and social exclusion]?®. A. Skrabacz specifies that social security
[means the protection of existential foundations of the life of

18 See the Act of June 9, 2006 on the Military Counterintelligence Service
and the Military Intelligence Service, Journal of Laws of 2017, item
1978, 2405, of 2018, item 650, 1544, 1669.

¥ The White Book of National Security of the Republic of Poland, BBN,
Warsaw 2014, p.169.

% [Non-military threats — a type of threat involving such a combination of
events in international relations, in which it is likely that there will be a
limitation or loss of conditions for undisturbed existence and
development of the state, or its sovereignty as a result of non-armed
violence against it], % Ed. J. Pawtowski, Dictionary of terms in the field

of national security, AON, Warsaw 2009, p. 95.

2 See The White Book of National Security of the Republic of Poland,
BBN, Warsaw 2014, p.184-190, National Security Strategy of the
Republic of Poland, Warsaw 2014, p.40-42.

22 The content of this chapter is based on: the Research Grant of the
Institute of Security and Defense Systems of the Faculty of Logistics of
WAT no. 997/2018 entitled The logistics system as the determinant of the
defense capabilities of the Republic of Poland, and in it: Migration of the
population as a threat to social security in Poland — by S.Wojnarowska-
Szpucha.

2 M. Leszczynski, Social security and state security, Pub. Of the Jan
Kochanowski University of Humanities and Natural Sciences, Kielce
2009, p. 37.
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people, ensuring the possibility of satisfying individual needs
(material and spiritual) and the implementation of life aspirations
through the creation of conditions for work and study, health
protection and pension guarantees]®*. J. Gierszewski defined the
essence of social security as: [counteracting social threats and
ensuring the possibility of survival and free development of
individuals and social groups under specific conditions with the
use of available means]zs. In fact, all this means that social
security should constitute the subject of interest for all entities:
citizens, non-governmental and other institutions and the state,
because only with the involvement and cooperation of all of them
it is probable to entirely guarantee it.

The components of the social security subsystem based
on the National Security Strategy of the Republic of Poland and
the White Book of National Security of the Republic of Poland
constitute (see fig. 2): the management of social security
development, social potential of Poland, counteracting
demographic threats, social security, education for security,
protection of national heritage and the role of media in
guaranteeing social security.

Social security management includes state bodies and
various self-government institutions (social welfare centres,
support centres, social welfare homes, counselling centres and
other) public service organizations®, whose activities are socially
useful.

The social potential of the state is formed by the
human capital, the development of which increases the
possibilities of an active social life of an individual, which is an
important determinant of the activity of the civil society, as well
as the improvement of the quality of life of citizens. With the
development of human capital, it is possible to increase
employment, prolong professional activity, improve the quality
of life, the situation of older people and people at risk of social
exclusion, improve health and improve the qualifications of
citizens?'.

The contemporary education system aims to educate an
active and mobile society, aware of the importance of security.
The aim of education of social security subsystems is to prepare
them for functioning in the event of threat and war, and to
implement social support tasks for operational subsystems.

Counteracting demographic threats is an important
task for the Polish state, it is necessary to counteract
unfavourable demographic changes. The implementation of this
objective includes: an appropriate family-friendly policy
(encouraging the possession of offspring, supporting families
with children), proper migration policy (motivating to return to
Poland, offering support after returning, improvement of offers
on the labour market) and immigration policy adequate to our
country (satisfying the needs of immigrants in the field of work
and care).

Social security requires many activities aimed at
increasing the sense of social security, including preventing
social exclusion and reducing poverty. These activities will be
implemented through: creating an effective system of benefits
and social benefits, access of citizens to all goods (equal access
to education, health care), activization of the excluded people,

2 A Skrabacz, Social security, Theoretical and practical basics,
Publishing house Elipsa, Warsaw 2012 , p.38.

% ] Gierszewski, Organization of the national security system, Pub. Difin,
Warsaw 2013, p. 77.

% See the Act of April 24, 2003 on public benefit and voluntary work,
Journal of Laws of 2018, item 450, 650, 723, 1365.

77 See the Resolution no. 104 of the Council of Ministers of June 18, 2013
regarding the adoption of the Human Capital Development Strategy 2020,
M.P. 2013 item 640.
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building good relations between the state and the citizen, and
cooperation of all social assistance institutions.

Education for security due to changing threats, their
unpredictability, it is necessary to educate the society, raising its
knowledge, awareness concerning the contemporary security
threats and the possibilities of reacting to them. Education for
security should include teaching in the general education system,
higher education, improving the qualifications and skills of
services responsible for maintaining security as well as
employees of government and self-government administration.

The system of protection of national heritage is an
important element of Polish identity, therefore its protection and
security is one of the tasks of the state, which will be
implemented by: [ensuring universal and equal access to culture,
activization of social capital, and strengthening patriotic attitude,
as well as active and conscious citizenship]?®. The promotion of
area related to our tradition and heritage is also of particular
importance.

The role of the media in the national security system
— mass media were and will be the basic tool for transmitting
information, both daily and of importance to the security of the
state and citizens. In the situation of threats to national security or
the outbreak of war, media cooperation with state institutions is
extremely important. As part of this cooperation, the media are
obliged to provide information about: the scale of threats,
behaviour of the society in emergency situations, the possibility
of obtaining assistance, and raising public awareness of the
identification of threats and effective response to them.
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All entities forming a social security subsystem fulfil a
very important role in its creation, cooperation between them is
extremely crucial since they often complement each other,
without the assistance, the other entity is unable to fulfil its
mission in creating social security. The maintenance and
development of social security has an impact on the overall
functioning of national security, because it is its element, which
is why its provision is one of the elements of state policy.

% National Security Strategy of the Republic of Poland, Warsaw 2014,
p.38.
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3. Conditions of social security

In the current situation of our country, many factors
affect the social security, the main being: unemployment and
related labour migration, poverty, as well as social exclusion
causing them. The task of the state is to ensure social security,
because its low level may lead to the development of pathology,
lack of trust in the state and its institutions.

In order to approximate the phenomenon of
unemployment, it is necessary to determine who the unemployed
is, it is more reasonable to use the definition contained in the Act
of April 20, 2004 on the promotion of employment and labour
market institutions, where: [the unemployed is a person that is
not employed and does not perform other gainful employment,
able and willing to take full-time employment in a given
profession or in a given service or other paid work]?, from this
definition it can be inferred what unemployment itself is, it is a
situation in which the state cannot provide work for people with
the ability to take it.

Unemployment constitutes a negative determinant of
social security because its effects have an impact on the
individual, his family, society, as well as the state economy. The
authors: J. Auleytner, K. Gtabicka divide them into®*:

- individual effects of unemployment;

- social effects of unemployment;

- economic and financial effects.

Individual effects of unemployment are felt directly by
the unemployed and indirectly its consequences also affect his
family. The symptoms of unemployment depend on its duration,
the longer it lasts the deeper its effects are. At first, the
unemployed person may lose faith in own abilities, have a
problem with too much free time, and assess himself worse and
worse. Over time, the situation deteriorates, it is related to
financial difficulties causing a reduction in the standard of living,
the lack of ability to meet own basic needs and those of his
family, uncertainty about the future, consequently all this leads to
states of depression, withdrawal of the citizen from public and
cultural life of the country, which is followed by social isolation.

Social consequences of unemployment are related to
the costs which apply to the increased social benefits, public
dissatisfaction, fear of losing one’s own job, an increase in the
phenomena of social pathology, crime.

The economic and financial consequences concern the
state, which incurs costs related to:

-expenditure on benefits and
unemployed;

-counteracting unemployment;
-employment of officials in labour offices.

In addition to the costs, state revenues are reduced due

to the lack of tax and social insurance contributions.

training for the

In the case of young, educated people who know
foreign languages, wanting to ensure a good start in life, or
wanting to improve the material situation of the family,
unemployment often affects the decision of labour migration.
Due to the closeness, easier procedures of taking up work, the
European Union member states have been the main direction of
labour migration of the Poles for years. According to data of the
Central Statistical Office, since 2009, the phenomenon of growth
of persons emigrating abroad in order to make a living is
visible®. The intensification of this phenomenon on a larger scale

2 The Act of April 20, 2004 on the promotion of employment and labour
market institutions, Journal of Laws of 2018, item 1265, art. 2, point 1.

% See J. Auleytner, K. Gtabicka, Social policy — between protection and
subsidiarity, Higher Pedagogical School in Warsaw, Warsaw 2000, p. 17-
18.
a See
www.stat.gov.pl/cps/rde/xber/gus/LU_infor_o_rozm_i_kierunk_emigra_z
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causes the intellectual and economic impoverishment of the
nation.

When analysing the unemployment rates in Poland
from 2014 to 2017, its decline can be observed®, however
despite the improvement, this phenomenon should not be
underestimated, because, as mentioned above, it affects the
citizen, society and the state.

Poverty is closely related to the
unemployment discussed above, it is its inevitable consequence.
In literature, one can find different definitions of poverty,
generally defining it as a lack of necessary resources, insufficient
for human life, it is a state of scarcity, lack of possibility to
satisfy basic needs of a person and his family. A more detailed
definition is given by J.Gierszewski [poverty is a state of various
kinds of lack of needs in such dimensions that a man cannot
overcome them himself. The poor are characterized by
cumulative deprivation, which causes their distinct separation
and marginal position in relation to the reference groups through
the level of material position]®.

The scale and importance of the phenomenon is
emphasized by A. Skrabacz stating: [... poverty is considered
today as one of the most important and most dangerous social
phenomena, affecting both poor and rich states. Poverty results in
significant social consequences, ranging from the lack of demand
for goods, through difficulties in obtaining education,
maintaining good health, to worsening of pathological
phenomena, such as: crime, drug abuse, homelessness]**, this is
undoubtedly a phenomenon which, like unemployment, will
affect the citizen, his relatives and the state.

It seems quite difficult to determine the determinants of
poverty, in the opinion of the Poles surveyed by the Centre for
Public Opinion Survey, the main criterion includes income and
more precisely its amount®, the Central Statistical Office CSO
measures poverty using data from household budgets taking into
account three boundaries: extreme poverty (minimum of the
existence, threat for biological human development), relative
poverty (the level of consumption is lower than the level of the
majority of people in Poland) and statutory poverty (people who,
according to the regulations, are granted cash benefits from social
assistance).

In the case of extreme poverty, since 2015 an annual
decline was recorded, relative poverty is also a declining level
and statutory poverty, which has been falling since 2013%. In the

_polski_w_latach_2004_2011.pdf (access 27.10.2018) and
www.stat.gov.pl/obszary-tematyczne/ludnosc/migracje-zagraniczne-
ludnosci/informacja-o-rozmiarach-i-kierunkach-emigracji-z-polski-w-
latach-20042016,2,10.htm|?pdf=1 (access 27.10.2018).

%At the end of December 2013, unemployment in Poland amounted to
13.4 %, in December 2014 to 11.4 % and in December 2017 to 6.6 %,
source: https://stat.gov.pl/obszary-tematyczne/rynek-pracy/bezrobocie-
rejestrowane/stopa-bezrobocia-rejestrowanego-w-latach-1990-
2018,4,1.html (access 27.10..2018).

). Gierszewski, Organization of the social security system, Pub. Difin,
Warsaw 2013, p. 148.

3 A.Skrabacz, Social security, Theoretical and practical basics,
Publishing house Elipsa, Warsaw 2012 , p.128.

% The largest number of respondents (24 %) determined that the income
of PLN 1000 net per person in the family means poverty, 14% found that
it is PLN 500, 9% claimed that PLN 800, 7% listed the amount of PLN
1500, while others provided different amounts. Source: Announcement
from the CBOS research, Social perception of the poverty problem, no.
83/2017, Warsaw 2017;
https://cbos.pl/SPISKOM.POL/2017/K_083_17.PDF (access 27.10.2018)
% Extreme poverty: 2008-2014 is an increase (from 5.6 to 7.4%), from
2015 the decrease in 2016 reaching 4.9%, and in 2017 — 4.3 %; Relative
poverty: 2008 — 17.6% drop, decrease to 13.9 in 2016 and 13.4% in 2017;
Statutory poverty: 2008 is 10.6 % and a decrease to 2011, in 2012-2013
an increase to 12.8 % in 2013, the next years a decrease to 10.7 % in
2017. Source:
www.stat.gov.pl/files/gfx/portalinformacyjny/pl/defaultaktualnosci/5487/


http://www.stat.gov.pl/cps/rde/xbcr/gus/LU_infor_o_rozm_i_kierunk_emigra_z_polski_w_latach_2004_2011.pdf
http://www.stat.gov.pl/cps/rde/xbcr/gus/LU_infor_o_rozm_i_kierunk_emigra_z_polski_w_latach_2004_2011.pdf
http://www.stat.gov.pl/obszary-tematyczne/ludnosc/migracje-zagraniczne-ludnosci/informacja-o-rozmiarach-i-kierunkach-emigracji-z-polski-w-latach-20042016,2,10.html?pdf=1
http://www.stat.gov.pl/obszary-tematyczne/ludnosc/migracje-zagraniczne-ludnosci/informacja-o-rozmiarach-i-kierunkach-emigracji-z-polski-w-latach-20042016,2,10.html?pdf=1
http://www.stat.gov.pl/obszary-tematyczne/ludnosc/migracje-zagraniczne-ludnosci/informacja-o-rozmiarach-i-kierunkach-emigracji-z-polski-w-latach-20042016,2,10.html?pdf=1
https://stat.gov.pl/obszary-tematyczne/rynek-pracy/bezrobocie-rejestrowane/stopa-bezrobocia-rejestrowanego-w-latach-1990-2018,4,1.html
https://stat.gov.pl/obszary-tematyczne/rynek-pracy/bezrobocie-rejestrowane/stopa-bezrobocia-rejestrowanego-w-latach-1990-2018,4,1.html
https://stat.gov.pl/obszary-tematyczne/rynek-pracy/bezrobocie-rejestrowane/stopa-bezrobocia-rejestrowanego-w-latach-1990-2018,4,1.html
https://cbos.pl/SPISKOM.POL/2017/K_083_17.PDF
http://www.stat.gov.pl/files/gfx/portalinformacyjny/pl/defaultaktualnosci/5487/14/5/1/zasieg_ubostwa_ekonomicznego_w_polsce_w_2017.pdf
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literature on the problem of poverty, two types of poverty are
mentioned most often: absolute, which means [the state of living
conditions that prevent or significantly impede the
implementation of basic life functions]*” and relative [determined
by reference to a specific life situation of the individual and
family in comparison with the level available to others]®, so it
depends on who we compare with whom.

In order to prevent the phenomenon of poverty and
improve the situation regarding this issue in Poland, it is
necessary to:

-increase the education opportunities for the poorest
families;

-support the activity of people affected by poverty
through their participation in social life;

-implement tasks within the social assistance system
through cash benefits (permanent, periodic, purposeful, special
benefits, loans and others), other benefits (e.g. social work,
material assistance, specialist counselling and others).

Social exclusion is often the result of the
above-mentioned unemployment and poverty, but it can also be
caused by other factors, old age, place of residence (rural areas),
lack of education or addition to alcohol, drugs, exclusions cause
lack of full participation in social life, activities of a given
community. The authors J. Czapinski and T. Panek distinguish
three categories of exclusion®:

- structural (defined by the place of residence — village,
low education and income per person below the poverty line);

- physical (related to the old age or disability);

- normative (created through alcohol abuse, drug use,
conflicts with the law, being a victim of discrimination on the
grounds of nationality, appearance, beliefs or other reasons).

In Poland, the main cause of social exclusion include®’:
poverty, drug addiction, mental illness, alcohol addiction,
unemployment as well as homosexuality, bisexuality or
transsexuality.

Summary

The problem of human security is a current and
important issue, and a sense of security is one of the basic human
rights, it is a state consistent with the life of a human being as a
man. The Convention for the Protection of Human Rights and
Fundamental Freedoms and the Constitution of the Republic of
Poland guarantee them to the citizens. The security of individuals
and social groups is one of the essential and fundamental values
of every society and state structures. It is the satisfaction of one
of the fundamental human needs, i.e. a sense of security that
occurs immediately after basic needs, such as: satisfying hunger,
housing, procreation, but at the same time is more important than
the need for love or the desire to belong to a group. Social

14/5/1/zasieg_ubostwa_ekonomicznego_w_polsce_w_2017.pdf (access
28.10.2018)

%7 A.Skrabacz, Social security, Theoretical and practical basics,
Publishing house Elipsa, Warsaw 2012 , p.127.

% J. Gierszewski, Organization of the social security system, Pub. Difin,
Warsaw 2013, p. 151.

% See J. Czapinski, T. Panek (ed.), Social diagnosis. Conditions and
quality of life of the Poles, The Social Monitoring Council, Warsaw 2007,
p. 316,
http://www.diagnoza.com/pliki/raporty/Diagnoza_raport_2007.pdf
(access 27.10.2018).

% See €SO, Quality of life in Poland in 2015. Results of the social
cohesion survey, Warsaw 2017,
www.stat.gov.pl/...zycia/...zycia.../jakosc-zycia-w-polsce-w-2015-roku-
wyniki-badan (access 27.10.2018)
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security can be guaranteed by friendly interpersonal relations, a
sense of value and satisfaction with achieving goals and life plans
of a person. The sense of security occupies a special rank in the
life of every man, family, local community, as well as entire
nations, because it concerns such basic values as life, health,
individual development and national heritage.

The goal of the activities of the state should be to
ensure social security, which is an integral part of national
security. In the process of caring for social and national security,
cooperation and collaboration of all entities and their resources is
extremely important, because only a joint effort of the state,
organization, citizens can bring the desired effect which is a
guarantee of security. However, it should be kept in mind to treat
security as a process that is subject to constant changes under the
influence of variable factors of the surrounding reality.
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THE EXAMINATION OF NEW-TYPE SECURITY CHALLANGES CONCERNING
THE EUROPEAN UNION WITH REGARD TO COMMUNITY DIRECTIVES OF
STRICTER GUN CONTROL
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Abstract: The degree of need for security and the means of creating it change from era to era. Genera-tions of different eras formulate
their security aspiration from different perspectives, but the protection of human life has always been brought to the forefront. This
aspiration finds its expression at the individual and social levels. The individual, during the process of his so-cialisation, expresses clear
expectations that the state shall satisfy his need for security as a basic demand. This is a common social objective, established between the
citizen of the state and the state to make sure that security, order, and liberty be fulfilled. In recent years, the need for both individual and
society security has undergone radical changes. In the EU member states and in its decision-making organisations, the strengthening of
citizens' security is a key objective. New security challenges such as international terrorism, proliferation of arms of mass destruction,
unstable states, global environmental problems, the emergence and intensification of international irregular migration, have resulted in the
extension of the concept of security. Following sudden and unexpected changes in the security components affecting the entire territory of
the European Union concerns have arisen on the part of both individuals and societies. Increasing security challenges and risks today
require more and more intensive state intervention and effort to maintain public safety and public order. Terrorist and criminal acts
committed in the European Union over the past period enhanced the need for such a law enforcement system, which so far has been
practically un-known, existing mostly in theoretical models. The decision-making bodies of governments facing new security challenges have
applied the introduction of available legal, economic and law enforcement regulations to address emerging emergency situations. Several
Mem-ber States of the European Union have adopted a number of measures and legal regulations that have not even been brought to the
attention of decision-makers in recent years. These changes, which have been supported by a number of research projects, can also be seen
as reform efforts that should have already been enforced by lawmakers in an earlier period, as relevant available data were available on the
strengthening of the European terrorist threat and the transformation of its development dynamics. The research described in this paper,
through reviewing issues of the weapons policy domain of the European Union, analyses the questions formulated by the European Council
in relation to such new security challenges as the suppression of illegal acquisition of fire-arms, the increasing of security risks relating to
the transport, import and export of civilian firearms in the European Union, the improvement of traceability of legally held firearms
(hunting, sports, self-defense) and ensuring that deactivated firearms are rendered inopera-ble. Giving the professional analysis of the
background of the directive on stricter firearms possession foreseen by the European Commission in 2015, the study seeks to highlight the
need for EU action to tackle the new security challenges in the weapons possession policy.

Keywords: WEAPONS POLICY, ARMS CONTROL, SECURITY POLICY, WEAPONS ACT, NEW SECURITY CHALLENGES,
POLICE.

the draft directive deal with more stringent controls on hunting
clubs and shooting clubs, the reclassification of firearms categories,
On 13 November 2015, terrorist acts were carried out at several ~ the ban on semi-automatic weapons, the development of a technical
locations in Paris, where in several waves around two hundred standard system for deactivated weapons, and the transformation of
people were killed by concerted attacks. In order to ad-dress the  the systems of rules on museum weapons.
new security challenges (with focus on the illicit acquisition and
trade of firearms) affecting the European Union, the European
Commission has launched the negotiating phase on the preliminary
control of legal norms of the draft envisaging stricter firearms
regulation. Following terrorist acts, the Member States of the
European Union have decided to intro-duce minimum rules to
prevent the illegal acquisition of firearms. The purpose of the
measure was to tighten up the legal framework for restricting the In the course of my investigations, | sought answers for three
acquisition of firearms used in terrorist acts. Subsequently, the issues:
European Commission presented its professional concepts and
guidelines for tightening the existing Firearms Directive (in force
since 1991) to be the basis of a security protocol that shall be
elaborated in future (where armament interests will be a secondary

priority). According to_the docu_ment, the European C_:ommission, in - To what extent does stricter firearms regulation affecting the
the whole spectrum of its planning and decision-making system, has ~ Member States of the Euro-pean Union influences the development
revised the existing weapons categories and reclassified them  of professional areas of sport hunting and shooting sports and the

according to its own concepts. The result of this re-structuring was  market situation of the European firearms manufacturers and
that civilian semi-automatic firearms similar in their operation  (istributors sector?

system to fully automatic military weapons were intended to be

reclassified from the ‘B’ weapons category (subject to - Are the future revision of the European Commission's
authorisation) into the ‘A’ weapons category (banned). The changes ~ Firearms Directive and the formula-tion of proposals for its
in-tended to be introduced gave rise to a great indignation in the ~ amending justified and necessary?

European Union’s Member States having traditions with some
civilian firearms. Many criticisms have been made in respect of the
creation of rules for the introduction of measures to re-regulate
civilian pos-session of firearms. The European Commission
reasoned the need for stricter firearms regulation to address the new
types of security challenges. The firearms concepts formulated in

1. Introduction

The paper intends to carry out a background analysis (and also a
legal analysis) in the context of the stricter firearms control strategy
of the European Commission, seeking the answer to whether the
recent arms control proposals provide for the European Union
appropriate responding measures to the new security challenges
posed by terrorist acts.

- Is it justified on the part of the European Commission to
tighten up the existing firearms control principles in order to
address the new security challenges facing the European Un-ion?

To answer the questions | used the method of literature research
and analysis of legal regulations.
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2. Presentation of the background

The European Union’s Member States are primarily themselves
responsible for maintaining and effectively securing the internal
order and public security of the Member States, but the new cross-
border security challenges require coordination of independent
capacities to act of individual Member States and the efficient use
of the EU funds to build trust and cooperation, and to facilitate
information exchange and joint action. In order to strengthen
cooperation on security issues in the European Union, Jean-Claude
Juncker, the president of the European Commission, in his
statement explained that according to the policy guidelines the
European Union's security program should be addressed as a matter
of priority, in connection with which the European Commission (in
line with the 2015 Commission work programme) is committed to
restrictions relating to safe transportation of firearms in order to
enhance the implementation of the European Union's security policy
concept. On 28 April 2015, the European Commission set out a
European Agenda on Security for the period 2015-2020 to support
cooperation between Member States and to identify and address
security threats. In the Agenda on Security, the European
Commission has defined tackling of security challenges such as
fight against terrorism, organised crime and cybercrime. The
Europe-an Commission has laid down the concrete tools and
measures that can be taken by the Member States in their mutual
work to improve public order and public security in order to address
the three most serious threats more effectively. In the 2016 schedule
and work programme, the European Commission envisaged to
revise existing firearms legislation in 2016 in order to improve
information sharing, strengthen traceability, standardise firearms
mark-ing and establish common standards for the firearms
deactivation. In order to prevent terrorist attacks and persistent
threats affecting the Member States of the European Union, the
European Commission has taken the decision to significantly speed
up work processes in connection with civilian firearms. The
European Commission has taken significant steps to implement the
elements of the Agenda. Measures and initiatives taken to
strengthen security complement ongoing work to combat the illegal
trafficking of firearms, including, including in particular the
operational action plan between the European Union and Western
Balkans, and the joint investigations and the police cooperation,
which have been in place since 2013.

3. Amendments to the rules on firearms
possession adopted by the European Commission

The European Commission has set up a package of proposals to
amend a firearms directive to tighten the acquisition and possession
of firearms by private individuals and the transfer of firearms to
another European Union Member State.

The planned revision includes the following:

Adopting stricter (national) legal regulations prohibiting
civilian possession of semi-automatic firearms. The measure states
that semi-automatic firearms may not be in the possession of private
persons under any circumstances, even if the deactivation of those
firearms has previously been implemented in practice (in officially
regulated way);

Creation of stricter rules on the online sale of firearms to
prevent the purchase of firearms, firearm pieces and ammunition on
the Internet;

Uniform regulation at Community level for the
designation of firearms and the more effective traceability of
weapons;

More effective coordination and exchange of information
between Member States. This productive contact and information
system may provide assistance in cases when an authorisation
issued by a national authority for the possession of a firearm is not
recognised by another Member State’s authority as a valid
authorisation. Problems arising from such situations can be
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eliminated by compulsorily linking Member States' official
databases of weapons;

Establishing common minimum criteria for specific
weapons (e.g. signalling and starter pistols) so that they cannot be
converted into fully functional firearms;

Determination of stricter requirements
dissemination and sale of deactivated firearms;

for the

Determination of stricter requirements for weapon
collectors in order to reduce the risks of selling to potential
offenders.

During the review, the European Commission has envisaged
additional further restrictions on the use and circulation of
deactivated firearms. The amendment (taking into account the
methods of perpetration of terrorist acts committed in the past) is
primarily aimed to additionally restrict the civilian possession of
firearms no longer authorising to possess, as is currently allowed,
any of the most dangerous firearms falling under category ‘A’ —
even if they have been deactivated. The European Commission
delegates the implementation of the regulation to the national
authority and also obliges the Member States to implement the
destruction of illegally held weapons using all available forces and
tools. The European Commission has identified collectors of
weapons as a possible source of traffic of firearms, as persons
ensuring the acquisition of firearms. According to the draft,
firearms collectors should still have the possibility to acquire
firearms, but under the same authorisation and declaration
requirements as private persons.

In order to improve the effective traceability of firearms, the
European Commission has envisaged introducing stricter rules on
the marking of firearms to avoid markings from being easily erased
or changed (e.g., as opposed to the markings on the label), and
therefore extending the obligations in relation to imported firearms
and clarifying on which elements new markings shall be placed. A
new regulatory element has been included in the draft saying that
Member States will have to keep records of firearms for an
indefinite period un-til the destruction of the firearm and not only
for 20 years as is currently the case. In terms of tracing firearms, the
European Economic and Social Committee has been seeking to sub-
mit a proposal for a directive of the European Parliament and of the
Council amending the Council Directive 91/477/EEC on control of
the acquisition and possession of weapons. In its working document
on the single market, production and consumption, the Committee
has formulated the objective of the Directive to ensure the security
of citizens and to promote the functioning of the internal market by
laying down rules for all stages of the life cycle of the firearm,
ranging from production to destruction.

4. Revision of the European Commission’s
Firearms Directive

The first part of the study presents and analyses the background
of Directive 91/477 adopted by the European Commission on 18
November 2015, which contains proposed amendments to the
control of the acquisition and possession of firearms. In this
chapter, the solution structures are outlined in connection with the
new security dilemmas justifying the tightening of the rules on
firearms by the European Commission and affecting the European
Union, which we are seeking to determine using a cooperative
security model that operates with a complex toolbox.

normativism: the norms adopted by the European
Commission regarding the tighten-ing of the rules on firearms
(taking into account the value content) should be subjected to a
critical examination of their compatibility with the interests of
Member States, market actors (arms manufacturers, distributors,
professional interest organisations) and arms holders;

suitability: the legislative mechanism of the European
Commission should take into account both the security policy
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challenges affecting the Member States of the European Union and
the expectations and needs formulated in connection with the
strengthening of people's confidence. In this context, the European
Union's security policy concept needs to outline such solution
structures in connection with new security challenges and risks, as
mass irregular migration, terrorist acts committed using
asymmetrical methods and special tools in developed countries,
issues of necessity of militarisation of law enforcement agencies,
the enhancement of self-defenses in specific areas of the private
security sector, the protection of infrastructures of high priority for
supplying the population, issues of the security of places of public
entertainment, or the addressing of challenges connected with
firearms;

- complexity and comprehensive approach: new security
challenges affecting the European Union require the use of complex
systems of tools, including public, civilian and law enforcement
solutions;

- multi-level approach: the complex system of secure
stability of the European Union is shaped by state and non-state
actors. Following the identification of new complex security
challenges, it becomes indispensable and inevitable (following the
logic of the multi-level approach model) that the strategy to be
followed takes into account the interests of state and non-state
actors associated with the identified security risk. Looking at this
issue from another perspective: In order to address the new security
challenges, the European Commission as a decision-making body
defines in a coherent decision-making framework the interests along
which a multi-level approach can be developed for efficiency,
thereby reducing the injury to the interests of non-state
(professional) actors;

- multilateralism: against the new security challenges facing
the European Union, it is only possible to act effectively through the
ongoing, intensive and effective multilateral cooperation between
state and non-state actors.

The Firearms Directive 91/477 of the European Commission
has highlighted the legislative issue caused by the absolute absence
of professional coordination, as well as impact assessments. Making
the necessary impact assessments, those environmental, social,
governmental, security and economic impacts may become
identifiable that can provide a strategic overview of who may be
involved in the legislative process. After having analysed the
security problems identified based on the impact assessment results,
the European Com-mission provides for the policy objectives and
the decision-making system and then, through examining the
possible effects of the solution structures, defines a complex
strategic action plan to address the security challenges effectively
and quickly.

4. Conclusion and Findings

The European Commission's package of measures to tighten
firearms control also includes an implementing regulation laying
down common minimum standards for the deactivation of firearms,
which make re-activation much more difficult in case of deactivated
firearms. The Firearms Directive stipulates that properly converted
deactivated firearms are no longer considered firearms but pieces of
metal that can freely move within the European Union's internal
market without a firearm license. However, the experiences and
conclusions of recent terrorist acts show that deactivated firearms
may be illegally re-activated, either by using home-made firearm
pieces or by using firearm pieces available through the Internet.
These factors cover complex issues that require complex responses
to identify and solve the problems. It is a fact that there is no single
legal source with regard to the deactivation of firearms in the
European Union, and this deficiency significantly increases the
level of security risks. In order to address this problem, the
European Commission has prepared a proposal package that sets
out rigorous and harmonised criteria how Member States shall
include in their National Firearms Acts the deactivation criteria for
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firearms to become unfit for use as a firearm. The outlined measure
is complemented by the prohibition of the pos-session of firearms of
category ‘A’, which also imposes obligations on firearms holders in
cases where firearms of category ‘A’ were deactivated. The
European Commission's Implementing Regulation is based on the
criteria for firearms deactivation developed by the Permanent
International Commission for the Proof of Small Arms (the CIP)

The European Commission has examined the role of the
Internet in the illicit arms trafficking. The analysis of the Firearms
Directive and preparatory studies investigating the policy field has
shown that the firearms manufacturers and distributors are
increasingly using the Internet as a firearm sales channel. This
information was backed up by police reports analysing recent
terrorist attacks in the European Union. In some cases, firearms
used to commit terrorist offenses were assembled from firearm parts
legally purchased via the Internet. The European Commission
proposes to prohibit the sale of firearms, firearm components and
ammunition via teleshopping (especially via the Internet), and the
proposal pro-vides a possibility to facilitate this for licensed traders,
distributors and brokers.

The overall finding and conclusion of the research is that illicit
trafficking in fire-arms is a serious problem in itself and poses a
security risk that significantly contributes to social insecurity caused
by the perpetration of violent or compulsive offenses and other
crimes (such as drug smuggling, trafficking in human beings, as
well as terrorist attacks). These security risks pose a significant
threat to the security of the EU Member States and their citizens. In
the European Union, the nature and scale of illicit firearm
trafficking are difficult to assess due to the hidden nature of the
problem. Within the framework of cross-border cooperation, the
Member States and law enforcement agencies of the European
Union take joint actions in combating illicit firearm trafficking in a
number of cases. We can also identify significant issues in dealing
with cross-border illicit trade in illegal firearms.

Currently there are significant differences in the legal
frameworks of the EU Member States in relation to the fight against
illicit trade in firearms. This concerns the definition of offenses, the
type and extent of sanctions to be applied to legal and natural
persons, the aggravating or mitigating circumstances and the degree
of neglect and intent. The international and EU legal frameworks
affecting the illicit trafficking in firearms are widely defined and
give the signatories considerable discretion as regards the
implementation of key provisions. The adoption, at the European
Union level, of minimum rules against illicit firearm trafficking
would be beneficial for the police and the investigative authorities
of the Member States allowing to reduce the legal uncertainty
generated by differences in national legal systems, which would
facilitate prosecution and greatly reduce the possibilities of
criminals to use loopholes.

Researches show that the differences have an impact on the
effectiveness of cross-border police and judicial cooperation. The
fight against illicit firearms trafficking requires the Member States
to adopt a uniform and effective EU-wide legislation. Nevertheless,
it is essential for the European Union, the Member States and the
competent authorities to initiate cooperation and dialogue, at the
national level and the EU level on policy issues, with financial and
economic analysts, firearms manufacturers and traders, further with
hunting clubs, sporting associations and professional chambers to
reduce illicit firearm trade and to combat illicit online weapons
trafficking.

A number of stakeholders (and Members of the European
Parliament) reacted negatively to the ban on some semi-automatic
firearms proposed in the package of measures by the European
Commission, which measures are deemed to be an unnecessary and
burden-some limitation by hunter and sports shooter societies
objecting the lack of data from preliminary impact studies that
could support expected legal, economic and professional
implications. The conclusion can be drawn that the amendment to
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the Firearms Directive is necessary to address terrorist acts

committed with firearms and the new security challenge affecting

the European Union. It should be noted that the regulation may

adversely affect the conditions of competition both within the

internal market and the international market in a number of

professional and economic fields closely linked to the legal

possession of fire-arms (pushing back the online trade; weapons-

related cultural heritage; historical weapon collections; research in

connection with firearms; paid hunting).
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1. Introduction

In Russia, from 11 to 17 September 2018, the largest military
maneuvers "East-2018" took place in the last 40 years. They
continued one week until September 17 and took place in two
stages. The armies of the Central and Eastern Military Counties of
the Russian Federation worked in five Combat Training and
Combat Training Centers, four Air Force bases and mixed naval
and air training and covered the waters of the North Sea Ocean,
adjacent to the Asian part of Russia, Beringovo, Ohoto and
Japanese seas with Avacha and Cronoshkin bays.

The Department of Defense of the Russian Federation has
timely published information on the start of the maneuvers and
invited military observers from 59 countries, including NATO
members, even though the maneuvers took place in the Asian part
of Russia and were thousands of kilometers from Europe [1].

As provided by the established plans, the troops of the Central
Military District Army and 3 Armies of the Far East Military
District were some sort of enemy on the battlefield with the so-
called "Center" and "East". In the scenarios besides the Land
Forces, participation took different types of ships and submarines
from the North and Pacific fleets, parts of all types of Air Force and
Air Force troops and Airborne troops and military aviation. The
maneuvers gained international status, as at some stages of the
event took part also military from the People's Liberation Army of
China (NEAK) and the Mongolian Armed Forces (BCM).

It is bold to say that the maneuvers were one of the largest in
this century in the world - more than 300,000 soldiers, sergeants
and officers, more than 1,000 airplanes and other flying equipment,
about 80 warships based in various military bases from Asia and
Europe and approximately 36,000 armored vehicles: tanks, BTR,
MTPL and BMP [2].

Russian Defense Minister Army General Sergei Shoigu
confirmed to the media that East-2018 was the largest preparation
and conduct event on the territory of the Russian Federation since
the time of the West-81 teachings. This exercise was conducted on
the territory of the then Soviet Union with the participation of
troops from the former Warsaw Pact countries.

2.1. Main tasks of the maneuvers

"East 2018" has no analogue in territorial scope - polygons and
bases located from the Arctic Ocean coast to the Pacific coast and
the adjacent islands have been activated. Participating parties have
carried out more than 7,000 km of ground-based transits on their
disembarkation and vessels sailed more than 4,000 nautical miles.
The main thing in this exercise is that maneuvers are carried out on
entire armies and other large divisions. According to the General
Staff of the Armed Forces of the Russian Federation Army General
Valeriy Gerasimov these maneuvers are held in several strategic
directions with the participation of 2 military districts and under the
direct guidance of the Minister of Defense. While the exercise is
conducted with one military district in one strategic direction under
the direction of the Chief of Staff. On September 13, one of the
most important parts of the maneuvers was also observed by the
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president and chief commander of the Russian Federation Vladimir
Putin at the Zukul Gulf in Zabaykallieto.

One of the main tasks of the maneuvers is the rapid transfer of
tens of thousands of combat units and hundreds of thousands of
Central Russian soldiers into the Far East and the Pacific Coast. But
the main task, according to the Head of the General Staff of the Air
Force, is to check the actual state of the combat preparation of the
parts, the fighting skills of the different types of troops.

The maneuvers took place in 2 stages. During the first stage for
2 days, the staff of the contingent adversaries carried out personnel
planning and preparation, realization and expulsion of the relations
between the participants, coordination of the actions of the
participants and logistic security of the troops. Over the next 5 days
troops performed different types of maneuvers: dealing with
massive air strikes, countering wing missiles, defensive, offensive,
and crawling actions.

The Pacific Navy ships on the high seas reflected air strikes,
destroyed the fleets of the contingent enemy, and countered an
opposing landing on the Pacific coast. Different types of airplanes
and helicopters from the FF Military and Space Forces carried out
missile and bomb attacks on ground and air targets. The Chinese
Air Forces also participated in the maneuvers to carry out their own
and joint tasks.

The most interesting school battles took place at the Zukol
district and, as | mentioned, were monitored by Russian President
Vladimir Putin and 87 military observers from 59 countries. There
were the defense ministers of the three participating countries -
Russia, Mongolia and China - who participated in the maneuvering
process. The Joint Military Formations of 3 Armies of the East
Military District, China and Mongolia, reflected the attack of 2
armies from the Central Military District. After the completion of
the substantial part, ten Sergeants and officers from the three
countries were awarded by the President of Russia for maneuvering
skills and a large-scale military review and a parade of the Zukol
polygon [3].

In addition, they used robots, unmanned airplanes, drones,
parachute deserts, forced water barriers, and all in a rapidly
changing environment. Real-time automated control systems, which
have a combat experience on Syrian territory, were actually shown
and used.

Since 1990, there have been no such large-scale military
exercises on the territory of the Far East. In 1994, 1996 and 1998
years, joint Russian-American exercises "Maritime Cooperation"
were held in the Primor Sea - then Pacific Pacific Navy ships, 7th
US Navy and parts of the Marines of both countries were activated.

Since 1994, joint Russian-Japanese teachings have been held on
several occasions to help those in distress in marine casualties or
disasters. But the number of participants did not exceed 2,000
people.

For the first time in the history of the Russian Federation in
August 2003, great strategic exercises were held in the Far East,
known as East-03. More than 70,000 military and civilian
specialists were involved. Then the teachings were held irregularly,
and from 2010 onwards every four years.
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Strategic command exercises have been held in recent years
once a year, but this year a different form of planned martial
training was chosen - maneuvers. Therefore, during the maneuvers,
in the opinion of the chief of the General Staff of the Armed Forces
of the Russian Federation, there is no sense of futility, but action in
an environment close to the real.

2.2. Purpose of military maneuvers

"What is the difference: Strategic exercises are, as a rule,
conducted with one military district in a strategic direction under
the direction of the Chief of Staff, and maneuvers - on several
strategic areas, where several military areas were present, in this
case, troops from The Central Military District and the Eastern
Military District, the Pacific Navy and the North Navy.

The centerpiece of the action was near the Zukol district and the
maneuvers were carried out under the supervision of the Minister of
Defense of the Russian Federation , - said Army General Chief of
Staff of the Russian Armed Forces General Valery Gerasimov at a
briefing for foreign attachés, noting that in such Big teachings are
mutually beneficial for staff and troops.

He also said that during the Soviet era in the territory of the
Kievan, Belorussian and Baltic military districts and the Baltic Sea,
the number of participating soldiers, weapons and military
maneuvers "West-81" was similar. But with regard to the spatial
scope, the depth of regrouping and the armament involved, the
current maneuvers are at a much higher level of organization and
conduct.

It is remarkable that not only troops from two military districts,
two navy troops, troopers and various troops took part in the current
maneuvers, but also the governing bodies and subdivisions of the
People's Liberation Army of China and the Mongolian Armed
Forces. "On the one hand, it is close to the West-81 maneuvers, as
there were international partners from the Warsaw Pact countries,
but it has greatly expanded geography, routes and horizons of
maneuvers," notes TASS military analyst Viktor Litokwyn. He also
noted that in 1981 participation took countries that had signed a
mutual assistance treaty in an attack on one of them. And there is no
such contractual relationship between Russia, China and Mongolia.
they are not allies under the current international treaties [4].

According to the press service of Russian President Dmitry
Peskov, China's participation in Russian strategic maneuvers talks
about the expansion of the two countries' interaction in different
spheres. It is not by accident that the Eastern Economic Forum in
Vladivostok, on 10 September, negotiated an increase in economic
cooperation between Russia, China, Japan, the DPRK and South
Korea and signed billions of dollars. "All of this will lead to an
increase in Russian-Chinese military co-operation, better interaction
of different dangers, as well as peacekeeping, stability and security
in the region,” a Chinese Ministry of Defense press release said.
"Enhancing the capabilities of the Chinese Armed Forces, as well as
gaining invaluable experience of joint actions with Russian armed
forces, will help maintain peace, stability and security in the
region," said Kuwa Yanwei, the military attache of China at the
Moscow Embassy. He emphasizes that maneuvers are not targeted
against any particular third party. He also mentions in East-2018
that more than 3,200 soldiers, 900 ground-handling vehicles, 30
aircrafts, and Chinese-backed turrets were involved.

Like any major event, these maneuvers have begun with a series
of preparatory events - more than 20 specialized exercises of
generic troops that are accompanied by unannounced inspections
and command and staff training. This stiffness in joint actions,
where more than 36,000 combat units are moving at the same time,
is achieved with a lot of work, and through training sessions a good
agreement between the different participants is achieved. At the end
of the maneuvers, the Minister of Defense thanked all direct
participants and their accompanying people and equipment for good
actions under conditions close to actual military action.

For about 10 days, Russia managed to transfer and redeploy
more than 160,000 troops to the east, along with the necessary
equipment, with the transfer of technology beginning as late as
August. 21 formations have been thoroughly overhauled, several
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thousand civilian population from the maneuvering area mobilized.
In the Southern and Central Military Areas, subdivisions of
territorial troops were formed, which were transferred from military
transport aircraft to the Eastern Military District to perform combat
training tasks [6].

All this has been done in coordination with the other ministries
in order not to interfere with the usual transport corridors and the
functioning of all civilian structures.

By way of comparison, | could say that in the East-2014
teachings that took place between Baikal Lake and the Pacific
Ocean in the east and the southern border of Russia with China and
Mongolia to Chukotka and the Arctic Ocean islands involving about
155,000 people.

Viktor Litokin, a military observer and TASS analyst, believes
that “everything is related to the professional training, operative art
and skills of commanders and staff, and the ability to quickly
transfer large forces and assets over long distances™ [5].

More than 80 warehouses for fuel and ammunition and 100
points for food were created for the material provision of maneuvers
in the eastern parts of Russia. Deputy Army General Army General
Dmitry Bulgakov told journalists that "in the interest of the troops
of the Cogol (Buryatia) polygons, additional fuel filling stations
were built using modern means of fueling and supplying fuel. more
than 100 field cuisines operate in the organization of the servicing
of the servicemen". According to his words, about 36,000 military
servicemen from the Sub-divisions for Material & Technical
Service (MTO) took part in the maneuvers. More than 2,000
specialists in military equipment and industrial workers at the
military-industrial complex have taken care of the state of the art.

The very high level of relocation and reconciliation of NACS
troops was marked by the military attache of the PRC in Russia,
Kuy Yanwei. "I want to sincerely thank the Russian side for the
wonderful organization and location of the Zugol polygon in
Buryatia, where conditions for exercises and rest were created,” he
told the media after the maneuvers ended.

The army of the Central Military District is involved in the
teaching with all its personnel. "These are unprecedented large-
scale maneuvers in which we engage with great pride and where
new forms and means of action will be applied, some of which have
been tested in a real Syrian setting," said the Commander of the
District Lieutenant General Alexander Lapin. These maneuvers are
not a mass regrouping and transfer of troops, and they consist of
various combat episodes that will be played on different polygons in
eastern Siberia.

According to the Chief of Staff of the General Staff of the RF,
“"the main objective of the" East 2018 "maneuvers is to verify the
actual level of training of the military formations, which can be
assessed only by the scientists of the respective scale, the
maneuvers performed on a bilateral basis a superior form of
verification of combat mastery, ground, air and maritime
capabilities of troops and armies from both military districts. "
According to General Gerasimov, maneuvering features are the
two-way format of both action and management at all levels.

During the conduct of the tactical episodes, robotics, unmanned
aircraft, parachute air landing, the activities of a specialized mobile
brigade and other tactical tasks were widely used.

For the participants, a complex and rapidly changing
environment was developed, requiring quick, operational and
sometimes non-standard solutions.

The troops carried out tasks of conducting dynamic
maneuvering, keeping escorting artillery fire accompanied by air
strikes from the military-space troops. Also a counter-attack with
forced water partitioning in complicated conditions is also carried
out. All of this was united in a general scenario involving action on
land, air and water. And one more thing - the solution to these tasks
fell on three armies: Russian, Chinese, and Mongolian, who
together had to solve the assigned tasks.

After the major part of the maneuvers was completed before the
President of Russia, the defense ministers of the three countries and
the observers held a parade of the participants in the Tsugol
polygon, involving more than 25,000 Russian soldiers, more than
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7,000 military and special equipment around 250 planes and
helicopters, Chinese and Mongolian soldiers.

Here | have to mention some of the technology that is involved
in East 2018 - modernized Iskander missile complexes, upgraded T-
72s with improved features, modernized T-80s and new T-90s. In
Military Space Force, these are the new Su-34 and Su-35 aircraft,
the Mi-28 and Mi-35 thrusters. The Pacific Fleet and the North
Navy are ships with modern Calibre rocket systems and others. And
also ships of a perfectly new class, which logistically provide the
forces in marine and ocean waterways.

Already on August 23, the CBO press service reported that the
Su-24 bombers, MiG-31BM interceptors, and Su-25 assault rifles
from the Chelyabinsk Oblast, the Perm and Krasnoyarsk regions,
were transported to the Eastern Military Operational Airports. A
total of 30 aeronautical units. The crews have gone through more
than 4,000 km, making several refueling at Novosibirsk and
Krasnoyarsk airports.

At the NATO headquarters, maneuvers were considered to
prepare Russian military for large-scale global conflicts. On August
28 in Brussels, Dylan White, as a representative of the North
Atlantic pact, commented on the conduct of the maneuvers. East-
2018 demonstrates focusing on preparing Russia's armed forces for
large-scale conflicts, which complements the picture we see from
earlier - more decisive Russia, which has significantly increased its
military budget and its military presence, "he said. your statement.
Here | can mention that the military budget of the Russian
Federation is less than 10% of the US military budget, which
according to the latest data is more than 15 billion dollars.

The NATO official also stressed that Russia is not obliged to
observe the rules of the Organization for Security and Cooperation
in Europe (OSCE) in conducting maneuvers regarding information
on maneuvers and invitations of foreign observers because the
venue is outside the sphere of dissemination of the OSCE , whose
boundary is Ural.

On September 6, the Ministry of Defense of the Russian
Federation informed the military attachés about the content of the
international maneuvers “"East 2018". "Despite the fact that
maneuvers are taking place several thousand kilometers from
Russia's western borders, speculative comments appeared in some
media in Western Europe, in which Russian maneuvers are
attributed to aggressive focus on NATO and the EU", - finds a
deputy Minister of Defense of the Russian Federation General
Colonel Alexander Fomin. He drew attention to the military
attachés "to the complete and obvious absence both in the preceding
and in those maneuvers of the Russian Federation's Armed Forces,
though small signs of anti-Nato direction."
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3.Conclusions:

1. The "East 2018" maneuvers are the most extensive exercises
conducted in Russia in Soviet times, involving more than 300,000
troops, more than 36,000 military units and 1,000 airplanes, all of
them generations of troops from the aircraft of the Russian
Federation;

2. Maneuvers have gained international status with the
involvement of military from China and Mongolia; they have been
watched by Russia, China and Mongolia Defense Ministers and 91
military observer from 59 countries;

3. Through these teachings, a Russia emerged, which regained
its strength and sought to regulate the conflict points around the
world with its diplomacy and determination. It has shown that it
should take into account the claimants of world powers;

4. A summit between the leaders of Russia, China, Japan,
DPRK, South Korea and others was held immediately before the
maneuvers in Vladivostok. the Eastern Economic Forum signed
many contracts between the participants and which is also a
prerequisite for enhancing economic and military cooperation
between the countries of the region.
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1. Introduction

It is accepted that emergency situations (IS) are called
conditions that occur as a result of the action of natural disasters
(natural 1S), accidents and disasters in industrial production or in
transport (technogenic IS), ecological catastrophes, diversions or
actions of social , political or military nature, characterized by a
large or abrupt deviation from the normal course of processes and
phenomena in society and resulting in a significant impact on the
viability of people, living nature, the economy, society the sphere
and the surrounding objects and facilities [6].

Emergency situations of a technogenic nature that are related to
man's production can be associated with environmental
contamination or without such contamination. Environmental
pollution can occur in accidents in industrial plants with the
disposal of radioactive, chemical and biologically hazardous
substances.

2.1. Types of emergencies of a technogenic nature

Emergencies with the discharge or risk of discharges of
radioactive substances may occur in the operation of nuclear power
stations, research nuclear reactors, nuclear fuel manufacturing or
processing plants, nuclear craft and in the event of the accident of
vehicles transporting nuclear reactor components. Such an accident
is also possible for enterprises operating for military nuclear
programs or for units containing nuclear weapons or their
components associated with the nuclear chain reaction. As a result
of such accidents and depending on the meteorological phenomena
occurring in the area, pollution of the environment or adjacent water
areas may be different in degree and scope [4]. The consequences of
such accidents are long-term and examples are the Chernobyl
disasters (USSR, Ukraine), Fukushima (Japan) and others.

Nuclear weapons pose a huge threat to man and our
environment. With its striking factors, it is one of the most deadly
weapons ever created by man. Any one of the striking factors, even
on their own, could kill thousands of people, break an ecological
system or destroy an infrastructure [1].

Other failures of a technogenic character are those related to the
discharge or the risk of discharges of hazardous chemical
substances. This can happen in chemical plants, enterprises
handling dangerous chemical substances or in places where they are
stored. Most often this is accompanied by environmental pollution
with chemical substances outside the sanitary area of the site,
collective poisoning of the population and consequent undesirable
environmental pollution, which may lead to the need to carry out
degassing of the site and sanitation of the infrastructure and the
population.

The main actions for the elimination of the consequences of the
use of combatant toxic chemicals are as follows:

- meteorological monitoring (vertical atmospheric stability,
atmospheric pressure, wind direction and speed, air temperature and
rainfall);
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- conducting a chemical reconnaissance to establish the type and
concentration of BTWB and the determination of chemical
contamination zones;

- evacuation of the population in the opposite direction of the
distribution of aerosols from BTWV;

- Separation of sites for special and sanitary treatment in non-
contaminated areas [11].

The latter type of accidents of this type are the accidents
associated with the disposal or the risk of discarding biologically
active substances. These are accidents in which environmental
pollution has occurred with hazardous biological substances when
discharged from research centers or industries in which bacterial
materials are investigated, developed, prepared, processed or
transported.

Towards IP without environmental pollution we can account for
accidents that are accompanied by blasts, fires, demolition of
buildings, destruction of hydrotechnical devices, disturbance of
transport system integrity and communications, etc. Due to the fact
that this kind of accidents do not emit radioactive, chemically
dangerous and biologically dangerous substances, we will not stop
at them [7].

2.2. Emergencies with release of radioactive
substances

In the current dynamic time, different sources of ionizing
radiation and radioactive substances are increasingly being used in
every branch of the economy.

On our planet, everything is about the perturbation of various
natural and anthropogenic, terrestrial and cosmic sources of
ionizing radiation, ie. in particular in the natural and manufac- tured
environment. lonization beams accompany the life of the planet in
various areas of concern at all stages of the world. They are an
integral part of our existence because, as we all know, the largest
source of light and heat in our universe is the sun, and there is a
continuous thermonuclear process and we reach the gamma rays
that determine the natural radioactive background in the Earth's
atmosphere [9].

Science of the construction of the atom has enormous
opportunities for development, but also a serious danger to mankind
and the environment, as evidenced by the consequences of nuclear
experiments and accidents in the United States, England, France,
the USSR, Japan and a number of Pacific islands.

The first serious environmental and soil pollution caused by
human activity is that in Japan, dated August 6-9, 1945. Above the
Japanese cities of Hiroshima and Nagasaki, with no special military
necessity, the Americans throw the first atomic bombs in the history
of mankind. Previously, a nuclear experience has been made in the
Nevada desert, for which there is hardly any information in the
public domain. The era of the atomic race began, including the
former USSR, France, Britain, etc., and the number of nuclear states
today is over 20.

Of course, the pollution of the environment and the soil with
radioactive substances is also increasing with the emergence of the
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nuclear industry. This was not known at first, and there was a lack
of reliable information on the negative impact of radiation on the
environment and humans due to insufficient theoretical and field
studies and the secrecy of production, was not an opportunity to
accurately assess the amount of this pollution, environmental and
social damages caused by it.

For a long time, due to lack of information, it was considered to
be relatively limited, local and not very dangerous. Later it was
found that the various stages of production of uranium fuel (open or
closed mines, hydrometallurgical production and uranium
concentration, purification, enrichment, etc.) is possible to "enrich"
the environment with uranium radionuclides and especially with
radon (radon-222). The waste from the major hydrometallurgical
plants was first discharged without purification and sufficient
additional treatment in the nearest water bodies and, when irrigated,
polluted the agricultural areas and the plants grown on them. Only
about 50 years ago it is recommended that uranium-contaminated
and other radioactive products lead to the cultivation of special
crops that can extract and concentrate uranium and purify water,
and indirectly protect the soil from radioactive contamination [10].

Of course, the most radioactive contamination of the
environment and the soil after the crash in Chernobyl, Ukraine
(former Soviet Union) on 26.04.1986, Trimail Island - USA - 1976;
Fukushima, Japan - March 2011 and other minor nuclear accidents
and accidents.

Local pollution of the environment and soil was also described
in Spain in 1966, as a result of a collision in the air of a nuclear-
carrying aircraft with a tanker. Radioactive substances from the
unexploded nuclear device were scattered over an area of several
thousand hectares. 990 tonnes of soil was buried and buried in
tombs for radioactive substances in South Carolina, USA. These
and a number of other known and unknown cases indicate that in
the current armament, despite the high degree of certainty, the risk
of nuclear pollution in vast territories actually exists, even in
relatively peaceful times and quiet regions.

In the aftermath of the major accidents in Chernobyl and later in
Fukushima, more attention has been paid to the need to train
specialists whose main task is preventive action to prevent radiation
accidents and mitigate the consequences of their eventual
occurrence. Increasing influence is being given to the prevention of
work with sources of ionizing radiation in more and more sectors of
the economy, healthcare and related activities. A special place is
also devoted to possible terrorist acts in which sources of ionizing
radiation and various radioactive isotopes can also be used. This
would affect all inhabitants of a region, continent or larger territory
of our planet without being interested in nationality, religion,
gender, race or other distinctive features of people.

Nowadays, modern biotechnologies have been developed in a
number of countries where, with the help of special algae, uranium
is extracted and concentrated in their biomass and thus water is
cleansed [12].

Nuclear materials must be transported, stored and processed.
Each of these activities leads to an increase in the risk of radioactive
contamination of the environment, damage and, respectively,
disease to humans, animals and the animal world. Every radiation
accident is associated with an accident that leads to the disposal of
radioactive products and ionizing radiation in larger dimensions
than the predetermined and accepted safety standards.

As a rule, the main causes of the failures in the operation of the
nuclear power plant are events related to the passage of safety
thresholds across the various components of the reactor core. The
cause of an accident may be the formation of critical mass when
loading, transporting and storing fuel elements.

In the event of disturbing the controlled neutron reproduction,
the reactor core reactor may cause thermal or nuclear explosions.
As a result, uncontrolled chain reaction will occur, which in turn
will cause an increase in energy released and destruction of the
reactor core, accompanied by explosion and release of radioactive
substances and an overdose of y-rays.

The radioactive impact on the staff of the damaged facility and
the people who work and live in the infected area may be
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characterized by a dose of internal and external contamination. Here
we have to note that under external influence we understand the
direct irradiation of the person from the sources of ionizing
radiation, which are outside his body, most often these are sources
of neutrons and y-rays. When the source is in the human body, we
have internal irradiation and such sources are concentrated in the
most sensitive organs - the thyroid gland, arteries, and so on. It
should be noted that radioactive substances can not penetrate the
human skin, and they reach the inside of the human body through
the absorbed food and beverages and particles of the inhaled air.
The radionuclides that accumulate in the body accumulate in one or
more bodies called “critical”, the accumulation being predetermined
by the physical and chemical properties of each radionuclide. The
essence of treatment is the use of agents that accelerate the release
of radionuclides from the body. There are specific treatments for
each radionuclide [8]. Urgent action is needed against two groups of
radionuclides (isotopes of iodine and strontium), since early
treatment after their entry into the body is most effective.

Radiation is dangerous to humans because ionizing radiation
causes the formation of a huge amount of free radicals that the body
is unable to neutralize in a timely manner. Free radicals are
chemically extremely aggressive, they attack cell membranes and
vital molecules (nucleic acids, enzymes, etc.). As a result, both the
function and structure of cell membranes and biomolecules are
impaired. This initiates the atypical processes at the cellular and
molecular level for the healthy organism, which subsequently
manifest themselves as different diseases.

2.3. Radiation protection activities

Radiation protection activities can be divided into three stages:
- preparatory (prior to the terrorist attack, with radioactive
contamination); The preparatory stage includes selection, testing
and, if necessary, calibration of available dosimetry equipment;
providing the necessary equipment and individual protective means;
establishing a link between the team entering the radioactive
contamination area and the relevant command center;

- operational (during radioactive contamination);
- final (measures to eliminate the consequences).

When issuing the hazard alert, the instructions given on the
radio, television, special means of communication or in any other
pre-established manner (sirens, bells, megaphones, etc.) are
observed. It is working to change the legislation and to include in
the announcement the mobile operators operating in the country,
because through them the information will reach for maximum time
to maximum number of users.

It is especially important for people to be pre-prepared by the
media not to panic and to trust the reported official information.

The most effective protection is provided by pre-prepared
hiding places. With hermetic closure and filtration facilities,
hideouts are completely isolated from radioactive contamination. It
is a problem at the given stage of development that in Bulgaria,
unlike Russia, these hiding places are practically unusable for the
most part.

The main precaution is to restrict the access of radioactive
materials to the premises. Therefore, in the case of a shortage of
hiding places, any massive (panel, brick) building and each
dwelling can be used to protect the premises if the premises are
sealed (before or after the danger signal). The least that can be done
right away is to close the doors and windows, towels, scarves, better
moistened. In the open, the body is protected with thicker clothing,
hats, shoes, gloves, polyethylene cladding.

The underground premises (basements, garages) provide a
higher level of protection than the building's floors. Where possible,
use such premises or rooms on low floors without external access

It is important to control the dose of radiation exposure of the
rescue workers by dosimetry [5].

The basic principle is that surgical emergency always takes
precedence over radiological emergency.
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Clothes contaminated with radioactive material are not
discarded, shaken or brushed or washed, but folded gently with the
lining outside and harvested in polyethylene bags. The envelopes
are tied firmly and, where possible, subjected to dosimetric control
that will decide the fate of the clothing. If the radioactive
contamination is massive, the clothes should be destroyed by
burying them deep in the ground. The burning of clothes is
unacceptable because the fire and the smoke transmitted by the
wind will disperse the radioactive material on a wide perimeter
around.

Consumption of water and food after radioactive contamination

1. Water and beverages in closed containers are unavailable for
radioactive contamination, so they can be used without restrictions.
It is a good idea to keep the bottled mineral water safe for children.

2. The risk of using water from springs and wells is minimal.
Water can be used for hygiene and drinking (if there is no
bacteriological risk).

3.Water water from the urban water supply network can be used
without limitation as long as the treatment facilities (chlorination)
are working properly and the pipelines are not interrupted (in case
of damage to the pipes the risk is bacteriological).

There is virtually no risk of internal contamination with
radioactive materials: even if they fall on large open waters (dams),
they are quickly settled on the bottom and kept from the mud.

4. Exclude rainwater tanks detected if rainfall coincides with
radioactive contamination. Such water can not be used without
dosimetric control.

5. The use of water for hygienic purposes (washing, bathing,
cleaning with a wet cloth, etc.) is possible in all cases mentioned
above in the section. 1, 2 and 3. Cleaning is by no means a vacuum
cleaner; the radioactive material gathered there will turn it into a
small dirty bomb.

6.Any "unprotected"” food (from a container, a jar, a container, a
suitable package) should be considered contaminated, whereas with
dosimetric control it can not be proven otherwise, only in case of
extreme necessity, such products as fresh fruit , vegetables, meat -
provided that mandatory precautions are taken: thorough washing
with water, scraping, peeling, cutting (ie all possible ways to
remove the surface layer).

7. Milk, especially if given to children, should be used very
cautiously and in reduced quantities. It is possible for the animals to
be pastilles of grass polluted with radioactive material. Then the
radionuclides pass and even concentrate in the milk. Under no
circumstances should milk be purchased from private producers but
only packaged in large milk-based compartments where, in the
event of an accident, dosimetric control will be organized.

8. Decontaminating bulk products (flour, sugar, salt) are "left
aside" until their radioactivity is reduced or used by mixing them
with appropriate uncontaminated batches to reduce their specific
radioactivity to acceptable levels & Quot; dilution effect & quot;).

9. In general, all canned products (in metal or glass packaging),
as well as products stored in refrigerators or ordinary cabinets, are
not contaminated. The only necessary precaution is to wash the
wrapping or wiping with a damp cloth on the fridge before opening
them.

10. Domestic animals and birds that have been outdoors in a
contaminated area (after the radioactive material has settled) may be
slaughtered and consumed. Additional measures are added to the
usual procedures to avoid contamination of the meat (abundant
washing). The skin and intestines must be disposed of (buried).

11. Eggs can be consumed without restrictions after washing
with water and soap (the radioactivity accumulates in the shell) [3].

Where there is evidence of the use of radiological weapons and
contamination in a particular territory with radioactive materials,
the task of predetermined and specialized training groups (Civil
Protection Teams, Medical Teams) is to identify the boundaries of
the infected area with dosimetric equipment, entering and leaving
the area, the number of those affected, who need medical assistance,
the type of radionuclide used. Hospital evacuees struck by external
contamination are subject to complete sanitation.
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All teams working in the area contaminated with radioactive
materials and the receiving departments of the respective hospitals
targeted by the affected persons must have dosimetric equipment
and a complete set of individual means of protection for each
person of the staff.

Impacted by internal contamination (depending on the amount
and type of radionuclide entering the organism), after complete
sanitary treatment, are subjected to adequate treatment. The medical
teams have ready-made Instructions for the Treatment of Damaged
with External or Internal Pollution, where detailed approaches and
treatment principles are described [2]. There are different
approaches to different groups of radionuclides, different drugs are
used and this is also reflected in the Instructions. There are also
Instructions for the treatment of combined injuries (radiation in
combination with chemical or biological weapons).

3. Conclusions:

1. Emergency training is necessary in view of the current
international environment. After passing, learners acquire basic
knowledge, skills and habits for action when an emergency occurs
due to an incident, accident, terrorist act or otherwise.;

2. Specialized bodies at the Ministry of the Interior and Fire
Protection and Population Protection Directorate in Bulgaria, the
Ministry of Emergency Situations in Russia or the relevant
structures in other countries should be prepared to take appropriate
action in the event of an Emergency;

3. Greater attention should also be paid to international
cooperation and joint action in the event of an emergency involving
more than one country.
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1. Introduction

In the new geostrategic situation in Europe and in the context of
profound transformations in the domestic political situation in
individual countries, there are serious changes in the nature of the
security threats. The spectrum of new specific security challenges
and threats is expanding. Some of them are hard to foresee. Such
are the proliferation of weapons and technologies, including
weapons of mass destruction, terrorism; refugee problems and
illegal immigration; the manifestations of Islamic fundamentalism;
environmental problems, industrial accidents and disasters, etc.
Some of these threats have an international dimension and are of a
global nature. Therefore, broad international co-operation is needed
to neutralize them. They have a lasting character and therefore
influence national and international security for a long time. The
proliferation of nuclear weapons and other weapons of mass
destruction is a threat to international security. It is a threat to our
country as well. The number of countries that develop their own
programs and produce dual-purpose materials, technologies and
equipment has grown a lot. Attempts have been made to procure or
develop and trade in nuclear technologies and materials from
criminal groups and individuals using drug trafficking and arms
trafficking channels or creating new ones. Countries such as Iraq,
India, Pakistan and others are striving to acquire nuclear weapons
and more.

The terrorism is the most serious threat to Bulgaria. This is a
clear from the annual report on the state of our National Security in
2016. An in-depth analysis of the external environment for security
and the dynamics of the processes in the world has been made,
which determines the strengthening of the existing and emergence
of new risks and threats to security of the Republic of Bulgaria.
International terrorism and the proliferation of weapons of mass
destruction, regional conflicts, migration processes, cross-border
organized crime in the Balkans, terrorist threats from religiously
motivated groups, hybrid actions against NATO and the EU,
particularly against our country, as well as many other listed risks ,
which requires adequate management of the resulting hazards. [2]

The external environments, as well as the listed risks in the
internal environment for our national security, require a set of
interrelated priorities and sectorial policies integrated with EU,
NATO, UN and OSCE security policies.

2. The Possible Scenarios for Radiological Impact
to National Security

It is impossible to predict all potentially possible scenarios of
radiological terrorism, which may differ in terms of objectives,
ways and means that can be used. Objects may be individuals of the
population, communities, the entire population of a country, and
even predetermined purposes or persons may be predetermined. The
use of radioactive sources or materials is one of the most likely
scenarios for terrorist action plans. These are unprotected closed
sources that can be placed in a variety of locations inside or outside
buildings, vehicles, industrial sites, and other one. Radioactive
substances in the form of hermetically sealed sources are used for
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various purposes in industry, medicine and more. These sources
have a variety of activities, but the greatest danger is the
unprotected sources of high activity. The consequences can be
serious.

Radioactive material can either be dispersed in the environment
(Radiological Dispersal Device (RDD)- dirty bomb) or directly
irradiate people (Radiation Emission Device) resulting in
individuals being exposed to alpha, beta or gamma rays. Polonium
poisoning has been already employed in different occasions; orphan
sources could easily be attached to explosive devices to spread
ionizing radiations that can be inhaled, ingested or leading to
people’s skin or clothes being exposed). Of course, the most
dangerous incidents should be theorized against nuclear power
plants, with the risk of leaks or (worse) explosions resulting in a
wider contaminated area with longer lasting effects not only on
people, but also on the environment.

An RDD is a conventional bomb not a yield-producing nuclear
device. RDD is designed to disperse radioactive material to cause
destruction, contamination, and injury from the radiation produced
by the material. An dirty bomb can be almost any size, defined only
by the amount of radioactive material and explosives. A passive
dirty bomb is a system in which unshielded radioactive material is
dispersed or placed manually at the target. An explosive RDD—
often called a "dirty bomb"—is any system that uses the explosive
force of detonation to disperse radioactive material. A simple
explosive RDD consisting of a lead-shielded container—commonly
called a "pig"—and a kilogram of explosive attached could easily fit
into a backpack. An atmospheric RDD is any system in which
radioactive material is converted into a form that is easily
transported by air currents. A variety of radioactive materials are
commonly available and could be used in an RDD, including
Cesium-137, Strontium-90, and Cobalt-60. Hospitals, universities,
factories, construction companies, and laboratories are possible
sources for these radioactive materials. [1]

Improvised Nuclear Device (IND) is intended to cause a yield-
producing nuclear explosion. An IND could consist of diverted
nuclear weapon components, a modified nuclear weapon, or
indigenous-designed device. INDs can be categorized into two
types: implosion and gun assembled. Unlike RDDs that can be
made with almost any radioactive material, INDs require fissile
material—highly enriched uranium or plutonium—to produce
nuclear yield. [1]

Although the exact impact from a RN attack is hard to estimate,
there are some simulations made on the damage that a detonation
containing radioactive materials would cause to a city.

As part of the US Department of Homeland Security’s
Improvised Nuclear Device (IND) preparedness program Mr.
Brooke Buddemeier from the Lawrence Livermore National
Laboratory have calculated that a 10KT ground explosion within
1.6 miles of the U.S Capitol would lead to 1 million people exposed
to 1Gy or more in the first 4 days. His simulation suggests that such
a scenario would lead to more than 50,000 deaths due to blast, burn
or radiation. Another simulation made by Dr. Cham Dallas from the
Institute of Disaster Management and presented to the US Senate
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Homeland Security Committee concludes that 180,000 people
would be injured and in need of treatment (10KT detonation). [1, 6]

Another effect in radiological incidents is psychological. After
terrorist incident, terror is instilled in the population, especially if
the attack is against a soft target. Way afterward, statements of
radiological use for the attack will heighten this fear, leading to
psychosis and possible alienation of suspected ill/contaminated
victims. Such substances are usually not perceptible by human
senses, thus creating a fear determined by the absence of
recognizable threats. [3]

Under affected area there is a sociological and will directly
influence our collective behavior; in the wake of terrorist attacks
against music venues, stadiums or restaurants, many people will
decide to avoid such places. Long term effects however, can lead to
behavior and routine changes, adapting one’s lifestyle to new
threats and fears. [6]

There are also logistic and operational problems to consider.
Radiological substances released in an urban area will lead to
prolonged emergency situations in time and space; metropolitan
areas contaminated with biological, chemical or radiological agents
will be forbidden for long periods, complicating the victim’s rescue
operations and influencing institutional, economic and normal
activities resumption. Table 1 suggests possible radioactive
materials as means of use.

Table 1: Source or material, which can use for nuclear terrorism [9]

Source or material Source dimensions | Danger and Mode

of Action

Small  radioactive | 1nm®*+100 cm® External exposure

sources (nuclear

medicine,

brachytherapy)

Large radioactive | 1 cm®+some m’ External exposure

sources (**Ir ®°Co)

Radioactive material | 500 cm®+1 m° Spray  with or

containing a large without explosive.

source External and
internal irradiation.

Spent nuclear fuel above 1 m? Spray  with or
without explosive.
External and
internal irradiation.

Attack against NPP | Fuel elements -

or reactor failure length 5m

Reactor failure Destroyed  active | External and

area or elements on | internal irradiation.

first contour

Traffic incident with | 100200 | External and

radioactive material internal irradiation.

Nuclear charge A suitcase bomb Shock wave,
BBHIIHO
0o0IBpUBaHE

Nuclear blast A suitcase bomb Shock wave,
thermal radiation.
External and

internal irradiation.

Apart from the use of various devices by terrorists, it is not
possible to exclude the attack of Kozloduy NPP or of nuclear power
plants near our country. History has known cases of terrorist attack,
which has led to many implications for the security environment.
This report [10] presents the results of an independent analysis of
the health and economic impacts of a terrorist attack at Indian Point
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that results in a core meltdown and a large radiological release to
the environment. We find that, depending on the weather
conditions, an attack could result in as many as 44,000 near-term
deaths from acute radiation syndrome or as many as 518,000 long-
term deaths from cancer among individuals within fifty miles of the
plant. These findings confirm that Indian Point poses a severe threat
to the entire New York metropolitan area. The authors of [11] give
examples of technogenic emergencies with the disposal of
radioactive particles from recent decades and present the existing
potential sources of ionizing radiation near Bulgaria. In [12] is an
analysis of their possible influence on the radiation situation in
Bulgaria.

3. Role of the country to prevent the proliferation
of radiological weapon

The fight against organized crime, and in particular with
terrorism, is a long process, accompanied by expense of many
human and material resources.

A major element of this struggle is the construction of anti-
terrorist specialists. Of course, the problem of material provision of
these specialists, as well as improvement of their knowledge and
skills, is no importance, given rapid development of means and
means used by terrorists to carry out their criminal acts.

Therefore, in parallel with practical work to prevent the
criminal acts of individuals or terrorist groups, countries such as
Bulgaria, which have no significant resources in organizational and
financial terms, should use experience, financial and material
assistance that can and should be in this critical period. The type of
aid should primarily consist of providing know-how, specialized
software and cooperation on information exchange, experience and
training of specialists on the use of a technical tool for detecting
banned and especially dangerous materials, as well as in the field of
exchange of experience on the implementation of the Law on
Measures against Money Laundering.

Of particular importance for the internal infrastructure in this
plan is also the possible assistance for additional equipment with
video equipment and equipment for observing passengers and
freight in the area of the main railway stations; the purchase and
additional equipment of equipment for carrying out radioactive
control of goods at the border stations and the interior of the
country; the preparation and further training of employees who will
be involved in the management and handling of special equipment;
providing the necessary protective equipment, in the event of
extraordinary and crisis situations. [13]

The Government of the Republic of Bulgaria support adoption
of Resolution 1373 (2001) by the UN Security Council, has
undertaken and takes practical measures for its implementation.
Through various legislative and administrative measures, the
Bulgarian country has effective control over use of its territory by
natural and legal persons who plan, assist, finance or commit
terrorist acts against other states or their citizens. The Bulgarian
Government is and will continue to make efforts, on a bilateral and
multilateral basis, for the signature, ratification and implementation
by the UN Member States of all universal and regional conventions
relating to the fight against terrorism, and in particular the 1999
Convention on fight against terrorist financing. The Republic of
Bulgaria will actively and constructively support all international
fora for the adoption and enforcement of an effective international
law system against terrorism, including a UN General Convention
against Terrorism, which will be the universal reference framework
for the multiplicity of international law instruments against
terrorism.

The author B. Dimitrov [8] is concerned with the automated
information systems for radiation monitoring in the Republic of
Bulgaria and their capabilities for assessing the nuclear environment
and warning to population. The emphasis is placed on the Unified
Radiation Monitoring Information System, and the other existing
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systems at national and institutional level. The purpose is to
determine the capabilities of these systems to provide information
on gamma levels that support the process of forecasting, warning
and disclosing the population in nuclear, hazard cases.

4, Conclusion

Although the initial radiation and nuclear crisis response plans
exist in all EU countries. In an average or large-scale incident, an
affected country may not have the strength to deal with the situation
for several reasons:

* Lack of capability and decontamination capacity,
* Limited stock of decontamination solutions,
* Limited specialized medical abilities and capacity,

» Lack of capacity and capacity for waste management
(including disposal of contaminated water),

* Limited capacity and capacity to respond to crises (CR) and
counteraction.

Only a few countries in EU have deployed military capabilities
to decontaminate early staff. This creates a requirement for a
minimum level of interoperability between countries and
synchronized their Plans. Some cross-border bilateral or multilateral
radiological and nuclear exercises are already in place, but in most
cases they are related to incidents involving nuclear power plants
and are concentrated on CR alone.

Prevention and CBRN protection and recovery are complex in
nature and expensive questions. Efforts should focus on prevention
measures; However, these failures, an international system, ready to
deal with CBR (N) incidents, must be established to mitigate the
effects.
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1. Introduction

In the beginning of 21% century the system of international
relations was bound up with periodic and often contradictory
tendencies. There are technological, environmental and
demographic changes that have a huge impact on the public
processes in the every countries.

The dynamics of international relations shows that in recently
years of armed clashes between armed groups of ethnic, religious,
financial, territorial-community and other controversies has
decreased. Changes that occurred in last decade of the twentieth
century and in the beginning of 21st century form a new strategic
environment of security and proportion of military political forces
on a global and regional scale. Along with the positive trends, there
are a number of risks and threats, mostly of asymmetric nature.

In the context of new geopolitical realities, the Republic of
Bulgaria and the other countries from Alliance and European union,
must be deal with risks of a difficult nature, such as acts of
terrorism, proliferation of nuclear and conventional weapons,
technological and cyber-attacks targeting modern communication
and information systems, government infrastructure, with many
environmental threats and the lives and health of citizens. The new
threats are mostly asymmetrical and non-traditional in nature. These
new realities make it a matter of studying the various threats -
traditional and non-traditional, particularly topical.

The topic is up to date and has a bearing on whole of the
society, the state, and survival of mankind. There is no country
capable of counteracting itself on new, invisible, unpredictable, and
diverse threats to security. The aim of the report is to trace and
analyze the leading traditional and new challenges, risks and threats
to security in the first decades of the 21st century. The subject of
development is the security environment at the beginning of the
21st century, and the subject of security threats and their impact on
national security.

2. Relationship between National Security and
Anthropogenic Accidents

The term "national security" first appears in American politics.
For the first time, US President Roosevelt used the definition of
"national security" in his speech to Congress in 1904. The accession
justify of the Panama Canal Area to interests of national security.
This term is used again by US President Franklin Roosevelt after
the attack of Japan against the American military base at Pearl
Harbor in December 1941.

According to Walter Lipman, “The state is in a state of certainty
when it does not have to sacrifice its legitimate interests in order to
avoid war, and when it is able to defend its interests if necessary by
conducting war”. [7]

In 1998, The National Assembly of the Republic of Bulgaria
adopts the Concept of National Security, according to which
"National security has the protection of the fundamental rights and
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freedoms of Bulgarian citizens, state borders, territorial integrity
and state independence, where there is no danger of an armed
attack, violent change of the constitutional order , political dictates
or economic coercion for the state, and the democratic functioning
of state and civic institutions is ensured, as a result of which society
and the nation keeps and increases their welfare and evolves.
Security is guaranteed when the country successfully realizes its
national interests, goals and priorities and, if necessary, is able to
effectively protect them from external and internal threats.". [8]

In a nation-wide sense, the threat is defined as a presumption of
an incident, a crisis situation, or of damage to basic values, interests
and objectives of society, life, health and property of citizens,
destruction of existing material and natural resources and the
functioning of the economy as a result of the manifestation of these
events. [9] The threats are detrimental to all systems of public life,
from individual to state. The threat to individual is an intention or
desire to damage dignity and integrity of another person.

"The risk" is defined as an act of uncertainty, probability of
consequences, dangerous condition, damage and loss, benefit and
profit, behavior. The risk is an indefinite threat. There is no definite
time for it to happen. Even if it is established early enough, in
principle it is impossible to neutralize. The risk resembles threat but
differs from fact that there is no other condition between threat and
crisis, whereas between emergence of the risk and the crisis that
time has not been established. The threat is a specific risk with the
possibility of immediate realization.

According to the National Strategy of the Republic of Bulgaria
"The strategic environment of security is complex, dynamic and
difficult predictable dimensions. Impact on its formation has been:
globalization, crisis in financial and economic sphere, proliferation
of weapons of mass destruction and means of delivery, climate and
health problems, demographic, environmental and energy problems,
asymmetric risks and threats, threats to information security ,
countries with weak statehood, internal and regional conflicts,
European and Euro-Atlantic integration, efforts of the international
democratic community to maintain stability and stability ". [8]

Protecting the population from disasters, accidents and
catastrophes is a priority activity in civilized countries. In Europe
and in our country there are natural and industrial risk factors that
affect the security of people, production and property. They lead to
the need for reliable protection of the population, the
implementation of preventive activities to prevent or reduce the
losses and the consequences of disasters, accidents and
catastrophes.

As a consequence of the technological activity of a human,
major industrial accidents can arise with separation of strong toxic
substances from the pharmaceutical, metallurgical, chemical, textile
industry, accidents in the nuclear power industry, etc. The main
flow of vehicles transporting dangerous goods passes through the
territory of the country, which, in the event of a catastrophe, creates
conditions for pollution of the environment. The state of the road
and rail infrastructure, as well as the organization of the controls, do
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not meet the safety requirements and are prerequisites for
catastrophes and severe consequences. In the case of transport
accidents or oil spills, oil products or natural gas, conditions are
created for pollution and danger to humans health.

There are sites in the country that deal with radioactive sources.
They can lead to the creation of radiation accidents and incidents.
Insufficient control by the competent authorities of different owners
of radioactive isotopes and sources of ionizing radiation and
incompetence of citizens creates conditions for uncontrolled
radioactive exposure.

In part of the settlements sanitary and hygienic conditions are
deteriorated, which is a prerequisite for epidemics and diseases of a
significant part of the population. The existing production and
economic conditions in our country, worsened international
situation, insufficient control of the trade in animals and products
from them create conditions for occurrence of biological outbreaks.

The lack of systematic technological treatment and fertilization
of soils, the free use of plant protection products and climatic
conditions lead to a reduction in part of permanent crops. The state
of environment in a number of areas is approaching an
environmental catastrophe that poses a direct life and health threat
of the population.

In recent years the number of terrorist acts, the spread of
narcotic drugs and human trafficking have increased, leading to a
deterioration of the socio-economic conditions of life in the
Republic of Bulgaria. [1]

3. Industrial Accidents affecting the Security
Environment

There are many sites in the country's energy, chemical,
metallurgical, petroleum and pharmaceutical industries. They work
with explosive, highly flammable, combustible and highly toxic
substances. They can cause industrial accidents and fires. Under
adverse weather conditions, the pollutants released may cause
environmental pollution of a cross-border nature.

Any mistakes in the operation of the Kozloduy NPP may lead to
accidents involving the disposal of radioactive products in the
environment. This may complicate the radiation situation, whereby
a portion of the population can be irradiated above the admissible
norms. In unfavorable weather conditions, if radioactive discharge
is not controlled, radioactive contamination of the environment,
including transboundary pollution, is possible.

In the operation of nuclear power plants there is a likelihood of
an accident with possible radiation consequences for the population.
The potential danger of such an accident shall be analyzed and
evaluated beforehand in the design of the NPP, considering all
possible emergency situations (realistic and hypothetical scenarios)
and on that basis the necessary measures to prevent accidents and
mitigate the consequences to an acceptable level according to
regulatory requirements.[12]

According to the "Safe Use of Nuclear Energy Act", persons
who carry out nuclear energy and ionizing radiation and radioactive
waste and spent fuel management activities are obliged to take
measures to prevent accidents and to limit and eliminate the
consequences from them. The competent state authorities shall
define and implement emergency planning and emergency
preparedness measures in the case of a possible accident with
possible radiological consequences. These measures are based on an
analysis of the possible scenarios for the occurrence and
development of various accidents and the assessment of the
radiation risk to the population.

Despite stringent safety measures for the operation of different
types of nuclear reactors and the availability of automated
management, control and protection systems, operational practice
indicates that emergency situations may arise which are
accompanied by uncontrolled releases of radioactive substances into
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the environment . Analysis of emergency situations shows that most
often they are due to errors by the service staff, ie mostly subjective
factors. [2, 3, 4]

Radioactive contamination could occur when:

- Emergency situation at Kozloduy NPP, accompanied by
uncontrolled releases of gaseous radionuclides into the
environment;

- transboundary radioactive contamination;
- in the case of a car accident carrying a radioactive material.

There are companies working with sources of ionizing radiation
in the country. In the event of accidents, local outbreaks may occur,
dangerous to the operating staff. They can become subject to
intrusion, criminal trafficking and radiation terrorism.

On the territory of the country there are unplanned aviation,
artillery, naval and ammunition in the quantity and location. Some
have retained their combat capabilities and pose a risk of improper
handling. Industrial failures are possible when they fall into the
technological process of metallurgical firms.

There may be biological outbreaks as a result of insufficient
control of trade and export of animals and products.

Large quantities of chemical substances are used and stored in
the industry, which under certain circumstances - accidents or
natural disasters - can become a threat to people's health and lives.
To prevent accidents, strict preventive measures are taken, but if
they arise, there must be an immediate response to the specialized
bodies to address the situation and to eliminate the consequences.

All sites are practically chemically hazardous, using chemical
technology. These are primarily chemical, petrochemical and
similar plants and plants, repositories of hazardous chemicals and
oil products warehouses. Chemical objects can also include a
significant part of the non-chemical industries, in the process of
which hazardous substances are applied and have chemical
transformations. It is true that objects with chemical technologies
are potential sources of hazardous substances and environmental
pollution and they can be called chemical-risk sites. By Valery
Legasov's definition, in the event of an accident at any industrial
site, the process of destructive release of its own energy source,
where raw materials, intermediate products, and plant production
are involved in an emergency process, create disruptive factors for
the population and the environment, the level of chemical risk is
significantly high. [10]
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Risk analysis for industrial accidents can generally be
performed based on the scheme of Fig. 1.

4. Transport accidents affecting the security
environment

Despite the rapid technological changes, the Balkans retain their
important geostrategic position. With the enlargement of the EU
and NATO, the importance of the region as a transport,
infrastructure and energy junction is growing. The importance of
the region is also growing, as a link with the European markets to
the Caucasus and Central Asia.

Types of transport accidents can generally be divided by the
center of the event, namely land, sea and air. The favorable
geostrategic position of the Republic of Bulgaria is an important
prerequisite for busy road, rail, air and water transport. The
international routes to Central Europe, the Middle East, the Baltic
States and Russia pass through the country. This creates conditions
for transport accidents related to the transport of dangerous goods,
causing environmental pollution and endangering human life and
health.

On the territory of the country there is a process of development
and distribution of the oil and gas transmission networks,
telecommunications, the international traffic of commercial and
industrial goods is enhanced. They represent an object of control.

The Danube and the Black Sea connect us with the countries of
Central Europe and the Black Sea Basin. They are natural
waterways for the transport of large quantities of petroleum
products and severe accidents can have serious environmental
consequences.

Under the conditions of a complex criminogenic situation, it is
possible to cause accidents due to diversions of oil pipelines, gas
pipelines, electricity transmission networks, theft and traffic of
radioactive sources. Possible damage to infrastructure and
production facilities. These potential dangers can lead to escalation
of tensions that will turn into crisis. Transport plays a key role in the
development of any modern society as a means of economic
development and a prerequisite for achieving social and regional
cohesion. Bulgaria's transport sector is of utmost importance for
enhancing the competitiveness of the national economy and
servicing the population. This is evidenced by the fact that as of
2008 the Bulgarian transport system provided on average daily 2.54
million passenger trips and 274 thousand tons of freight.

In our country, it was agreed on November 17 to honor the
memory of those killed in crashes. The highest share of transport
accidents in Bulgaria is related to road transport. Of course, there is
no need to underestimate the railroad on which a significant amount
of dangerous goods is carried, and the air in which the number of
victims is numerous.

The assessment of traffic safety situation on the roads, in the
light of tasks and objectives set out in the National Road Safety
Improvement Strategy of the Republic of Bulgaria for the period
2011-2020, makes it possible to set certain priorities for work with a
view to creating the conditions for continuing the trend of
permanent reduction of victims of traffic accidents.

Table 1: Traffic accident statistics on the territory of Bulgaria. [11]

period In 2017 In 2016 In 2015
traffic 6888 7404 7226
accident, num.
died, num. 682 708 708
injured, num. 8 680 9374 8973

5. Global Anthropogenic Risks affecting the
Security Environment

Energy and resource security are an element of the national
security. Water resource problems, environmental pollution,
limiting access to strategic raw materials can lead to tensions and
crises at national and in the ternational level. The modern economic
and the technological development and use of resources,
environmental pollution and urbanization bring environmental
issues as a specific risk and a threat to national security.

In the modern world, political threats - terrorism, extremism,
separatism, and so on - are becoming increasingly important.

A serious strategic threat to Europe is terrorism, especially since the
Madrid attacks of 11 March 2004. In the past, the actions of
terrorists are primarily directed at specific political leaders, and
contemporary attacks are global in nature, cause many sacrifices
and are mostly related to religious extremism. European countries
are both targets of terrorism and its base. Al Qaeda bases are found
in the UK, Italy, Germany, Spain and Belgium. That is why
European counter-terrorism policy is paramount.

In the new international environment, terrorism gains greater
comprehensiveness. Terrorists are rapidly developing ways and
means of achieving their criminal objectives, involving more
people, overcoming geographical barriers, and creating clusters
between groups in one or more countries.

The proliferation of weapons of mass destruction is the greatest
potential threat to European and world security. New technologies
and research increase the potential danger of attacks with biological,
chemical weapons and radioactive materials. The risk to Europe's
security is rising with the proliferation of missile technology.
Regional conflicts have an impact on European interests and
regional stability. Whether in the immediate vicinity of EU borders
(Balkans) or in different parts of the world, they cause numerous
casualties, destroy social and material infrastructure, threaten
minorities and fundamental human rights and freedoms. Conflicts
are growing into extremism, terrorism and state instability. They
lead to an increase in crime, stopping investment and disrupting the
normal functioning of political and economic processes. [1, 8]

Existence of the conflict zones unresolved issues in inter-state
relations, socio-economic problems, political instability and internal
conflicts and inefficient cross-border control complicate the
regional environment. A challenge for the national security is
infiltration of refugee flows and illegal immigrants into the country.
The social threats, including corruption, crime, drugs, illness,
hunger, poverty and others, seriously threaten security in our
country. Incorrect governance, corruption, abuse of power and weak
institutions, lack of accountability and civil protests lead to a
weakening of government and state institutions. The organized
crime is an internal threat to the EU, but it has an external
dimension. Trafficking in drugs, women, illegal immigrants is the
criminal activity of organized criminal networks, often linked to
terrorist groups.

The environmental threats including disasters, accidents,
catastrophes, pollution and others have little impact on security. The
origin of threats to security and the existence of man are
increasingly associated with the unfavorable state of the
environment. There is no doubt that environmental pollution can
cause a number of ecologically-based diseases, resulting in a
reduction in the life expectancy of people affected by adverse
factors.

Environmental security threats include likelihood of
occurrences of phenomena and processes whose implementation
may lead to negative impacts on the environment and health of the
population. These phenomena and processes are expressed in
intentional or unintended environmental impacts of human activity
or as a result of the occurrence of natural and natural disasters and
catastrophes. [6]

The global risks resulting from human activity on the security
environment - environmental catastrophes and socio-economic
manifestations are detailed in [1].
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6. Conclusion

Prognosis and analysis of potential dangers and threats indicates
that they can lead to serious difficulties in the normal rhythm of the
crisis areas. The vital management systems, normal functioning of
the national economy and threatening the lives and health of the
population can be impaired. The environment of security is
characterized by high dynamism and increasing unpredictability.
Changes in it depend primarily on the impact of non-military
(asymmetric) risks and threats. Dynamic changes in the security
environment have shown that conflicts and crisis situations that are
complex and difficult to predict and manage can occur in the
present and in the future with a high probability. This poses risks
and threats to the national security.

In order to reduce the losses and to eliminate the consequences,
it is necessary to plan and coordinate measures for the protection of
the population and the national economy in advance with the state
authorities, the local authorities and the national economy.
Contemporary actions in carrying out emergency and emergency
rescue work require the establishment of an organization, the
preparation of authorities for leadership, forces and resources and
their keeping in constant readiness. To ensure the implementation of
the emergency and emergency rescue works and the provision of
living conditions in distressed areas it is necessary to plan and
allocate stocks of material and technical means and regulate the
order and the ways of their use.
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Abstract: Once the steganography was invented, it still remains one of the most effective ways to hide information in publicly accessed
data sources. Many applications of different steganography techniques were known since WWII, but there are no yet any good approach to
detect whether there is a hidden message in some data source (image etc.) while it is not expected to be found. This may also cause a
fundamental security breach in corporate security systems. In the era of Facebook, Instagram and many other social networks with a huge
amount of images and photos it seems obvious to use steganography applications for the purpose of security breach. A saboteur or a spy can
use any image from social networks to disclose corporate sensitive data or to exchange hidden messages. That is why steganography
detection should be considered as a necessary tool to prevent security breaches and sensitive data leaks. This research is focused on analysis
of current approaches in problem of steganography detection. Mainly the approaches to detect steganography in images were discussed.
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1. Introduction

Steganography is a well-known method of cryptography [1].
There is a number of implementations to hide some information
within some carriers (i.e. in an image). Common cryptography
techniques usually assume the possibility of secret message
interception. This guaranties any necessary security level. Unlike to
that the steganography relies on the principle, that the hidden or
secrete information should be hidden within a public visible carriers
and no one should guess there is something hidden.

As many reviewers mention the steganography approaches are
in use since ancient ages [2]. Obviously, people are very inventive
in their passion to hide secretes they have. First steganography
approaches used texts and paintings to hide secret messages. Due to
a technologies development there are many new carriers appeared
in steganography [3-7]. Since a widespread use of computers and
computer networks, the steganography came into all media carriers,
including texts, images, audio, video and IP datagrams.

There are many known useful techniques of copyright and theft
protection via steganography watermarking to protect media data in
the Internet. On the other hand, some modern printers use
steganography techniques to watermark each printed page and make
an invisible signature allowing printer identification. Digital content
protection is the area where steganography was successfully used.
Most Internet users do not even think they are forced to see
steganography processed media (images, photos etc.) at many
websites trying to protect their authorship. All these steganography
applications prove the fact the steganography became an integral
part of our modern life.

2. Prerequisites and means for solving the problem

Nevertheless, there is a number of reports revealing facts about
illegal use of steganography for the villain’s purposes, including
intelligent services’ spies [8] and terrorists [9]. These facts turn us
to thoughts of security breaches, corporate data protection and
preventing sensitive data leaks. Each company is interested in
analysis of possible channels of data flows to be able to identify the
breach.

In the era of mobile devices, social networks and mobile
internet, allowing any common person to become a “spy”, it is of a
great importance for cybersecurity purposes to unveil possible
channels of leaks, to identify menacing data flows and not to break
civil rights simultaneously. Each corporate worker uses to
download and looks through tons of text and image information
every day. Evidently, this could be the easiest way for hostile

180

informer to use hidden messages in an invisible manner within a
publicly visible carrier.

For example, a hidden message transfer scenario may include
taking and sharing selfies with some custom encoding/decoding
application for a mobile device. However, from the spy point of
view, this scenario is vulnerable to disclosure with physical
evidences of malicious activity (the device with software installed
in it). Another scenario may involve visiting some website
performing all the necessary steganography processing. This
scenario can envisage some “independent” steganography
processing service with anonymous access with just encoding
secrete message into user’s image and displaying the hidden
message after decoding a steganographic image (the image can be
given by URL). Combining such service with some “incognito”
browser mode and “anonymizer” web service may allow
eliminating any digital evidences at spy’s device.

The idea of transferring steganography-processed images over
public networks is not a new one. Moreover, there is a number of
researches with its implementations [5-7]. Some authors (like
[5, 6]) are using their custom approaches of LSB algorithm. There
are suggestions on how to hide information in a publicly available
billboard display [5] and suggestions on how to detect presence of
steganographic information in publicly available content (jpeg-
images) from Internet [7].

Of course, using social networks, which are performing their
own image processing with compression, makes it difficult to
guarantee lossless data transfers over these networks. Nevertheless,
these networks can be used to share links to some “funny” images at
third-party websites. The best candidates for being used as a
channel for steganography data flows could be websites providing
original (not changed) media content to its visitors.

Applying any of depicted scenarios leads us to a conclusion,
that there should be some way either to check all corporate
incoming and outgoing Internet traffic (check for steganographic
data on a firewall, proxy etc.) or to check Internet traffic directly at
workplaces in a web browsers. The ideal solution could be a
corporate web browser to prevent steganographic leaks with
embedded content inspection. Unfortunately, this solution is very
expensive and requires many resources to support such custom web
browser. However, all modern web browsers support extensions or
plugins. This is a convenient way to extend a browser functionality
without intruding the browser itself.
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3. Solution of the examined problem

Our approach to solve the problem of preventing steganography
data flows will exploit the opportunity to use web browsers plugins.
Such plugin should match the following requirements:

e  Plugin should analyze content of a web page, the user

(company employee) visits.

Plugin should extract images from the HTML-code and
perform detection of hidden steganographic information.
Statistics analysis methods should be used to analyze this
information.

Plugin should have a modular structure to allow further
improvement, refactoring and support, including ability to
add new methods of hidden information detection.

Plugin should block suspicious data transfers and send a
notification to security department with detailed
description of possible malicious activity.

As an initial approach, we will use a good known LSB
algorithm. Building the described above plugin should allow first a
simple detection of LSB encoded steganography for bitmap images
(BMP image format), and the most popular in the Internet image
formats: JPEG-images and PNG-images. Next, we will develop and
add methods for steganographic data detection in other popular
graphic formats. Our current target is to develop the plugin as a
platform for its further improvement via embedding new methods.

4. Results and discussion

Our plugin parses the HTML code, and extracts the list of
images from of a web page. Then it performs a test of each image
for possible hidden content in the image. Fig. 1 presents the
example of parsing and image extraction from HTML.

. E P
Fig. 1 Parsing and extracting list of image;from HTML

We prepared an image to perform a test of our plugin working
on detection of possibly hidden data within the image. Then we
were adding a hidden data (text file named “cubaan.txt” with text
string in it: “alpacas rule the world”) to the image using LSB
algorithm.

Fig. 2 shows the original JPEG-image. The steganographic
JPEG-image with a hidden data shown at Fig. 3.

Fig. 4 presents the original PNG-image and the steganographic
PNG-image with hidden data shown at Fig. 5.

As one can see we have successfully processed with
steganographic data insertion most popular image types — JPEG and
PNG. Results of steganographic processing for BMP images are
good known, so we do not present the examples here in this paper.
All images of these three types are detected if a hidden
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steganographic data appears there. It is a very limited solution yet,
because we only used popular LSB steganography algorithm in our
plugin as method of encoding. Nevertheless, we had built a good
initial platform solution as an approach for the required web
browser plugin. This plugin allows easy extension later with new
modules to implement detection of more steganography encoding
methods.

5. Conclusion

Here in the paper we offer an initial problem analysis and a test
implementation of steganography detection plugin for a web
browser. The set of requirements for such kind of an online security
solution was offered. Following these requirements, we are going to
improve the developed plugin and allow a wider set of image types
(not only BMP, JPEG and PNG) to be analyzed on-the-fly. Based
on the presented ideas a security web-service can be developed. The
service may gather and accumulate security alerts from different
users and help to identify most typical channels of steganography
data flows.
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Fig. 2 Original JPEG-image (before steganographic processing) Fig. 4 Original PNG-image (before steganographic processing)

Fig. 3 JPEG-Image with hidden data (after steganographic processing) Fig. 5 PNG-Image with hidden data (after steganographic processing)
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Abstract: BlockChain is a distributed database of records or public ledger of all time stamped transactions saved in all computers in
one peer-to-peer network. It allows a secure and transparent transfer of digital goods including money and intellectual property. Bitcoin - a
digital decentralized cryptocurrency, is the first application of BlockChain. The second application is an agreement called Smart contract
that enables exchanging a value or assets between two owners based on a set of conditions included in the contract.

In this paper, we analyze the possibilities for application of BlockChain in Big Data and loT. Implementation of BlockChain in Big
Data confirms that data is accurate and secure and sharing of data will become more simple. In industries like financial services,
government and healthcare there is a need to combine BlockChain and Big Data because these industries have repositories full of important
data. They must store and share these large amounts of data. Implementation of BlockChain technology provides security of data and
ensures its integrity when shared. BlockChain technology is also seen as a way to secure the Internet of Things (l1oT). Application of
BlockChain in loT enables loT devices to participate in BlockChain transactions and invents new styles of digital interactions. This
technology will provide a simple infrastructure for devices to directly and securely transfer data or money using Smart contract.

KEYWORDS: BLOCKCHAIN, BITCOIN, SMART CONTRACT, PEER-TO-PEER NETWORK, IOT, BIG DATA.

1. Introduction
BlockChain is a distributed ledger that records transactions in
blocks that form a chain. This chain is secure, immutable, and
transparent. Therefore, solutions that use BlockChain technology
can be a pillar of data handling and processing systems within
organizations. Integrating BlockChain with Big Data has many
advantages because it enables better management of enormous
volumes and variety of information.

Big Data and BlockChain are correlative: Big Data has
processing capacities that can handle BlockChain complexities
and its big expansion and vice versa. Implementation of
BlockChain in Big Data confirms that data is accurate and secure
and sharing of data will become more simple.

First, in this paper, we explain what the term Big data means,
where they are used, and which tools are used to process them.
Then, we will briefly explain the basic principle of work of
BlockChain technology.

The rest of the paper is organized on the following way. In
section 2 and 3 we explain what is Big Data and BlockChain
technology. Next, in section 4, we consider the benefits of
application of BlockChain in Big Data and Big Data analytics.
Also, in this section, we analyze several implementations of
BlockChain technology in Big Data: in the financial service
industry, in industries outside of banking and in Supply Chain
Monitoring and we give some examples for improving Big Data
using BlockChain. In section 5 we investigate benefits of application
of BlockChain in 1oT. At the end, we give some conclusion.

2. What is big data?

Big Data is a term used for a collection of large and complex data
sets. For example, Facebook has collected 300 petabytes of
personal data since its inception, as they are the records kept,
messages sent, videos published, transaction data from online
transactions and shopping among many other sources of big data.

It is hard to process and analyze Big Data with traditional
techniques, because it refers to a big volume of structured and
unstructured data. An important role in collecting, storing and
processing these big amounts of data has the growth of cloud
storage in helping companies. Tools like Hadoop, Plotly, Bokeh,
etc. can provide massive storage for any kind of data and
enormous processing power, internet of things and unstructured
sources. Studies show that 2.5 quintillion bytes of data are
generated daily.

Despite such a contribution to the effective management of
large amounts of data, there is a growing concern about user
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privacy and big data security. There are many examples that show
it, like the large-scale scientific experiment conducted by
Facebook without informing its users explicitly or the government
has often come under attack for its observation on its citizens
without their explicit permission. Today the great businesses are
careful in accepting big data, in order to ensure their security and
privacy [1].

3. BlockChain technology

BlockChain is a decentralized ledger of transactions,
distributed on all computers in one peer-to-peer network where
all details of transactions are visible to everyone connected to the
network. Namely, this is a growing list of linked blocks. The
blocks consist of valid transactions, a timestamp and a hash
pointer as a link to the previous block in the chain.

The sequence of linked blocks creates a secure,
interdependent chain. Blocks must first be validated to be added
to the BlockChain. When a block is verified, it is distributed
through the network (added to the existing chain) and each node
adds the block to the majority BlockChain. Then the transaction
is completed [2].

Three data attributes that are in BlockChain, and which are
rarely provided in conventional centralized data management are

[3]:

e Security - It is almost impossible for data to be changed or
corrupted if BlockChain is used.

o Integrety - BlockChain data offers audit trails, certainty of
origin, and digital signature of the message also provides integrity
through the transfer.

e Value - Data generated with BlockChain is complete and
there is no doubt for its value.

4.  Benefit of application of BlockChain in Big

Data

Regardless the variety, velocity and volume of data, Big Data
tools can process it and BlockChain enables transparency and
simplicity to processes in every area. The importance of Big Data
and the development of BlockChain technology in the last years
enables abandoning of the old information processing structures
and business transaction processing. Big Data and BlockChain
are correlative: Big Date has processing capacities that can handle
BlockChain complexities and its big expansion and vice versa [4].



Some of the benefits of using BlockChain technology in Big
Data analytics are [5]:

e reduces costs (significantly reduces storage costs);

eincreasing traceability (each product or document has
“digital password” which ensures tracking of its origin and
journey);

eenhanced data quality (data is complete and structured,
weak points in a big data analytics which increase accuracy and
makes analysis easier);

o facilitates data access (users from different departments can
access the data for the analysis process and this shortens the time
cycle of data access and analysis);

eenhancing security (the system is decentralized and
transparent, so the risk of fraudulent activities is reduced).

4.1. Analyses of several implementations of
BlockChain technology in Big Data

a) Speeding up the financial service industry

The connection of BlockChain and Big Data in financial
institutions will allow to estimate risk and identify suspicious
patterns in real time. Using BlockChain as a means of conducting
transactions will help to protect banks and their customers from
fraud, to speed up the process of transactions and reduce the cost
of money transfers [6].

For example, in the last few years, in order to simplify money
transfers between bank accounts using BlockChain technology,
an organization of 47 Japanese banks joined a BlockChain startup
called Ripple. The aim of this is to perform real-time transfers at
a lower cost. The traditional real-time transfers are expensive,
because of the potential risk factors as double spending that can
be avoided with BlockChain technology. Big Data analyses
together with BlockChain can identify risky transactions faster
than the current ones. This reduces the cost with real-time
transactions [7].

b) Security in industries outside of banking

To handle data and prevent hacking and data leaks,
healthcare, public administration, enterprises have started using
BlockChain.

For example:

e Healthcare: a project at the MIT Media Lab known as
Medrec is starting to create BlockChain system that gives priority
to patient agency, which authorizes patients to share their records.
In order to make the sharing of permissions to access data easier,
Medrec uses a private Ethereum chain [8].

e Insurance: A controlled master policy from the UK, and
three local policies from the U.S., Singapore and Kenya, have
been written into a “smart contract” that enables a shared insight
into policy data and documentation in real-time. Clarity into
coverage and premium payment at the local and master level is
provided by Blockchain. It also enables automated alerting to
participants in the network after payment events [9].

c) Supply Chain Monitoring

The goods included in Supply Chain are added to the
BlockChain and a Mobile App is used to monitor the status of the
goods while being transported. The benefit of using BlockChain in
Supply Chain are [10]:

e reduce or eliminate fraud and errors;
e improve inventory management;

e minimize courier costs;

e reduce delays from paperwork;

e identify issues faster;

e increase consumer and partner trust.
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For example, in order to improve food safety by increasing
the monitoring of products from the place of origin to the time it
is sold to the consumer, Walmart uses BlockChain technology. In
this way, users get credible insights of the origin of food.
Receiving unchangeable, credible and traceable data is of great
importance to success of Walmart’s operations, because it
produces 40 petabytes of data every day [1].

4.2. Examples for improving Big Data using
BlockChain

In this subsection we present several examples of implementation
of BlockChain in Big Data.

e Example 1: GOLEM

Golem network is a decentralized network of computers that
utilizes computer power of the network users to make the
supercomputer functional. Laptops, desktops, and data centers are
just a few examples of devices that can contribute computing
power to the network. A decentralized sharing economy is the
form of the network and the computing power is shared. In this
way, people can make money from renting their computer power
and software. They are also able to lower the costs and not to
depend on a centralized company for computing services for
running some programs [11].

e Example 2: PATH

Path aspires to unite both BlockChain and Big Data allowing
users to rent their extra bandwidth. This comes as a result of the
fast acquiring of BlockChain technologies among people and
companies. "Path Mining Nodes" are installed onto companies’
computers and they work passively in the background - earning
tokens for providing insights into performing of their websites or
the loading time of their applications etc., back to Path and the
clients they service. The real value of BlockChain data is the
quality and how it is stored on the public ledger. Thus, this
platform, together with the others BlockChain platforms that help
companies to improve data, can become middlemen between
companies and the users [12].

o Example 3: ESTONIA

Keyless Signature Infrastructure (KSI) is a BlockChain
technology designed in Estonia to ensure that network and data are
free of compromise and retain data privacy. KSI is used to store
public data in BlockChain by Estonia, which is striving to be the
world’s most advanced digital society. Using this, the government
can observe any changes in the database thus ensuring that the data
is transparent. This has two benefits: cuts down external
falsified/tampered records, and makes harder for unauthorized
government officials to interfere with information and data [1].

e Example 4: SKRY

Financial institutions, law enforcement, and Bitcoin
companie*s can detect suspicious activities using the first product
of Skry. It can also identify legal and illegal entities, which
enables following regulations and investigation of cyber-crimes
like ransomware extortions, terror financing or drug trafficking on
the dark web.

5. Internet of Things (loT) and
BlockChain

Application of BlockChain in 10T enables IoT devices to
participate in BlockChain transactions and invents new styles of
digital interactions. This technology will provide a simple
infrastructure for devices to directly and securely transfer data or
money using Smart contract.
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5.1. Challenges of a secured 10T model

The current 10T ecosystem is based on a centralized model —
client/server model, where all devices are identified,
authenticated and connected through cloud servers. This structure
is the biggest challenge of 10T security. Even, if the devices are at
a short distance the connection between them will have to go
through the cloud. These models continue to be used in today loT
networks, although they might not be able to handle the growing
needs of giant 10T ecosystems in the future. The costs for existing
10T solutions, that use centralized model, are another big obstacle
for the future growth of the IT network. The clouds, large server
farms, and networking devices have higher costs for
infrastructure and maintenance. Also, in order to protect IoT
devices and platforms form physical tampering, new security
technologies are needed. In addition, many devices in 10T system
use simple operating systems and processors that not support
advanced security systems [13].

BlockChain in 10T can be used in tracking connected devices,
processing of transactions and coordination between devices. The
decentralized nature of BlockChain technology will produce a
more flexible system for running the devices and with the
cryptographic algorithms data will be more private. The
BlockChain ledger cannot be manipulated by malicious users
since it does not exist in any single location, which means that it
is a tamper-proof. Also, BlockChain enables secure peer-to-peer
messaging between IoT devices. Capabilities of BlockChain, such
as decentralization, autonomy and confidentiality, make this
technology ideal for a fundamental component of 10T solutions
[13].

From this, we can conclude that the main benefits of using
BlockChain technology in 10T system are:

e build trust

e reduce costs
e accelerate transactions.

5.2. Example of 10T and insurance

Usage-based insurance (UBI) models are some of the new
products that will develop accurate actuarial models which is
valuable to insurers. For example, in the auto insurance, we can
use encrypted data for driving times, distances, acceleration,
braking and other behaviors for identification of high-risk drivers
and validation of the information included in the applications. On
this way, we can provide consumers bigger control over their
premiums. The question is how to manage the enormous volume
of data and logic because of the communication between millions
devices. Large complex networks can be managed by BlockChain
with devices communicating between each other on a peer to peer
basis, securely and accurately, instead of building an expensive
data center. This type of managing devices is cheaper than the
data central model [14].
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Conclusion

In this paper, we analyze benefits of using BlockChain
technology in Big Data and IoT and possibilities for improving
security. We present several examples of implementation of
BlockChain technology in Big Data and loT (in the financial
service industry, in industries outside of banking, in supply chain
monitoring, auto insurance, ...).

From the presented analyses we can conclude that the main
benefits of using BlockChain in Big Data are: reduced costs,
increased traceability, enhanced data quality, facilitated data
access and enhanced security.

For loT the main gains from implementation of BlockChain
are: build trust, reduced costs and accelerated transactions.
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Abstract: Nowadays, information systems security is a crucial aspect — vulnerable system endpoint can lead to severe data loss.
Intrusion detection systems (IDS) are used to detect such unfortunate events. Implementation place defines the type of IDS: network-based
(NIDS) for network traffic monitoring or host-based (HIDS), to detect malicious actions on the host level. IDS can be effective only if
generated alerts are correctly evaluated and classified, what is typically done by a trained staff, but requires a lot of time and human
resources. While a lot research is done with NIDS alerts evaluation, HIDS research is lacking behind. HIDS reported operating system calls
could be used to define the importance of alarms and steer analysts to the most critical issues. In this article we demonstrate the applicability
of our created Attack-Caused Windows System Calls Traces Dataset (AWSCTD), which is currently the most comprehensive dataset of
system calls generated by almost all modern malware types, for training different classification methods on malware type recognition and
later alert prioritization. The effectiveness of different classification methods is evaluated, and results are presented. Currently achieved
results allow to decrease the load on analytical staff, dealing with malware classification and related alert prioritization by 92.4%, which

makes this approach applicable for practical use.
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1. Introduction

With the significant growth of computer usage in daily tasks —
computer systems security question raises naturally. It is important
to detect the intrusion and react immediately to minimize the
consequences of an attack. One of the first publication, describing
the need of intrusion detection system as a component to protect
infrastructure, was a United States Air Force report published in
1972 by James Anderson [1]. The report stated that IDS system can
be used to minimize the amount of manual work that has to be done
for log and audit data analysis — which is a time and personnel
consuming task. Later, in 1985, the first real-time IDS based on
expert-written rules, was presented [2]. There are two main types of
IDS systems: network-based intrusion systems (NIDS) and host-
based intrusion systems (HIDS). NIDS are deployed on the network
level, but are not able to protect the company if intrusion was able
to overcome it and reached the victim system by the means of
malware, exploit, etc. HIDS is deployed on the host level and deals
with the threats defined above.

Todays IDSes are more sophisticated than just use of a
collection of well-crafted rules. Often, they use various machine
learning (ML) methods to detect unauthorized entry or malicious
activity. They incorporate three main detection methods [3]:
anomaly-based, signature-based and hybrid. The anomaly-based
method is good against Zero-day attacks but has a high false-
positive rate. The signature-based method correctly detects known
attacks, but new intrusions are often missed. The hybrid method
combines the best practices of the other two. Manual security
personnel work is still needed to adequately detect and classify and
prioritize an intrusion. Each alert comes with a significant amount
of data to be analyzed. The research about artificial intelligence
(Al) and IDS merge conducted in 1994 stated that “a user typically
generates between 3 - 35 Megabytes of data in an eight hour period
and it can take several hours to analyze a single hour’s worth of
data” [4]. That amount of data much larger in the current version of
IDS implementations: mainly because more information is gathered
and increased traffic generated by a user.

In general, after IDS deployment, security analyst has not just to
deal with the number of alerts but also with an extensive amount of
data produced by those alerts. All that information has to be
reviewed and analyzed making that task time-consuming and error-
prone. Alerts count minimization and most critical attacks
prioritization are the main approaches of the IDS management [5].
However, alerts amount minimization task is insufficiently analyzed
for HIDS, and all the latest research and effort are focused on NIDS
[5]-[8]. For that reason, in this paper we suggest using application
generated system calls sequences as one of the components to
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classify the malware detected by HIDS that can be later used for
alert importance prioritization. Alert that came from an application
which has 92% similarity to Trojan must be reviewed before
WebToolbar generated alert because of a different risk level caused
by these malware type. Various ML methods, applied to the
AWSCTD [9], which is currently the most comprehensive dataset
of system calls generated by almost all modern malware types, were
generating commercially acceptable accuracy level of more than
80%.

This paper is divided into two main sections. First, related work
and information about IDS alert management are introduced. The
second part will present AWSCTD usage for malware classification
in the means of Windows OS system calls sequences: how the
training is executed, what results is achieved and explanation of
them. Finally, the conclusions are provided.

2. Related Work

A system call is an API used by the computer program to
request a service from the kernel of the operating system: for
opening a file, running a thread, writing to the registry or opening a
network connection. Because of that origin (a primary artifact of the
OS kernel), system call data is a very popular choice for malware
research and detection.

The most simple and the cheapest by the meaning of computing
power is the frequency-based features classification for intrusion
detection. One of the latest approaches is the ADFA-WD dataset
analysis. Authors of the dataset achieved the 72% intrusion
detection rate on the preliminary analysis of dataset when Naive
Bayes Net were used as classifiers [10].

System call sequences are another popular method to represent
features, which is costly but generates strong detection metrics [11].
The main idea is that system call is a “word” and sequences made
of them form meaningful phrases. Since tasks of different
application differ, that information can be used to classify them
correctly (for example if it is a malware or legitimate application).
Hidden Markov Models (HMM), Recurrent Neural Networks
(RNN) and Convolutional Neural Networks (RNN) are the top ML
methods used for this task type.

Two types of operations have been introduced, to solve the
problem of IDS generated alerts classification [5]:

Low-level (also called prioritization) operations deal with
each alert individually to enrich its attributes or assign a score to it
based on potential risk.
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. High-level (also called aggregation) alert management
techniques, such as aggregation, clustering, correlation, and fusion,
were proposed to deal with sets of alerts and provide their
abstraction.

Both techniques have some disadvantages. High-level suffers
from including alerts that are not significant. That leads to
inappropriate results and increased load. The main problem with
low-level techniques is that they have to automatically examine all
the generated alerts and prioritize them for further inspection, which
also leads to improperly classified items [12].

In general, alert prioritization operations use information from
various domains that can be gathered from the network. Security
policy, network topology, vulnerability analysis of network services
and installed software, as well as asset profiles are the mostly used
factors affecting the prioritization of alerts [13]-[16]. The proposed
systems use internal databases, which provide all required
information about monitored network topology. The security
analyst can manually manage databases or the system itself can
automatically update them with the help of Nmap tool [17].

Some attempts were made to automate malware classification
by system calls [18]. However, authors do not motivate that task
from the point of view of further attack risk prioritization, and the
size of malware dataset they used was twice smaller than in case of
our experiments.

To enrich alert prioritization for the HIDS, we propose to use a
system call sequences of executed applications as one of the
determinants. System calls can be used to determine if the executed
application belongs to one of the malware types, such as trojans,
worms, bots, and ransomware, etc..

3. AWSCTD usage for the malware classification

AWSCTD was generated with the help of publically available
malware collection from VirussShare.com site. Since malware can
use code obfuscation and packers in order to hide from static
analysis, we have used the dynamic malware analysis to gather data
about malware behavior. Custom made system was specially
implemented to collect system calls sequences on Windows 7
operating system [9].

The total of 5 malware families was selected from the dataset
for our experiment. The main selection criteria — family should have
more than 100 samples of unique family representatives and
corresponding system calls sequences. Kaspersky provided family
descriptor was used. Table 1. shows the number of unique malware
samples in each family (“DangerousObject” category according to
the Kaspersky: Malicious software is detected by KL Cloud
Technologies. This verdict is used for samples that were not
classified exactly.).

Table 1. The number of each malware label.

Label Count
Trojan 1755
AdWare 4333
WebToolbar 618
Downloader 710
DangerousObject | 105
Total: | 7521

The different size of families represented helps us to evaluate
the influence of the size of initial dataset on the accuracy of
classification.

3.1 Feature preprocessing and selected ML methods

We are stating that it is enough to test the first batch off
application system calls to determine its family. For that reason, the
first 10, 20, 40, 60, 100, 200, and 400 system calls were used to

generate the training and testing sets. The sample for 10 first system
calls can be seen on Fig. 1. Every system call is represented by the
unique number and sequence of these numbers forms the feature
vector used for training.

BRELATION SystemCalls0010

RATTRIBUTE
RATTRIBUTE
RATTRIBUTE

SystemCalll
SystemCall
SystemCal

NUMERIC
NUMERIC
NUMERIC

BATTRIBUTE SystemCall3 NUMERIC
BATTRIBUTE SystemCall4 NUMERIC
BATTRIBUTE SystemCallS NUMERIC
BATTRIBUTE SystemCallé NUMERIC
EATTRIBUTE SystemCall?7 NUMERIC
EATTRIBUTE SystemCallfl NUMERIC
BATTRIBUTE SystemCall% NUMERIC
RATTRIBUTE class
RDATA
: .8.3.3.3 8§ . JAdWare
: .59.3,3.3.8, . JhdWare
g . . . w3 .8.8, : ,Trojan
: ,9,8.8.3,3,3,58 AdWare
r : L59.8 8 . JhdWare
g - . : : ,Trojan
JhdWare

Fig. 1. WEKA data file fragment for the first ten system calls.

A WEKA 3.8 data mining software was used to test various
classification methods [19]. None of the WEKA provided default
method values were changed or tinkered to achieve better results.
Different type of Weka provided ML methods were selected to test
the accuracy of malware type classification. Methods with the
training values can be seen in Table 2.

Table 2. Used ML methods with training parameters.

Method Training parameters

Bayes Net -D -Q bayes.net.search.local.K2 ---P 1 -S
BAYES -E
bayes.net.estimate.SimpleEstimator -- -A
0.5

Naive Bayes

Net

Support Vector | -S0-K2-D3-G0.0-R0.0-N 0.5-M 40.0 -

Machines C1.0-E0.001 -P 0.1 -model \"C:\Program
Files\Weka-3-8\" -seed 1

Neural -L0.3-M0.2-N500-VO-SO-E20-Ha

Networks

Decision Table | -X 1-S\"BestFirst-D 1 -N 5\"

J48 (C4.5) C0.25-M 2

LMT (Logistic -1-1-M15-W 0.0

Model Tree)
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3.2 Results and discussion

Classifiers were trained and tested with a 10-fold cross-
validation technique. Cross-validation is a technique to evaluate
predictive models by partitioning the original sample into a training
set to train the model, and a test set to evaluate it. Our selected out
of the box ML methods allowed to achieve results suitable for
practical application. Almost all of them have achieved more than
80% off accuracy for the dataset with the best result of 92.4 by
SVM. The percentage of correctly classified malware samples by
different methods can be seen in Table 3.
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Table 3. Correctly classified percentage of instances.

Feat. | Bayes | Naive | SVM | NN Dec. J48 | LMT
count | Net Bayes Table

10 87.5 61.6 89.4 | 87.2 | 88.1 88.5 | 89.1
20 73.8 60.9 89.4 | 87.8 | 88.0 | 88.8 | 89.2
40 74.3 61.7 91.6 | 88.5 | 89.4 | 90.7 | 91.0
60 75.0 66.1 91.8 | 90.2 | 89.3 90.9 | 91.2
100 75.4 61.8 92.4 | 914 | 90.0 |92.1 | 92.1
200 76.1 68.2 89.8 [ 90.3 [ 90.0 |91.9 | 91.8
400 75.9 69.3 87.5 | 84.8 | 89.7 |92.1 | 92.1

The best results of classification are represented by the green
color in the Table 3. The worst values are in red.

Worst results were obtained by using Bayes classification
family: Bayes Net and Naive Bayes Net. Naive classification
method produces the worst of all results: achieving only 69.8% of
correct classification. SVM has achieved the best result of 92.4%
with the 100 system call long feature vector. It is clear that 100
features vector is the most optimal subset to achieve more than 90%
accuracy. Decision trees algorithms have also produced remarkable
results for feature vector length of 100 and 400: it was even better
than NN and had an accuracy of 92.1%. That is expected since
already in 2008 the C4.5 decision tree algorithm was one of the best
ten choices for the data mining [20].

P

Fig. 2. ROC curve of J48 (+) and Naive Bayes (x) classifiers. X-axis - False
Positive Rate. Y-axis - True Positive Rate.

Classification performance of J48 vs. Naive Bayes can be seen
on Fig.2. J48 area under ROC (AUC) (0.9486) is bigger than Naive
Bayes (0.4664). AUC of Naive Bayes indicates that it produces
worse results than random classification [21] which produces AUC
of 0.5.

Obviously, the best classification results were obtained for
malware families that had the biggest number of the samples. In this
specific dataset that were Trojans and AdWare (1755 and 4333
samples respectively). Family “Dangerous object”, a family with
only 105 samples of in fact different types, has shown the lowest
detection rate. SVM Confusion Matrix for the 100 features vector
can be seen in Fig 3.

=== Confusion Matrix ===

a b c d e <—— classified as
1872 73 u} 10 0 a = Trojan
152 4087 5 75 ol b = RdWare
7 17 591 3 [ c = WebToolbar
52 &9 0 589 [ d = Downloader
102 2 u] 1 [V e = Dangerouslbject

Fig. 3. SVM confusion matrix of the best result.

When comparing training and testing execution times, decision
trees have shown the best results. Both training and testing values
are among the shortest. SVM and NN show the worst outcome,
even though they produce only 1.3% and 0.3% better performance
compared to J48 regarding accuracy. On the contrary NN is 24
times faster than SVM since they are trained, and testing stage is
activated. Weka produced elapsed time for training and testing can
be seen in Table 3 and Table 4.

Table 4. Weka produced Elapsed_Time_training values.

Feat. | Bayes | Naive | SVM | NN Dec. |J48 | LMT
count | Net Bayes Table

10 0.05 0.01 1,3 8,4 0,4 0,1 | 14,2

20 0.07 0.01 1,9 17,2 0,9 0,2 | 21,1

40 0.09 0.02 3,8 46,3 2,8 0,4 | 40,2

60 0.29 0.04 4,8 90,4 4,2 0,8 | 69,2
100 0.31 0.06 7,5 222,4 | 5,5 1,4 | 106,6
200 0.93 0.12 16,8 | 938,3 16,0 | 3,2 | 301,0
400 3.61 0.28 40,6 | 4410,1 | 33,7 | 9,1 | 726,0
Table 5. Weka produced Elapsed_Time_testing values.

Feat. | Bayes | Naive | SVM | NN Dec. | J48 LMT
count | Net Bayes Table

10 0,003 | 0,009 | 0,130 | 0,002 | 0,002 | 0,005 | 0,003
20 0,002 | 0,017 | 0,184 | 0,002 | 0,003 | 0,000 | 0,002
40 0,003 | 0,031 | 0,309 | 0,009 | 0,000 | 0,002 | 0,003
60 0,011 | 0,041 | 0,396 | 0,009 | 0,002 | 0,003 | 0,000
100 0,019 | 0,078 | 0,586 | 0,024 | 0,000 | 0,000 | 0,003
200 0,045 | 0,154 | 1,303 | 0,094 | 0,002 [ 0,000 | 0,006
400 0,100 | 0,454 | 3,098 | 0,413 | 0,005 | 0,000 | 0,016
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The smallest amount of time is represented with the green color
and the worst results for training and testing — with the red color.

All tests were performed on a system with an Intel i5-4670 3.40
GHz CPU. In comparison with the [18] used TITAN X GPU, itis a
much slower device in the means of computation power. Also, we
were using ML methods without any parameters optimization and
much smaller features vectors for the training and testing, and, all
system calls were used for the feature vector generation (authors of
[18] have not included repetitive system calls from their dataset)
which provide more information for the ML methods. All these
differences let us achieve results that can be also used practically.
That leads to the conclusion, that Deep Learning methods are an
overhead for a task of this type — correctly classified instanced are
over 90% and training time is more suited for the domain that
generates new samples every day (model proposed by [18] has a
training time that ranges from three to ten hours).

4, Conclusions

A theoretical approach to use malware generated systems calls
sequences for IDS reported alerts prioritization was discussed in
this paper. The new, Windows OS based malware generated system
calls dataset AWSCTD was used to show the applicability of this
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approach. Different types of ML methods were applied to classify
malware by family. The results have showed that this approach
could be used in practical applications — the best detection rate of
92.4 was obtained by using SVM with the 100 features vector.
Comparable results were achieved by the use of decision tree
algorithms: J48 and LMT. They generated 92.1% classification
results. J48 has also showed the best training and testing times, that
is very useful when new samples must be introduced for training.
The obtained results of time needed for model training flicker, that
deep learning or NN techniques are in fact superfluous for that
specific task. Generated results suggest, that 100 first malware
requested system calls is more than enough to achieve more than
90% classification accuracy, that are typically more than in enough
for practical use. ML methods were used without any tinkering —
with WEKA proposed default values. This implies for the future
work, i.e. tuning configuration parameters for most perspective
methods.
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Abstract: Distributed fibre optic sensing is well known in defence or oil industry in use as acoustic sensing. Telecommunication networks
are threatened by fibre cuts mainly caused by digging activity or theft. Many network operators seeking appropriate solution for self-
protecting infrastructure system. Most commercially available solutions of distributed sensing systems allow sensing only on dedicated
fibres. Sharing the same infrastructure for data transmission and sensing is, however, more advantageous. On the other hand, it is necessary
to solve the possible interaction of both services and thus the interference. We have developed our own sensing systems and we have made
several measurements to evaluate the suitability of the most widely used distributed sensing techniques - interferometric, reflectometry and
polarization for using in existing data infrastructures on optical fibres with active data traffic.

Keywords: DISTRIBUTED SENSING, FIBRE INFRASTRUCTURE PTROTECTION, INTERFEROMETRY, POLARIZATION,

REFLECTOMETRY, NREN

1. Introduction

Fibre optic infrastructure is essential for all data transmissions
because optical fibre is only medium which can satisfy
requirements for large bandwidth, high speed, low insertion loss,
low cost, and which allows signal multiplexing. Fibre optic
infrastructure may be threatened by digging activity which causes
an interruption of a signal transmission and also additional costs.
Protection of fibre infrastructure may save not only costs but also
time necessary for repairs and increase quality of the network, on
the other hand.

National research and education networks (NREN) like
CESNET (Czech National Research and Education Network)
transfer except standard data also non-data services such as precise
time or stable frequency. Distributed sensing is a new and highly
demanded service which enables secure of fibre infrastructure itself
on one hand, and for example, monitoring of seismic activity, train
positions, or aircraft landings, on the other hand.

Structure of this paper is follows. Section 1 provides an
introduction. Section 2 shortly describes basics of distributed
sensing systems. In Section 3 we present some measurement results
and Section 4 concludes the paper.

2. Distributed sensing

Distributed fibre optic sensing is known for a long time, but
rapidly decreasing costs of main components increase their
availability. The paper describes the most used techniques and
compare their sensitivity and suitability for use in fibre
infrastructure protection.

Fibre-optic interferometers

The light interference is used in many fields of industry for a
precision measurement. For acoustic or mechanical vibrations
detection mainly two basic configurations are being used — the
Mach-Zehnder and the Michelson interferometers. Both
configurations mostly use two optical fibres — one is a reference
arm and second one is a sensing arm. Except high sensitivity their
big advantage is very fast response and possible multiplexing
thanks to use of narrow linewidth lasers and relatively low output
power. On the other hand, localization of event is complicated and
mostly combination of two techniques is necessary which is also
associated with the requirement for a special demultiplexing [1].

Main application of interferometers is perimeter securing thanks
to the costs of these systems.

Polarization based sensing

Special group of interferometers are  polarization
interferometers. Standard single mode fibre supports two degenerate
modes of orthogonal polarizations. The polarization state of light in
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a single-mode optical fibre is very similar to that of a plane light
wave in free space. It could be linear, circular, or elliptical. Whereas
the polarization state is influenced by temperature or strain we can
evaluate the polarization changes and based on this we can obtain
information about an event [2].

Sensitivity of polarization interferometers is not so high
compare to standard dual path interferometers mentioned above
however the lower sensitivity can be advantage in use for fibre
infrastructure protection because standard telecommunication fibres
are always terminated in central offices where are many sources of
vibrations resulting in noise.

Phase sensitive OTDR

Optical time-domain reflectometry (OTDR) is being widely
used in telecommunications for detection faults in fibre optic
networks. Since laser linewidth is relatively broad (GHz to THz) it
is not possible to detect local changes caused by temperature or
acoustic vibrations. Using an ultra-narrow linewidth laser enables
detection of refractive index changes in the optical fibre caused by
external events. These systems are knowns as ¢-OTDR or DAS
(Distributed Acoustic Sensing) and are mainly use for pipeline
security or long perimeter intrusion detection. Ing. Fig. 1 is photo of
our own developed system.
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Fig. 1 CESNET modular phase OTDR.

3. Measurement results

In this part we present some measurement results from
distributed sensing systems. First, interferometry-based sensing
system is evaluated. Fig. 2 shows measurement when walking
around the cable lying on the floor in our laboratory. Total length
was about 10 km.
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Fig. 2 Interferometry system. Calculated spectrograph, walking.

The response of the system was good and detected very small
events. However, there were no other sources of noise which can
influence the measurement. The second measurement was made in a
real network on fibres leading across the Brno city. The signal was
noisy but still strong events like for example touching the fibre
caused strong response of the system. Fig. 3 shows spectrograph of
the received signal when knocking the cable.

Fig. 3 Interferometry system. Calculated spectrograph, knocking the cable.

In case of polarization sensitivity of the system was lower. In
Fig. 4 is depicted Poincar sphere and state of polarization change
caused by shaking the fibre in laboratory conditions. Although the
response of the system seems to be high enough it is necessary to
realize that it is really a shaking with a cable. Response of the
system on vibrations near the cable is show on Fig. 5. [3]
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Fig. 4 SOP change caused by shaking the fibre. L: the Poincar sphere,
R: Stokes parameters.
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Fig. 5 SOP change caused by shaking the fibre. L: the Poincar sphere,
R: Stokes parameters.

We also tried to compare sensitivity of both systems mentioned
above. In experimental measurement described in [1] the same
conditions were applied. Both systems measured correctly the set
frequency 1025 Hz, but power levels were different, as can be seen
in Fig. 6. While intensity for interferometry-based system was
—28 dB in case of polarization system the peak was about 55 dB
lower, about —83 dB.
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Fig. 6 Received signals from both sensing systems (interferometer — red

signal, polarization — blue signal) and their spectra (below) for 1025 Hz.

The last system is a phase sensitive OTDR and it is the most
complex setup with a very difficult signal post-processing.
Moreover, since the back-reflected signal is very weak it is
necessary generate high power pulses which can influence other
signals in the fibre if WDM is applied. On the other hand, the
system enables single-end measurement with precise localization of
event. Fig. 7 shows waterfall plot from the fibre where the detected
event is located at 61 km from the beginning.
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Fig. 7 Waterfall plot from phase sensitive OTDR.

Table 1 lists basic comparison of distributed sensing systems.
For all systems only, basic configuration is considered to allow for a
suitable comparison [4].

Table 1: Comparison of distributed sensing systems.

Phase Polarization Interferometers
sensitive based sensing
OTDR
Sensitivity ++ + +++
Number of 1 1 2
required
fibres
Single-ended Yes No (passive No (passive
measurement mirror at least)  mirrors at least)
Measurement  Tens of km Tens of km Tens of km
range
Localization Yes No (in basic No (in basic
of event configuration)  configuration)
Price High Low Moderate
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Elimination of
reflections in
optical route,
channel

spacing >200
GHz away
from data.

Special
requirements

Conclusion

We presented description and comparison of interferometric,
polarization and reflectometry sensing systems in both, laboratory
and real conditions. Interferometry-based system has great
sensitivity however in the real network the received signal is very
noisy, and it is very difficult to extract useful information.
Polarization system sensitivity is lower and detects only mechanical
vibrations however the signal is not so noisy and hence the post-
processing is easier. The best results can be obtained using phase
sensitive OTDR. Compare to previous systems enables also
localization. Unfortunately, because of its complex setup,
complicated post-processing and high costs this system is unusable
for fibre infrastructure protection.
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Abstract: Due to the complexity of anti-terrorist operations the use of special firearms’ equipment is necessary. Part of this special
equipment is the silencers and on the other hand the special ballistic protection equipment. That requires research of the tribological
characteristics’ while shooting with small arms and silencer influence which is the purpose of that report.

Keywords: SMALL ARMS, SILENCER, TRIBOLOGY.

1. Introduction

With the development of information technologies terrorist
organizations skillfully decentralize their structures, infiltrating the
democratic society and diversify their tactics making it difficult to
neutralize them. Fight against terrorist organizations requires a
change in the traditional perceptions of military action and tactical
use of firearms.

Due to the complexity of anti-terrorist operations it is necessary
to use special equipment for the firearms. Major element of the
special equipment used for firearms are the silencers. They allow
the shot’s noise suppression. In addition the use of special
equipment for individual ballistic protection requires weapons with
high efficiency.

The survey upon the available literature reveals that silencers
affect the deviation of grouping and the mean point of impact
(MPI). But there is no information about tribological processes
influence due to bullet interaction with elements of the silencer.

Based on the paragraphs above and to evaluate tribological
processes due to bullet-rubber chopper wheel interaction
phenomena in this report friction between polymers and solid
materials are scrutinized.

The report’s subject is the PBS-1 which is a chamber type
silencer with rubber chopper wheel.

2. Tribological processes evaluation due to bullet-
rubber chopper wheel interaction phenomena

2.1. Purpose: Evaluation of tribological processes due to bullet-
rubber chopper wheel interaction.

2.2. Tasks:

- to identify the tribological processes that emerge from friction
processes between polymers and solid materials;

- to develop a mathematical model of the tribological processes
that emerge from friction processes between polymers and solid
materials.

3. Results of discussion

It is necessary to identify the tribological processes that emerge
from friction processes between polymers and solid materials in
order to develop a mathematical model.
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3.1. Identification of tribological processes that
emerge from friction process between polymers and
solid materials

As a result of the shot phenomenon and the structure of firearm
barrels, bullet receives a progressive and rotation motion. The
rotation motion stabilizes bullet during flight and the progressive
motion gives him the necessary speed.

During shooting with fitted chamber type silencer PBS-1 after
leaving the barrel bullet collide with the rubber chopper wheel.
While bullet paste out rubber chopper wheel the following
tribological processes reveal:

- sliding friction;

- rolling friction;

- gas flow influence;
- polymer adhesion;
- wear of polymer.

These tribological processes alter the initial velocity and
rotation motion of bullet. Variation of initial velocity and rotation
leads to changes in bullet trajectory and impact point.

Fig. 1 presents a scheme of the input and output information
variables, which changes due to the influence of the tribological
processes while the bullet passes through the elements of the

silencer.
—(ED N
energy of the gasses /

Progressive and rotation

Temperature, volume
md energy of the gasses

Progressive and rotation

motion of bullet mation of bulle

Gas flow influence in
sibencer's body

Geometric ad streagth
parmmeters of the
polymer

Geometric and strength
parametes of the

Fig. 1 Scheme of the variables and tribological processes due to bullet-
rubber chopper wheel interaction phenomena.

Tribology looks upon the material body like surface layers with
a multitude of micro- and macro-roughness which depend of the
nature of solids, the method and precision of surface preparation.
Properties of solid surfaces are crucial to surface interaction
because they affect real area of contact, friction, wear, and
lubrication.

The frictional force is the relative movement of one body
against another due to the contact of the materials roughness.
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Fig. 2 graphically presents some variables and forces which
influence on bullet while passed out the rubber chopper wheel.

Fig. 2 Graph of the bullet passing out a rubber chopper wheel.
1 — muzzle cut of the barrel; 2 — rubber chopper wheel.

External surfaces exist only in solid and liquid phases since the
gas phase has no own volume. From fluid dynamics it is certain that
the bodies moving in fluid flow receive a frictional resistance which
is caused by the occurrence of internal friction and fluid vortexing
behind the body. Force of internal friction counteracts of the body
and part of the mechanical energy converts into the energy of the
vortex. Last one under effect of friction force convert into internal
energy of the environment.

3.2. Developing a mathematical model of the
tribological processes, that emerges from friction
processes between polymers and solid materials.

Bullet acceleration changes due to frictional force, which is a
result from friction process while bullet passed through rubber
chopper wheel and silencer’s body. Force of friction equals sum of
two forces, adhesion force F, and sliding friction force T, using
following formula:

(WO)F=F+T

Sliding friction force T can be calculated using following
mathematical apparatus:
N
%)

@T = HB.5r)+ (n.5.2) + (f.

where:
- u — coefficient of friction while sliding;
- f — coefficient of friction while rolling;
- HB — Brinells’ hardness of softer bodies;
- S, —nominal area of contact, it is the surface of bullet;
- Sr — real area of contact;
-1 — viscosity of gasses;
E - gradient of velocity;
- N —normal load;

-R —bullet’s radius.
Real area of contact is determined by:
() Sr=n1n.5,

Adhesion is the phenomenon that occurs when two surfaces are
pressed together, either under a pure normal force (load) or under
combined normal and shear forces. To pull the two solids apart is
requires a finite normal force, called adhesive force. To calculate
the adhesion force F, it is use following formulas:

(4 FE, = 0.4,

where:
- o — tensile strength or resistance of material that can bear
until it is fracture;
- A, —initial cross-section area of whole micro compound.

Tensile strength is determent by:
(5)o =E.¢

where:
- E — elastic module of the polymer ;
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-& — resistance of polymer deformation or Brinells’
hardness.

The initial cross-section area of whole micro compound for
polymer adhesion is determined by following equation:

X 23
_s(N
©) A, =5, |1k e (" /s.E)

where:
-k; = 0,8 + 1 — coefficient of polymer friction;
- & —the total displacement (normal approach);
- N* - resulting load.

The normal approach is determined by the fowling equation:

Y
~ aR 3
Ms=12( /Rz)
where:
- R, — height of cross-section roughness;
- a — adhesion parameter.

Adhesion parameter is defined as:

@ a= "/

where:
- - n, — average roughness number;
- - n,,, — roughness per unit nominal area.

For computing resultant load on the normal load it is adding
adhesion pulling, using following mathematical apparatus:

O N"=N + N, = [f; q.dS,
where: g — intensity of contact pulling; N, — adhesion pulling.

Intensity of contact pulling can be calculated using following
equation:

Sa
10) g = p.p..V.3-
where: p, — contact tension; V — initial velocity of bullet.

The contact tension is determined by:
Ng
(11) Pa = g

Bullet rotation velocity changes due to torque friction, which is
a result from bullet rolling and sliding around the opening in rubber
chopper wheel. Torque friction can be calculated using formula:

(12) MT — (2.n.7].a).R3.L) + (F. R)

h

where:
- L — bullet’s length;
- h — gap between bullet and rubber chopper wheel.

Consequently repeated surface and subsurface tensions,
generated by contact areas, result in forming of wear particles,
which alters after each consequent shot and gradually fracture the
material. The wear changes value of frictional force, with which
initial velocity and rotation motion of bullet are altered. The wear of
rubber chopper wheel arises from consequently repeated elastic-
plastic deformation’s actions. For calculating the wear, formulas for
elastic-plastic deformation are used from reference [2].

The wear due to sliding is generated from continuously
colliding one body against another during sliding. Continuously
repeated impact of a bullet against rubber chopper wheel might lead
to exhaust of subsurface structure of polymers. Bullet’s impact
force on rubber chopper wheel can be calculated using formula:

(13) F( = Fo.sin (”t—f)

where:
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-t — a time bullet require to pass the rubber chopper
wheel,

-t; - a time bullet require to pass the rubber chopper
wheel starting from muzzle cut;

- Fy — maximum impact force.

Maximum impact force F, remains almost the same, but impact
force F( changes due to the wear of rubber chopper wheel from
continuous shooting, determine by using following formula:

5

(14) Fy = (g.m.Vz)g/s.[

where: m — bullet’s mass; v — wear’s volume after consequent
shooting.

4.€

2
1/ /5
3.(1-v?2) R 2]

Wear’s volume for whole surface can be calculated by:

15 v =

km.v?
2.u.HB

where: k — coefficient depending on surface’s roughness of
contacting materials.

The wear’s depth is determined by following mathematical
apparatus:

16)d = k.p.V|—+——r

HB « (%P
E ( Rp)

where:
- p — expected normal tension;
- E* — effective modulus of elasticity;
- o, — standard deviation of roughness ;
- R, — height of roughness (distance between the highest
and the mean line of asperity).

Normal tension can be calculated by:

N
anp=g
Length c of lateral cracks is calculated by:
3.
N NG/
(18)c = al.[m .N/8

where:
- a1 — constant depending on the asperity shape;
- € — dimensionless erosion ratio;
- K, — resistance to fracture.

Erosion ratio can be calculated using fowling mathematical
apparatus:

kpV?

(19) e = o
where: p — the density of the material being eroded.

Depth d,. of lateral cracks is calculated by:

/s vz
20) de = @2 (55) * (35)
where: a, — another constant depending on the asperity shape.

Wear’s volume v, after consequent shooting is determined by
following mathematical apparatus:

- (/up)N’ls
(21) UV, = (13.NW

where: a3 — another constant depending on the asperity shape.
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4. Conclusions

1. Identification of tribological processes that emerge from
friction process when bullet passes through the elements of the
silencer PBS-1 show the complexity of the friction forces. The
developed mathematical model of tribological processes presents a
mean for determination the influence of friction forces.

2. The conducted research gives information of friction forces
and a bullet speed dependency. From that analyze it can be
predicted how to improve the bullet speed with reduction of the
tribological process.
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Abstract: Artillery is major land forces' combat element, which enforces firepower against enemy units in operations. Artillery’s
effectiveness heavily depends on how accurate will be weapon delivery, which is a function of dependent and independent errors related to
weapon-target interaction and how much will be artillery shell's lethality.
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1 Introduction

Artillery is a major combat element of the land component for
engaging various enemy targets located in the area of operation.
The main content of the combat use of artillery formations is fire
support. Fire support is one of the main battle functions and
represents firepower enforcement by using the fire of weapon
systems in artillery formations. The main job of the artillery is to
minimize the combat potential of the enemy group and to limit its
capabilities in battle. The success of operation depends heavily on
the effectiveness of fire support, which in turn depends on the
effectiveness of the forces involved in the fire support. As the
primary tool of the ground component involved in fire support,
artillery plays a vital role in achieving and retaining fire superiority
in the operation.

Artillery formations conduct fire tasks against different enemy
targets and objects. Targets and objects in the opposing force in
operations can be generally divided into unitary and area targets. To
fulfill the purpose of this study, we will focus on the unitary targets
and an evaluation method of the artillery's effectiveness against
unitary targets.

The efficiency of artillery fire against unitary target depends
mainly on the probability that the target will be damaged or
destroyed. This probability changes as a result of the deviation in
the distance and direction of the mean point of impact from the
target center (aiming point). Deviations in distance and direction are
caused by a number of random errors associated with the specificity
of the work of the artillery formations in the preparation of fire data,
such as miscalculation of latitude, longitude, distance, wind effect,
or uncertainty in target's locating . Random errors are typically
divided into two groups. First ones are the repetitive errors. They
are repeatable for all shots and these errors are associated with
inaccuracies in the targeting due to errors in the calculation of the
fire position, observation post and target locations, errors in aiming
the weapon systems, errors in determining the meteorological and
ballistic conditions, and others. The second type of random errors
are the non-repetitive errors, which refers to ballistic projectile
errors caused by variations in the shape of the ammunition, the
angle of projectile discharge, the amount of gunpowder used in the
shells and others.

2. Artillery fire effectiveness determination.

2.1. Purpose: Presenting a theoretical evaluation method for the
artillery's effectiveness against unitary target.

2.2. Objectives:

- to determine standard deviation of random errors regarding
weapon systems accuracy;

- to determine the weapon lethal area and damage function;

- to determine artillery fire effectiveness against unitary target.
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The model for assessing the efficiency of damage from fire
systems is based on determination of a precision function and a
damage function.

The accuracy function depends on the repetitive errors in the
fire data preparation. These errors can be represented by a range
error probable and deflection error probable as a quantum of
random errors. Those random errors are normally distributed and
independent from each other.

(1) E, =X, Ey,
(2) E, =3 E,

where E,, and E,, - random error of i-th element, i - elements
involved in the fire data preparation, E, and E,, - repetitive errors in
range and defection direction.

Errors due to ballistic dispersion occur for each round fired
from weapon systems and may be denoted by E; for random
dispersion error in range and Eq, random dispersion error in
deflection.

In order to determine the efficiency of artillery fire from closed
fire positions against unitary observable ground targets, standard
deviation of errors is used and according to the normal distribution
law, the standard deviation is calculated by following formulas:

@) Oupi, = O.EZ{%
4) Ompi, = %',16:45
®) o, = 0.2345
6) o4, = 0.67}:15
(7)) o= ,O’mpixz + 04,2
®) oy = [ompi, 2+ dez

where o,,,; . and o,,,; - standard deviations or repetitive errors
x y
in preparation of fire data, o, and 0q, — standard deviations or

non-repetitive errors due to ballistic dispersion, o, and o, -
standard deviations of the sum of standard deviations of errors due
to normal distribution law.

The damage function determination depends on the power of
the weapon systems, the artillery shells and type of the target. The
damage function of a fragmentation projectile is represented by the
Carleton damage function. To determine the power of the weapon
systems and the impact of the projectiles on the target, we calculate
the lethal area of the target from a single round by:

Carleton damage function is used for calculating fragmentation
lethal area of an artillery shell with basic data considered for
projectile mass, caliber and amount of shrapnel. The damage
function also consider impact angle and output data is effective
weapon area:
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9 a=1-08=+cosH
(10) S, =VAL xa
(11) 54 =

a

where a - impact angle coefficient, 8 - impact angle, AL - target
lethal area, S, - effective weapon length,S; - effective weapon
width.

In some cases, unitary targets require a hit by single shot to be
destroyed, that demands the single sortie probability of damage to
be determine. This probability is calculated by using the cumulative
function of the normal distribution by the formulas:

(12) P, =2+ (normcdf (‘Z_r‘ 0, O’X) - 0.5)
(13) P, =2x (normcdf (57“, 0, O‘y) - 0.5)
(14) Ppie = P Py

where P, - probability of damage in range direction, P, -
probability of damage in deflection direction, Py;; - single sortie
probability of damage.

The probability of damage due to the number of shots, fired
from weapon systems is determined by the formula:

(15) P&y =1 (1 = Ppe)"

where PX; - the probability of damage after firing the n shots, n
- number of shots fired.

Some targets require more than one hit to be damaged, such
targets must be struck by a certain number of shots to be destroyed,
so we have to determine the probability of the target being hit by
the minimum number of rounds necessary for its destruction. For
this purpose we use the cumulative function of binomial
distribution:

(16) P, = 1 — binocdf (u — 1,n, Py;)

where P, - probability of damage, u - number of hits required
for target destruction.

3. Results and discussion;

In this section we are going to examine an example of a case
study of artillery engaging unitary target and the effectiveness of
artillery fire against that target.

Example: We are given - random errors in range E, = 20m
and deflection E,, = 10m, ballistic dispersion in range E; = 20m
and deflection Eq, = 10m, target lethal area AL = 300m?, impact

angle 8 = 45°and number of shots fired n = 20.
The solution of the task is initialized by calculating the

quadratic deviations of the random errors due to the errors in the
preparation and the dispersion.

E, 20
Omvi = 06745~ 0.6745 - 207™
O = E,___10 _ 14.8m
mriy T 06745  0.6745
Eq. 20
4, = 06745~ 06745~ 207™
Eq, 10
- = 14.8m

%y = 0.6745  0.6745

’O‘mpixz + 04,2 = 41.9m

Oy =
0y = |Opp; %2+ 042%2=209m
y mpiy dy .

After calculating the accuracy, the damage effect of weapon
systems needs to be determined. Fragmentation lethal area
calculations results in the following:

a=1-0.8+cosf =0.58
S, =VAL xa =13.2m

S,
Sy =—=227m
a

The probability of damage due to mistakes in preparation and
dispersion will be determined by the formulas:

S
P, =2+ (normcdf (%,O, O‘X) - 0.5) =0.125

Py=2*

S,
(normcdf (7‘1, 0, ay) - 0.5) =0.413
Pnie = P, x P, = 0.052

From the calculations above, it is clear that the single shot has
5.2% probability to damage the target.

P.=1-—(1-Py)" =0.653
P% =1 — binocdf (u — 1,n, Py) = 0.276

20 shots fired results in 65,3% probability that a single shot
hits the target, while the probability of two shots hits the target is
27.6%.

Table 1: Case studies for different occasions, which shows
probability of damage changing due to errors, rounds and lethal
area parameters change.

CASE STUDY
PARAMETERS 1
base line 2 £ & g
#Rounds 20 10 20 20 30
Random errors in
range, m 20 20 40 20 30
Random errors in 10 10 20 10 15
deflection, m
Ballistic
dispersion in 20 20 40 20 30
range, m
Ballistic
dispersion in 10 10 20 10 15
deflection, m
Tergetlefala®a | 500 | 300 | 300 | 600 | 450
Probability of
damage, % 65.3 41.1 23.6 87.3 65.6
Probability of two
hits, % 27.6 9.1 3 59.7 28.3
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Table 1 show how the probability of damage changes because
of variation of random errors in preparation, dispersion errors,
number of rounds and target lethal area. Knowledge about
evaluation method characteristics and probability of damage
alteration plays a significant role in achieving firepower
enforcement against unitary target.

4. Conclusion

Probability of damage is primary factor to be taken into account
when evaluating artillery formations' combat effectiveness. There
also can be calculated inverse task, determining artillery shells
expenditure for achieving certain amount of probability for
damaging opposing forces' targets and objects.
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|
Determining probability of damage against enemy targets in

operation is a major factor in planning the forces' battle actions in

combat domain. The ratio of forces and resources, expenditure of

munitions and the efficiency of fire support are essential elements to

be taken into account by the commander when deciding combat

operation scenario.
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Abstract: Today’s battlefield is ever-changing in terms of weaponry demands and engagement criteria. Older artillery ordnance is often
struggling to meet the modern battlefield demands and does not provide the operator with a wide range of capabilities. This combination of
constraints coupled with the performance of conventional artillery munitions has often limited the commander’s options and decreased the
effectiveness of artillery. Meeting the modern battlefield demands requires the performance and capabilities of existing ordnance to be
increased. This paper researches the creation of a smart fuze that will provide increased flexibility and capabilities at a price that permits its

use in tactically significant quantities as well as for training.
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1. Introduction.

Although maneuver warfare is valid under certain
circumstances, the nature of war and the realities of the modern
battlefield call for more flexible weaponry [1]. Current ordnance
faces an increased demand in percussion and efficiency in order to
fulfill its battlefield role efficiently. The smart fuze researched in
this paper aims to transform existing artillery projectiles into
affordable “SMART” weapons.

The smart fuze project enhances and increases current
capabilities of artillery projectiles. The smart fuze further
mentioned in this report only as “SF” is a fuze sized module used in
lieu of a standard fuze on existing artillery projectiles. The fuze
installs in the projectile fuze well on already existing ordnance — in
the field as needed.

The SF is a modular, multipurpose device designed to
incorporate multiple fuze functions in one package. The device
consists of a fuze-like kit that contains a microcontroller, power
supply, customizable range of sensors, electronic circuitry and
different fuze function modes. The SF is a combination fuze that
incorporates wide range of capabilities and functions. The SF
incorporates the following fuze capabilities and functions: Munition
time fuze (MTF), Proximity or variable fuze (VTF), Percussion or
impact fuze function [2]. The SF has the capability to operate both
as a no delay type fuze that functions immediately on contact with
any thin material (for example, the thin sheet metal skin of an
aircraft) or with a delay to keep the burster from going off until
after penetration [2]. The fuze is capable to go off either on impact
or after the time set, whichever occurs first.

The SF functions in conjunction with command and control
software that provides additional range of capabilities. The software
is open source and provides the user with ease of use and high level
of customizability. The operator has the freedom to choose the
needed function from what the objective dictates given the
circumstances and battlefield conditions. That provides the SF with
the much needed edge over other mechanical fuze platforms and
utilizes the full potential of the system. The SF strives to provide
the necessary precision and flexibility at a price that permits its use
in tactically significant quantities as well as for training. The SF
utilizes electronic components that replace their mechanical
counterparts found in the majority of the traditional fuzes.

Based on the shown above in this report, research is made in the
creation of this low-cost, highly reliable, fuze-sized device that
provides additional as well as improved traditional fuze functions
on the modern battlefield.
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2. Assembling, testing and configuring different
fuze sensors and components.

2.1. Objective: Setting up, configuring and installing different
sensor components.

2.2. Tasks:
- Configuring the microcontroller;

- Setting up, configuring and testing the ultrasonic proximity
sensor;

- Setting up, configuring and testing the Passive Infrared (PIR)
sensor;

- Setting up, testing and configuring the gyro-sensor and
accelerometer.

- Configuring the microcontroller.

In order for the goal of this report to be achieved all the
hardware components inside the fuze need to be -carefully
assembled, programmed and configured to function harmoniously
with the software and the operator. The main component of the fuze
that executes the software and controls the other hardware
components is the microcontroller. The microcontroller in the fuse
is based on the Arduino platform. The choice of the Arduino
platform is driven by the fact that Arduino is an open-source
electronics platform based on easy-to-use hardware and software
[3]. Arduino boards are able to read inputs - light on a sensor,
execute software instructions, or another electronic device - and
turn it into an output - activating a motor, turning on an LED [3],
executing a command etcetera. The board is instructed what to do
by the use of the Arduino programming language (based on
Wiring), and the Arduino Software (IDE), based on Processing [3].
The main assembly model of the SF utilizes the Arduino Uno
platform. Arduino Uno is a microcontroller board based on the
ATmega328P microchip[4]. It has 14 digital input/output pins (of
which 6 can be used as PWM outputs), 6 analog inputs, a 16 MHz
quartz crystal, a USB connection, a power jack, an ICSP header and
a reset button [4].

ANALOG IN .

Cmnm ey
SIIT I
|

Fig. 1: Arduino Uno board overview.
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Arduino Uno is fitted with the ATmega328 single-chip
microcontroller. The functionality and configuration of all the
components is tested with the microcontroller before they are
assembled and fitted in the fuze model. The Arduino Uno board
used in the project can be replaced with a much smaller board with
the same functions and capabilities as the Arduino Nano board,
making a much smaller fuze model.

- Setting up, configuring and testing the HC-SR04 ultrasonic
proximity sensor;

The ultrasonic range finder is a module that measures distance.
The module is able to determine the distance to an object, or to
detect when something is near the sensor, like a motion detector.
The module is ideally suited for projects involving navigation and
object avoidance. The module is capable of operating in day and
night conditions. The ultrasonic range finder used in the SF is the
HC-SR04, which can measure distances from 2 cm up to 400 cm
with an accuracy of £3 mm [5].

Fig. 2: HC-SR04 Ultrasonic Sensor.

The transmitter emits 8 bursts of a directional 40KHz ultrasonic
wave when triggered and starts a timer [6]. Ultrasonic pulses travel
outward until they encounter an object, which causes the wave to be
reflected back towards the unit. The ultrasonic receiver would
detect the reflected wave and stop the stop timer. The velocity of
the ultrasonic burst is 340 m/s in air [6]. Ultrasonic range finders
measure distance by emitting these ultrasonic sound pulses that
travel through the air until they hit an object. When that pulse of
sound hits an object, it’s reflected off the surface and travels back to
the ultrasonic range finder. The ultrasonic range finder then
measures how long it takes the sound pulse to travel in its round trip
journey from the sensor and back. It then sends a signal to the
Arduino with information about how long it took for the sonic pulse
to travel. Knowing the time, it takes the ultrasonic pulse to travel
back and forth to the object, and also knowing the speed of sound,
the Arduino can calculate the distance to the object. The formula
relating the speed of sound, distance, and time traveled is:

d
Ms=+
Where S — speed, d — distance, t — time.

Rearranging this formula, we get the formula used to calculate
distance:

2D=s.t

The time variable is the time it takes for the ultrasonic pulse to
leave the sensor, bounce off the object, and return to the sensor.
This time is divided in half since we only need to measure the
distance to the object, not the distance to the object and back to the
sensor. The speed variable is the speed at which sound travels
through air. In order for the sensor to achieve best results and
maximum range, the object that the sensors detect should be larger
than 0.5 cubic meters, the nearer the target object, the smaller it
may be [7]. On the front of the ultrasonic range finder are two metal
cylinders. These are transducers. Transducers convert mechanical
forces into electrical signals. In the ultrasonic range finder, there is
a transmitting transducer and receiving transducer. The transmitting
transducer converts an electrical signal into the ultrasonic pulse, and
the receiving transducer converts the reflected ultrasonic pulse back
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into an electrical signal. The HC-SR04 ultrasonic range finder has
four pins: Vcc, Trig, Echo, and GND. The Vcc pin supplies the
power to generate the ultrasonic pulses. The GND pin is connected
to ground. The Trig pin is where the Arduino sends the signal to
start the ultrasonic pulse. The Echo pin is where the ultrasonic range
finder sends the information about the duration of the trip taken by
the ultrasonic pulse to the Arduino. To initiate a distance
measurement, a 5V high signal is send to the Trig pin for at least 10
us. When the pulse hits the receiving transducer, the Echo pin
outputs a high voltage signal.

For the purpose of this paper a rangefinder module is assembled
that outputs the distance measurements to the microcontroller. The
microcontroller then utilizes the obtained data and activates the fuze
at a distance set in the software by the operator. This distance set in
the software is the proximity distance at which the operator wants
the fuze to execute the explosive function of the projectile. The
microcontroller is connected to the fuse’s detonator thus when
voltage is applied to the detonator from the microcontroller the
projectile’s detonation is initiated. The detonator in the prototype is
simulated via the red LED and the detonation is indicated by the
buzzer. Using Autodesk circuits, a working model is simulated
before the creation of the prototype model (Fig.3).

g ) o
ol HH 1

ARDUINO UNO BOARD

Fig. 3: Project simulation using Autodesk circuits.

After simulating the project and testing the working capabilities
of the hardware the software is uploaded to the microcontroller. The
assembled prototype board is shown in (Fig.4).

Fig.4: Project assembly.
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Fig. 5: Testing the assembly model.

In Fig.5 the Arduino successfully detects the presence of the
object in front of the sensor and turns on the LED when the object is
at the desired distance set in the software. The components used in
the assembly project are listed in (Table.3):

Table. 1: Components list.

Number Component

Arduino Uno
Breadboard
HC-SR04
Buzzer
LED and Resistor

gl |lwiN|F-

Using SOLIDWORKS software a 3D model housing the sensor
is created. The HC-SR04 sensor will be fitted inside the model after
which the model will be assembled on the fuze.

- Setting up, configuring and testing the Passive Infrared
(PIR) v1.0 and v.1.1 sensors;

The PIR sensor provides the fuze with the capability to detect
personnel and therefore initiate the explosive function of the
projectile. The PIR, "Passive Infrared”, "Pyroelectric”, or "IR
motion" sensor is capable of detecting personnel moving in and out
of the sensor’s range. The PIR sensor is made of a pyroelectric
sensor [10], which can detect levels of infrared radiation. Along
with the pyroelectric sensor, the chip is also equipped with
supporting circuitry, resistors and capacitors [8]. The chip uses the
output of the sensor and after processing emits a digital output pulse
from the analog sensor.

The PIR sensor itself is equipped with two slots in it. Each slot
is made of a material that is sensitive to IR. There is some distance
between the lens and the sensor itself. [8]. When the sensor is idle,
both slots detect the same amount of IR, the ambient amount
radiated from the room, or walls or outdoors. When a heat
signature, for example, a human or an animal passes by, it first
intercepts one half of the PIR sensor, which causes a positive
differential change between the two halves. When the warm body
leaves the sensing area, the reverse happens, whereby the sensor
generates a negative differential change.
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PIR
sensor

,~"

Detecting area
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i

Output signal

Fresnel
lens

Heat source movement

Fig. 5: PIR sensor working principle.

The IR sensor itself is housed in a hermetically sealed metal can
to improve noise/temperature/humidity immunity. There is a
window made of IR-transmissive material [9] that protects the
sensing element. Behind the window are the two balanced sensors.

Fig.7: Pyroelectric Infrared Sensor [9].

The lens of the PIR is the component that determines the change
in the breadth, range and the sensing pattern. The sensor uses a
simple lens. They condense a large area into a small one, for this
reason the sensor is actually equipped with Fresnel lenses. The
Fresnel lens condenses light, providing a larger range of IR to the
sensor (Fig10).

Fig.8: PIR sensor’s Fresnel lens dome.

The PIR sensor is added to the fuze like model. The PIR sensor
in the model will feed data to the microcontroller which in turn will
initiate the explosive function of the projectile when the sensor
detects a heat signature. The experimental circuit schematics made
are presented in (Fig. 10). The output pin of the sensor is connected
to pin-8 on the Arduino Board and when an object is detected the
pin-7 will activate a voltage relay connected to the fuze detonator.

o . D

PIR SENSOR

= |\

Q) WNo)

-
=omm ARDUI IO

ARDUINO UNO BOARD

Fig.9: Project simulation using Autodesk circuits.
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After simulating the project and testing the working capabilities
of the hardware, the software is uploaded to the microcontroller.
The assembled prototype board is presented in (Fig.10).

Fig. 10: PIR sensor project assembly.
The components used in the assembly are listed in (Table.4):

Table. 2: Components list.

Component \
Arduino Uno
PIR sensor
Buzzer
LED and Resistor
Using SOLIDWORKS software a 3D model is created. The PIR
sensor will be fitted inside the model after which the model will be
assembled on the fuze. After everything is assembled and connected
the command code is written and uploaded to the Arduino board.
Different PIR sensor (Fig.11) is also used working on the same
principles.

Number

BN (-

Figure 11: PIR Sensor v1.1.

A prototype model is assembled and presented in (Fig.12). The
microcontroller used is the Arduino Uno board.

ermal
source

Fig 12: PIR v1.1 project assembly.

The components used in this assembly are listed in (Table 3).

202

Table. 3: Components used in the assembly.

Number Component

1 Arduino Uno

2 | PIRsensorv1.1
3 | LED and Resistor
4 Buzzer

The PIR sensor in the model is able to detect the thermal
presence of the human hand and initiate the LED. Using
SolidWorks 3D model are created for both PIR sensor. The models
are fitted on top of the fuze body.

-Setting up, testing and configuring the ADXL345 gyro-
sensor and accelerometer.

The MEMS are very small systems or devices, composed of
micro components with a very small size. These components are
made of silicon, polymers, metals and/or ceramics, and they are
usually combined with a CPU (Microcontroller) for completing the
system [10]. The working principle of the Micro-Electro-
Mechanical-Systems (MEMS) sensors will be briefly explained
below.

MEMS measure acceleration by measuring the change in
capacitance. Its micro structure is displayed in (Fig.13). The MEMS
chip has a mass attached to a spring which is confined to move
along one direction and fixed outer plates. So when an acceleration
in the particular direction is applied the mass moves and the
capacitance between the plates and the masses changes. This change
in capacitance will be measured, processed and will correspond to a
particular acceleration value.

MEMS Accelerometer

Figure 13: MEMS chip working structure and principle of action.

The accelerometer used in the project is the ADXL345 chip
(Fig14).

Figure 14: ADXL345 overview.

The ADXL345 is a small, thin, low power, 3-axis accelerometer
with high resolution (13-bit) measurement at up to +16 g. Digital
output data is formatted as 16-bit twos complement and is
accessible through either a SPI (3- or 4-wire) or 12 C digital
interface [11].The ADXL345 is well suited for mobile device
applications. It measures the static acceleration of gravity in tilt-
sensing applications, as well as dynamic acceleration resulting from
motion or shock. Its high resolution (4 mg/LSB) enables
measurement of inclination changes less than 1.0° [11]. Several
special sensing functions are provided. Activity and inactivity
sensing detect the presence or lack of motion and if the acceleration
on any axis exceeds a user-set level. Tap sensing detects single and
double taps. Free-fall sensing detects if the device is falling. [11].
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Considering the applications listed above the ADXL345 is the
perfect choice for the SF. The ADXL345 will function as the fuze
safety feature as it will act as a safety-detonation mechanism. The
safety-detonation mechanism will detect whether or not the fuze has
been fired from the artillery cannon, ensuring that the fuze only
works when intended to do so. This process is achieved in
conjunction with the hardware and software. Given the sensing
capabilities of the accelerometer in particular: free-fall sensing and
activity, inactivity sensing. The ADXL345 can detect acceleration
and measure it in G-force. Setting up the software to arm the fuze
only after an acceleration greater than 3G is detected by the
accelerometer ensures that the ordnance will not detonate during
transportation or when handled or dropped. The acceleration safety
setting is set for 3G. Such a high level of acceleration is sufficient to
ensure safety given ordnance is handled accordingly to the safety
measures or dropped unintentionally. Because the ADXL345 sensor
is the main safety feature of the fuse, the device must function
properly at all times in order for safety to be guaranteed. The
ADXL345 is the module connected with the fuze safety feature. In
order for safety to be guaranteed it is critical that this device
functions properly at all times. Thus the ADXL 345 is equipped
with a self-test capability. The self-test change is defined as the
difference between the acceleration output of an axis with self-test
enabled and the acceleration output of the same axis with self-test
disabled [11]. This definition assumes that the sensor does not move
between these two measurements, because if the sensor moves, a
non-self-test related shift corrupts the test [11].

Using Autodesk circuits, the ADXL345 module is simulated
with conjunction with the Arduino board (Fig 15).

Figure 15: Autodesk circuits smulation.

Testing the working capabilities of the sensor is shown in (Fig.16).

Figure 16: Testing the module.

The pen on fig 18 shows the x axis of the sensor so if the sensor
is rotated around the axis we can detect the changes on the serial
monitor. Unfortunately, the gyro results are not stable due to the
fact that they drift as the time goes so in order to get more accurate
angles data the gyro needs to be combined with the accelerometer
data,
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3. Conclusion.

The components configured in this paper have the capabilities
to function as a fuze with multiple fuzing capabilities. With the
following fuze functions: personnel detection, proximity detection
and time fuzing. The SF model is provided with a safety
mechanism, allowing for safe ordnance handling and transportation.

The microcontroller used in the project was successful in
executing the software commands. The microcontroller was able to
control the different sensor components to gather and analyze data
from them working in conjunction with the software. The Arduino
Uno is a suitable component for the SF as it meets the needed
requirements.

The ultrasonic proximity sensor researched in this paper
provides distance measuring and proximity sensing capabilities at a
very limited range. The HC-SR04 Ultrasonic sensor range proves to
be unsuitable for the needs of the smart fuze project as it has a range
of 400cm that proves to be insufficient for the fuze purposes. The
sensor accuracy is also inadequate as it proves to degrade rapidly at
larger distances. Considering the limited range and accuracy the
sensors is it unsuited for use in the SF. A specialized sensor
designed purely for military purposes, which has a higher range and
accuracy, must be designed in order to be used in an optimal
fashion and meet the modern day battle criteria.

The PIR sensor researched in this paper was successfully able to
detect heat signatures entering and exiting the sensor’s effective
range. The PIR sensor effective range and accuracy proved
insufficient for the purpose of the smart fuse as they were very
limited which in turn demands for a specialized sensor to be
researched purely for military purposes.

The accelerometer chip used in the project was able to measure
accelerating. The chip meets the necessary requirements for the
smart fuze, thus it is a valuable choice for a fuze like kit like the SF.
Furthermore, with the build in self-test the device adds additional
safety to the SF as it is ensured to function properly.

In perspective the stress applied to the fuze body when fired
must be investigated further. More research needs to be conducted
with the use of more sophisticated electronic components for the
proximity and distance sensors that have a higher degree of
accuracy and precision, as the ones currently used prove to be
insufficient to provide the fuze with the required range and
functionality.
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Abstract: The use of special weapons in counter-terrorist operations with fitted suppressors and the necessity of reliable target damage
even while using individual ballistic armor protection details initiate the need of evaluation of hits grouping deviation. In the report is
evaluated hit’s grouping deviation due to tribological processes in bullet-rubber chopper wheel interaction with scrutinizes of the

experimental fire shooting data.

Keywords: SILENCER; HITS GROUPING DEVIATION; TRIBOLOGICAL PROCESSES.

1. Introduction

Fight against terrorist organizations requires a change in the
traditional perceptions of military action and tactical use of
firearms. Due to the complexity of anti-terrorist operations it is
necessary to use special equipment for the firearms.

Parts of this special equipment are the silencers. Silencer
reduces the sound of the firearms when they fired, by lowering the
temperature and velocity of the effluent gases. In addition the use of
special equipment for individual ballistic protection requires
weapons with high efficiency. High efficiency is achieved by
increased precision and shots grouping.

Thinks to consider in counter-terrorist operations are special
equipment and special ammunition usage. Both of them lead to
changes in weapon’s ballistic characteristics. Last ones are base for
achieving maximum efficiency and reliable target damage while
using individual ballistic armor protection in combat operation
scenario.

The report’s subject is the PBS-1 which is a chamber type
silencer with rubber chopper wheel. The research of the information
in available literature ensures that the rubber chopper wheel serves
to initiate the automatic action of the weapon and does not affect the
noise suppression. Records can be found, in many information
sources that the rubber chopper wheel changes the hit’s grouping,
but there is no experimental data of conducted researches. Available
literature analysis shows that there is no data of evaluated deviation
dependencies of hit’s grouping due to tribological processes in
bullet-rubber chopper wheel interaction.

Therefore the experimental shootings data have been used to
determine the dependency between the hit’s grouping deviation and
the tribological processes. As a milestone in achieving maximum
efficiency is the determination of target area limits in semi-
automatic fire mode using fitted chamber type suppressor with
rubber chopper wheel.

Based on the paragraphs above in the report several researches
have been conducted and as a result is evaluated hit’s grouping
deviation due to tribological processes in bullet-rubber chopper
wheel interaction.

2. Evaluation of hit’s

dependencies

grouping deviation

2.1. Purpose: Evaluation of deviation dependencies of hit’s
grouping due to tribological processes amendment in bullet-rubber
chopper wheel interaction while reducing the power of contact
tension.
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2.2. Tasks:

- to determine the mathematical expectation and the standard
deviation from the experimental shooting’s data in case of new
rubber chopper wheel;

- to determine the mathematical expectation and the standard
deviation from the experimental shootings data in case of different
diameter of rubber chopper wheel’s opening;

- to determine the dimensions of shots grouping using the rule
of the three ¢ on the vertical and the horizontal planes in which the
100% of the bullet hits the target in case of different diameter of
rubber chopper wheel’s opening and without opening.

3. Results of discussion

In order to achieve the purpose of this report the deviation of
hits from the control point are obtained from experimental
shootings during single fire with fitted silencer PBS-1 on AK-47
assault-rifle in case of different openings diameter and without
opening in the rubber choper wheel.

3.1. Determination of the mathematical

expectation and the standard deviation

For evaluation of deviation dependencies of hit’s grouping due
to tribological processes amendment in data analysses represented
are made several study cases. These cases difers from one another
by diameter of the opening in rubber chopper wheel and some of
them are made before shooting, others have been normally created
by bullet passing through the rubber chopper wheel.

The rubber chopper wheel’s opening diameters are:
-d, = 0 mm - new rubber chopper wheel;

- conic opening after 20 shots were fired with input diameter —
d,, =4 mmandoutput—d=1mm;

- conic opening after 100 shots were fired with input diameter —
d.,, = 6 mmand output—d =2 mm;

- conic opening after 180 shots were fired with input diameter —
d., =8 mmand output—d =4 mm;

- d., = 7 mm - cylindrical opening handmade before shooting;
- d¢, = 8 mm - cylindrical opening handmade before shooting;
- d¢, =9 mm - cylindrical opening handmade before shooting.

Table 1 and table 2 represents the deviation of hits from the
control point in horizontal and vertical planes in case of different
openings diameter and without opening in the rubber choper wheel.



SECURITY & FUTURE ISSUE 4/2018

Table 1: Deviation of hits from the control point horizontally

Deviations of hits from the control point horizontally,
in centimetres

T he rubber chopper wheel’s opening diameter, [mm]

Number of
hits

-ue — is a quantile of the normal distribution that provide
2

confidence level of 99.9%
-S — standard deviation;
- —accuracy of the estimation of mathematical expectation.

dn =0 [dco = 4|dco = 6|dcy = 7|dcy = 8|dcy = 9jdco =8 Standard deviation can be calculated using the formulas:
1 0 -8,3| -16,4| -25,6 -0,8 -3,6| -27,3
1
2 7| -84l -182| -26,4] -12| -53[ -284 @ s= /EZ?:l(xi - 0%
3 -7,7 -9,5| -19,8| -27,8 -1,9 -6,3| -31,2 . . . . .
Accuracy of the estimation of mathematical expectation is
& -10] -10.2 -20] -288] -3,6] -65] -325 determined by fowling mathematical apparatus:
5] -10,2 -11] -20,5| -28,9 -3,7 -6,6] -35,8 s
6] -125] 12| 228 -303]  -4| 67 -358 @)e=te 7
7| -12,7 -14] -23,5| -30,7| -6,2| -6,9 -36 - te a quantile of the Student’s normal distribution.
2
8] -13.2 -16f -235 -31 11 71| -366 The minimum required number of shots are 19 during the
9| -14,4| -17,3| -23,7| -31,6 16| -7,3] -36,7 investigation twenty shots in series were fired which satisfy the
10| -15,2 -18| -24,1| -32,8 2,6] -9.4 -37 requirment.
11] -15,6| -18,2 -25[ -33,1 53 -9,5] -395 Using mathematical software Math Lab it is define the
12| -16,3| -19,6 -26| -33,8 54| -9,7| -40,2 mathematical expectation - (x) and the standard deviation - (o) of
13| 17.4| 207| 263 -34.4 6| -08| -404 the deV|at|_on of hits from th_e control point in horizontal and vertical
planes which are presented in table 3.
14| -18,9| -21,1| -26,4| -35,2 6,6] -10,2| -40,6 ) ) o ] o
15| -103| -22.1| -27.8] -354 82| -109| -407 Table 3: Mathematl_cal _expect_atlon and stand_ard deV|at|0_n of hit’s de_\/latlon
from the control point in horizontal and vertical planes in case of different
16] -19,4 -24| -28,8] -36,6 8,4 -11| -41,2 openings diameter and without opening.
17 -20| -24,2| -29,5| -37,4 9,31 -11,9| -41,5 -
T he rubber value of y in value of oin
18] -22.6] -253| -31.8] -38.1 10] -13.8[ -43.2 chopper wheel’s centimetres centimetres
19] -255| -263 -32| -38,8] 12,8| -151[ -46.4 opening horizontal | vertical [horizontal| vertical
20| -28,5 -31 -38| -39,4| 14,3] -15,6| 48,5 diameter, [mm] plane plane plane plane
Table 2: Deviations of hits from the control point vertically el =0 G -15.32 16.825 6,647 4,851
dco =4 mm -17,86 28,315 6,594 6,545
- Deviations of hits from the control point vertically, in —
; . v — dco =6 mm -25,205 -5,125 5,205 2,276
g Z| The rubber chopper wheel’s opening diameter, [mm] dey =7 mm 32,805 12,1 4,128 7,682
= = 2 1 7 4
dn =0 [dco = 4|dco = 6|dcy = 7|dcy = 8|dcy =9 |[dco =8 dey =8 mm 905 6,065 6,796 3,648
1 6,8 5,6 ) -1 9,6 -1,1 -4 dCy:9 mm -9,16 5,005 3,249 3,855
2 11,8 17,9 -2,2 -2,8 11,6 -2 17,5 dco =8 mm -33,125 26,31 19,808 9,295
3 12,8 24 -2,4 -3,4 12,1 1,1 18,8
4 13 26,2 -2,6 -4,6 12,2 1,4 19,2
5] 135] 26,8 -32] -52[ 128] 15] 208 3.2. Determination of the dimensions of shots
6] 14,2| 274 -34| -64| 146 26| 243 grouping
7 15 28 -3,7 -7,8 14,7 3 24,4 . . .
s 53l 292 39 sal 128 34l 262 From the analysis made, using the values of mathematical
: : Bl B : : . expectation - (x) and the standard deviation - (o) and the rule of the
9 155] 297 -42| -105| 152] 43| 264 three o — are determined the dimensions of ellipse of dispersion of
10] 158 30f -45[ -11.4] 153 51| 268 hits in the vertical and the horizontal planes in which the contains
11] 16,1 30,6 -5] -12,3] 15,6 59 28,2 100% of hits. The values of normal distributed random variable’s
12 17| 30,9 -5,2| -12,6 16,1 6,2 29 ellipse of dispersion based on the rule of the three ¢ are presented in
13| 17,2 315 -59| -12,8] 16,6 6,3] 29,3 table 4.
14] 176 319 -6,4] -14,1| 168 66| 306 Table 3: The dimensions of dispersion ellipse of normal distributed random
15 18 32 -6,8| -15,2 17,2 7,4 31,4 variable
16 18,8 32,2 -7,5| -16,8 19,1 7,5 33,8 == =
17| 22| 32.4] -7.6] -185| 208| 7.8 34.4 © rubber %-3c X+ 30
chopper wheel’s
18] 229) 326 -8.3 23 216 8.8] 345 opening horizontal | vertical |horizontal | vertical
19| 254 33| -85 -236| 21,8] 12,1 356 diameter, [mm]|  plane plane plane plane
20 27,8 34,4 -9,2| -30,6 22,8 12,2 39
dn =0 mm -35,262 2,27 4,622 31,38
To determent the satisfying minimum required number of shots, dco=4mm | 37644 8.68 1924 47.95
that provide confidence interval of 99.9%, the following equation is
used: dco =6 mm -40,822 -11,954 -9,587 1,704
S22 dcy=7mm | -45189 | -35167 | -20,421 | 10,946
7 5,8622.3,372
Q)n= 822 = o5 —1826 dey =8 mm -17,485 5,121 23,295 27,008
. . . . dcy =9 mm - -
In this equation, the quantities are defined as: J 18,909 6,562 0,589 16,572
dco =8 mm -92,551 -1,575 26,301 54,195
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I

Hits grouping deviation in horizontal plane, in centimetres.

On Fig. 1 to Fig. 7 graphically represents mathematical
expectation and ellipse of dispersion in the vertical and the
horizontal planes for different opening diameters in the rubber
chopper wheel.

-

Hits grouging deviation in vertical plane, in centimetres

20

Fig. 5 Graph of mathematical expectation and ellipse of dispersion in the
vertical and the horizontal planes in case of the rubber chopper wheel’s
i i L diameter opening — dy = 8 mm.
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Hits grouping dewiation in vertical plane, in centimetres

Hits grouping deviation in horizontal plane, in centimetres. i~

T
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Hits grouping deviation in horizontal plane, in centimetres.

Fig. 1 Graph of mathematical expectation and ellipse of dispersion in the
vertical and the horizontal planes in case of the new rubber chopper wheel —
dn = 0 mm.

-

-

8

Hits grouging deviation in verlical plane, in centimetres

]

B

Fig. 6 Graph of mathematical expectation and ellipse of dispersion in the
vertical and the horizontal planes in case of the rubber chopper wheel’s
diameter opening — dey = 9 mm.

Hils grouping deviation in vertical plane, in cantimetres

a5 30 o5 0 15 10 5 0
Hits grouping deviation in harizontal plane, in centimatres 80

Fig. 2 Graph of mathematical expectation and ellipse of dispersion in the
vertical and the horizontal planes in case of the rubber chopper wheel’s
diameter opening — de, = 4 mm.
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§ Fig. 7 Graph of mathematical expectation and ellipse of dispersion in the
2" vertical and the horizontal planes in case of the rubber chopper wheel’s
- ! diameter opening — de, = 8 mm.
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Fig. 3 Graph of mathematical expectation and ellipse of dispersion in the deviation for d'ff_erent Ope”'”g diameter '_n the rUb,ber cljoppgr
vertical and the horizontal planes in case of the rubber chopper wheel’s ~ Wheel. Mathematical expectation and ellipse of dispersion in

diameter opening — dg, = 6 mm. vertical and the horizontal planes for different occasion are
compared.
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Fig. 4 Graph of mathematical expectation and ellipse of dispersion in the e S S L e
vertical and the horizontal planes in case of the rubber chopper wheel’s
diameter opening — doy = 7 mm. Fig. 8 Summarized graph of hits grouping deviation.

206



SECURITY & FUTURE ISSUE 4/2018

4. Conclusions

1. From the conducted research it can be concluded that the
deviation of hits grouping with a fitted chamber type suppressor
with a rubber chopper wheel has tribological process dependencies.
It can be concluded that the amendment of the tribological
characteristics lead to alteration in the deviation of the shots
grouping in the vertical and the horizontal planes.

2. The research shows a phenomenon of a handmade opening in
rubber chopper wheel before shooting. Based on the PBS-1 service
manual information the diameter of normal grouping of hits is 15
centimeters. From Figure 6 presented above, it can be summarize
that the hits grouping tends to be normal when contact between the
bullet and the rubber chopper wheel of the suppressor is missing.

3. Based on the data analysis it can be concluded that dispersion
of hits in range and deflection is at least eight times smaller when
shooting with cylindrical handmade opening with diameter — d, = 8
mm than conic opening with same input diameter.

4. The evaluated hit’s grouping deviation due to tribological
processes in bullet-rubber chopper wheel interaction present that
after 180 shots with conic opening d.,, = 8 mm in rubber chopper
wheel the diameter of grouping has the greatest size. That
determines the wear of the rubber chopper wheel has a significant
impact on the hits grouping.
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usage of
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1. Introduction

The calculation, design and engineering analysis are
complicated processes which is easily processed by the
engineering software products “Mathcad” and “SolidWorks”

Mathcad has several mathematical packages available on
the software products market, where complex, mathematical
tasks are solved quickly, simply and effectively, even in
symbolic (analytical) form. Such are Maple, Matlab and
others. Mathcad is a class of applications called PSE - a Task
Scheduling Environment. This means that its work is not
uniquely determined by user actions, such as in text editors,
but is largely the result of the operation of in-package
algorithms that are inaccessible to the user. The script of the
various commands from Mathcad follows the popular
command description of "Windows" applications in a way,
with the sequence of choosing commands and subcommands
being separated by a slash. (fig.1.)

5 + 2-cos(a) sin(p)
Bla.p) = | 5+ 2-cos(a) cos(p)

2 sm(a)

B

Fig.1. A Mathcad’s capabilities

SolidWorks is a 3D CAD-CAM self-contained program
for creating three-dimensional details and assembled
constructions, allowing direct building and visualization of
objects.

The software creates solid-state models. But it can also
insert, create and manipulate surface patterns, view patterns in
contour shape, and generate 2D-3D drawings.

It also offers an interface for a wide range of simulations
and analyzes as well as the possibility of adding additional
package extensions for fill simulations, shapes and shaping
tools, fluid and kinematic analyzes, electronic components and
more (Fig. 2.)

18,161,306.0

135209800

Fig.2. SolidWorks analysis

2.

Research

The research contains the method of designing which includes
calculation, design and 3D modeling of a hydraulic recoil brake and
gun elevation mechanism for artillery system 2S1 “Gvozdika”
(Self-propelled howitzer) and their analysis.

2.1. Calculation

Initially, the program product is prepared to work, fix some
basic settings and introduce the main (constant) data in the
algorithm. After all of the mathematical calculation about hydraulic
recoil brake and gun elevation mechanism, are made. The result of
the calculation is the basic data (dimensions, material and structure)
necessary for the upcoming processes of design and analysis.

(Fig.3)

Ll Fie D vew Deet Pomat Tods Symboka Wedos Help
B % o Bl @ A AT e oo 2o [ LR

fre= Slée||D-dd| SR G
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L= REl
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Pd = BN FIEIEEN

v o SRR W RN

Fig. 3. Example of the basic calculations
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2.2. Design and 3D modeling

After solving the mathematical algorithm and reaching the
values necessary for the modeling of the product, the process
continues with making a three-dimensional model. For this
purpose, SolidWorks engineering product are used.

The creation of a three-dimensional physical model will
help defense engineers to clear up their visualization, defining
all types of dimensions.

Due to the fact that a hydraulic recoil brake and gun
elevation mechanism consists of many kinds of different parts
and elements, it is necessary that each part be created
separately and then assembled. The created parts are:

- Hydraulic recoil brake (Fig.4.) — Cylinder; Cylinder
cover; internal compensator cylinder; Moderator; Seal; Teflon
sleeve; Ram; Brake compensator. (Fig. 5.)

Fig.4. Assembly of the Hydraulic recoil brake

P -
o O

Flg 5. Separated parts of the recoil brake

- Gun elevation mechanism
Body; Cover; Worm gear; Worm shaft; Shaft; Splines; Spur-
Wheel Bearlngs Bearlng caps; Plugs (Fig. 6)

4/_

a

Flg 6. Separated parts of the Gun elevatlon

3. Analysis

The main idea of the analysis is to check the purpose and
the work of you future designed details. It replaces the old
fashion way of calculating the stress on the details on a sheet
with a pen, and improves the quality of the calculated features.
The main idea of the simulation is to save time and be an
economy factor when it comes to designing parts. In this
project the simulation part is concentrated mostly on stress
test, pressure test and a motion flow test inside the Cylinder of
the Hydraulic recoil brake. The results of the tests in the
motion study are concise in the deformation after the force of

the pressure when different constants of pressure are added.
Secondly, the gun elevation mechanism is also tested with the
SolidWorks features “Simulation analysis expert”. The test there
are different than the ones on the Hydraulic recoil brake, because
the forces which put pressure on the details are highly concentrated
on twisting, bending and applied pressure on the surface of the
details. The objects that are tested in the Hydraulic recoil brake
analysis are:

-The cylinder with added pressure 200 N/m2 (Fig.7.)

-The cylinder with added pressure 2000 N/mm2 (Pa) (Fig.8.)
-The Stem with added pressure 200 N/m2 (Fig.9.)

-The Stem with added pressure 2000 N/mm2 (Pa) (Fig.10.)

T S T U e T TR
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Fig.7 -The cyllnder with added pressure 200 N/m2
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Fig.8 -The cylinder with added pressure 2000 N/mm2 (Pa)
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" Fig.9.The Stem with added pressure 200 N
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Fig.10. The stem with added pressure 2000 N/mm2 (Pa)
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After the test with pressure, flow simulation test were
conducted. The results show the speed of the fluid, the
direction of the fluids and the places where friction is
expected.

Furthermore, a motion study was conducted to see how
the fluids move inside the Hydraulic recoil absorber and to
observe the effectiveness of it by animation study. By using
the same methods the parts of the Gun elevation mechanism
were also tested by applying forces with their direction and
size on the different objects of the mechanism. The parts
which were tested are:

- The Worm shaft by applying the forces

Py=322,2681N; P,;= 606,8356N;

P.1= 220,8701N. (Fig. 13)

s

' o

| | 1
Fig.11. The forces acting on the worm shaft and their directions.

- The Shaft with worm gear and spur-wheel
P= 606,8356N; P,= 202,8701N; P,,= 322,2681N;
Pi3= 98100 N; P,s= 35705, 48N. (Fig. 14.)

% Pa,
)‘“ Re, / Rp,
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; 3
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Fig.12 The forces acting on the shaft and their directions.
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In figure 15 are shown the tests on the part of the Gun elevation
mechanism. The tests show the deformation of the bodies when the
forces, explained above, are added also, the weakest spots in the
body of the object with constants.

|
E “ ]

Fig.13. Analysis on the pats of the Gun elevation mechanism

4. Conclusion

The programs for mathematical calculations, design and
analysis are making the education method more effective, faster and
easier. Furthermore, for the armament specialists working process
those programs are a great economy of deadlines, money and
efforts. By using those programs the mistakes are less and the
analysis are more accurate. They are also very helpful when it
comes to educate cadets in armament design.
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