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Abstract: Joint Research Center, as a European Commission’s structure for science and knowledge, provides independent research to 

support the overall European Union policy. Innovative tool for dealing with expected and / or emerging challenges that need to be addressed 

at EU and Member States levels, and understood by the political environment is the building of competence centers. Centers focus their work 

on the development of analytical tools that can be applied to each policy area.  

A concrete example of rational national approach for implementation of this policy is establishment of the Center of Competence 

"Quantum Communication, Intelligent Security Systems and Risk Management" (Quasar). Thereby it is anticipated that innovative 

collaborative approaches and practices will be developed between different organizations with responsibility in the field of higher education 

and science, aiming at the modeling and development of interoperable, at national and European level, intelligent security systems. 
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1. Introduction

In the modern scientific world where the flow of knowledge 

increases, there is a greater need of review and analysis of that 

information. The Joint Research Center (JRC), as the European 

Commission's (EC) Science and Knowledge Structure, provides 

independent research to support the overall European Union (EU) 

policy. An innovative tool for addressing anticipated and / or 

emerging challenges that need to be addressed at EU and Member 

State level and understood by the political environment is the 

building of competence centers (CC). The EC’s CCs focusing its 

activities on the development of analytical tools that can be applied 

to each policy area. At the same time, the Commission is 

developing the Knowledge4Policy (K4P) Platform from 2018, 

which supports the development of evidence-based policies, thus 

linking the world of policy makers (ideally developing a public 

policy based on reliable scientific evidences) and the scientists who 

develop this evidences. A key element of this policy is CCs, with 5 

CCs being set up and functioning at the moment and in the process 

of being created is European Cybersecurity Industrial, Technology 

and Research Competence Centre and the Network of National 

Coordination Centres [1]. 

Thus established CCs are focusing on the development of 

analytical tools that can be applied to any area of policy, bringing 

together in one place a wealth of experience in this field. Through 

their members' rich experience, they contribute to policy making, 

consult with their choice, and work directly with the EC 

Directorates-General to implement the tools to solve political 

issues. Their work has a direct impact on citizens' lives, contributing 

to the results of research into a healthy and safe environment, secure 

energy supply, sustainable mobility and health and safety of 

consumers. 

In our country, under the Science and Education for Smart 

Growth Operational Programme, in the process of development are 

centers of competence in research and innovation in the areas, 

identified in the Strategy for Research and Innovation for Smart 

Specialization. By creating such research infrastructures of regional 

and national importance, the specialization of Bulgarian researchers 

and their participation in the European Research Area will be 

supported. A specific example in this direction is the Center of 

Competence "Quantum Communication, Intelligent Security 

Systems and Risk Management" (Quasar) [2]. It is expected that 

innovative collaborative approaches and practices to be developed 

in synergy by different organizations with responsibility in higher 

education and science. The modeling and development of 

compatible at national and European aspects, intelligent security 

system will be done under the leadership of the Institute of Metal 

Science, Equipment and Technologies with Hydro- and 

Aerodynamics Centre "Acad. Angel Balevski "at the Bulgarian 

Academy of Sciences (IMSETHC-BAS), which will be discussed in 

the following text. 

2. Center of Competence "Quantum 

Communication, Intelligent Security Systems and 

Risk Management" (Quasar) 

The concept of the construction of the CC Quasar is aimed at 

creating a network of resources forming a modern large-scale 

research infrastructure in the field of information and 

communication technologies that will help to achieve Bulgaria's and 

EU's research and technological development goals. Within the 

project will be implemented four work packages of the 8 partners, 

one of which is the Work Package 2 "Intelligent Security Systems' 

(WP2). This working package is headed by the IMSETHC-BAS. 

The activities included in WP2 concern the area of intelligent 

security systems and business continuity management, which will 

contribute to the development of an innovative, multifunctional, 

basic, sensory system providing critical infrastructure security and 

sites with national, regional and local importance, as well as 

capacity building to significantly modernize existing specialized 

research capabilities 

As a result of the implementation of WP2 it is expected to be 

provided: 

 Improving social security in our country by developing an

innovative, multi-functional, basic, multisensor security system

having the ability to: intelligent motion detection (detection and

identification); constant video surveillance under different climatic

conditions and periods of the day; registration, storage, archiving

and visualization of information; operation, mobility and autonomy;

 Significant modernization of existing specialized research

infrastructures to meet the needs of researchers and innovators;

 Structuring of the processes and business models for R &

D management in the interest of organizations / enterprises to

enhance their competitiveness;

 Building comprehensive research and innovation

capacities, integrating planned research with the development of

new and emerging technologies, and optimizing opportunities for

implementing research results and for developing innovative

activities;

 Establishing medium-term competitive advantages for CC

participated organizations carrying out research and innovation

activities as well as for those who will apply their current

developments.

Within WP 2, cooperation will be developed with international

partners from Europe, USA and Asia which are leaders in the field

of security systems building, as well as international

standardization. At national level, in addition to the partners in this

project and the Bulgarian Defense Industry Association member

organizations, it would be useful to deepen the relationships with

the interested national structures both in the management of security

and defence, and the management of critical infrastructure. The

outlined areas of cooperation development are as follows:
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- Development of hardware for security systems – sensor

elements, tools for wireless data transmission; tools for data 

visualization and means for the system cyber security;  

- Development software model/models for the security

systems – sensor elements, tools of wireless data transmission; tools 

for data visualization; means for the systems’ cybersecurity; 

decision/decisions in complex risk situations and software for 

management of the entire system; 

- Preparation of functional documents for the security

systems operation;  

- Development of a simulator of the security systems;

- Training of specialists from the interested structures

(institutions, enterprises, institutes and universities) to work with 

the security systems;  

- Coordination of the processes of the security systems

development and construction and the Business Continuity 

Management (BCM) of the critical infrastructure;  

- Development of a business model for the management of

scientific research and innovations in the organization; 

- Protection and transfer of intellectual property among the

participants as a result of the developments. 

3. Areas of impact of the results of the planned

scientific researches and experience of the

IMSETHC-BAS

 Areas of impact

As a result of the scientific activity, on a national and global scale, 

there are different technologies that are used in the protection 

systems of both critical infrastructure and sites of local importance. 

For example, for the creation of nuclear security, various 

approaches such as “Estimate of Adverse Sequence Interruption 

(EASI)”, “Systematic Analysis of Vulnerability to Intrusion” 

(SAVI), or “Analytical System and Software for Evaluating 

Safeguards and Security" ASSESS) “, developed by US research 

institutes and laboratories, but they represent an acquainted picture 

(in a two or three dimensional reality) for only one direction of 

impact on the objects (or in a separate, probable direction). This 

means that the technological responses we have today are 

insufficient to cope with the scope and potential severity of possible 

threats (terrorism or natural disasters). Instead of using technology 

to keep pace with the emerging dangers and the changing 

circumstances, we should rather anticipate the realization of 

possible threats and develop "superior" security systems that protect 

citizens, guarantee their freedoms and do not hamper travel and 

commerce [3]. Developing technologies to "overcome" the possible 

risky events requires vision and strategy, and good strategy makes it 

difficult to choose. 

On the basis of the above, the structure and content of research and 

technology in the field of intelligent security systems can be 

defined, but is not limited to, the following functional areas: sensors 

and sensor systems; analytical support and decision making 

systems; protection and prevention systems; response, recovery and 

reconfiguration systems; new and emerging threats and 

vulnerabilities; design of modern infrastructure architecture and 

systems; human and social problems and others [4]. Innovation 

activities that will be realized within the WP2 related to the opening 

of new integrated approaches to the development of intelligent 

security systems of critical infrastructure and sites of national, 

regional and local importance, which will show their specificity. 

These systems will be distinguished by: extended autonomy of 

operation; minimizing the impact of environmental and working 

factors on technical characteristics; ability to self-control and 

indication of violation of system element parameters; wireless data 

transfer and cybersecurity processes; element mobility and 

compatibility with the functioning national and European security 

systems in the field of CI protection and the environment. Greater 

emphasis will be placed on ensuring critical infrastructure 

sustainability [5] through intelligent security systems. 

 IMSETHC-BAS experience

Through their participation in many national and European projects 

in recent years, specialists from IMSETHC-BAS have developed 

various types of sensors and sensing systems for security. The more 

important ones, which represent the structural basis of the 

intelligent security system and their parameters, will be optimized 

during the project are [6]: 

sensors and radio modules (see Fig. 1 to Fig.e 7) 

Fig.1 PIR 

Sensor 

Fig.2 PIR 

barrier 

Fig.3 Microwave 

Barrier 

Fig.4 Specialized 

camera 

Fig.5 New 
generation of 

seismic sensors 

Fig.6 Underground 
Pressure Sensor 

Fig.7 Radio 
communication system 

system solutions (see Fig. 8 to Fig. 10) 

Fig.8 Jammer for 

underwater 

communications  

Fig.9 Anti-drone 

system ADD-400-1 

Fig.10 Pipeline 

Protection System 

type of research and innovation organisations for cooperation 

Within WP 2, the main types of organizations in the field of 

research and innovation we plan to develop cooperation with are the 

research institutes from BAS and the universities, training 

specialists in the field of informatics, electronics and security. For 

the implementation of a specific link with the business – national 

and international - we will direct our efforts to optimize the 

relationships with companies from Spain, Greece, UK, France, 

Romania, USA, which are leaders not only in the theoretical aspect 

of critical infrastructure security systems building but also have and 

improve their own and developments in this area. 

integrated model for security and protection of critical 

infrastructure 

In the period 2001÷2013, in the conditions of implementation of the 

project  “DEVELOPMENT OF TOOLS NEEDED TO 

COORDINATE INTER-SECTORAL POWER AND 

TRANSPORT CIP ACTIVITIES AT A SITUATION OF 

MULTILATERAL TERRORIST THREAT. INCREASE OF THE 

PROTECTION   CAPACITY OF KEY CIP OBJECTS IN 

BULGARIA – BULCIP”, ref. # HOME/2010/CIPS/AG/019, 

specialists from IMSETHC-BAS specialists from the institute 

developed and successfully tested an integrated security system 

model. Through this model is presented matrix of minimum 

mandatory requirements for building a reliable system to counter 

potential threats (manmade risk events or natural disasters) leading 

to an increase in the security and protection of critical 

infrastructure. 
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leading technology companies and research organisations for 

developing a strategic cooperation 

As a result of the participation in the preparation and 

implementation of national and international projects and contracts, 

successful relationships have been established and developed with 

many organizations operating in the field of education, science and 

research and business organizations. The strategic cooperation with 

them will be used in terms of creating abilities and their subsequent 

development in the field of security systems, as follows: 

 R&D organisations: University of Cuprus, Department of 

Civil and Environmental Engineering, School of Engineering 

(www.ucy.ac.cy/cee/en); Kauno Technologijos Universitetas 

(Kaunas University of Technology) – Lithuania (http://ktu.edu/en) ; 

NTNU Sustainability Department of Industrial Economics and 

Technology Management, Norwegian University of Science and 

Technology – Norway (https://www.ntnu.edu) ; Technical 

University of Cluj Napoca – Romania (www.utcluj.ro/en) ; 

Democritus University of Thrace – “Production and Management 

Engineering” Department, Greece (http://duth.gr/index.en.shtml) ; 

Athena Research and Innovation Center in Information, 

Communication and Knowledge Technologies – Greece 

(www.athena-innovation.gr/english.html). 

 Business organisations: SYNYO GmbH – Austria 

(www.synyo.com); DEVERYWARE – France 

(www.deveryware.com); NIER Ingegneria S.p.A – Italy 

(www.niering.it); D’Appolonia S.p.A – Italy 

(www.dappolonia.it/en); IES Solutions – Italy 

(www.iessolutions.eu); ACCENT PRO 2000 s.r.l. (AP2K) – 

Romania (www.accent.ro). 

 Bulgarian Defence Industry Association - through the 

involvement of member organizations implementing security and 

defense activities; 

 University of National and World Economy; University of 

Ruse “Angel Kanchev”, Academy of the Ministry of Interior, “G. S. 

Rakovski” National Defence College. 

4. Expected results and potential for their 

implementation 
 Expected results 

Within the framework of WP 2 the realization of a complex of 

activities it is envisaged in the following directions: 

 Significant modernization of existing specialized research 

infrastructures necessary to meet the needs of research and 

innovation workers; 

 Structuring of the processes and business models to 

manage research and innovation activities in the interest of 

organizations / enterprises to increase their competitiveness; 

 Comprehensive research and innovation capacities 

establishment, integration of planned research with the development 

of new and emerging technologies and optimizing the possibilities 

for implementation of the results of research and development of 

innovative activities; 

 Eestablishment of medium-term competitive advantages 

for organizations involved in the Competence Center and 

conducting research and innovation, as well as those who will apply 

their state-of-the-art developments. 

 Potential users of scientific results 

Potential users of scientific results are the national organizations 

responsible for the maintenance of critical infrastructure (national 

and European), defense industry enterprises, central and local 

administration buildings, higher and secondary education 

establishments, theaters, important transport centers and etc.  

The themes of the security systems and the innovative approaches 

for implementing the management of the continuity of the 

organization's activities are of interest to the curricula of the higher 

education institutions, the “G. S. Rakovski” National Defence 

College, the “Vasil Levski” National Military University and the 

Nikola Vaptsarov Naval Academy, the Academy of the Ministry of 

Interior, the Ministry of the Interior and Ministry of Defence, as 

well as the state administration agencies with security 

responsibilities, incl. critical infrastructures. 

 Necessary upgrade actions to use the results 
After performing complex functional tests of the security system 

models developed within the WP 2, an analysis of what has been 

achieved will be carried out. For developed models will seek 

commercialization through negotiation with partner organizations at 

national and international level. In this way optimization of the 

upgrade of the developed models of the system is also expected, 

depending on the additional requirements of the partners. 

 Opportunities to implement the results of research and 

development of innovative activities 

The results of innovative research and development within the WP 

2 are complex interest - both for producers and for consumers. After 

conformation the technological readiness level achieved, security 

system models will be offered to interested national and 

international organizations. 

 potential of the R&D development programme for 

increasing the private investments 

The scientific programme of WP 2 of the CC creates opportunities 

for increasing the private investments in public R&D and for 

complementing the public expenditure with sources from public-

private partnerships and projects, implemented in collaboration with 

the business sector. The opportunities can be grouped in two 

directions, namely:  

 Use of the provided mechanisms through projects of the 

European Commission, Directorate-Generals of the European 

Commission, NATO, bilateral regional initiatives and international 

projects;  

 Realization of national projects in the field of security of 

CI and/or protection of the population. 

 

5. Conclusion 

Within the framework of WP2, the research program of the CC in 

the field of intelligent security systems has an undeniable advantage 

to start not from scratch but from the height of built basic level of 

competence and extensive experience, including international 

experience of participants. Precisely in that way it is expected 

improvement in the value chain - from research and development 

passing through the market applicability of research results and 

reaching solving socio-economic and security challenges. 

Investment in skills, research infrastructure, research and innovation 

will support competitiveness, will remove obstacles to increasing 

efficiency and will stimulate innovation capacity to achieve 

convergence with other EU countries. 
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