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ECOSYSTEM OF SECURITY 4.0
Prof. Radulov N., PhD
Department of National and International Security – New Bulgarian University, Bulgaria
nradulov@nbu.bg
Abstract: The complex of interconnected structures of the security services, the opposing organizations and the environment in which
they are immersed is a single living organism, building its own ecosystem.
Keywords: ECOSYSTEM SECURITY; CRIME; OPERATIONAL SITUATION; HIGH TECHNOLOGY; STRENGTHS AND
RESOURCES; THE ENEMY; ORGANIZED CRIME

By definition, the term ecosystem refers to a biosystem made up
of coexisting living organisms or a biotic community (biocenosis)
in a given area (biotype), which interacts with the physical
environment in such a way those substances are circulating and a
clearly defined biotic structure, is created through the flow of
energy.

1. Introduction
The development of public order and security systems
undoubtedly follows the development of the economy and social
relations. Technology development often occurs first in military and
security organizations, and subsequently it emerges as products for
civilian use. The reason is, of course, the preferential financing of
projects in the military and security spheres – something that has
led to a broad understanding of security – it goes into a broad
denominator of all activities that need expanded financing.

After years of research and analysis in the field of security,
management experts have found that in order to succeed, the
system’s activities must be flexible, adaptable, and communicative.
The system should assume and build relationships with the potential
for fast and secure communications, to possess threat sensors, and
to be sensitive to all areas, activities and actions that it is called
upon to defend. These qualities are usually attributed to living
organisms or systems of organisms.

Crime is aimed at the illicit acquisition of goods by organized
and unorganized criminal groups. With the development of industry
goods – capital, movable and immovable property, their storage in
banks – are increasing and all of them are subject to interest and
desire for illicit acquisition by the criminal world. Since it is
dissolved in the normal world, it is also subject to development and
benefits from technical progress. Criminals are becoming more
creative, educated, sophisticated and greedy. Educated and wellequipped criminals are inventing more and more innovative ways to
enrich themselves criminally [1]. This causes normal people to
demand from the rulers the adequate protection they owe to them
due to the fact of citizenship and the payment of taxes. Much of the
criminal interests and raids are directed at large capitals. This unites
the interests of the poor and the rich towards greater security.
Therefore, resources are allocated, specialists are trained and
research and development activities are carried out aimed at
combating crime and, of course, espionage. It cannot exist
innovative industrial development without resource-intensive
developments. From the perspective of opposing countries,
intelligence should be a productive force, which, by spending a
resource of EUR 100 million, for example, gives its manufacturers
an advantage costing billions. There is no technical breakthrough
that is not significant in light of its usefulness and application in
terms of achieving greater security. Rail, in addition to its economic
importance, makes it easy to transport long-distance people,
whether they be military formations, criminals or police forces;
aircraft, photography, besides their economic importance, have been
of great value since their inception for intelligence,
counterintelligence, military and special operations. Cybercrime,
cyber-intelligence, cybersecurity are interconnected industrialsocial phenomena demonstrating the possibility of modern-day
crime and the creation of modern products for civil and national
security.

Essentially, security systems are built by humans, exist and
operate in a society of individuals, biological beings, and without
the presence of living organisms, they cannot be subject to security.
These living beings and systems do not exist in any kind of abstract
symbolic space; they are attached to real territories, part of
individual countries with their own specifics, goals and plans. This
leads to the logical conclusion that, in the end, the security services
and everything related to them - object and subject, forces and
resources, architecture, territory, country, represent a complex
system that we can rightly define as a specific ecosystem.
The Security 4.0 ecosystem is a social bio system as far as the
main actors are people and their organizational structures –
biological objects, part of specific social relations. They co-exist
and interact in it – juxtaposition (counteraction) with high-tech
modern security services, an adversary, who takes full advantage of
modern technology to engage in criminal activity, immersed in an
environment predetermined by existing technologies, conceptually
envisioned by Industry 4.0
The ecosystem of security, considered in the light of the theory
of intelligence, counterintelligence and operational intelligence, is
essentially defined as a kind of operational environment: a dynamic
combination of three factors – the environment, our forces and our
opponent. These three factors, considered in their dynamics and
interconnectedness, analyzed in today's technological society, allow
us to perceive them as a single ecosystem.
Therefore, we can define the following concept: The ecosystem
of Security 4.0 represents the unity of people, organizations,
high-tech elements and environments that create, provide and
protect national and civic security.

Each stage of industrial development corresponds to a stage of
development of the security system. Therefore, when we think
about security in the flow of concepts of Industry 4.0, we mean
innovative paradigms, technologies, and high-tech security
techniques that we can combine under the common name Security
4.0. [2]

For its existence and its effective functioning, it is particularly
important to put the following issues on the agenda and resolve
them, not necessarily in the proposed order:
 Creation of legislative foundations for the establishment and
existence of a high-tech security system (intelligent
security);

2. Analysis
Security 4.0 does not exist on its own in space, but is closely
intertwined with the interconnections and relationships between
individual systems, groups of people and individuals. This makes it
imperative to designate it as a distinct system – the Ecosystem of
Security 4.0.

 Digital transformation in security;
 Creating conditions for resource satisfaction of high-tech
dynamically developing systems;
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 Designing "smart" sub-structures of the security system,
using information and communication technologies and
other high-tech tools to create an innovative environment at
an increased level of civil and national security within the
city, the region, and the country. Such an environment
should be shared with the EU in order to gain integrity and
synergy in security;

The reason for this is that when they are used, the rate of
criminal profits increases sharply, economic espionage, and
espionage in general, become more effective, and delays in the legal
evaluation of such crimes make them safer for the perpetrator.
At the same time, investing resources by criminal organizations
in new technologies is one way of laundering money. Modern
criminal organizations are abandoning the old, traditional
hierarchical structures, and are constructed in the form of flexible
network.
They
actively
use
outsourcing,
collective
entrepreneurship, platform solutions and more. [4] In a word, if
criminals were in the midst of the 20th century at the tail of
technical and financial technologies, today they are undoubtedly at
the forefront. For example, the profit of an average cybercriminal is
seven times higher than that of the average criminal. In New York,
the detection of ordinary crime in different years ranges between 40
and 60%, and that of cybercrime – 4%. In other words, cybercrime
is highly profitable and low-risk criminal activity1.

 Persistent and coherent deployment, use and development
of modern information and communication technologies in
the management and provision of security in the country,
synchronous with EU;
 Compulsory integration with other ecosystems of the state
in order to achieve integrity at equal levels. Such an
approach is only possible after understanding the concept of
security ecosystem and adopting the national ecosystem as
part of a pan-European and accelerated introduction and
development of eGovernment.

3. Conclusion

The need to build a specialized security ecosystem is dictated
by the high requirements for the operability, sustainability and
information security of its management systems compared to other
areas of government.

All three elements of the Security 4.0 ecosystem should be
examined for the presence and implementation of Industry
4.0’specific technology concepts such as Big Data; Internet of
Things; Blockchain technologies; Additive technologies; Virtual,
mixed and augmented reality.

The urgent need for digital transformation of the security
system implies a complex informatization of security management
processes based on the creation and consolidation of national and
European computing and information resources, such as:

The classic requirement for successful counteraction to crime
and espionage is for the structures that do it to act proactively - the
loss of initiative equals the failure of counteraction. Therefore, the
advanced modeling and reorganization of the special services
according to the new technologies is indispensable for the
successful provision of national and civil security. In doing so, this
process must be constant and timely, given the exponential
technological development.

 Consider and initiate the development and implementation
of adjoining pan-European, national, regional and municipal
digital security platforms;
 Gradual reduction of the total amount of automated security
systems based on the transfer of their functions to integrated
systems and formation of a single national digital ecosystem
of security, and to envisage subsequent integration with the
European system at the planning stage;

If we do not, the enemy will.
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High-tech modern law enforcement and security services, which
I will briefly refer to as smart special services. We should consider
them in the light of the management system, while at the same time
their forces and means should be analyzed in the light of the
ecosystem.
Opponent – undoubtedly striving to carry out his activity in the
most effective way for him, and therefore with his own
technological potential. By opponent here, we will understand the
generalized image of high-tech criminals – organized and standard
crime, terrorist organizations and modern foreign intelligence
services, without dwelling on specific organizations, but only on the
nature of the opportunities and technological threats arising from
their modern activities.
Undoubtedly, the high-tech environment is of particular
importance. When high technology is being disseminated, it is a
matter of time before it is generally accepted and implemented by
the opponent [3].

1

The Crime of the Future book is one of the most popular bestsellers of
2015 in the US. In it, a former Los Angeles police officer with experience in
Interpol, the CIA and the Secret Service, which advises police services in
dozens of countries, discusses the unprecedented crimes that await us in the
21st century. (a. n.)
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BUSINESS CONTINUITY MANAGEMENT IN THE BASE OF THE INTEGRATED
SECURITY SYSTEMS
Prof. Dr. Eng. Kiril Stoichev, DSc. (Econ.)
HIGH-TECH IMS LTD
kstoichev@ims.bas.bg
Abstract: Different agencies and organizations engaged in the struggle against the terrorism use different approaches and tools for adequate
response to the “plague of the century”. Depending on the knowledge and skills of their employees they provide certain level of technical
and operative readiness which guarantees them appropriate degree of security in relation to terrorist threats.
But is it this sufficient, are their efforts sufficient to guarantee that their reactions are adequate to the dynamically changing security
environment?
This report attempts to answer this question through creation of a matrix of minimum and obligatory requirements for building a reliable
counteraction system against potential terrorist threats, that should become the next step in the development of the theory and practice for
application of Directive 2008/114/ЕО of the EC Council, is of significant importance for increase of the security and protection of critical
infrastructure objects.
KEY WORDS: BUSINESS ORGANIZATIONAL MANAGEMENT SYSTEM, BUSINESS CONTINUITY MANAGEMENT SYSTEM,
INTEGRATED SECURITY SYSTEM, LEVELS OF SECURITY

1.

Introduction

2. Components of
Management System

During the past years at the international scene so many and
different in content but identical by its nature events arise related to
security which affect all parts of the world. They all to be described
and classified is a difficult task. But main purpose of this material is
not this. Our aim is not to examine the concrete processes in order
to guarantee national or international security. Certainly, these
efforts are important from the view point of formulating the frame
of factors that affect security as a whole but our purpose is to focus
on the problems connected with assurance of the critical
infrastructure security and protection at objective level.
The degree of uncertainty and the necessity of protection
significantly affect the economic and psychological expenses and
lead to painful changes of the established norms of behavior and
way of life.
In order that it becomes possible to achieve lasting and efficient
results for overcoming the terrorist attack threat it is necessary the
efforts to be purposive and focused on solving the problems in key
places. And their solution can only be effective and efficient by
using the systems approach and considering them as integrated
connectivity in multiple subsystems.
As already noted when we talk about integrity of the critical
infrastructure security and protection we have to specify the
connecting link between the object individual components which in
this case is the Business Continuity Management System.
The present section will examine this system through the prism of
the Business Organization Management System. Each one critical
infrastructure represents an original business organization and the
style which is used for the presentation of the interconnections
between the two systems should not seem strange to the reader. The
following lines come to show not only the „heart“ of the integrity in
the management of one organization but also the way of thought
that we should follow in the creation of the integrity of the security
and protection of the respective objects.
In the present report such attempt will be made to determine the role
of the Business Continuity Management System in the Management
System for business organization activities, i.e., we shall try to show
the interconnections of the former with the system components of
the latter without having the ambitious notion to determine its place
between them. And this is not the purpose. With the indication of
these interconnections we aim at laying the beginnings of the
manner of thought and action for creation of integrity of the critical
infrastructure objects security and protection as function of the
activity of the Business Organization Management System.

the

Business

Organization

The starting point for the organization when it specifies the
parameters of building its management system frequently has been
the necessity for ensuring compliance with the external for the
organization standard. Thus for instance, the organizations rather set
for their purpose to develop “Quality control system” or
“Environmental control system” on the base of the respective
standard structure than logically to determine how they work and
what are the interconnections between them.
Similar manner of thought and action results in the presence of
many systems in one organization built according to different
standards and independently taken alone. This is economically
inexpedient and frustrating and just on that basis the international
standardization organization has come to the conclusion that these
standards should have general format, general structure. ISO
9001:2000 is used as model for many other standards but
unfortunately still there is a tendency for using only the shaping of
the standard itself as point of reference for description and
structuring the management system.
The conventional approach which is currently adopted by many
theoreticians and practitioners is determination of rights and
responsibilities with respect to the aspects of the individual systems
that form the business management system, to be done separately
for each one of the systems. The tendency is already to pass over to
integrated management systems particularly when the respective
company wishes to be certified for compliance with the
requirements of more than one standard.
The term „integrated management“ has to be synonym of „good
management“ which means that it is necessary to manage the
organization activities, resources, personnel, the influences on its
function as well as the numerous risks that may cause many more
problems if permitted to be realized than if they are avoided.
Such an "aggregate" image of "integrated management" is
Integrated Management System.

3. Business Continuity Management
The Business Continuity Management (BCM) entered in the field
of the critical infrastructure security and protection after 2009 [1].
The area of the business processes continuity contains in itself
managerial activities and integrated plans that create conditions for
maintenance of continuity of the critical for certain organization
processes [2]. This area envelopes all aspects of one organizational
unit which participate in the maintenance of the critical processes,
that is to say: the personnel; buildings; suppliers; technologies; data.
Its determinative role particularly strengthens when the
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guaranteeing of the critical infrastructure objects continuous
function is concerned.
Just on the base of the above presented we shall attempt to define
the interconnections of the Business continuity management system
(ВСМ system) with the remaining subsystems of the Business
organization management system.

standards a good attempt was made for synchronization of the
efforts in the business organizations. But nevertheless the
management of the finances is hinted in the standardization
requirements, with respect to the quality in the organization activity,
the management of this business sphere has its own entirely
different requirements and methodologies.
On the other hand, the information technologies management and
data protection has „impregnated” the entire business organizations
activity no matter in which sector of the economy they function.
And that is because not only that the 21Century is the century of the
information technologies but also because they are in the base of,
and before all, the finances management. But they are not so
committed and not a critical factor for the management of part of
the other subsystems, for instance the corporate social
responsibility.
In order to elucidate what is this responsibility we shall point out
the following example from the recent USA history (which presents
a clear notion of the importance of the communication-information
technologies and corporate social responsibility). The finance and
credit institution Cantor Fitzgerald occupies floors from 101 to 105
in one of the World Trade Center towers. These are two floors
above the zone where the first airplane hits the Towers on 11
September 2011 [4].
Immediately after the first attack on 11 September, approximately at
8:46:46 in the morning, six seconds after the first airplane hits the
tower, the Goldman Sachs server of electronic trade sends a signal
page with information that the Goldman Sachs server has
established connection with a backup server because there is no
possibility to establish connection with the Cantor Fitzgerald server.
Cantor Fitzgerald lost all the employees in this building during the
attack, 658 employees (approximately two thirds of the company
personnel), which includes brokers, tradesmen, experts and
secretariat.
The executive manager and chairman of the board Howard Lutnick
whose brother is among the perished gives an official promise to
keep the company “alive”. The lately developed by the company
system of electronic trade is immediately set in motion in order to
replace the perished brokers and tradesmen. This way the company
is in position to regain its online markets within the frames of a
week (even their competitors help them in this undertaking).
On 19 September 2001 Cantor Fitzgerald assumes the engagement
to grant 25 % of the company profit in the following five years for
compensations as well as in the frames of the next ten years to pay
the health insurance of the families of the perished 658 their former
employees. In 2006 the company fulfils the promise paying more
than 180 million dollars to the families of their former employees.
Before the attacks Cantor occupied approximately one fourth of the
everyday transactions in the multi milliard market of securities. The
company restored its infrastructure and currently has offices in
midtown Manhattan and there work more employees than before
the attack.
And all these in a considerable degree is due to the precisely
developed, flexible and successfully and professionally applied
Business continuity management system of the company. In the
developed for the purpose policy, strategy and plans both vision and
requirements to the communication-information system for ensuring
their continuous operation in emergency or crisis and concrete
purposes and priorities concerning the corporate social
responsibility of a business organization have found place.
But not only this example shows the connecting sector between two
of the subsystems of the integrated management system and this
sector appears to be the BCM system.
In practice there is no other subsystem besides the BCM system
which in one way or another comprises compulsory requirements
with respect to the remaining subsystems of the business
organization management system.
Thus for instance, the BCM system possesses absolutely all
components of the structure of the quality management system

4. Interconnections between the BCM system and the
subsystems
of
the
Business
Organization
Management System
In order to determine these interconnections we shall try to point
out the similarities and differences with respect to the requirements
to creation of Business Organization Management System and the
Management Systems of: the quality, environment, health and labor
safety, finances, human resources, information technologies and
data protection, corporate social responsibility, risk control
(although the last system should not be considered an independent
one but as a process which supports the creation and progress of the
remaining systems) [3].
But which are the similarities? The building of the above said
systems requires creation of specific for the individual field of
activity of the business organization documents or performing
actions such as: policy; strategy for realization of the formulated in
the policy main courses for development; risk analysis; detailed
plan for the realization of the strategic purposes and tasks;
actualization, maintenance and test of the plan; training of the
personnel for fulfilment of the individual modules and tasks of the
plan; carrying out preventive and corrective actions, regular
monitoring of the business environment changes and audit of the
activities related to achievement of the set in the policy and strategy
purposes. The methodology used is either identical (quality,
environment, health and labor safety) or similar and very close
(finances, human resources) which provides conditions for
understanding of the organization general and specific problems by
most of its workers and employees. But in spite of this, that fact is
still not sufficient for the complete realization of the integrity of the
Business Organization Management System and its System
components.
Which are the differences? The substantial difference between
them is carrying out the Analysis of the impact on the business in
the course of building the Business Continuity Management
System.
The purpose to prepare Business Impact Analysis for every action,
process, product or service is to:


document the effects that could arise as a result of loss or
interruption of the organization/system activity;

specify the time necessary to restore the respective
function;

specify the conditions (external or internal) necessary for
the system/organization to function efficiently.
The above said is at the basis of the difference between the Business
Impact Analysis and the Risk Analysis, i.e., the former examines
the events which lead to significant interruptions of the activity
while the latter considers all potential events that could affect the
organization business. Both analyses are determinative for the
creation of the policy and strategy of business continuity
management. Precisely the last one is also another aspect of the
differences that exist for the requirements of the BCM system and
the identified above subsystems – presence of complex and detailed
assessment both of the critical for the activity of certain
organization factors and of the complete set of threats, general and
specific, for the individual business lines.
As noted at the beginning the connecting sector between all these
areas have become the standards of the ISO 9000 series. And indeed
the quality in the management activities of: the environment, health
and labor safety, human resources, information technologies and
data protection, corporative social responsibility, risk, is immanent
nature of them and by the structure and methodology of these
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(which is fundamental in accordance with the ISO standards for
management systems) and uses its methodology in the process of its
own building. Placing requirements for the management subsystems
of the environment, health and labor safety, human resources,
information technologies and data protection, corporative social
responsibility, risk control is an obligatory condition in the
development of the BCM policy, strategy and plans. And most of
all, the requirements to the management of the financial subsystem
of the Business organization management system occupy a serious
sector of this system (in contrast to the quality control where the
requirements are only cursorily referred to). The requirements to
this subsystem refracted through the requirements to the
communication-information systems are so detailed and purposive
that sometimes the experts could ask themselves the question „Has
the BCM system been created by any chance solely and only to
support and guarantee the continuous function of the Finance
management system?”

5. Critical Infrastructure Security and Protection
Levels
This section is the essence of the methodology for building
integrated critical infrastructure security and protection. It logically
follows the preceding section which examines the problem of the
central role of the BCM system as an integrating, connecting unit in
the Organization Management System and presenting the “heart” of
the integrity of the respective object security and protection.
The Conception of the critical infrastructure security levels
presented here [5] considers that the Management System of certain
organization consists of multitude of subsystems that separately
realize the different organizational functions. If these subsystems
are projected on the organization security and protection sphere we
can with sufficient degree of certainty say that the picture presented
in Figure 1 would be obtained.
The Figure is an attempt of visualization of the interdependences
between the organization management system individual
components. Certainly, these components are not fixed and their
number may be increased or decreased, respectively, this being
dependent on the analytical cross section that we have made a
purpose of examination (thus for instance, the financial security,
from the view point of security it could belong to the information
security considering its direct dependence on the information
systems).

Figure 1 Management system through the security prism
Legend: RA – Risk Assessment; BCM – Business Continuity Management; QA – Quality Assurance; ITSEC – Information Security; FIN
SEC – Financial Security; CI – Critical Infrastructure; IS – Internal Security; ES – External Security.
First of all, probably everybody will agree, input signal for building
modern subsystems of the management system are the results of
carrying out the Risk Assessment. And the connection is
unidirectional – from RA to every one of the subsystems. And that
is because RA is the source of information concerning what is the
probability of certain event to happen which provides the possibility
for the corresponding subsystem to undertake the necessary
preventive or corrective measures to ensure the stability of its
function. As far as the fact that the connection is unidirectional it is
obvious that the source of information for RA is the organization
environment which presents data about potential threat for one,

several or all together management subsystems (here we accept the
limitation that we speak about the beginning of building these
subsystems because if they are already built, the situation is
different, RA receives information also from the process of their
functioning, not only from the environment).
In the same time the interrelations between the Business Continuity
Management and the remaining subsystems are bilateral (in the
general case BCM is built after the remaining systems have been
built). The input signal for the rest of the subsystems is the Business
Impact Analysis (BIA), and the reciprocal connections of every
subsystem to BCM are concretized by the data about the condition
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of the subsystems critical components (it is well known that RA is
engaged with all potential threats while BIA assesses only the
critical for the system components).
The Figure presents only the connections between RA and BCM
without attempt to illustrate the connections between the remaining
subsystems. The grounds for this is the risk of shifting the focus
from the set purpose –systematization of the individual subsystems
in levels of complete/integrated security and protection of the
critical infrastructure object.
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Conclusions
The presented above detailization of the security components/levels
where in the center of which is placed Business Continuity
Management System aims first of all, but not only, at creation of
conditions for enhancement of the critical infrastructure objects
security and protection. Certainly, the last said may be achieved in
different ways the main of which, according to some experts, is
improvement of the equipment and technologies that are used in this
sphere. But this is an isolated situation from the suggested here
integration approach. The technologies in themselves are not in
condition to do anything if they are not controlled. And this is the
greatest confirmation of the statement that security is ensured by the
joint use of technologies and organizational procedures for their
control, the two taken together and unified by individual
components or complete security and protection systems.
The determination of individual security levels in these systems is
fundamental criterion for assessment of the degree of trust to the
organization, which the systems can and have to generate in the
users of their services and in the society as a whole. Confidence
which could be materialized, besides by all the other, and by the
insurance system that is its objective measurement. But before
going so far it is necessary to develop detailed requirements to each
one of the above said security levels which later on to be in the base
of created for the purpose international standardization documents.
The development of the equipment and technologies separately for
the corresponding subsystems is not enough to provide our security.
Therefore, the clever combination between them coupled with the
best practices from the management can create a flexible, reliable
medium for using various combinations of means and as a result a
synergetic effect of their use to guarantee the required security level
of our organization.
We do not pretend that the thus suggested structure and content of
the security levels are precisely those that will remain in the future
and are precisely those that could form this confidence both in the
organization managements and in the society. But we are firmly
convinced that such levels must exist! The mechanism of their
application could follow the already known approach adopted by
the International Standardization Organization – development of
standard/s with requirements for these levels and standard/s for
audit and certification of them. Only this way we shall be able to
say that we have passed to the next stage of development in
direction of guaranteeing more and more high reliability of our
efforts to preserve the way of life we have chosen – the democracy.
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Abstract: Changes in the security environment should therefore be reflected by this system in order to prepare the population on the
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system of civil protection in the Slovak Republic from the point of view of activities devoted to the preparation of the population and to the
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1. Introduction



An essential prerequisite for the development of contemporary
society is its security. At the beginning of the 21st century,
a comprehensive increase of security level represents one of the
most important tasks and also a fundamental goal which is facing
the whole society, national governments, but also the management
of each company. At the same time, it is natural that the issue of life
protection is also the goal of every person in the context of creating
and improving the quality of life [1].






Ensuring an adequate level of security and creating the
prerequisites and conditions for its increasing is an important task
for society as a whole. This requirement must be taken into account
and respected in the operation of the entire public administration
system, in individual entities forming and ensuring the functioning
of the society [1], but also in the activities of business entities [2, 3].



In the initial period (from 1918), the problem of security
focused on the issue of securing and defending the external borders
of the state, building state institutions of the newly established state
(Slovakia was part of former Czechoslovakia) with experience from
the activities of state authorities of the Austro-Hungarian monarchy,
accepting positive experience of developed countries, knowledge of
exile organizations and experience gained by the soldiers of the
Czechoslovak Legion. Gradually the security system of
Czechoslovakia has begun to shape.

The view of safety is gradually changing and evolving [1, 4, 5].
In relation to the ongoing global climate changes, the role of
individuals and communities within tasks of risk reduction and
protection of society is currently highlighted [6, 7, 8]. This need is
also highlighted by the Sendai Framework for DDR 2015-2030 [9].
One of its guiding principles is the requirement of the engagement
from all of society [9]. In order to reflect this change it is necessary
and desirable address and support the population's preparation
sufficiently. That assumes also modified approach to this change
also from the responsible authorities‟ perspective. In the conditions
of the Slovak republic is the issue of preparations of the population
for crisis events and emergency events addressed by the civil
protection system.

In Slovakia, the issue of civil protection was dealt with until
1990, mainly in connection with the military threat to the state
(World War II, Czechoslovakia became part of the Eastern Bloc).
After the split of Czechoslovakia in 1993, Slovakia had to create the
foundations of the legal environment also in the field of state
defense, solution of crisis events, protection of persons and property
and ensuring internal security and order in the state [1].

The aim of the paper is to assess the current system of civil
protection, with emphasis on the issue of population preparedness
for crisis events. Current methods of preparation are analyzed and
also the initial results of the survey focusing on the issue of
preparedness of the population for the risks of natural hazards are
also investigated.

In new security system special attention was paid to the issues
of prevention and resolution of non-military emergencies (natural
disasters, industrial accidents, etc.). The first step in the field of
civil protection was the adoption of the Act on Civil Protection of
the Population in 1994 [10]. The law gives citizens the right to
provide training for civil protection and to acquire the necessary
knowledge and skills in self-defense and assistance to others in need
[10].

2. Civil protection in the SR
Civil protection is a system of tasks and measures aimed at
protecting life, health and property, in particular by analyzing the
potential threat and taking measures to reduce the risks of the threat,
as well as identifying procedures and actions to deal with the
consequences of crisis events [10].

Significant changes in the security system took place in 2001
when the following strategic documents were drafted: Security
Strategy of the Slovak Republic, Defense Strategy of the Slovak
Republic, Military Strategy of the Slovak Republic, laws
concerning defense, e.g. Act on Defense of the Slovak Republic
(No. 319/2002 Coll.), Act on Armed Forces of the Slovak Republic
(No. 321/2002 Coll.). These documents were the results of the
efforts related to the accession of the Slovak republic to the EU and
NATO. Also other laws relating to not only military-nature crisis

System of civil protection includes in particular the following
tasks and measures [10]:


organization and provision of warning and
information services,
provision of emergency supplies and emergency
accommodation,
provision of shelters and evacuation,
implementation of anti-radiation, anti-chemical and
anti-biological measures,
organization, management and implementation of
civil protection preparation,
assessment of the location of buildings and land use
and observance of civil protection interests in the
territory during the planning and construction
proceedings, and technical parameters of civil
protection facilities,
provision and implementation of editorial, scientific
and research activities in civil protection.

organizing, managing and carrying out rescue
operations, which mainly consist of rescuing persons,
providing pre-medical and medical assistance,
rescuing persons and removing the wounded,
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The preparation for civil protection is carried out by district
offices (Departments of Crisis Management and Civil Protection),
municipalities, legal entities, natural persons - entrepreneurs, selfgoverning regions, and humanitarian associations (Slovak Red
Cross, Office of Civil Protection of the Slovak Republic) [10]. For
population plays the important role the municipality. The
municipality ensures and performs the preparation of the population
for self-protection and mutual assistance in cooperation with publiclaw institutions with a humanitarian mission [10].

events have been adopted: Constitutional Act on State Security in
the Time of War, State of Ware, State of Exception, and State of
Emergency (No. 227/2002 Coll.) and Act on the Organization of
State in Crisis Situations Other than Time of War and State of Ware
(No. 387/2002 Coll.).
Since then, this established system has changed only minimally,
some minor amendments have been adopted with no significant
changes in practice. In particular, the preparation for civil protection
has stagnated for a long time and reflects the current conditions
only partially. Past effort to optimize the security system have not
been put into practice.

The content and form of population preparation (except primary
and secondary schools) for crisis events is actually chosen by the
municipalities and given district offices [13]. Mostly it is done by
non-formal one-off activities by various education types. These can
be training sessions, discussions, workshops, meetings, seminars,
and competitions of young rescuers, demonstrations of rescue
techniques and rescue activities, as well as local TV channels.
Information regarding the prevention and resolution of specific
incidents (listed in [14]) can be distributed via bulletin boards,
official announcements, local TV channels, municipal information
centres, etc. In case of a current threat of a crisis event (e.g. a
declaration of one of the flood activity levels), a higher interest in
information can be assumed. At that time, it is recommended to
publish it by the municipal radio and information centre, it can be
distributed in the malls, health centres, post offices or by text
messages in order to be available to as many people as possible.
Occasionally, civil protection activities are practiced by the
municipality and population within exercises related to the
Population Protection Plan which is created for areas with a higher
risk of selected disasters [10].

2. Preparedness for crisis events in the Slovak
Republic
Generally, the preparedness can be understood as „the
knowledge and capacities developed by governments, response and
recovery organizations, communities and individuals to effectively
anticipate, respond to and recover from the impacts of…disasters‟
[8]. In definitions of regulations of the Slovak Republic, the
preparation of the population is understood to be the preparation of
the population for self-protection and mutual assistance [10]
specifically it is understood as „purposeful and continuous process
of preventive, educational and promotional activities, theoretical
and practical training‟ [11]. These theoretical definitions are not put
into practice.
The preparedness of the population lags behind the
preparedness of the professional rescue services. In order to achieve
the appropriate level of population preparedness the existence of
a comprehensive system of training and education is needed. In the
Slovak Republic, such a system has been implemented only
partially, as it was mentioned, by the Act No. 42/1994 on civil
protection and other related regulations (e.g. Decree No. 303/1996
Coll.).

Obviously, the process of preparation in the field of civil
protection is not systematic and continuous and is, therefore, not
able to reflect the changing environment and current developments.

3. Questionnaire survey
In order to investigate population attitudes to risk of crisis
events and population preparedness on crisis events, a questionnaire
survey was carried out. A questionnaire survey was conducted
between January 2019 and July 2019. A structured questionnaire
was used, based on various sources [e.g. 15, 16, 17] and
supplemented with questions and formulations that the authors
considered appropriate with regard to the subject of the research.
The questionnaire was distributed to randomly selected respondents
and students of our university primarily in electronic form (several
were also written). The survey was aimed at adults, i.e. respondents
over 18 years of age. Number of participants was 794 (n).

Preparing the population for civil protection is currently
targeted at primary and secondary school children and youth. An
adult group is prepared only under an independent decision of the
competent local government authorities or on own initiative of
individuals which requires the motivation and own interest. As it is
illustrated in Fig. 1, the adults represent the majority of the
population (64% + 18% over 63 years) (Fig .1).

The survey focused on a number of areas related to the issue of
preparedness of the population for crisis events. The questionnaire
focused on obtaining general information on populations such as
gender, age, education, type of housing, place of residence, number
of people living in the household, number of people in household in
need of increased care (e.g. due to mobility problems or others
disabilities, children, elderly people, etc.), etc.. In the next section,
the questions were focused more specifically: on the experience
with crisis situations, evacuation, vulnerability, consequences of
crisis situations, disaster awareness and knowledge of resolution
procedures, ways of behavior, subjective opinions on their
readiness, etc.

Fig. 1 Population age status in the Slovak Republic by age (data
from 2017)[12]

3. Results and discussion

Within crisis events preparation and education of children and
youth, there have been two noticeable trends in primary school
education. The first one dealt with the issue of civil protection
within particular subjects (physics, civics, physical education) and
the second one aimed to create a separate subject. The role of the
subject at secondary schools is even more complicated. The security
issue of civil protection issue was often seen as a burden. Currently,
this education takes place at all types of schools (primary and
secondary) through the inclusion of the issue of population
protection in the curriculum to an appropriate extent.

The survey dealt with the issue of population preparedness for
crisis situations of various character typical for the conditions of the
Slovak republic (floods, whirlwinds, hailstorms, heavy
thunderstorms, snow calamities, heatwaves, drought, earthquake,
landslides, forest fire, and others). Average age of participants was
29.35 year. More general information about participant in the
survey are described in Table 1.
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Table 1: General information about survey participants
General information
Gender

Education

Living type

Living place

Share [%]
Male

52.39

Female

47.61

Basic, primary

0.38

Secondary

59.82

University

39.80

In flats

42.82

In houses

57.18

Rural

48.36

Urban

51.64

Fig. 3 Opinion of the responders on the level of their own
preparedness

There are some specific information about participants with
relation to their preparedness on the risk of a crisis event. 56.55% of
participants has insured their property for the cases of a disaster, but
from that 51.45% don‟t know which type of a disaster for. So, only
27.46% of participants have insurance and know which disaster for.
18.64% of participants don‟t have property insurance and 24.81
don‟t know if they have some type of insurance for case of
a disaster.

In connection with the above mentioned and the connection to
the ongoing system of population preparation and education in this
field by the state, the proportion of information obtained on the
issue of crisis situations solution and preparation was also
investigated. Only 27.70% (n = 491) have recently encountered
information on protection options against natural disasters (Fig. 4).

Within survey‟ participants there is there is a relatively high
proportion of direct or indirect experience (they were not directly
affected but it happened at the place of residence) with various
types of natural crisis events, see Fig. 2. Most of the respondents
have experienced heatwaves (70%), whirlwinds, hailstorms or
thunderstorms (68%), and drought (66%). Slightly less, but still
more than half of the respondents, have experienced floods (57%)
and snow calamities (55%). Forest fire, landslides and earthquake
have experienced respondents less frequently. Of these who have
experienced a crisis event, even 63%, have experienced a crisis
event more than once.

Fig. 4 Share of information obtained regarding protection against
crisis events among respondents
Respondents' knowledge of the risks to their safety, knowledge
of prone zones near the respondents' place of living, knowledge of
warning signs, if they are aware of emergency procedures,
evacuation plans and other activities, these variables were examined
separately. Initial results indicate that residents have low awareness
of the hazards that threaten them and their knowledge of the crisis
situation solution and evacuation procedures is rather weak. As an
example, an evaluation in Fig. 5 is attached. It clearly shows that
less than 8% of respondents are aware of an evacuation plan in the
event of natural disasters and simultaneously are aware of its
content and the appropriate activities related to its implementation.
More than 60% of respondents don‟t know that they even exist.

Fig. 2 Percentage share of experience with crisis events
As you can see on the Fig. 3, the subjective opinion on the level
of preparedness of the survey participants indicates that the
preparedness level is at most average (mode=3, median=3,
average=2.6). More than 43% of participants is not prepared (2) for
crisis events or it is not prepared at all (1). These unfavourable
views are also hampered by the preventive actions of citizens who
only in 7.8% answers said that they have taken specific measures to
prevent crisis situations in their homes (e.g. landscaping, water
pumps, spare energy sources, sandbags, etc.).

Fig. 5 Evacuation plans awareness
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According to initial assessments, the population cannot be
expected to know what to do in a crisis situation.
The results obtained appear alarming and it is necessary, on one
hand, to look for the cause of this condition in order to eliminate it
influence it if possible, and on the other hand we have to look for
possibilities how to change the situation and strengthen the level of
preparedness of the population. The research team intends to further
analyze the results of the questionnaire survey and look for
connections with the existing system and its development. Analysis
of the current state of the civil protection system and analysis of the
development of crisis situations in the Slovak Republic indicate that
the most serious reasons are the lack of systematic preparation of
the population, i.e. inactivity of the responsible authorities, and the
lack of interest of the population on the issue of crisis situation
solution and preparation. These assumptions will be further
examined.

[6]

[7]

[8]

[9]
[10]

4. Conclusion

[11]

In summary, the current civil protection preparation system
does not sufficiently cover the needs of society in view of the
development of crisis situations around the world. The activities are
carried out, but their effect on the population is minimal due to the
extent of the population addressed. This leads to lack in
preparedness of the population, in view of theoretical knowledge,
practical skills and habits of self-protection.

[12]

[13]

Poor preparedness and especially uncertainty of the population
can be seen clearly in the subjective evaluation (Fig. 3), in which
most respondents chose the middle way (evaluation 3), because in
many cases they did not know what preparedness mean, they did
not know what threatened them and how they can protect
themselves. As already indicated by authors, this also indicates
problems in the preparation system that need to be reflected.

[14]

Our goal is to further investigate and analyze the results of the
survey and look for the causes, dependencies and options for
addressing the current situation. Subsequently, the intention of the
investigators is to propose the principles and sequence of steps to
measure the awareness and preparedness of the population to the
risks of natural disasters. The proposal should also include
proposals for changes of the current state and proposals for
application of the appropriate approaches to education and training
of the population.

[15]

[16]
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and Principles on Outer Space [2]. Exploration of inner and outer
space (in following text only space) is more specific due to extreme
technological requirements and financial costs. This domain has
been organised by developed large states only owning appropriate
resources and industrial basis. Since the beginning the massive use
of space capabilities were focused on military purposes therefore
agreements how to explore this domain and what is prohibited here
were focused mainly on military side of human activities.

1. Introduction
Human civilisation through its history has been exploring wider
spectrum of domains for its activities, starting from land, later sea,
air, inner space to the contemporarily the newest one, cyber space.
Always the use of a new domain started without rules and
regulations with a feeling of a new dimension of freedom with
growing breadth and intensity of use. This new domain become
more and more commercial, bringing economic profit. In effort to
avoid losing this profit while trying to provide freedom of use of
this new domain this issue becomes a part of a political agenda and
appropriate regulations have been put in practise. As usually,
primarily a space for enthusiastic amateurs become an unavoidable
part of regular business.
Any area where growing economic interests and profit have
appeared, it has become attractive for criminal groups and political
authorities with its police services have to protect interests of
economic actors as well as population of a country. The use of the
new domain has been one of state interests and as such it has to be
protected.
At the same time also military has found its own use of this new
domain and has been developing appropriate capabilities typical for
this new domain. Military planners have included this new domain
into their sphere of activities, units with appropriate doctrines,
equipment and training have been built up and their possible
engagement has been included into operational plans and when
necessary also into military operations.
Protection of military capabilities is inherited under common
conditions. Except protective capabilities, military itself as a tool of
the state policy, has always to protect proper capabilities to act
properly in all considered domains explored by the state. Together
with protective capabilities, an unavoidable part of military business
is also to have appropriate offensive capabilities and to be able to
use them when appropriate political authorities decide to do so.

2.Specific features of cyber space.
In opposite to the space, exploration of the newest domain, the
cyber space, last two decades of the 20th century, brought unseen
development in electronics, communication and computer
technology that created basis for massive enlargement of this new
technologies not only among commercial companies but mainly
among population. The Internet, originally created just for scientific
and military use only, has become a basis of a global network
containing countless number of computers used for various
purposes and belonging assorted owners. Other parts of the Internet
and other network like modems, routers, servers and data storage
arrays (cyber objects) are critical parts enabling electronic data
networks working properly. The Internet has been recognised as a
main representative of electronic data networks and it is possible to
take it as a basis transmission mean of the cyberspace. Concerning
electronic devices connected to the Internet there is permanently
growing number of various sensors, appliances of various purposes
owned by the state, public or physical persons creating with internet
specific category known as the Internet of things (IoT). These
“things” usually work independently in automatic regime and their
control or possible misuse might be a nightmare within cyber-space.
Also unprecedented boom of the media use given by technological
advance reinforces the importance of the Internet not only for
commercial activities but mainly for public use.
Moreover, classic written communication has been in large scale
replaced quickly by electronic, data communication via the Internet.
Early analogue telephone and facsimile communication later
replaced by digital data communication also partially relying on the
Internet.
Massive development and use of electronic media with broad public
availability on the Internet as a transmission mean is a basis for
popular entertainment (infotainment) today.

Similar process was followed at the beginning of the use of air
space at the beginning of the 20th century, when agreement to
regulate the use of air space was signed in Paris in 1919 [1].

Large part of electronic data network is also transmitted using
environment of wireless electromagnetic signals radiation and
reception. In effort to protect interests of all legal users of this
domain, the exploration here is strictly regulated. Only strict
compliance with rules enables regulated, commercial use of plenty
of various services for majority of population, e.g. TV and radio
broadcasting, local or global navigation systems, mobile phones,

Fig. 1 Illustration of various domains of human activities within
Global Commons idea
Source: The Internet
Approximate process of setting up rules and principles of the use of
outer space exploration was completed by United Nations Treaties
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Wi-Fi, Bluetooth wireless data communication etc. All mentioned
ways of wireless data communication can be connected to the
Internet.

time, this spectrum would be disabled also for their own forces as
well as for all other users. The result is all active measures focused
on A2/AD for the adversary are limited by needs of their own forces
and state organisations. This approach is followed by electronic
warfare (EW) concept within almost all military forces world-wide;
protection of the use of EM spectrum for own forces and limit the
access for the adversary. It means EW forces have to have
capabilities for defensive as well as offensive activities related to
EM spectrum.

Origin of cyber-attacks do not be necessarily easily discovered.
Potential attackers might be simple teenagers trying their abilities to
penetrate through various firewalls to protected networks as a
symbol of their abilities and adulation among their friends. Other
attackers are criminally motivated individuals or groups in their
efforts to gain money or other profit and various private or stateowned services with a goal to obtain needed information. These
three groups of attackers work under cover not exposing results of
their attacks in public. Monitoring their activities is a part of routine
police business or specific bodies within commercial national or
international organisation with the task to protect their interests.
Protection against these attacks are part of common security
protection of all, potential or already attacked objects ranging from
simple users of any PC to administrators of large electronic data
exchange networks. It is not common these attacks would be
centrally coordinated therefore their consequences are not fatal for
the state as a whole. Due to the fact, these attacks are mainly treated
as criminal activities. Trapped attackers can be pursued by common
judicial system.

Among various concepts of EW there is one more generic being
interesting by one specific approach focused, except others, on a
destruction of electronic objects, e.g. electronic devices and systems
of this purpose, their standpoints, C2, CIS and networks. I.a.w. this
concept electronic objects can be targeted not only by EW attacks
or strikes using only EM energy like jamming, deception,
disinformation, but primarily for all kinetic energy weapons [3]
launched or fired from land, air or sea-based platforms. Similarly,
the EW in this case calculates also with massive electronic strike [4]
or broad-spectrum barrage jamming attacking large numbers of
electronic targets during most important moments of an operation.
Objects of the country to be protected

state level

soft skin targets
interests

infrastructure

Since resent history there are remarkable orchestrated and
coordinated more sophisticated activities of groups in service of
state or international organisations trying to eliminate the whole
vital state-owned networks threatening routine work of state
administration, economic objects or military headquarters. These
attacks are massive, well-prepared and coordinated that is clear
mark of existence of professional hackers organised and paid by
states.

territory

infantry

armed forces
manpower equipment weapons facilities

airspace population values willingness

artillery air force
lethal

CIS electronic devices computers C2

psychologic EW cyber
maritime special force
accoustic
laser/light/optic
non-kinetic
non-lethal

kinetic thermo

Ways and means to disrupt an adversory

Fig 2 Illustration of more generic EW concept focused on the use of
broad spectrum of tools within common conventional warfare

3. Electromagnetic spectrum analogy for the cyber
space

It seems, the same approach is possible to follow also in the cyber
space due to similar situation in EM spectrum and cyber domain.
Both domains are explored broadly in commercial and social
spheres, and even it is technically possible to block it temporarily or
permanently, the consequences of this act would have catastrophic
impact from economic, social and also political reasons.

The use of any domain by one side principally limits the use of the
same domain by other users, this fact is generally known. This is
main reason of regulation of any activities within any domain of
human activities. But there is one, already broadly used domain of
human activities, where is practically impossible to use the same
part of this domain for several different purposes in one spot and it
is EM spectrum with its frequency bands. Some details for the use
of this domain might help to define the right approach how to
formulate regulations for this domain.

These two specific features would have to be respected within
defence planning analogically as they are in the case of electronic
warfare (EW) capabilities.

Due to truly wide use of electronic devices relying on wireless EM
spectrum connection all interference may cause large troubles these
devices are to have interference-suppressed technical measures
inherited not relying on their users´ skills only. These technical
measures are focused not only on suppression of parasitic
interference but also on increasing protection against aimed as well
as coincidental jamming. Since the whole spectrum of wireless EM
signals use is intensively explored and monitored permanently, any
illegal activities are discovered and addressed promptly.

4. Defence planning of cyber space activities
Defence against cyber-attacks evocated some thoughts. Many
cyber-attacks are linked to a little education or less responsibility of
users of electronic devices exploring the cyber-space. Juridical
rhetorical question concerning accountability of careless user of
unprotected personal computer misused for cybernetic attack on
vital network of internet site. It is possible to force users of PCs to
protect them against possible misuse as a one of defence lines
within cyber defence at state level.

Concerning military side of this dimension, in peace-time military
units and organisations work as other, commercial and
governmental users with specific bands reserved just for specific
military activities. Military authorities together with specific
governmental and Police organisations, may be also authorised to
monitor adherence to all valid rules of EM signals radiation.

Other question is what legal and legitimate possibilities are in order
to block, if necessary, the Internet in some region entirely or
disconnect local networks as parts of the Internet from world-wide
internet networks. Furthermore, are there possibilities to control
internet traffic in some country legally, when necessary, due to
highly probable threat of cyber-attack in accordance of a
governmental decision being responsible for defence of the
country? What would be economic and mainly social and political
consequences of this decision?

Completely different situation is expected beyond the peacetime.
Military forces can be authorised to carry out the second part of
their mission, to limit access of their adversary to all domains of
human activities, including EM spectrum. These activities are
known as A2/AD (Anti Access / Access Denial). One of specific
feature of EM spectrum, there is just only one spectrum for all users
in all times. The consequence is although some powers can
eliminate the use of EM spectrum for their adversary, in the same

Concerning cyber-attacks, it is necessary to understand all
possibilities offered by technology development.
Problems with identification of the cyber-space attacker which can
explore large number of remote-controlled computers after infected
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them by appropriate malware. This approach is already known.
Combination of this approach with EW possibilities to infect
connected devices by wireless communication is already mentioned
in quite old article written by Bogdanov [4].

cyber-attacks on vital cyber objects of adversary country may cause
similar destructive effect as an armed conflict.
Although protection of the country is primarily under its
responsibility also i.a.w. article III of the Washington Treaty,
NATO also assists in this area by helping running NATO
Cooperative Cyber Defence Centre of Excellence (CCD COE) in
Tallin [8]. On of products of this COE is the Tallin Manual 2.0 [9])
describing among others legal aspects of activities within the cyberspace.

This kind of attack might be conducted also by small drone
penetrating covertly into vicinity of an important object using Wi-Fi
or Bluetooth wireless communication to place malware into the
network. Instead of the hidden drone a well visible EW aircraft can
be also used but the originator of the attack will be generally
known. Demonstration of power is also effective and possible.
This cyber-attack using EW tactics may block temporarily all
electronic activities within this object with fatal consequences due
to too high relying on electronics in military environment without
possibility to operate in manual regime at least at the basic level
when necessary.

Beside this majority of countries within and also out of NATO
develop their own cyber, officially mainly defensive capabilities.
Before mentioned facts should be considered in the defence
planning in all three directions. In support of this work there should
be developed specific scenarios describing the most probable and
the most demanding situations in the cyber space. Experiences from
recent history concerning conducted large or individual cyberattacks and possible typical future situations should be taken in
account. Defining exact capabilities to defend and assert own
interests in the cyber-space can be inspired by examples from other
domains. Generated cyber-space capability requirements satisfying
all scenarios should be checked by other approaches, e.g. by
concept of a use of armed forces enriched by practical experiences.
These planning defence activities are elaborated in NATO Defence
Planning Process [10]

Another important fact valid also in cyber-space is there are already
mainly commercially based non-state actors having large offensive
capabilities than many small countries and these actors are not
under effective control of any state. These actors might play
important role in possible future armed conflicts also within the
cyber-space.
Three main directions of military activities of all domains valid also
within the cyber space, have been already mentioned. The Internet
working properly belongs to one of vital interests of the country and
therefore this interest has to be protected and, if necessary, to be
enforced at state level.

Conclusion
Cyberspace as a new domain of human activities having increasing
economic, social and political importance has become important
also militarily. Military role is given not only due to before
mentioned activities but also its own growing dependence on CIS
exploring electronically based information networks. These
arguments stressed necessity to include this new domain into
defence planning of the country where other domains are already
considered. Set of capability requirements as a result of the defence
planning should contain needed capabilities for protection of
nation´s interests together with capabilities to limit offensive power
of any potential adversary.

The first one is a protection of individual devices working in or
exploring cyber-space that should be carried out by their users at
working level (working protective measures) that can be reinforced
by technical parameters of used equipment (technical protective
measures). The second direction include protective measures at
organisational level of a concrete organisation containing e.g.
monitoring traffic within networks and reaction promptly on any
unusual activities and provision of sufficient reserve. Existence of
reserve devices, whole systems and networks being able to replace
disabled ones temporarily or permanently is a basis of quick
response on cyber-attacks. The third direction is focused on
development of appropriate capabilities for offensive measures
against similar objects of potential adversary when decided.
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Abstract: As result of the analysis of the structure and consistency of the national security and cybersecurity in the national legislation the
authors reach the conclusion that the national security in Bulgaria is government function and has system character in line with the complex
system theory. The national security system together with the cybersecurity system have fully functionality of the complex system because
beside structure, interaction and relations, the system feedbacks, as periodic reports and document review procedures that reshapes the links
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and are prescriptive, as well.
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A mechanism for conflict prevention and crisis management
when they arise is in place. The Law on the Management and
Functioning of the National Security Protection System [17]
regulates the interaction with the security systems of NATO and
EU allies.
The national security protection system is managed by the President,
the National Assembly and the Council of Ministers and consists of
state bodies and structures that carry out diplomatic, defense,
intelligence, counterintelligence, investigation, law enforcement and
security activities. In the performance of their functions, they shall
cooperate with other state bodies and organizations, with bodies of
local authorities, with legal entities and citizens, with similar
institutions in other countries and with international organizations.
This legal framework creates the overall framework of the national
security system (see Figure 1), together with the links and
interactions.
The Legislative documents of lower rank state that:
 There are 23 standing committees3 set up at the National
Assembly. Many of them are related and accordingly deal with
issues concerning individual aspects of national security.
Committees' proposals are reported in the Plenary, where the
Parliament Members (in accordance with the procedure) are
empowered to decide on the relevant issue.
 The National Security Advisory Council is an advisory body on
national security issues and is chaired by the President of the
Republic of Bulgaria4. It is a collective body that can discuss
national security issues and draft opinions and proposals. It is
not a governing body in the system.
 The Council of Ministers defines and implements the domestic
and foreign policy of the Republic of Bulgaria; adopts strategies,
programs, plans etc.5 The Security Council and the
Cybersecurity Council are consultative and coordinating bodies
to the Council of Ministers on national security and
cybersecurity issues.
 In exercising their powers in preparing the economy and the
population for defense, as well as in crisis management, regional
governors and mayors of municipalities are assisted by security
councils6.
The analysis of the presented facts determines the structure of the
national security system as it is shown on Figure 1.
The national security system has a structure with network and
hierarchical sections, with certain functions and connections. Its
core elements have features clearly defined in a large number of
regulations.
The establishment of the national security policy is the
responsibility of the National Assembly, the Council of Ministers

1. Introduction
Every one complex system is organized group or combination of
interrelated, interdependent and functional relative objects,
processes and occurrence or part of them, constructing complex
joint completeness [20]. The system nature of the national security
is proved by existence of the main characteristics of the complex
systems: links and relations between their the structure elements;
inseparable unity with the environment in which the system
expresses its totality; could be explained as an element of the senior
complex system, while their elements could be subsystems, the
behavior is aimed to reach a predefined aim; are in the existence
period to change the organization, structure etc.; the separate system
elements support some aspects of their behavior while the
functioning at whole is result of all the connections in the system.
The social systems are organized through the legally adoption of
their status, performance and relations. This requires the analysis of
the legislation to be conducted in order to recover the features of
such a system. And the question is: How the Bulgarian legislation
defines the framework of the national security?

2. National security legal framework
The constitution states that „The Ministry Council is responsible for
providing the national security …‟ 1, that means that this function is
a government responsibility.
An updated National Security Strategy of the Republic of Bulgaria
[1] reflects the view, that:
 The legal framework for the national security system has
been completed with the entry into force of the Law on
Classified Information Protection [11], the Law on State Agency
for National Security [8], the Law on Defense and the Armed
Forces [16], The Law on Ministry of the Interior [15], the Law
on Disaster Protection [12], the Law on the Management and
Functioning of the National Security Protection System [17], the
Law on State Intelligence Agency [9], the Law on the National
Guard Service [10] and the Law on Military Intelligence [7].
 Uniform legal definitions of concepts related to national
security have been adopted: National security is a dynamic
state of society and the state, while protecting the territorial
integrity, sovereignty and constitutionally established order of
the country, when the democratic functioning of the institutions
and fundamental rights and freedoms are guaranteed, as a result
of which the nation maintains and enhances its well-being and
develops, as well as when the country successfully defends its
national interests and realizes its national priorities2.
 The relations between the political leadership of the state and
the professional structures of the system are regulated by law, as
well as the interaction of the security services at the operational
and information levels.

3

Art. 17(2) of Regulations on the Organization and Activities of
the National Assembly [19]
4
See the Law on The National Security Advisory Council [14]
5
Art 6 and art.13(3) of the Procedural Regulations of the Council
of Ministers and its administration [21]
6
Art. 43(1) of the Law on Defense and the Armed Forces [16]

1

Art. 105 (2) of Bulgarian constitution [18].
Art. 2 of Law on the Management and Functioning of the
National Security Protection System [17]
2
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and the President. The relations in the highest echelon outlines the
idea of democracy and mutual control in policy-making at the state
level. This defines the network area in the system of Fig. 1. The
National Security Advisory Council, individual committees in the
National Assembly and the Security Council of the Council of
Ministers play a key role in the interaction between the institutions
in the security area.

In the published Annual reports on the national security of the
Republic of Bulgaria in 2016 [4], 2017 [5] and 2018 [6], the authors
made an assessment of the risks, dangers and threats to the
Bulgarian national security, in particular for the following sectors:
financial and economic security; external security environment;
social security; energy security; security in relationships mannature; internal situation; activities of foreign special services;
defense status; cybersecurity; national security protection system.
National security policies in the areas described above are presented.
It is obviously the conclusion that the Bulgarian national security
protection is built as a system. While the first report explains the
established framework of the system, each subsequent one
introduces, by analysis, follow-up steps to optimize that system to
reach the goals more fully by further targeting the individual
elements and links between them.
As national security covers different areas of social and economic
life (protection of fundamental rights and freedoms of citizens; of
state borders; territorial integrity and independence of the country;
guarantee of internal, military security; constitutional order;
democratic functioning of state and civil institutions, economic,
energy, financial, social and environmental security) the functions
in favor of national security are managed and performed in a
coherent manner by those responsible for that institutions and
organizations. The functions themselves may be grouped differently
(for example, in the national security model based on the three
pillars - internal, external and civil security) in order to optimize
their distribution and improve governance. In the organizational
structure of the national security system, the division of functions by
area is carried out in the transition from the Council of Ministers to
the separate ministries and agencies. The integration of information
from individual security areas and individual regions is carried out
with its simultaneous submission to the President, the National
Assembly and The Council of Ministers.

Figure 1 Organizational structure of the national security system
The hierarchical structure of the system includes the bodies of the
executive authority, which are in principle in such relations [23]. For
the particular case - with regard to the performance of functions in
the interest of national security - the structure does not change.
The management functions of the system elements include:
The National Assembly in the field of national security adopts
laws, strategies, doctrines and other documents within its
competence. This way the legal framework of security activities is
shaped, i.e. determining the internal factors of the national security
environment. It assesses the state of national security and the
fulfillment of obligations by state institutions. Provides
recommendations to public authorities, local authorities and citizens
and their organizations.
The President is the superior Commander-in-Chief of the Armed
Forces and chairs the National Security Advisory Council. Its role is
to reach broad public agreement on national security issues. It issues
decrees in the cases envisaged by the Constitution, confirms or
returns documents for review at the National Assembly. The
President is a corrective of the products of the National Assembly. It
can also issue addresses and messages to inform the nation of
activities, actions, alert to potential challenges and risks, and appeal
for an active position on specific issues.
The Council of Ministers reports on the implementation of the
National Security Strategy through an annual report to the National
Assembly. The preparation of this report is carried out by the
administration of the executive authority in cooperation with the
Bulgarian Academy of Sciences, universities and non-governmental
experts. As a governing body, it issues ordinances, decisions and
orders, submits drafts of normative documents, reports and analyzes
to the National Assembly. Documents issued at this level specify
and direct activities at the lower hierarchical levels of the national
security system. The regulation that the Council of Ministers
"oversees the national security system" puts it at the top of the
hierarchical structure, but (unlike the President and Parliament) with
well-developed bodies and procedures for planning, coordinating,
disposing
Ministers, Heads of Departments and Regional Governors are
responsible for the national security in their area of competence. For
this obligations they create the necessary functional and structural
organization. They issue regulations, ordinances, instructions and
orders for managing the activities of the executive bodies in their
line of control.
The effectiveness of the system depends on mutual trust and
cooperation between public institutions, the private sector, nongovernmental organizations and citizens, as well as with partner
countries for the exchange of information and joint action.

3. National cybersecurity legal framework
Systemic structures and relationships at a national scale are
created as a subsystem of the national security system 7. A single
definition of cybersecurity has been adopted8. The scope of
activities is defined within the scope of the term9. The Cybersecurity
Act [13] defines the framework of this system, including
management bodies, executive bodies, environment, and interaction
procedures (see Figure 2). It also defines the roles of the involved
bodies:
- Council of Ministers - manages the cybersecurity system, adopts
by decision the National Cybersecurity Strategy and the National
Network and Information Security Strategy;
- Cybersecurity Council - analyzes trends and proposes the
development of necessary capabilities, proposes a cybersecurity
strategy and national cyber crisis management plan, provides
information and liaises with relevant competent authorities,
monitors sectoral policies in the field;
- The National Coordinator is also the Secretary of the
Cybersecurity Council;
- The National Cybersecurity Coordination and Organizational
Network is being set up to coordinate the cybersecurity activities of
the institutions involved;
- MoI (Ministry of Interior) - pursues the state policy in the field
of combating cybercrime. For this purpose, it carries out
investigation activities, cyber prevention and protection, reaction,
and law enforcement in computer crimes. It establishes a
7

According to art. 7 (1) of the cybersecurity act [13].
According to art. 3 (1) of the cybersecurity act [13]
Cybersecurity is a state of the society and the state where, through
the implementation of a set of measures and actions, cyberspace is
protected against threats to its independent networks and
information infrastructure or which may disrupt their normal work.
9
According to art. 3 (2) of the Cybersecurity act [13]
Cybersecurity includes network and information security,
Countering cybercrime and cyber defence.
8
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Cybercrime Center and maintains a Computer Security Incident
Response Team for the Ministry of Interior;

2. The national security system, together with the cybersecurity
system, have the full functionality of complex systems, since (in
addition to structure, interactions and relationships), system
feedbacks are also clearly defined as periodic reports and document
review procedures organizing connections and interaction. The
cyclical processes of management, security risk management,
planning of capabilities are also reflected in the regulatory
framework and have prescriptive nature.
3. The hierarchical structure of systems includes management
units on an institutional and regional basis and executive bodies with
clearly defined management and information relationships, which
present the structure-function-relationship links.
4. National security activities are in most cases functionally joint
and require the integration of the efforts of several agencies and
organizations. However, there is currently an active departmental
approach in the areas of capability planning, resource provision that
is unacceptable when it comes to national security.
5. We use every day the composition as „national security system‟
and „cybersecurity system‟ without taking into account the complex
theory and the principles of the complex systems. Fortunately, this is
a case in the context.

Fig. 2 Structure of the cybersecurity system
- MoD (Ministry of Defence) - pursues the state policy for protection
and active counteraction to cyber-attacks and hybrid impacts on
defense management systems and the Armed Forces. Organizes
the preparation for cyber defense of the country's management
systems in times of war and emergency. Builds Cyber Defense
Center;
- SANS (State Agency National Security) - implements the cyber
accident protection policy in the CIS of strategic sites and
activities relevant to the national security. Establishes a Center for
incident monitoring and response with significant detrimental
impact on CIS of strategic sites and activities relevant to the
national security;
- SeGA (State e-Government Agency) - pursues the state policy in
the field of network and information security. Establishes and
maintains a National Unified Contact Point (an administrative
body for cross-border contacts), a National Network Security
Incident Action Center and a National Incident Response Team
(an operational body acting as a contact point for status and NIS
management at national level and operational issues at
international level);
- National Network and Information Security Experts - are created
for the administrations in the executive branch, coordinating and
controlling the implementation of the national NIS strategy and
policies by the relevant administrations and operators of essential
services10 and digital service providers in the country;
- Computer Security Incident Response Sectoral Teams – are set up
in the framework of the relevant national competent authorities,
carrying out their activities in accordance with procedures
approved by the Head of the Office to which they are established.
Their tasks include, as a minimum: incident monitoring;
submission of early warnings, alerts, messages; incident response;
dynamic analysis of risks and incidents [2,3,22]. In carrying out
their tasks, they cooperate with the private sector and with
academia.
- essential service operators and digital service providers maintain
their own (internal to the sites) information security management
system, including the minimum organizational measures11.
The national cybersecurity system is organized on two levels strategic and operational, with mechanisms for interaction and
coordination12.
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Abstract: Participation in missions abroad is considered a kind of military career achievement other than military routine and familiar
surroundings, which is straining both personal qualities and professional skills. This report presents a comparative analysis between
participated and not participated in missions, officers, sergeants and soldiers, and how it has influenced their leadership development.
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The soldiers fill it twice, once as an assessment of their direct
commander-sergeant and second time as an assessment of their
direct commander-officer. [5]
- Test “Discussion Leader” - a methodology for exploring the
functions of the discussion leader in organizing group decisionmaking. It is filled as a self-assessment of cadets, officers and
sergeants and as soldiers’ assessment of their commander-officer.
[4]
- Impact Test - gives information about one of the leader's core
qualities, namely his ability to influence others. Only cadets,
officers and sergeants fill it. [5]
Statistical methods are used to process the results of all tests,
including: scale reliability analysis by calculating Cronbach'salpha,
correlation analysis, linear discriminative analysis, factor analysis
and comparative analysis using Student and Fisher’s tests. [3].

1. Introduction
A specific and particularly important type of human activity in
all times is warfare. As along our history, war work has particular
importance to society today. However, the objective conditions for
warfare in our country have changed radically in recent years.
Moving fully to a professional army, taking responsibility for our
NATO and EU partners, completing a new type of tasks such as
taking part in missions abroad in Iraq, Afghanistan, Bosnia and
Herzegovina, Kosovo, and others, set new requirements for the
Bulgarian officers as military leaders. Nevertheless, professionalism
remains one of the main factors guaranteeing the high quality of
performance of the war activity.
The professionalism of the officer is a complex psychological
state, primarily conditioned by the factor “danger” as a necessary
component in the performance of official duty, both in peacetime
and in wartime. According to the experts, the professionalism in the
field of dangerous professions, to which the profession of officer is
concerned, is a category of human existence, which is a complex
systemic set of personal, business, professional and moral qualities
of a man.
The moral dilemmas that leader confronts and resolves are the
core of his professionalism. [2]
The foundations of professionalism in the field of dangerous
professions are:
taking responsibility for each individual decision;
exceptional organization;
personal manfulness;
self-criticism;
socially meaningful motives of thoughts and actions.
Today, when talking about the professionalism of military man,
his experience as a military leader, especially when performing
tasks in extreme environments, participation in missions abroad or
the so-called Martial Operations is particularly important.
Participation in missions abroad is considered a peculiar
achievement in the military career, different from the military
routine and the familiar environment, which tests both the personal
qualities and the professional competencies of the servicemen. [1]
The subject of research in this report is the impact of the
participation in missions abroad on the leadership of the military
personnel.
The object of research are military servicemen from Bulgarian
military unit and cadets from Vasil Levski National Military
University (all 434 soldiers, sergeants, officers and cadets).
The purpose of the study is to analyze the influence of
experience in missions as a factor for leadership building, on the
professional-leadership activity of the servicemen.

3. Results and discussions.
Table 1 presents a sample of the comparative analysis of the
groups of officers and sergeants participated and not participated in
missions, on all scales of all tests by showing only the test units
with high significance.

I fight against any
freedom of action
I leave the group to
take the initiative
I require the group to
adhere to rules and
mechanisms
I agree with the
opinions and seek
compromises.
I give pace of work
setting up problems and
goals.
I direct and organize
the discussion.
I periodically
summarize
I maintain trust and
openness
I appreciate
compatibility of the
decision with group goals
and standards
I support solving the
conflicts in the group

2. Basis of the research and used methods.
Three different self-assessment tests are used, completed by
cadets, officers and sergeants. Two of the tests are intended to be
completed by the soldiers as an assessment of their direct
commanders, with the aim of obtaining an assessment and selfassessment on the same scales, which will provide a basis for
detailed analysis of the results. The test methods used are:
- T-P test - presents the leader's orientation to the task or to the
people. Cadets, officers and sergeants fill it as a self-assessment.
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On average
Not participated
in missions

I'm in stress of being
the head of the group

On average
Participated
in missions

Table 1. Comparison by the Student's test among the groups of participated
and not participated in mission officers and sergeants.

0.000

0.091

-2.253

0.027

0.500

0.697

-1.804

0.075

0.115

0.273

-1.871

0.065

0.000

0.061

-1.810

0.074

3.827

3.485

1.876

0.064

4.115

3.697

2.325

0.023

4.385

3.970

2.524

0.014

4.231

3.788

2.545

0.013

4.769

4.424

2.525

0.013

4.423

3.909

3.269

0.002

4.769

4.515

1.984

0.051

t(83)

p
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Are you annoyed by
people who dress and
behave extravagantly?
Scale "Work
function"
Scale "Support
function"

0.077

0.273

-2.505

0.014

I appreciate and regulate the emotional
climate

0.315

9.000

0.004

43.115

40.303

2.651

0.010

I convince others that my ideas are in their
favor

0.288

3.533

0.065

43.923

41.636

2.241

0.028

I would bring back those who were fired
before

0.289

3.616

0.062

I allow some members to have power
equal to mine

0.325

10.949

0.002

I give my people total freedom of action

0.298

5.591

0.022

I'm talking about the group if there's a visit

0.303

6.584

0.013

I periodically summarize

0.309

7.827

0.007

I assign to the group members individual
tasks

0.335

12.953

0.001

I test the suitability of the solution

0.304

6.715

0.012

I listen with interest

0.288

3.478

0.068

I take down the tension in the group

0.297

5.246

0.026

I speak as a representative of the group

0.323

10.610

0.002

I most like to be a group spokesman

0.307

7.364

0.009

I support communication and mutual
understanding

0.293

4.455

0.039

I analyze the failures in details

0.276

1.111

0.296

I represent the group on external events

0.282

2.346

0.131

I stimulate high-quality work

0.279

1.607

0.210

I act without any consultation with the
group

0.280

1.886

0.175

I work hard for promotion

0.279

1.699

0.198

I try to keep up with the fast pace of work

0.278

1.375

0.246

When analyzing the results of the table, it is clear that the
category of military involved in missions (63% of the respondents)
are distinguished by greater organization, focus and dynamics in
performing tasks and achieving goals compared to their nonparticipated in missions colleagues. Participated in missions
military assess whether the decision made is compatible with group
goals and standards. This involves reconciling opinions, seeking
compromises and helping to resolve conflicts, as well as
maintaining trust and openness in interpersonal relationships.
At the same time, the table shows that mission participants
experience less stress as representatives of the group than nonparticipants, which is a sign for their adequate mental readiness and
a clear understanding of their role as leaders. In addition, mission
participants show restraint in terms of delegation of rights and
giving freedom to subordinates to take an initiative. All these for the
mission conditions are supposed to be due to the specificity of highrisk performed tasks, where the one at the beginning is manifested
in a higher degree and there is no possibility of self-deception and
improvisation.
A linear discriminant analysis is used to determine a set of
indicators that distinguished the group of participated in missions
and still not participated. The sample consists of 60 sergeants and
25 officers.
The discriminant analysis using the “Forward Stepwise” method
gives the following table.

The model includes 29 variables having practically the same
discriminatory power as the initial set of 56 variables. They are
subjected to a factor analysis, which defines three factors. A sample
of the factor analysis is presented in Table 4 and only the high weight

Table 2. Table of predicted cases of discriminant analysis.
Predicted
as Predicted
as
Coincidences,
not participated participated in
%
in missions
missions

Not participated
in missions

100

33

0

Participated
missions

98

1

51

in

variables defining three factors are presented.
Table 4. Factor weights of variables in the model of discriminant analysis

The data in the table shows that the set of variables contains
enough prognostic information to distinguish between the two
categories of participated and not participated in missions. The
model uses the following variables listed in table 3.
Table 3. Variables in Linear Discrimination Analysis Model.

F1

F2

F3

I require members of the
group to work hard

0.201

0.855

0.095

I direct and organize the
discussion

0.621

0.302

0.085

I diagnose why the group
has difficulty

0.704

0.184

0.132

I urge the group to
improve
its
previous
achievement

0.195

0.757

0.182

I coordinate
efforts

0.667

0.265

0.295

members'

Wilks' Lambda

F(1,55)

p

I appreciate and regulate
the emotional climate

0.877

0.200

0.068

I appreciate the compatibility of the
decision with the group goals and
standards

0.272

0.198

0.658

I convince others that my
ideas are in their favor

0.001

0.435

0.528

I require the group to adhere to rules and
mechanisms

0.272

0.175

0.677

I'm talking about the
group if there's a visit

0.217

0.160

0.661

I leave the group to take the initiative

0.396

25.387

0.000

I periodically summarize

0.679

0.288

0.147

I require members of the group to work
hard

0.398

25.822

0.000

I assign to the group
members individual tasks

0.249

0.563

0.028

I direct and organize the discussion

0.350

16.003

0.000

I test the suitability of the
solution

0.467

0.120

0.233

I diagnose why the group has difficulty

0.350

16.065

0.000

I listen with interest

0.530

-0.008

0.041

I fight against any freedom of action

0.369

19.947

0.000

I urge the group to improve its previous
achievement

0.711

0.282

0.003

0.313

8.617

0.005

I take down the tension in
the group

I coordinate members' efforts

0.341

14.182

0.000

I support communication
and mutual understanding

0.644

0.044

0.021
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I stimulate high-quality
work

0.559

0.507

0.016

I
act
without
consultation with
group

0.094

0.127

-0.501

0.226

0.586

0.208

any
the

I try to keep up with the
fast pace of work

participation in a mission abroad depends only on personal choice
and desire of the servicemen.
Therefore, efforts should be directed to the preparation of
military leaders, particular in:
- mastering the competences of the leader-commander;
- concentrating, distributing and retaining attention, developing
professional memory and thinking in the process of preparation for
the activity;
- mental modeling of different management conditions and
identification of the successful model of activity;
- maintaining a high level of endurance, mental resilience,
reliability and opportunity for intellectual activity;
- increased self-control of own actions and actions of
subordinates;
- rapid and adequate assessment of the environment, hazards
and conditions of activity;
- making the right decision;
- opportunity for verbal influence to subordinates to prevent
inadequate actions in a complex environment.
More generally understood from the point of view of followers
(subordinates), efforts must be directed to:
- increase the productivity of the group activity at a reduced
error level;
- increasing the level of satisfaction with the group's activities
and relationships;
- formation of situational activity manifested as the ability of
the functional group to be placed above the level of the
requirements of the situation.
The solution of these tasks should be directed at diagnosing the
activities of the leader and the staff at all stages of the preparation
and in the course of the practical work itself, realizing the values of
the person and the goals of the professional activity, acquiring
knowledge, skills and habits for managerial activity in complex
conditions.
The algorithm for the preparation of effective leaders should
take into account the following circumstances:
- leadership reporting in all occupations, which means
understanding, assessing and using management skills in the course
of the activity;
- a predominant orientation towards working with the unit but
using an individual approach to the individual members of its staff;
- a differentiated approach and taking into account the
specificity of training cadets as commanders, as well as the
preparation of functional groups;
- use of specially designed and selected in view of the specifics
of the individual specializations of cadets and cadets training and
exercises.
Private criteria for the application of this algorithm can be:
- the professionalism of the group to be assessed, the speed and
regularity of the performance of the tasks assigned and the amount
of errors committed in the course of carrying out those tasks;
- satisfaction with the relations and activities in the functional
group in terms of the established group cohesion contributing to the
solving of the tasks.
As a summary measure for assessing the leadership qualities of
future leaders is their preparedness to fulfill the obligations that
must be assessed in real management conditions.
Therefore, attention should be focused on the planning,
preparation and conducting realistic trainings that are as close as
possible to the conditions and nature of the tasks performed during
a mission.

The first factor (F1) has the main indicators: "I direct and
organize the discussion", "I diagnose why the group has difficulty",
"I coordinate members’ efforts ", "I appreciate and regulate the
emotional climate", "I take down the tension in the group", "I
support communication and mutual understanding and "I stimulate
high-quality work ". Therefore, we can name this factor
"Diagnosis, Control and Coordination".
The second factor (F2) has the main indicators: " I require
members of the group to work hard ", "I urge the group to improve
its previous achievement", "I assign to the group members
individual tasks", "I stimulate high-quality work" and "I try to keep
up with the fast pace of work ", so we can name it "Group work
organization".
The third factor (F3) has the main indicators: "I convince others
that my ideas are in their favor", "I'm talking about the group if
there is a visit", " I act without any consultation with the
group"(negative association), so we can name it "Public
encouragement of group achievement".
The results of the Student’s test comparisons of the identified
factors are presented in the following table.
Table 5. Student and Fisher’s test results
Student’s test

Fisher’s test

On
averag
e
Partici
pated
In
missio
ns

On
average
Not
Particip
t(83)
ated
In
mission
s

p

SD
Partici
pated
In
missio
ns

F1

0.156

-0.246 1.931

0.057

0.903

0.983

1.184

0.579

F2

-0.081

0.127 -1.012

0.314

0.970

0.838

1.340

0.381

F3

0.092

-0.145 1.258

0.212

0.893

0.770

1.344

0.376

SD
Not
Partici
F
pated
(51,32)
In
missio
ns

p

The last table shows that the military men participated in
missions (compared to not participated) have a significantly higher
average level of the factor "Diagnosis, Control and Coordination" [t
(83) = 1.931; P = 0.057]. There is no significant difference in
"Group work organization" [t (83) = 1.012; P = 0.314] as well as in
"Public encouragement of group achievement" [t (83) = 1.258; P =
0.212].
Therefore, participation in missions has led to improvements in
the functional condition of the officers and sergeants as leaders and
military professionals.

4. Conclusion.
The analysis of the data from the conducted research shows that
the participation in missions abroad highly contributes to enhance
the professional experience of the servicemen. The experience in
missions emerged as a key factor for leadership development of the
military leader. Participated in missions leaders are distinguished as
better motivators, they are more successful in conflict management,
they show more concern about relationships among their
subordinates, they are more balanced and cold-blooded when
performing tasks in extreme situations.
All this provoke increased demands on the preparation and
improvement of military leaders. On the one hand, everyone should
have equal rights and chances for selection and participation in
missions, on the other hand, it is almost impossible for any military
leader to go through a post in mission abroad, especially since the
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Abstract: It has been more than seven decades since the world's first nuclear bomb was dropped on two Japanese cities. Since then, nine
different countries have acquired nuclear weapons technology. Nuclear weapons, undoubtedly, are a hazardous power for a country. They
do not only have explosive power; the power of deterrence may be more prominent than nuclear disintegration. During the Cold War era,
nuclear weapons were used for deterrence effects. Two superpowers were in an endless arms race, significantly so, over these tremendous
weapons. Fortunately, they were never used but deterrence was always a hot topic. However, nuclear weapons have always shown the
evolution of classical geopolitics alongside the importance of today's geopolitics which has been very much at the top of world politics since
the first World War and even though countries are separated by great distances, nuclear weapons' ranges mean that a country’s territory
can be reached easily. Currently, these weapons are shaping countries' defence policies, geopolitics strategies and their interests.
Keywords: GEOPOLITICS, NUCLEAR WEAPONS, INF
order to put an end to this race. The talks about reducing the
armament of nuclear weapons between the United States and the
Soviet Union began in 1969 with an agreement. The first, Salt-1,
lasted two and a half years.[5] The second phase of this agreement,
Salt-2, began in Geneva in 1972 and was signed in 1979. This
agreement, which is the continuation of the Salt-1 talks, resulted in
its termination before it came into force.[6]
The treaty with the highest participation and success was the 'NPT'.
It was signed on 1 July, 1968, by fifty countries, mainly with the
participation of the United States, Great Britain and the Soviet
Union. On 5 March, 1970, it was approved by forty countries. The
main principles of this treaty were the prevention of the
proliferation of nuclear weapons and the promotion of the use of
nuclear energy for peace.[7] With the collapse of the Soviet Union
in 1991, the Cold War era ended, with the need of nuclear war
between the two nuclear superpowers much reduced. However, the
agreements to prevent the proliferation of nuclear weapons signed
did not specify exactly what was expected. The agreements were
partially successful.
In this research paper, I would like to examine how nuclear
weapons are playing a new essential role in changing geopolitics?
The author used theoretical content and analytical methods of
research. The article presents research findings concerning the
author's questions as mentioned before and based on his results, the
analysis of available literature and scientific articles. In the
research, the author focused on the change of geopolitics over the
withdrawal of the INF agreement.

1. Introduction
The international system came face to face with the phenomenon of
„nuclear power‟ for the first time with the use of „weapons of mass
destruction‟ during the Second World War, in 1945, with attacks on
the Japanese cities of Hiroshima and Nagasaki. Thus, for the first
time, „nuclear weapons‟ entered the international political arena in
the context of deterrence theory. A new era, considered as covering
the period between 1947-1991, within the international system,
along with the phenomenon of nuclear deterrence, was dubbed the
„Cold War‟.
„Nuclear Weapons‟ were the significant and fundamental element of
deterrence at the strategic level in the context of international
relations during the Cold War period. Nuclear deterrence has given
the possibility of irreparable damage or even destruction to the other
parties‟ army without defeating the army of rival/enemy states. The
etymological origin of the word „deterrence‟ is, “military strategy
under which one power uses the threat of reprisal effectively to
preclude an attack from an adversary power”.[1] Deterrence is an
integral part of the phenomenon of power. It is a gaseous state
where power is not practically applied but its existence is known
and its threat is felt. Deterrence: in international relations, it can be
defined as the power to persuade the enemy to abandon an act s/he
intends to carry out. According to George Quester and Patrick
Morgan, even before the Second World War, interest in a strategy
was evident; well before nuclear weapons appeared and after them
escalated sharply. [2] However, according to Sagan, “Deterrence
theory was born at the beginning of the Cold War and therefore
developed in an atmosphere of great urgency and uncertainty”.[3]
Therefore, the theory has gained an excellent reputation in the face
of the horrific impact of the use of nuclear weapons during the Cold
War period. During the Cold War, the United States achieved a
short-term unilateral strategic superiority and a nuclear monopoly in
the international system thanks to its nuclear power. On 29 August,
1949, the Soviet Union concluded its first nuclear bomb program
and had its first atomic bomb. In historical order, the United States
had its first atomic bomb in 1945 and its first hydrogen bomb in
1952, while the Soviet Union had its first atomic bomb in 1949 and
its first hydrogen bomb in 1953. Three years later, in 1952, Britain
began nuclear tests, France in 1960 and China in 1964 acquired
nuclear weapons.[4]
Within the Cold War, two superpowers were aware of the nuclear
impasse based on their competitor's nuclear retaliation capacity,
with the result of this arms battle reaching a significant level:
almost nuclear war, especially during the Cold War when the
United States and the Soviet Union entered an arms race. The 1960s
and 1980s were the most intense period of this endless loop. This
race between the Great Powers was about to bring a danger that
would have affected the whole world, for instance, Cuban missile
crises. Therefore, in 1965, efforts began to limit the proliferation of
nuclear weapons by the United States, the Soviet Union, Britain,
France and China. These five countries came up with meaningful
ways of establishing new security investigations. The endless arms
competition between the United States and the Soviet Union, in
particular, led to a way of understanding between the two states in

2. Geopolitics and Withdrawal of INF
Although the agreements were partially successful, there are now
eight sovereign states in the world that have successfully acquired
nuclear weapons. Five of them are recognised as a „nuclear-armed
state‟ under the Non-Proliferation Treaty. The states which have
acquired nuclear weapons are as follows: The United States, Russia
(successor to the Soviet Union), the United Kingdom, France and
China. Israel, believed to possess nuclear weapons, on the other
hand, built its first nuclear reactor in the 1950s with the help of
France and produced nuclear warheads.[8] India conducted its first
nuclear test in 1974 and Pakistan, unable to stand being
disadvantaged in the Kashmir conflict, responded to this test in
1998.[9] Uncontrolled armament in this part of Asia emerged in the
20th century as one of the most dangerous problems in the world at
the end of the century.[10] North Korea, which ratified the treaty on
the proliferation of atomic weapons in 1985, declared to the world
that it had developed an atomic bomb in 2003.[11]
The one agreement reached between Moscow and Washington had
a significant effect in order to decline the number of nuclear
weapons at the global level. This was the INF agreement
(Intermediate-Range Nuclear Forces Treaty), signed between the
Union of Soviet Socialist Republics (USSR) and the United States
in 1987.[12] However, one can see that nuclear weapons are gaining
importance again in national security and defence strategies due to,
in particular, the US and Russia announcing their withdrawal from
the INF raised concerns that countries would enter a nuclear arms
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race again in the near future. The Stockholm Institute for
International Peace Studies (SIPRI) says more and more nuclear
powers around the world are investing in nuclear weapons. Last
year, the number of nuclear weapons globally dropped by 4 per cent
but there was an increase in attempts by states to modernise their
nuclear weapons.[13]
Herein, best to explain Geography and its correlation to politics, so
called Geopolitics which is concerned with geographical factors;
where the region, population, strategic location and natural
resources [14] are altered by economics and technology and the
effects of inter-state relations shaping the struggle for world
domination. Classical geopolitical understanding is actually under
the influence of realism with their state-centred thinking system and
hosting the reality of having absolute power in the international
system.[15]
Moreover, in the post-Cold War period, the perception of
geopolitics went beyond geographical definitions and gained a
meaning over prioritised economy, political, military, cultural and
technological values. A new geopolitical environment is emerging
in the world due to changes in political geography and political
power hierarchy. One may argue that the ideological struggle
between the countries is now over. In this case, geopolitical
concerns have come to the fore in the competition and struggle
between countries. This situation, which began to change after
2001, has completely changed with the withdrawal of America and
Russia from the INF agreement in 2019 [16]and a new era has
begun. The most important features of this new era are obscurity,
the chaotic environment that allowed asymmetric power struggles to
begin, as well as polarity.
The INF agreement was important to reducing escalating tensions
and growing uncertainty at a time when the arms race of the Cold
War was at its peak. It has been a cornerstone of armament control
efforts with a significant reduction of the most destructive weapons
systems history has ever seen. [17] The suspension of the agreement
by the United States and Russia risks reversing gains, as well as the
potential to damage arms control efforts. Based on the perception of
regional and global threats by the United States and Russia, it can
be stated that both countries have rational reasons to withdraw from
the agreement. The fact that North Korea, India, Pakistan and
especially China have nuclear and missile technology unique to the
two countries in the Cold War has made INF a geopolitical burden
for the United States and Russia.
Another aspect of INF's cancellation probably has to do with China,
which has been at the beginning and end of almost all major
geopolitical developments in recent years. The missile capability
that this country has developed appears to have played a large role
in the treaty parties' decision to withdraw. Not to develop landbased ballistic and cruise missiles equivalent to those of China is
considered by some in the United States to be a significant
weakness against this country in the Asia-Pacific. Once the INF
restrictions are removed, the United States and its allies can be
expected to engage in an armament move against China with
medium-range missiles.[18]
The extent to which the US and Russia will change their military
positions against China in the coming period will be carefully
monitored, especially considering that the INF has created
significant weaknesses against China. The threat posed by Russia's
growing Chinese missile capacity on its border and the discomfort
the United States and its Asian allies have over China's increasingly
sophisticated missile stockpile could have significant international
security implications. [19] On the other hand, it can be predicted
that Europe, which is making the most critical effort to protect the
agreement, will raise concerns about Russia and the US-Europe
security relationship could produce various crises in a possible
nuclear arms race between the USA and Russia. Finally, the
suspension of the INF could lead to the question of the future of the
New START, signed in 2011,, which will be on the agenda for
another two years. In such a case, it can be considered that the risks
and threats that may arise in the coming process will become
increasingly severe and eventually weaken arms control efforts.

Another important aspect is the introduction of hypersonic missiles
with advances in missile technologies. These missiles, with their
enormous kinetic energy, have great destructive power and are very
difficult to prevent. [20] In a new missile arms race in Europe or in
the Asia-Pacific, Russia and China are certain to play the lead role
with the hypersonic missiles they are developing; this means very
different play-making from the „classic‟ nuclear war strategy of the
Cold War.

3. Conclusion
Under the INF agreement, missiles with a range of between 500 and
5,500 kilometres and launched from land were banned. After the
deal, both countries destroyed a total of more than 2000 missiles. In
addition, both the United States and the Soviet Union first, then
Russia, opened their nuclear weapons facilities up to international
control. The number of missiles covered by the treaty was, in fact, a
small fraction of the nuclear weapons held by both countries.
Therefore, this agreement was an example of nuclear disarmament
agreements.
Today, there are about 15 thousand nuclear weapons in nine
countries around the world. The United States and Russia keep
more than 1,500 of the nuclear weapons on high alert, ready to
launch in minutes. Most of these weapons are more powerful than
the atomic bombs dropped on Japan in 1945. If these bombs go off
in a major city, a single nuclear warhead could kill millions of
people and their impact would last for decades.
Despite everything, the total number of nuclear weapons in the
world has decreased considerably in the last three decades years as
a result of the agreements made. In the intervening last thirty years,
this number has dropped by over 15 thousand. Many countries have
removed the nuclear warheads on their soil and ended their work in
producing nuclear weapons, however: with the cancellation of the
INF Treaty, the trend towards reducing nuclear weapons could be
reversed.
Many countries in the world have nuclear power or research
reactors and can use them for weapons production. The spread of
nuclear technical knowledge increases the risk that more countries
will develop nuclear bombs. With the disappearance of the INF
Treaty, an extraordinary increase in the number of nuclear warheads
could occur because building a nuclear weapons system on land is
far less costly than building it at sea or in the air. The cancellation
of the INF Treaty paved the way for the deployment of nuclear
weapons in many countries, likely, their allies by super powers. The
world is becoming more dangerous in terms of nuclear weapons.
Moreover, the emergence of newly developed missiles, hypersonic
missiles, today can hit states territories, of course, revolutionary
developments in radar and launching control systems technologies
are expected to improve states‟ defence capabilities against these
missiles, however: with the impact of these missiles, especially in
the ocean and sea areas, leaving valuable platforms vulnerable, both
in times of tension and conflict. These armed states in the face of
their rivals should therefore be cornered; the geopolitical
implications of this situation are inevitable. Therefore, due to the
ideological and geopolitical rivalries of countries, this is not a
situation that will happen overnight. The world's marines will soon
launch a massive armament era to have modernised ballistic
missiles. The one might say that the states will concentrate on the
geopolitics and nuclear forces again and want to extend their
influence spaceless geopolitics under the supremacy of nuclear
weapons.
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Introduction

A change in the methodologies used by terrorist
groups

In the recent years, some terrorist groups, as well as individuals,
have shown interest in/or attempted to use chemical, biological,
radioactive, or nuclear (CBRN) materials in the planning and/or
conducting of terrorist attacks. According to the University of
Maryland's Global Terrorism Database GTD [1] database,
worldwide there have been 534 terrorism related incidents involving
the use of chemical material, resulting in an unknown number of
fatalities, 33 incidents of biological terrorism, resulting in 9
fatalities, 14 incidents (attempts) of non-fatal radiological terrorism
incidents, and 0 (zero) incidents of nuclear terrorism.

There is a new trend in the methodologies used by terrorist
groups, aiming to simplify the used methods. Such are, for example,
melee weapon attacks. A knife or vehicle attacks [3, 4], which
occurred in Europe as well, require equipment that is easy to
acquire and does not need any prior preparation or training.
Evidences indicate that interests are directed to accessibly available
for acquisition and/or production CBRN materials that do not
require a specific knowledge or training.

It should be noted that terrorist groups maintain constant
interest and intention to use CBRN materials in their attacks,
especially taking into account the increasingly accessible dual-use
chemicals, plant toxins and poisons. This report studies the
development of the interest of the Sunni terrorist jihadist group in
CBRN terrorism, which is operating mainly in the Middle East Islamic State of Iraq and the Levant (ISIL), also known as Islamic
State of Iraq and Syria (ISIS). The terrorist organization is not the
only one interested in developing such opportunities, but the
examples that shall be considered here are result of its activities in
past years.

The interests of ISIS [5] in acquiring CBRN capabilities
The first evidence that ISIS used CBRN material in their attack
was from the beginning of 2014, when it was revealed that they had
activated an improvised explosive device (IED) using chlorine.
With that the group demonstrated a significant change in its ability
to use IEDs with chemical substances [6].
ISIL continued to work in that direction by developing sulfur
mustard (warfare agent). It is assessed that they have succeeded in
that effort by taking advantage of the university’s laboratories
located in Mosul, the city they took control of in 2014. To complete
that, they had the support of both scientists, technicians and
engineers, and followers who joined the “Caliphate”, whether from
the region or from other parts of the world [7].

Back in time using a device containing CBRN material, as well
as the overall methodology for the production and use of such
materials in a terrorist attack, was a perception of a sophisticated
process, often regarded as impossible to be performed by most of
the terrorist groups. Data from the last few years, including the
present 2019, indicates something different. Namely, individuals
without any special training or specific expertise have been able to
produce or acquire CBRN materials in Europe, without much
difficulty.

ISIL were able to launch attacks across a large geographic
region, and taking into account the progress of their capabilities, the
demonstration of a successfully developed chemical weapons
program should be considered, even though it was assessed by
international experts, as basic or at an early stage of development.
In addition to the above, in time and having in mind the
facilities of the University of Mosul, ISIL succeeded to further
develop its CBRN capabilities and obtain thallium sulfate and
nicotine toxin [8]. These two types of substances (nicotine, thallium
and their derivatives) are highly toxic. In fact, they are extremely
toxic and can even cause death in small amounts. The difference is
that thallium causes death slowly and painfully. While nicotine is an
alkaloid and acts quickly. Both substances are deadly. The easiest
way to get intoxicated with these substances is through
contamination of food, drink and drinking water. Experts estimate
that the use of the substances in a terrorist attack does not require
high level of scientific knowledge [9]. It is considered quite
possible that ISIL may have provided information from the tests
they had completed to their followers not only in the Middle East
but elsewhere in the world.

The use of CBRN materials by terrorists or malicious
individuals has already left the borders of the territories with
military actions, which should be taken into account and today the
global society should be aware of the possibility to face CBRN
terrorism [2], a threat that may occur in peaceful territories,
including Europe.
It should be also considered that a large number of casualties is
not always the primary aim of a terrorist act. The very fact that a
CBRN material was used is capable of bringing a tremendous
destructive effect. Conducting an attack with CBRN materials whether successfully completed or not - will be used as an example
to inspire individuals willing to carry out such terrorist attacks.
In short to medium term, it may be assumed that, as mentioned
above, dual-use chemicals, plant toxins and poisons are likely to
pose a major threat in a CBRN terrorist plot. This assumption,
together with the increasing availability of expertise, equipment and
materials, is a growing concern for the security of the international
community, including the European one.

Crossing borders
In 2016/2017 ISIS came under increasing military pressure, and
the terrorist group tried to direct and transfer its influence beyond
the territories of the battlefield. Intelligence agencies alarmed [10]
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that they have detected information about individuals developing
instructions and manuals for the use of CBRN materials in terrorist
acts. Given the potential of social media, it is likely that some of
these documents are already circulating to ISIS followers outside
the territory of the “Caliphate”. In addition, the online community
of ISIS followers also actively supports the use of CBRN materials,
in particular chemical and biological substances, which goes
beyond the borders cited above and the concept of international
CBRN threat, which includes the territory Europe [11], is gaining
realistic dimensions.

of the Constitution - Germany, ISIL conducted experiments with
ricin in 2016 in Iraq. One of the manuals of the terrorist
organization describes how exactly the poison is to be prepared and
used, which means that a Tunisian national may have been
instructed by IDIL to prepare and carry out the attack. The
European security services estimate that the Cologne case is the first
one where a jihadist produced a toxic biological substance in
Europe. With that, the threat of a terrorist attack using CBRN
material in Europe receives real dimensions and poses new
challenges to the law enforcement agencies [13] of the Old
Continent.

In the period 2017-2018 that was proven, since about several
cases around the world, information shared by ISIS to their online
followers was able to inspire, push forward and assist in the
development of malicious scenarios involving the use of CBRN
materials.

According to some assessments, the possible use of CBRN
materials in a terrorist attack is unlikely to result in a large number
of fatalities. However, its implementation is capable of causing
chaos and panic among the population. Terrorist groups are aware
that the number of casualties is less important than the symbolism
sought by them, that would help them propagate their ideas and
strike terror, which would be the result of a CBRN attack, no matter
how successful it was. The instructions and manuals circulated by
terrorist groups for the preparation of an IED, the use of chemicals,
and the extraction of plant toxins which to be used in a terrorist
attack are easily accessible for implementation even by individuals
without technical or scientific knowledge for their application. It
doesn't take much effort to get the right materials.

The examples discussed below were in preparation for a
terrorist attack, both in Europe and in other parts of the world, and
fortunately the law enforcement agencies succeed in stopping the
implementation of these plots at the stage of obtaining information
about possible means of implementation or in the process of
production of the CBRN material.

Examples of attacks with CBRN materials

The Cologne case comes to show that the threat of CBRN
terrorism has grown significantly in the last few years. The share of
information is significantly fast, unimpeded and in an accessible
language, which is facilitated by the Internet and social media.
YouTube videos can be found on channels that explain step by step
the production of a poison/hazardous material, whether biological
or chemical substances available on the market.

Historical examples of the use of ricin
A well-known case with the use of ricin was the 1978 case
when it was used to assassinate the Bulgarian dissident and
journalist Georgi Markov, where it is believed that the Bulgarian
special services injected ricin into the victim's leg, using the socalled "Bulgarian umbrella". He passed away a few days later.
Back in time, members of terrorist groups were also interested
in completing attacks using ricin. In January 2003 a counterterrorism operation was under way in the UK against a terrorist cell
suspected of being linked to al-Qaeda and intending to launch
attacks the UK with ricin and other poisons.

Online propaganda of the terrorist groups
Another example studied in this report is the 2017 Bahrun Naim
case. He was a member of ISIS, who transferred his activities from
Indonesia to the “Caliphate”. Naim wrote down and uploaded
online terrorist manuals and instructions, including: Nuclear for
Dummy, How to Make Explosives in Your Kitchen, and others.
When communicating with his followers on his website, he used
Internet bots which allowed access to an interactive communication
platform. He has appeared on the Internet as a mentor and trainer
for followers. Much of the information on nuclear materials in the
manual was inaccurate [14], such as the use of a microwave oven to
convert thorium into uranium for nuclear weapons. However, the
instruction also included information on how to extract thorium
from lamp mantels.

In August 2011 The New York Times [12]reported that US
counter-terrorism officials have expressed growing concern that alQaeda in the Arabian Peninsula was trying to produce the deadly
poison ricin to pack it with small explosives and use it in attacks in
the US.

The Cologne case
The first case of ricin for the territory of modern Europe, which
has been widely reported in the media, was from June 2018. It was
about a Tunisian national and his wife who were preparing to
complete a terrorist attack by planning to use ricin in an improvised
explosive device. The two were arrested and the plot was thwarted.
It was revealed that the Tunisian national was connected with the
ISIS, and he made two attempts to join the terrorist group as well.
The German services assessed that the Tunisian national had both
ricin and the materials to make an improvised explosive device as
well.

Through his online contacts, Bahrun Naim succeeded to inspire
an Indonesian terrorist, part of a terrorist cell. The cell was detected
and arrests of five people in possession of Naim's manuals
followed. The individuals were trying to extract radioactive material
(thorium) to carry out an attack with a dirty bomb.
A key element of this case is the fact that the Indonesian
terrorist had never met Bahrun Naim in person, but was inspired by
him through their online contacts. It should also be noted that
thorium is a radioactive material of low activity and is not capable
of causing immediate death. However, the fact that the terrorist cell
intended to use the radioactive substance in a radioactive dispersal
device is of concern. The consequences of a possible success of
such an attack would reflect worldwide.

Ricin is a highly toxic plant poison. It is obtained from the seeds
of the plant Ricinus communis, which normally yields castor oil,
while castor remains in plant fibers. It is a glycoprotein that disrupts
protein synthesis in the cell, causing cell death. Castor is LD50 in
the range of 1 to 20 milligrams per kilogram if taken orally, but
much less is required to cause death if inhaled or injected. (The
meaning of the term LD 50 is actually the lethal dose at which 50%
of individuals who take a substance die. This is the most commonly
used measure of toxicity and is usually expressed in terms of
kilogram body weight. The lower the corresponding is the value, the
less amount of the substance is needed to kill, the more poisonous
the substance is.) According to the Federal Office for the Protection

Subsequently, Bahrun Naim was killed by US counterterrorism
forces air strike. However, the materials distributed by him on the
Internet still exist online. It would not be wrong to say that their
spread is likely to continue.
With regards to the nuclear material and the likelihood of
terrorists having access to such material in order to create a nuclear
device, the information is limited and sporadic at this stage. It is
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reported that terrorists have had access to a yellow cake, but to
obtain a nuclear weapon from that material, they would need the
support of a state program so they could process it with the proper
equipment. Therefore, it is assessed that the construction and use of
a nuclear device by terrorists at this stage is minimal. However, it
should be noted that the use of yellow cake in an improvised
explosive device is considered as a dirty bomb.

potential to inspire malicious individuals to commit terrorist attacks
with CBRN materials.
These conclusions could be taken into consideration in the
development of intelligent systems for critical infrastructure
protection, such as the European Union funded Quasar project
within the framework of the Smart Growth Operational Program.

CBRN materials – accessible and easy to use

Conclusion
The CBRN threat in the future can hardly be accurately
predicted. A number of relevant factors should be considered, such
as the political environment, social and religious influences,
military activities, technological development, and more. However,
it should be noted that the most likely lines of action would be:

Back in time, it was believed that the use of CBRN materials in
a terrorist act would be difficult to accomplish, and is therefore not
a preferred method by terrorists. In reality, however, the cases of the
recent years have come to show the opposite. The CBRN threat
varies in a wide range – starting from sophisticated to extremely
simple, easy-to-implement and affordable methods. It has been
proven that some materials, whether biological or chemical, can
easily be produced at home, which would easily find application in
a terrorist act. There are enough examples of that fact. Such are
plant toxins. Terrorist groups have shown interest not only in ricin
but also in nicotine, which are both usually easy to acquire or
produce. The possibilities are not limited to that. Hundreds of
chemicals from the household, industry or agriculture can be used
in the production of toxic gas. The use of generally accessible
chemicals for terrorist attacks is not considered as mission
impossible.

- Increasing propaganda through the use of electronic and social
media and disseminating information worldwide, including on
CBRN materials and their use in terrorist acts;
- Use of accessible materials, whether chemical or biological;
- Increasing interest in the use of UAVs [19], which, with the
advanced development of technology, makes CBRN dispersal
systems an easy and accessible opportunity;
- If a successful attack is carried out, an increase in the
followers and/or perpetrators of the attack should be expected.

The weapon systems for distribution of chemical substances are
also becoming more widely accessible. A number of companies
around the world manufacture ammunition and remotely controlled
systems, including UAVs, designed to deliver significant quantities
of non-lethal riot control agents for using by law enforcement
officials. There are legitimate concerns that terrorists can relatively
easily obtain such systems in order to use them to disperse
dangerous chemical or biological agents. [15, 16]
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THE SECURITIZATION OF CULTURAL HERITAGE PROTECTION IN
INTERNATIONAL POLITICAL DISCUSSION THROUGH THE EXAMPLE OF
ATTACKS OF ISIL/DAESH
Puskás, Anna, National University of Public Service, Budapest, Hungary
Abstract: Cultural heritage often becomes a victim of armed conflicts either by collateral damage or by deliberate destruction and looting.
As a consequence of the terrorist attacks of recent years – especially the large-scale and widely broadcasted iconoclastic destruction
perpetrated by ISIL/Daesh in Iraq and Syria – their protection gradually became part of the international security policy agenda. Proving
the symbolic significance of these attacks, they have been often claimed both as acts against the peaceful coexistence of different religions
and cultures in the region and as an insult against Western civilisation and multilateral bodies which the meticulously drawn-up discourse of
the terrorist group strongly underpinned. Using the securitization theory as a framework, the aim of this paper is to analyze through
discursive means the reaction of different international political actors - especially France, Italy, UN and UNESCO - over the attacks of the
terrorist organisation, arguing that a continuous securitization process has been taking place as regards the safeguarding of cultural
heritage.
Keywords: SECURITISATION, CULTURAL HERITAGE, COPENHAGEN SCHOOL, ISIL/DAESH, UNESCO

1. Introduction1

be considered in the analysis and emphasizing the role of the media
in the framing process.

Deliberate targeting of cultural heritage in armed conflicts is not a
new phenomenon, as we have seen several examples during the
Yugoslavian Wars. However by the acts of the Islamic State of Iraq
and the Levant (ISIL), also known as Daesh – after gaining control
over territories in Iraq and Syria from 2013-2014 profiting from the
chaos [1] of the Syrian civil war –, we have been witnessing an
unprecedented iconoclastic havoc over the large-scale destruction
on sites of religious, cultural or historical importance staged by, and
over its systematic application in the group‟s carefully built-up,
socially mediatised propaganda.

In the second chapter, by using securitization as a starting point of
analysis, taking the two most prominent international organisations
in this field – namely the United Nations (UN) and the United
Nations Educational, Scientific and Cultural Organization
(UNESCO) – as securitizing actors, the paper examines how the
attacks on cultural and religious sites perpetrated by ISIL/Daesh
have been reformulated through official discourse so as to position
the destructive acts as security issues of international importance,
thus urging for increased commitment and action.

Through the global outcry after the devastating acts of ISIL/Daesh
on cultural heritage, a process of securitization vis-a-vis cultural
heritage protection can be well detected. This process opens the
way for an enhanced international commitment for cooperation
together with mobilization of money and personnel in the field
through the establishment of a wider range of toolbox including
military means and thus adding a new area to security policy
research.

The third chapter aims to shed light on the role of France and Italy
in the international securitization process: by placing cultural
diplomacy and the protection of global cultural heritage among their
foreign policy priorities, the two countries proactively contributed
to the justification of the need for the international community‟s
mobilization. The paper primarily uses official statements and press
releases published on the website of the respective organisations
and the countries‟ permanent delegations to UN as a base of a
discursive analysis.

The wide and high-quality media footage of these terrorist attacks
aimed to facilitate the dissemination of the group‟s ideology, as
well as to serve as a physical testimony of their mark in history and
as a visual representation of their triumph over values deemed evil
by them. By providing spectacular and easily transmittable content
for international media platforms, the organisation‟s purpose was to
shock and make the target feel impotent, but also to facilitate its
recruiting and advertising efforts. [2]

2. Securitization – an efficient framework for
analysing emerging security issues
The end of the Cold War and the windup of bipolar division built
upon the nuclear threat brought to light a much wider range of
issues which have challenged the traditional hard power-oriented
security approach. Furthermore, many of the new emerging issues
underpinned the inadequacy of the nation-state framework to
efficiently handle them. One of the theories answering this need of
widening and deepening the traditional frames of security studies
was elaborated by the Copenhagen School. [5]

Howsoever barbarous and wanton these attacks may have been
seen, they have been explicitly justified by and carefully built upon
two key concepts deeply integrated in the group‟s propaganda. One
is symbolic sectarianism: by attacking mosques and shrines of
Muslim minorities, especially Shia and Sufi objects, ISIL/ Daesh
aimed to purify its territory of contradictious visions, furthermore in
a wider geopolitical context to insult Shi‟ite regional powers. The
other is pre-monotheistic iconoclasm: through assaulting ancient
sites they wished to wipe out all the remainders of polytheistic
cultures, but also to commit attack on object deemed valuable by
Western civilisation. [3] On the other hand, these attacks have a
though less spectacular but much more practical justification,
namely the illegal excavating, looting and trafficking of artefacts, of
which exact data can be hardly detected, but according to some
estimations, it provided for the second largest source of income for
the terrorist group after oil. [4]

As a response of the widening issue, they have endorsed a sectoral
approach introducing social, economic and environmental fields to
the research of security besides the traditional sectors of military
and politics. By conceptualizing the notion of security, they have
launched a discursive approach explaining the process of
securitization, claiming that practically any public issue can become
a security issue only by staging it as an existential threat to the
referent object by a securitizing actor, in order to gain legitimacy
for passing emergency measures which would not have been
possible otherwise. [(...) the utterance itself is the act. By saying it,
something is done.] [6] According to this theory, the “speech act”
itself – i.e. presenting something as an existential threat - is what
raises a concern to become a security issue (securitizing move). The
eventual condition of securitization is that the audience (the referent
object) accepts it as such, endowing the securitizing actor (most
often the political elite) with the power to decide about launching
extraordinary measures to alleviate insecurity. Thus this two-phase
process is intersubjective and socially constructed and, what
especially needs to be underlined: based on a political choice. [7]

The first chapter of this paper introduces the securitization theory of
the Copenhagen School complemented with subsequent literature,
supporting the view that social-cultural circumstances also need to
1

SUPPORTED BY THE ÚNKP-19-3-I-NKE-119 NEW NATIONAL EXCELLENCE
PROGRAM OF THE MINISTRY FOR INNOVATION AND TECHNOLOGY.

97

SECURITY & FUTURE ISSUE 3/2019

3. Emergency measures endorsed? – The reaction of
the UN Security Council and UNESCO
Since the blowing-up of the Bamiyan Buddhas by Taliban in 2001,
a strengthened focus and a progressive securitization can be
witnessed in the field of cultural heritage protection in conflict
zones, although the first international normative document
specifically addressing the safeguarding of cultural heritage in wartorn environment had been drawn up in the post-world-war era
(1954 Hague Convention and its consecutive protocols). But the
violent acts of ISIL/Daesh shed light on the insufficiency of
effective tools on an international level to prevent such acts, thus
intensifying international response in this regard.
UNESCO – as the only international organ with both a quasi-global
membership and a mandate in the field of cultural heritage
protection – has played a pivotal role in this process: in her
statements, the then-Director-General of the organisation, Irina
Bokova has systematically described the violent acts perpetrated by
ISIL/Daesh against cultural property as war crime and an evidence
of cultural cleansing, a term describing the intentional strategy
aiming at destroying cultural diversity by deliberately targeting
individuals on the basis of their cultural, ethnic or religious
background [16]. By her discourse, Mrs. Bokova has been seeking
to raise awareness on the issue and thus urge international
mobilization both to fight against illicit trafficking of artefacts as a
means of financing terrorism and to stop the strategic destructions
of the terrorist organisation, furthermore to call for the prosecution
of the perpetrators based on the precedent of Timbuktu,2 also
fostering the criminalization of the acts. [17]

Fig. 1: Securitization process (ed. by author)
The key to successful securitization thus depends on two factors: a
linguistic-grammatical (adequately built-up rhetoric) and a
contextual-social one (securitizing actor disposing of authority, type
of threat). [8] As Balzacq points out, the audience‟s role is central in
the process as it provides both formal and moral support for the
securitizing actor, who, in order to be efficient, must relate to the
experience, feelings, fears and needs of its hearers. [9]
Consequently, for analyzing a securitization process (Fig. 1), we
have to take into consideration a number of aspects, starting from
identifying the securitizing actor, the referent object(s), the issue(s)
to be securitized, the motives of securitization, to perceiving the
conditions (context) and the results of the process. [10]

Through her narrative, she has been consistently establishing a
strong link between attacks against culture and cultural objects and
against human lives, framing them as strategic acts against
minorities in the region to wipe out all traces of their history,
[depriving them of their cultural roots] [18], their identity and thus
erasing their reason of existence. This narrative designated the
inhabitants of Syria and Iraq in general, and the minorities living in
the region in particular, and their identity as referent objects in the
crossfire of attacks. It resonates with the discourse enounced by the
terrorist organisation, often claiming to clear Islamic faith of any
traces of polytheistic cultures and idolatry, [19] and often reported
to link destruction of places of historical or religious importance
and places of worship with expulsion or cleansing among certain
ethnic or religious groups (Shi‟ites, Yazidis, Kurds, Christians etc.)
[20]

Balzacq draws our attention to the importance of the relation of the
discourse to the external reality – highly ignored by the Copenhagen
School – stating that securitization is strongly embedded in a
complex sequence of events and causes, thus influenced by its
cultural and historical environment, also emphasizing the crucial
role of timing for increasing the chance of winning the audience.
[11]
Often argued against the concept of securitization as defined by the
Copenhagen School that it only puts under scrutiny verbal elements
of communication, excluding non-verbal expressions of security,
like physical action or visual representation [12] – although the
latter becoming more and more prominent (as we could see the
immense role of media content about destructions in the case of
ISIL/Daesh) with the increasing dominance of tele-/networked
communication. Williams points out the impact of the shift in the
medium of communication towards visual media to securitization
theory, recommending to take into consideration the representative
and influential role of images in the acceptability and sustainability
of security policies and also indicating the need of an expanded
institutional analysis involving communications institutions (i.e. the
media) – which is working for slightly different goals (ex. market
share, audience attraction). [13]

Irina Bokova termed the process of destructions as a [security issue,
with terrorists using the destruction of heritage as a weapon of war,
an instrument of propaganda and destabilization, and as a means of
financing their operations] [21], arguing that cultural heritage [must
stand at the heart of all efforts for peace building] [22].
This kind of rhetoric3 highly reflects the aim of UNESCO to put
forward the issue on the international security agenda by integrating
culture and cultural heritage protection within the top priorities of
the peace enforcement/making measures of international
community, which was soon backed by several states. Underpinning
its commitment, at its 38th General Conference session in
November 2015, UNESCO adopted by Resolution 48 a “Strategy
for the reinforcement of the organization‟s actions for the protection
of culture and the promotion of cultural pluralism in the event of
armed conflict” proposing amongst others to incorporate the
protection of culture into humanitarian action, security strategies

The role of the media has to be underlined here: as Vultee puts it,
securitization functions on the one hand as an independent media
frame by highlighting the existential threat of an issue and cuing
affective and cognitive responses, and on the other hand, as an
effect of media (as the media amplifies or quietens certain topics).
How the news mediate about certain issues is already a
reconstruction of reality by experts/ authorities, culturally
influenced and can differ from the target audience of the given
medium. [14]

2
In its judgment no. ICC-01/12-01/15, the International Criminal Court (ICC)
convicted Ahmad Al Faqi Al Mahdi, member of Ansar Dine terrorist group for war
crime of attacking protected objects, namely 10 buildings of historical and religious
significance in Timbuktu, Mali, 9 of them World Heritage sites, acknowledging the
important role of cultural heritage in the identity of and links within the local
community, being the first case convicting a defendant exclusively for the deliberately
directing attacks against cultural properties. [41]
3
The present article examines press releases published by UNESCO on
www.unesco.org and www.whc.unesco.org on the conflict in Iraq and Syria during the
period of August, 2013 – June, 2017.

As for cultural heritage, it is important to note that we can witness a
multi-level securitization: it is not primarily the state actor who
initiates and treats the securitization; however we will see that they
play a great role in defining the international security agenda. [15]
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and peace-building processes [23], further underlining UNESCO‟s
leading role in international cooperation in this field.

In December 2016, together with the United Arab Emirates, France
organised an International Conference on Safeguarding Endangered
Cultural Heritage, built on two purposes: firstly, for the creation of
an international fund enhancing the protection of cultural heritage in
war-torn contexts and secondly, for the establishment of an
international safe havens network for artefacts. As a result, a global
cooperation, called ALIPH (l'Alliance internationale pour la
protection du patrimoine dans les zones de conflit / Alliance for the
protection of Cultural heritage in conflict areas) was created in
March 2017 to finance preventive measures, emergency
interventions and post-conflict rehabilitation projects, to which
France has already contributed with 30 million euros. [We cannot
distinguish the attacks committed against monuments from the
massacres against people. The same purpose, the same objective: to
smash what could exist before to kill hope after: eradicate the
human and cultural diversity] – said Francois Hollande said on the
occasion of launching the project. [33]

We can detect parallelism in the rhetoric of the official
communication of UN and its organs4 condemning these attacks.
The then-Secretary General Ban Ki-moon systematically designated
the “destruction of our common heritage” as “war crime”, “an
attack on humanity as a whole”, reiterating for the prosecution of
the perpetrators and calling the international community for
“urgent” action to halt the destruction and counter illicit looting in
trafficking of cultural artefacts [24]. This discourse generalized
much more the referent object, giving an impression that the
international community as a whole is threatened.
Although the UN Security Council, responsible organ for
maintaining international peace and security has long condemned
the illicit trafficking of artefacts in a row of decisions, Resolution
2199 adopted on 12 February 2015, aiming to disrupt financial
sources of ISIL, Al-Nusrah Front and all other individuals,
groups, undertakings and entities associated with Al-Qaida, is
the first one clearly affirming a link between plundering and
smuggling of cultural heritage and terrorism financing as a means to
support recruitment efforts and to strengthen operational capability
[25], reflecting its place in the UN‟s counterterrorism efforts. [26]

Some claim that France‟s strategic goal behind its active role in this
field is to gain a leading status in international cultural protection
thus enhancing its role as a soft power, which is well reflected by its
discourse of cultural diplomacy and its proactive engagement in
multilateral initiatives. [34]
Italy‟s role as a cultural superpower is well-known, cultural
diplomacy in its foreign policy priorities is highly valorised and
building on its longstanding expertise. [35] The country has played
a very active and visible role in the process, especially in the
promotion of the establishment of rapid mobilization forces for the
protection of cultural heritage, which eventually got a legal force by
Resolution 2347. On the adoption of the resolution, Enzo
Amendola, Deputy Minister of Foreign Affairs claimed, that
[integrating the cultural dimension into the prevention and
settlement of conflicts is not only a moral obligation: it is also a
political and security imperative] [36]

The Secretary-General often denounced the protection of cultural
heritage as “a political and security imperative”, emphasizing the
importance of strengthening the link between cultural heritage
protection and peacebuilding efforts in his discourse [27], which is
eventually well reflected by the landmark resolution 2347,
unanimously adopted by the UN Security Council in 24 March 2017
– initiated by Italy and France – the first one fully dedicated to the
destruction and looting of cultural heritage in conflict zones,
emphasizing their impact of [undermining the security, stability,
governance, social, economic and cultural development of affected
States, its impact of undermining security], and amongst others
giving green light to cultural peacekeeping. [28]

Along with Jordan and international organisations such as UNODC
(United Nations Office on Drugs and Crime) and INTERPOL
(International Criminal Police Organization), Italy presented the
project “Protecting Cultural Heritage – An Imperative for
Humanity” at a ministerial meeting at the UN Headquarters in
September 2015, which launched a high-level partnership to
enhance the protection of cultural heritage targeted by terrorists and
illicit traffickers underlining the need to make the already-existing
tools more effective. [37] Irina Bokova deemed the initiative as [an
important step in all work to counter violent extremism, one
of the most important threats to international peace and
security today.] [38]

4. How protection of cultural heritage has been
securitized – the role of France and Italy
France and Italy has been taking a very proactive role in promoting
the inclusion of the protection of cultural heritage in the
international security agenda and enhancing international
cooperation.
Actively intervening in the conflict in Mali, France played an
important role in the first-ever resolution of UN Security Council to
decide about the inclusion of a cultural component in the mandate
of a peacekeeping mission (UN Security Council Resolution 2100
on the mandate of MINUSMA) [29]. As for the fight against
ISIL/Daesh, France highlighted its full commitment and readiness
for mobilisation to halt the destruction and looting of the terrorist
group, [a major challenge for international peace and security],
underlining their common objective with Italy in this regard. [30]

Underpinning its commitment in the field of cultural peacekeeping,
in February 2016 Italy signed a Memorandum of Understanding
with UNESCO on the establishment of the first national task force
made up of Carabinieri personnel in the framework of UNESCO‟s
Unite4Heritage global coalition and based on the above mentioned
UNESCO General Assembly Resolution No. 48 to be deployed in
case of crisis or natural catastrophe on the demand of any member
state. [39]

Francois Hollande, the then-President of the Republic of France,
has first addressed France‟s commitment to safeguard cultural
heritage in Iraq in their effort to fight against terrorism on common
visit and press conference together with Irina Bokova in Louvre
Museum. [31] In his speech on the occasion of the 38th General
Conference of UNESCO in November 2015, he drew up France‟s
priorities in this respect: fight against illicit trafficking of cultural
property, prevention of cultural property to fall in the hands of
terrorists (for this purpose proposing a “right of asylum” for
artefacts), and conservation of the memory of sites. Furthermore, he
called for the creation of an international fund to support cultural
properties in danger. [32]

5. Results of discussion
The paper intended to shed light on the main elements of the
phenomena of securitization ongoing in the field of international
cultural heritage protection. Through the examined press materials,
a securitizing move could be identified from two perspectives: one
is the construction of a link between illicit trafficking of artefacts
and its role in financing extremist groups and thus feeding conflicts.
The other is the denouncing of on-site destruction on cultural
heritage as attacks on religious and ethnic minorities, or even
against humanity as part of terrorist propaganda intending to erase
certain parts of history and memories of a peaceful coexistence or to
defy Western values.

4
The present article examines press releases and meeting coverages published by UN
on https://www.un.org/press/en on the conflict in Iraq and Syria during the period of
December, 2013 – December, 2017.
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Abstract: Study outlines the contours and the magnitude of the asymmetry in the opposition of cyber defense against hackers. Propose a
model that reflects the dynamics of the opposition on both sides and the impact of the listed disproportions. It consist a functional analysis
of the differences between organizational and technical approaches applied from both sides. Contains research into why even the most
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1. Introduction
.

Increasing the reach of the cyber physical world is reducing its
ability to protect against malicious intrusion. The scope of modern
cyber incidents clearly shows that this process is deepening. This
article is focused in the breaking of the balance between the forces
of information systems defenders and attackers. The study considers
the characteristics of the balance of forces on both sides. Outlines
the contours and the magnitude of the asymmetry in this
disproportion. Proposes a model that reflects the dynamics of the
opposition on both sides and the impact of the listed disproportions.

Security managers work in a pressurized environment which
seems to create new varieties of stress on a regular basis. The
overall threat level continues to grow. Beyond that, however, the
―surface area‖ of risk exposure expands over time. In tandem, the
number of security alerts increases creating a situation where
staffers and their incident response capacity can become
overwhelmed [1].
Table 1: Parameters used on Fig. 1.

2. Methodology of study

Parameter

A wide range of approaches are applied creating this research:
continuous personal observations on the work of cybersecurity
teams serving complex information systems and networks of large
private and public organizations, reviews into studies of wellestablished cyber security companies, regulatory requirements,
analysis of research from scientific publications.

P
t
APT

Let the surface tension on the vulnerabilities space be
characterized by the organizational, expert and technological
capabilities of the attackers and defenders. The potential for defense
and attack is formed by the organizational capabilities - O, the state
of expertise - E, and the technological equipment - T.

LP
SI
DDOS

Explanation
(O,E,T)
Stress of the
Surface of
vulnerabilities
time
Advanced
Persistent
Threats
Low Profile
Attack
Security
Incident
Distributed
Denial of
Service

Note
Potential of Synergy between
organizational, expertize and
technological abilities
In general SLA for security services
High profile attack with stealth
continuous presence of adversaries
It‘s more possible attack, Facilitated
in certain circumstances
Regular security incident within
regular state of protection
High Profile Attacks, incl. DRDOS
and others

Тhe rest of the article contains basic counterpoints that confirm
the model described.
The attack goes quickly, the consequences are eliminated for
years. After a break is detected, closure measures are usually taken
as soon as possible, if possible. An investigation into the incident
then begins, and regulations under company laws and policies
require that the affected counterparties, consumers and customers
are notified and often compensated. Often these processes go on for
years.

Fig. 1 The dynamics of the vulnerability surface stress

This are two vectors (O, E, T) opposite in direction. The
proportion of the size of these vectors is the stress on the surface of
vulnerabilities. On the graph, this is the parameter P (see Fig. 1).
Table 1 contains brief explanations for the individual parameters. It
lists properties of the disproportions.

Defenders are forced to take care of accidental or deliberate
threats from insiders, while attackers have no similar
commitment. People create conditions for further expansion into the
threat surface.

The downturns in the chart reflect a weakening of the security.
The fig. 1 shows that low profile (LP) attacks are facilitated at
certain times when the defense weakens. Such moments are related
to team fatigue, organizational changes - mergers or acquisitions,
changes to the security team or the emergence of new sophisticated
tools in the hands of attackers. Usual types of attacks SI and DDoS
are successful in general. APT are attacks carried out with
sophisticated assault tools produced with the support of state
institutions.

The expertise of online attackers is deeply focused in a
particular problem area, and defenders are required to respond to
a variety of attacks across a wide range of problem areas [2]. High
profile attacks by different attacker groups are dispersed across a
wide range of areas of knowledge for information technology and
networks.
Complex hacking tools are available to ordinary, poorly
trained users. Complex attacks are already under the power of
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everyone [3]. Refined attacks are being carried out today by
inexperienced users [4]. Attacks that exploit known vulnerabilities
using freely available hacking tools, with little expertise required to
be successful [5].

The report [15], [16] emerge indicating that even well-funded
financial institutions aren‘t faring much better when it comes to
their internal networks.
Complicating systems leads to an increase in attack surface.
This is confirmed most of all over time. It happened with the
spread of virtualization. All virtualized platforms remain intrinsic to
the threats and a range of vulnerabilities that develop over time. At
the same time, new vulnerabilities have emerged that naturally
speak to extending the surface to threats. Examples to support those
claims are the ability to copy usernames and passwords when
transferring images of virtual machines through communication
channels for backup or continuity of work, the emergence of new
types of malware, called virtual machine avoidance (VM escape), in
which the malware learns that it is in a virtual machine and, through
its built-in functionality, is transferred to the host where the
hypervisor operates [17]. A similar effect of expanding attack
surface appears after the massive entry of containers, artificial
intelligence, DLT (Distributed Ledger Technology), SDN (Software
Defined Networks) [18], [19], [20], [21], [22].

Unprepared users can compromise strong protection.
The hacker has promised to release information on 20,000 FBI
agents and 9,000 homeland security officials following an attack by
a social engineering method against the US Department of Justice.
Information has expired, which includes names, email addresses,
phone numbers and job descriptions for thousands of employees.
The hacker claims that the information received became available
after the DOJ's email account was first compromised. The specialist
then uses a surprisingly simple method to attack with social
engineering and gains access to the DOJ's internal network. The
hacker claims that he achieved all this by a phone call to the
Ministry of Justice. Introduces yourself to a new employee who
cannot access the DOJ web portal. "So I called and told them I was
new and didn't understand how to get into the portal," says the
hacker with a nickname motherboard. "They asked me if I had a
token to go in, and I said I didn't have a symbolic code. They
answered me: just use one of ours." Due to its limited time, it only
retrieves 200 gigabytes of data that contains information about FBI
and DHS employees, but claims that the database also includes
military emails and credit card numbers [6], [7].

Cyber security experts gap. Аt the beginning of the lifecycle
of all products with these technologies, developers with expertise in
design security are required. The problem with the lack of personnel
affects the entire product life cycle information systems and
networks, which they require support and updates.

The news of the threats is developing intensively, and
counter-measures are slow, with a constantly lagging pace. "The
cyber security landscape is characterized by rapidly evolving threats
and vulnerabilities against the slower implementation and
deployment of defense measures."[8] Mitigating and responding to
cyber threats are hampered by inadequate government-industry
information exchange processes, lack of security, specific
technological and human resources, and the challenges posed by
multiple jurisdictions in the aftermath of threats. [9]

At the same time the opponents are demonstrating increased
professionalism and commercialization of the malicious activities
and threats that are increasingly being adapted to specific regions.
This is very motivating for malicious actors. Company employees
are motivated mainly by their regular salary and possibly bonuses.
Commercialization of leads to increase in the number of
multi-level attacks [23]. Attacks that end with ransomware usually
have a preliminary stage, during which all data that can be sold on
the black market is leaked.

Predictabily. If the organization is compliant with PCI-DSS v
3.0 it is a clue for the adversaries not to toward that measures. The
isolated security mechanisms, however effective, are inherently
insecure as they become predictable. Their predictability makes it
possible for people to 'hack' the security. The layered security, on
the other hand, is like a complex threat response. It introduces
unpredictability that makes it much harder to subvert the system
[10].

The constant detection of new vulnerabilities brings
outdated versions to zero-day forever. Zero-day vulnerabilities
are rarely the entry point to an attack. Much easier and more
effective is the approach using old bugs. Examples are operating
systems such as Windows XP, Windows 7, browsers such as
Internet Explorer v. 10 or earlier, as well as any software artifacts
that have not been provided with security updates for a long time.
Some go as far back as 2012 [24], 2007 [25] and are extremely easy
to find. The newcomers in cybersecurity don‘t know about them.

The attackers can repeat the attacks to infinity, but the
defenders have the ultimate ability to handle a limited number
of security incidents at the same time. This inevitably causes the
victims to collapse.

Security requires continuous monitoring as opposed to
attacks that are predominantly discrete and fast at their
essential stage. At the same time, if there are gaps in its
implementation, continuous monitoring can be carried out
simultaneously with presence of long-term housed and active agents
with the properties of APT. The condition for continuity is duty of
the team that implements security monitoring. They must fulfill the
security requirements 24/7. This mode involves dissipation, a
decrease in concentration over time, a blunting of risk sensitivities.
Let's see the situation of a hacker invasion of such a SI, which is a
mode of continuous security support. From the point of view of the
invaders, even with long preparation, the attack is carried out with
concentration of effort and attention. The focus is one weakness,
say a 0-day vulnerability or social engineering, accompanied by
surprise or no notice at all. The invaders take their data or other
value resource, possibly hide their tracks and disappear. Security
requires constant monitoring. Information security experts agree:
One of the biggest challenges for protecting the corporate network
is identifying threats and monitoring for unexpected changes before
they can be misused. This requires continuous monitoring of the
network and immediate and active resolution of potential problems.

A false sense of security [11]. Managers do not have a real
appreciation for the security of their ICT (Information and
Communication technologies) assets, although many of the risks to
the businesses of the companies they work for depend on it [12],
[13], [14]. For example, Australian managers do not have a real
assessment of security issues. When IBM polls 5600 C-level
executives, they find that 336 of them are "ostriches." That is, they
have buried their heads in the sand, claiming that there is no room
for breakthroughs in the security of computers that can significantly
affect their organization. In fact, most respondents were more
realistic about the threats - 94% thought there was a likelihood of a
major cyber security incident in the next two years.
However, the latest IBM study found a significant group still
holding their heads in the sand, although cybercrime is expected to
cost global businesses in Australia up to AUS 800bn in one year,
according to the Center for Strategic International Studies.
And a recent IBM report, based on interviews with 700
international C-level executives, including a significant number
from Australia, found that even among senior government officials,
there are those who do not understand the problem, there is
confusion about which groups represent the biggest security threats
and how to combat them effectively.

Benefits of continuous monitoring include: complete security
coverage of all networks and devices; accurate, prioritized results;
reduced cost of guaranteeing security and compliance with
standards; the ability to grow to millions of assets.
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in organization. Bad guys are intensively sharing information on the
Dark Web, which gives them several benefits, such as the rapid
development of intrusion attack tools, exploits, bot nets, renouncers,
etc.; the continued depreciation of these instruments; opportunities
to buy compromised data, including personal and interesting user
accounts, along with passwords ...[32]. For $15, software tools can
now be purchased and used by users without special training. A few
years ago, the same operations required a high and rare
qualification. That is, the bad guys are increasingly armed with
tools, competencies, and have a data market that allows them to
quickly become even worse.

The question remains of the pertinent business objectives of
building a perimeter to protect and evaluate risk [26].
The implementation of multiple security measures does not
guarantee complete security. Along with the paradox of the
contradiction between the continuity of security monitoring, we see
a complementary a paradox in the range of the surface with
vulnerabilities, which is protected against the focus of the invaders
into one single vulnerability. This paradox is exacerbated by the
regular situation that defenders deal with many known
vulnerabilities, and the invaders with a single, but unknown to
anyone but them. The following contradiction can be characterized
by the phrase "alone against all". Leveling in preparation and even
lacking, against high professionalism and refined tools.

Unlike the good ones, they sometimes have to refrain from
sharing information because of the risk of compromising their entire
business. They believe that if they illuminate and share their
vicissitudes with others, they will encourage new and new users to
join the bad side and simply repeat the attacks by the mechanisms
described.

Some of the certification programs for security professionals are
produced by experts who do not have advanced training in
software-related technologies, have no practical experience writing
software code, testing, deployment processes, and maintenance
issues, are not thoroughly familiar with computer architectures, let
alone topics such as emission security. This allows them to perform
many valuable and useful activities, but for the intricacies of
software code security, architectures of major software systems and
integration projects, thorough mature knowledge is needed,
combined theoretically and practically, as hackers do not waste their
time and apply them. They would not be able to implement an APT
tool without thorough theoretical and practical training. Only one
exploit kit that organizes a pipeline of exploits after a single victim
used in a single campaign infects 1.25 million casualties in six
weeks [27], [28]. According [29] companys‘ File Anti-Virus logged
187,597,494 unique malicious and potentially unwanted objects.

The second in the history of the attack (after Stuxnet), in which
physical industrial systems are manipulated, is at an unnamed steel
plant in Germany, described in the report, but Madnik notes that the
factories negate the event, even though the damage to the steel
smelter was serious [33]. Attempts to share information between
good ones are fragmented so far. Major oil companies, for example,
share information about cyber-attacks, but only with one another
and do not pass it on to smaller ones.
Hackers live in the future, and organizations carry the
cyber-karma of the past. Recently, a fact observed in [34] has
indeed been observed. Governments are often constrained by the
legacy of IT infrastructure, which can hamper efforts to strengthen
their overall cyber security. Approximately three quarters of all
government IT spending will support existing systems (computer
systems and technologies that are often outdated or in need of
replacement). Although cyber security is a high priority for the
government, the budget is still shrinking. Such constraints reduce
the potential of agencies as they seek to do more with less [34] .

The advantage of unfair attacks. Defenders must be able to
stop any type of attack to prevent their systems from being
compromised while attackers perform their actions once to achieve
their goals and win. The invaders know this and it is the reason that
they try different methods of attack against the ICT systems of
many organizations, in the expectation that one of the attacks will
ultimately be successful. Even rigorous targeted attacks are
repeatedly tried against the same system to ensure that any of the
refined phishing emails will eventually reach the target.

Massive cyberspace pollution without remediation
mechanisms. When an oil ship spills into the ocean, legal and
public opinion emerge on the scene in order to punish the guilty and
end such practices. When companies flood cyberspace with devices
and applications that pose risks to business and privacy, the
consequences so far are to release patches, new versions, and
records in vulnerabilities registers. Hundreds of thousands of xDSL
devices with built-in passwords by default, millions of instances
with Android tare, millions of Heartbleed operating environments to
date. Not only is the cleanliness of the seas important for the normal
life of the planet... In conclusion, it is worth proposing a new term
'cyber space pollution'. It denotes huge amount of hardware and
software, as well as digital systems of any caliber with security
weaknesses. This will increase the capabilities of defenders of
information systems and networks.

Attacks are AUTOMATED. Dark Side opponents are capable
of launching a large number of new attacks against a wide range of
targets because they are armed with an arsenal of easy-to-use and
effective tools. Hacker toolkits such as Magnitude and RIG allow
malicious software to attack in a manner similar to a factory
assembly line. For example, they search for online systems with
common vulnerabilities and then send millions of malicious
phishing messages to gain valuable sensitive data [30].
Magnitude is organized in two functionalities. The first contains
a set of exploits and checks a potential victim with each of them.
The set is dynamic because over time, some of the exploits become
meaningless due to the closure of various vulnerabilities, often zeroday ones. The second contains various types of malware loads that
can be installed after the exploit overcomes victim protection. The
list of loads that this kit installed in 2014 includes ZeuS,
Andromeda, Dorkbot/Ngrbot, Advertisement clicking malware,
Tinba/Zusy, Necurs.

Conclusions
A high level of organization is required to eliminate the
consequences of a security incident. Listed disparities determining
the successes of the invaders, who drain data, shut down services
and in any way compromise the businesses of the companies. The
systematic list contains an analysis of the inconsistencies of the
protection of information systems and networks related to the
attackers' methods. The list is useful to anyone who is into the issue
or designing and maintaining IT security systems.

Other famous exploit kits in recent years are Angler, Nuclear
and Neutrino. In the last quarter of 2015, 3.5 million attacks were
initiated with this type of tool, according to [31].
Attackers make money. In the world of cybercrime, it's all
business. Nowadays, such attacks feed fast-growing, illegal
business empires. They make money from stolen credit cards, bank
accounts, medical records and even corporate intellectual property.
The attackers are ready to invest in complete exploits, new malware
options and other attack tools because they know that the profits
will be huge and their investment returns many times over.
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worldwide use it in their daytime routine [4]. Receiving many
emails is something realistic and workers try to respond as much
requests as possible in order to keep their job finished on time. It
seems that the human factor is the main vulnerability - trust and
deception. By lies, the attacker tricks the user: to open an attached
file in the e-mail, to follow a link, to call a phone number, etc [1].
Not every person working with computer knows this path and many
times the social engineering attacks are successful followed by host
infection, network infection and furthermore – extracting sensitive
data as money transfer sessions and even bank account details.

1. Models of social engineering
Enhancement in cyberattacks turned the way private,
cooperative and state computer networks are built, administered and
managed. Cybersecurity topics started to evolve and this led to
security appliances development. Having social engineering in
mind, all technical devices can be beaten and a cyberattack can have
success just having incompetent personnel employed in a company
or enterprise. Contemporary social engineering attacks are taking
place on e-mail letters mostly. One huge data breach in Bulgarian
administration had held in august 2019 [7]. This information system
breach led to over 2 million people personal data stealing, which
includes tax refund, personal ID number, email addresses and etc.
Furthermore, a social engineered spam e-mail letters were sent to
various users alongside with fraudulent intentions and fake authors
with sender label of National Revenue Agency [8], [9]. Social
network websites and applications also take part in different social
engineered attacks with chat texts, images and tricks. A social
engineering attack starts with initial research and information
gathering [5] and is a continuous process in time. The social
engineering conversation consists of four phases that the attacker
performs towards the selected victim:
research;
hook;
play;
exit.

2. Real social engineering examples
In this research paper some basic e-mail letters with social
engineered frauds will be presented. Most of them are texts in the
field of banking, beg for opening an attached file, or following a
web-link or texts from dating websites. An extraction of spam
examples are shown in fig. 2.

One major definition can be made explaining two types of social
engineering: 1 – Human-based social engineering, and 2 –
Computer-based social engineering. This paper concentrates over
computer-based social engineering, which can be referred to the
following computer software attacks:
pop-up windows;
insider attack;
e-mail phishing;
Nigerian 419 scam;
fake SMS and etc.

Fig. 2 E-mail inbox with spam letters

One has to be aware of letter topics:
ALERTA:… (means “attention”, eng.);
SOLO Hoy 60 DIAS (means “only 60 days”, eng.);
your PayPaI account and etc.
If we look at the last letter in fig.2 on date 03.10.2017, we see
sender: “service” with topic: “We noticed unusual activity in your
PayPaI account”. It is obvious that paypai account does not exist,
but only paypal. If the user is unaware of reading well, he will open
the letter in which it is said to “Confirm your identity”. Clicking this
link will guide the browser in a malicious code extraction and
session hijacking will be executed. This will help a hacker in further
confidential information stealing through cookies or other
vulnerable information containers. One countermeasure taken is the
e-mail service provider to write an alert, attracting the attention to
the user for phishing links inside the letter (fig. 3). Very often, such
spam letters scare users with lies for unusual activity detection, or
pledge for urgent activities that should be made. Here, the hacker
uses fear, greed, or unconformity of users’ psychological profile to
be the attack vector, socially engineered. Without stepped on the
ground thinking, the worker/user, scared, or excited about money
win, clicks the link, or opens the attached file. And that’s it. The
host is infected. At least, infection is on operating system user level.
With privilege limitation, deep attacks in OS are being avoided, for
example – the user is with “guest” account, not an administrator.

Fig. 1 Concept of computer-based social engineering [2].

It appears that one of the most effective ways to scary a person
is to send him an urgent-looking letter, in which the text is
fraudulent, but instigating for dealing an urgent task. Computer
networks are already something usual for any company, and workers
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But wait for privilege escalation attacks – this is the next step in the
strategy of malicious computer users.

Important notice here is: while receiving suspicious email, to
have in mind checking the details of it. In fig. 5 the IP address and
the sender name is written. Also, a name “Hamza” appears, which
can show the user a question mark.
2.2. Malicious link embedded in fraudulent e-mail
Another urgent e-mail is when it is in the topic of bank account
actions needed. On fig. 6 an e-mail with text for urgent bank account
profile logging is presented. The evidence of malicious intents here
is that the real bank personnel will never send such an e-mail
without citing your name in it. Also, no copyright logos or details
are given here. Blindly clicking this link in the blue box will lead to
infecting the machine with different kind of malware. Very often
this is zombie-net infection leading to a bot-net network [6], making
this machine part of DDoS attack initiator.

Fig. 3 Alert for opening the proposed weblink: “Confirm your identity”
prevention, written by the e-mail service provider in red box.

2.1. E-mail with text for urgent actions due to “trouble”.
On fig.4 a received letter pointed with red stars is showing a
sender, who has e-mail address just the same as the receiver. In this
case: linkonikolov@abv.bg which is actually the inbox owner. By
moving the mouse pointer, a box with the sender name appears. It is
obvious that the sender cannot be the receiver.
Fig 6. Malicious link saying “click here”

By clicking on the presented box, the user can be navigated to a
malicious website, tracking processes, or code execution, and
further steal of important data for future steps in the hacker attack
chain. Or also redirecting to a web site, that is maliciously cloned.
And when a victim visits the link, typing username and password for
example, the login credentials can be redirected to attacking Kali
Linux system.
2.3. Malicious letter for money payment example
Another famous example for social engineering is when
payment is required or payment should be received just by taking
the receipt or payment details, given in a “.pdf” attached document.
It should be pointed out that one of the ways to create a virus or
attach a malware, is having a “.pdf”, “.doc”, “.xls” or “.rar” files as a
carrier.

Fig. 4 Received e-mail letter with sender name exact as receiver

After opening the letter and viewing the “details” button, a more
important information is given having the path traversed by the
mail. In this case, the backway to the sender of the e-mail leads to:

<rainbowt@php1-1.iserve.net.nz>

Fig 7. The SET toolkit in Metasploit

By means of PenTesting software like “MetasploitTM” [3] it is
easy to be shown how it’s made (fig. 7) [10].
In the example on fig. 8 an e-mail letter with attached file is
presented. The suspicious idea there is that the inbox owner does not
know the sender “Iulia LE BOBINNEC”, nor he has sent her the
first letter, so that a response with “Re:” to be expected. The topic
“Re: Payment” wants to point out this e-mail as very special and to
attract attention of the user. Furthermore, when the victim sees a
clipper for attached file, he may jump in the trap. The trick is
attracting attention and responding, or opening the files in the
letters.

Fig. 5 Details of received fraudulent e-mail letter
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In the aspect of cybersecurity it has to be said that company
users and enterprise personnel should have very clear image of who
are their bosses or subordinates. If some unknown guys are sending
e-mails to them, they should be very careful opening such e-mails.

3. E-mail security awareness
Cybersecurity develops to grow in sophistication but individuals
however, are currently more exposed to attack threats. At present,
cybercrime is practiced by actors that exploit the human
vulnerabilities [10]. Since the vulnerability of social engineering can
only be patched with a personnel education and security study
courses, it is recommended to apply one of the following
countermeasures:
- cybersecurity introduction to workers and personnel;
- exposition of real examples;
- testing the network behavior;
- a “what to do in this case” demonstration, etc.
Users should be trained about social engineering, phishing and
spam e-mail letters and learn more about email security. Never to
open suspicious letters and attached files. It will be better to make a
phone call to the sender, if possible, than opening the attached file.
The other side is the lack of time. How much time will a worker
lose, to phone call the sender, and what about if it is the head of the
office, or the head of organization?
If, by any way, a malicious file had been opened, the network
administrator or cybersecurity officer should have been informed
immediately, pointing the date and time of the incident. The system
for backup will take effect then. So, administrators should be aware
of backing up the network and systems regularly. Next question
pops up here – How often? And here they come – zero day, and zero
hour attacks. Those attacks take advantage of vulnerabilities which
are still not patched in systems. This is why, if a social engineering
letter were to be opened and local system infected, the attack has the
potential to be extremely cruel and dangerous. Fighting against
social engineering will stay as a hard and continuous struggle.

Fig 8. Unknown sender “Iulia LE BOBINNEC” with “Re: Payment” topic

Only by downloading the attached file the computer infection
can occur. The malicious intents in this e-mail are revealed by:
no personal name (of the e-mail receiver) is written;
unneeded payment;
unknown name of sender;
an unknown or useless SWIFT file is sent;
sent to “enclosed recipients”.
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Fig 9. Attached file “Payment.rar” as malicious file

One misadvantage here is that the e-mail was not differentiated
as “spam”, even though it was scanned for viruses by famous
antivirus software. This points out that the security risk is high.
Useful here can be some statistical analysis. Short analysis for
343 letters in two year period is made and presented in table 1:

letter topics /
properties

Table 1: Analysis from 343 observed spam email letters.
probability
number of
type of malicious files
of
appearances
attached
appearance

urgent

121

0.3527

*.doc; *.pdf; *.rar

bank account

56

0.1632

*.doc; *.pdf; *.rar

donation

39

0.1137

*.doc; *.xls; *.jpg

financial
operations

68

0.1982

*.doc; *.pdf; *.rar; *.xls

dating

23

0.0670

malicious weblinks;
*.jpg

police/FBI/
state services

36

0.1049

malicious weblinks;
*.jpg; *.xls

As is shown in table 1, the most used type of subject is
emergency actions and for money deals. And one fact here is that
antivirus software detects the malware very difficult, because it is
hidden and obfuscated in legitimate looking files.
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specific to the protected infrastructure is more efficient, from the security point of view, than training on old attack signatures.
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1. Introduction

3. Solution of the examined problem

Today’s IT&C infrastructures present a huge range of
interconnected systems and devices, from multiple vendors, that
may or may not operate with each other. This interconnection and
the mixture of technology makes the update and maintenance
process extremely difficult for organizations, opening up many
opportunities for malicious actors.

This paper will not only review the classic DARPA dataset
developed by the MIT Lincoln Laboratory, KDD Cup 99, NSLKDD and CTU-13, but also discuss some of the new approaches in
dataset creation methodology.
DARPA 1998 IDS Dataset is one of the oldest sets being used
in cyber security. The set was developed in March 1998 within the
MIT Lincoln Laboratory under the coordination of the Defense
Advanced Research Projects Agency and the Air Force Research
Laboratory in United States, and it has been subsequently
supplemented with new data in 1999 and 2000.

According to [1], attackers usually seek to access, change or
destroy sensitive information, obtain financial gain from users, or
interrupt normal organizational processes, taking advantage of the
load on SOC or CSIRT/CERT personnel, which is overwhelmed by
the complexity and range of logging and reporting styles employed
by various security solutions.

The DARPA IDS dataset contains all network interactions and
the entire contents of the data packets recorded in tcpdump format.
The evaluated data is presented in several formats: traffic captures,
Solaris BSM files, Windows NT audit files (in case of DARPA
1999), and files that contain the current processes. The target
network consisted of a mixture of real and simulated systems, that
also generated background traffic. The attacks were carried out only
on the real systems. [4]

Moreover, there are many entities, with an online presence, that
lack such a department or have their SOC staff engaged in other
administrative tasks, like patch management and software updates.
Classic security solutions like IDS/IPS systems, firewalls, proxies
and antivirus software are not enough when presented with the task
of protecting modern networks, that take advantage of new
technology like IoT and 5G to process and transport terabytes of
data every day.

The data is split over nine weeks, seven for training and two for
testing, but the records are not consistent. On the first day of the 4th
week, the tcpdump capture is missing due to a technical error, and if
the files size or the number of attacks is analyzed, we can observe
an amplification in the activity towards the end of the experiment.

Effective measures reduce the risk for organizations that have a
full and real view of their infrastructure and do not perceive this
task as mandatory routine, but as a way to reduce cost and increase
quality of service.

It can be considered that an approach that aims at the evolution
of attacks over time can bring significant benefits to the efficiency
of a machine learning algorithm.

Solutions that use machine learning algorithms to ease in the
operator, highlighting the most important aspects of the available
data, are more and more popular. In this context, we reviewed the
most common datasets used for IDS solutions and analyzed the
more recent approaches in generating new ones.

In [5] it is highlighted that the data contained in this set does not
have equal proportions, which makes a machine learning system
bias, observable while applying a simple baseline algorithm such as
ZeroR.

2. Prerequisites and means for solving the problem

As a summarization, the DARPA set presents multiple
limitations that may interfere with the model training process, like
an unrealistic attack design and the impossibility to validate falsenegative alerts. [6]

There are many elements that influence the performance of a
machine learning system, one of the most important ones, besides
the algorithm itself and the methods used for characteristic
extraction, being the quantity and quality of training data. [2]

The KDD Cup99 set is an improvement but still inherits many
of the DARPA IDS dataset flaws. This set was designed for use in
the third edition of the International Knowledge Discovery and Data
Mining Tools competition, part of the fifth International Conference
on Knowledge Discovery and Data Mining. [7]

Generally speaking, the values used in machine learning
processes are usually generated from real data collected over a
period of time. From these datasets, experts extract vectors of
features that describe classes of the observed elements. [3] Publicly
available datasets usually come as sets of features vectors, but they
can also be available as traffic captures, log files or other types of
formats.

The set is composed out of a complete standardized list of
feature vectors, that display attacks from four main categories,
recorded in a military architecture network: Denial-of-Service
attacks, Remote to User attacks, User to Root attacks and probing.

These collections tend to lose their value over time, since
technologies change and attacks evolve. As a result, researchers are
confronted with old, incomplete data for the training and testing
process of their machine learning algorithms for security solutions.

The KDD dataset is nothing more than the result of the
processed DARPA dataset. The gigabyte traffic captures used for
training were transformed in approximative five million series of
vectors, that describe the network events. Similarly, the test data
was represented in a series consisting of two million vectors.

One option is to focus on current attacks and the observed IoCs.
This and the most common datasets used in research will be
discussed further on.

109

SECURITY & FUTURE ISSUE 3/2019

A feature vector is a sequence of values that describe a TCP
connection that begins and ends at well-defined time, including data
flows to and from a source IP address to a destination IP address,
using a certain protocol. Each vector is labeled either normal or
attack, specifying the type of attack.

mostly because of the reasonable number of records from both
training and testing and the lack of public available data.
This feature gives the researcher the possibility to run
experiments on the complete set, without having to select a random
portion of it, offering coherence to the results obtained.

The data sets contain a total of 24 types of attacks for training,
and only validations for the test subset. Although the training set
contains 4,889,431 records each with 41 features, only 1,074,992
are unique, some of the vectors being duplicated tens of times. The
test set has redundant values as well; out of a total of 2,984,154,
only 576,449 records being unique (see Fig. 1).

In 2015 L. Dhanabal et.al. analyzed and presented the four types
of attacks described by NSL-KDD dataset, highlighting the fact that
most vulnerable services lay under the TCP protocol (see Fig. 2)
and they are heavily exploited through DoS attacks. [12] This
particular aspect of the NSL-KDD dataset it is not as significant as
it seems, typically because DoS attacks require a huge number of
packages for their success and hence the weight of these attacks is
not comparable to the other three.

Using this duplicate data in both training and testing processes
may result in biased machine learning algorithms, that promote
certain predictions more often than others just due to its chance of
occurrence.
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Fig. 2 - Attack types proportions in NSL-KDD
The main reason why NSL-KDD is so popular in the IDS
development community, is the lack of public data suitable for
training of such solutions.

Fig. 1 -The proportions of duplicate data in KDD Cup99
Moreover, the num_outbound_cmds feature always has a value
of 0, both in the training and testing data, which makes it
dispensable in creating a machine learning algorithm and there for
can be ignored or removed from the set.

There are a lot of machine learning algorithms developed by
different entities, with the unique purpose of outdoing each other in
performance. These algorithms are based on mathematical
techniques, such as decision trees, linear programming and so on
and strive to identify the most appropriate predictive model.

By removing this feature, throw out the process of feature
engineering we can improve the accuracy of the machine learning
algorithms applied [8].

The WEKA framework was used to evaluate this set, because of
its vast library machine learning algorithms and the ability to
automate the learning and testing process. The platform is used by
numerous researchers in their activity. The instruments available
can be split in the following categories: preparation, classification,
regression, grouping and the visualization of data. [13]

However, KDD Cup99 was the most used set between 20002012 [9], being employed in countless experiments, regardless of its
disadvantages, as presented by Tavallaee et.al. in [10].
The data set is no longer used internationally due to the
numerous criticisms raised by the community involved in IDS
development and also because it is no longer an exact model of
modern networks. Nevertheless, KDD Cup99 remains a minimum
test that new solutions need to pass so that they can be taken into
account as machine learning based IDSs.

The cross-validation method with 10 folds was used for the
initial phase of the experiment, thus the objective consisted in
identifying an appropriate dataset for future machine learning
security solutions and not the trained model itself. The crossvalidation method involves repeated retentions of a certain
percentage of the training data for the testing phase, resulting in a
mean of subsequent precisions.

To solve most of the problems mentioned above, a new set was
developed within the University of New Brunswick, Canada, based
on KDD, hence the name NSL-KDD. The advantages broth in by
this set are presented by Laheeb et.al. in [11] as follows:
- it does not include redundant records in the train set, so the
classifiers will not be biased towards more frequent records;
- it does not include duplicate records in the proposed test
sets, so the performance of the systems is not influenced by
the records frequency, but by the methods which have better
detection rates;
- the number of selected records from each difficulty level is
inversely proportional to the percentage of records in the
original KDD dataset.

The cross-validation method is a useful mechanism to evaluate
the effectiveness of machine learning models, especially because it
combats the phenomenon of overfitting and underfitting.
Furthermore, this method is practical in the identification process of
hyper model parameters, as these will result in a minimal test error.
J48 represents the most common training technique for IDS
systems with machine learning according to many scientific papers
and currently one of the best algorithms. This algorithm was
introduced for the first time by Breiman et.al. in the book [14]. J48
produces a binary frame and classifies any new item based on a
decision tree constructed from the attributes of the training data.
Whenever a new training set is introduced, this algorithm precisely
recognizes the attribute that have more influence over the result,
thus they have more weight. The decision tree is recursively
spanned until the training data is perfectly classified to ensure a
maximum accuracy on the testing data.

NSL-KDD datasets presents the same main types of attack as
KDD 99. The total number of individual attacks is comparable with
the number of normal instances.
Even though this new version of KDD set still presents some
problems and it does not perfectly represent a real network, NSLKDD is one of the most used datasets for training ML-IDS
applications. This set was employed by researchers during 2009

Moreover, specialists consider that support-vector-machine
(SVM) algorithms and random forests work better in security
applications in which it is important to identify anomalies.
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labels. This reference shouldn’t be used for future studies since it
has been exceeded by the second analysis of dataset, in which
bidirectional netflows was used. Bidirectional netflows have more
advantages than the unidirectional ones. First of all, bidirectional
netflows fix the problem of differentiation between the client and
server. Secondly, the second approach include more information,
including detailed labels.

SVM is a very popular algorithm, which presents the advantage
that it can be used for both linear and nonlinear classification. The
algorithm can be described in the form of a separation line (a
decision plan) which divides the objects into two subsets so that in
each subset all the elements are similar. However, this principle is
applicable only when dividing between malicious and normal
events as in the case of NSL-KDD, making it more difficult to
operate when trying to identify different attack types. This makes
SVM much slower than J48 and less precise.

Each scenario in the dataset has been processed so that the
output files have significant differences between them. For
confidentiality reasons, the complete packet captures, which
contained all the traffic, have not been made publicly available for
researchers.

Also, considering the lessons learned from previous sets, the
features can be engineered and some of them even eliminated since
they don’t influence the precision of the algorithm. Among the
features that can be eliminated since they don’t influence significant
changes are: num_outbound_cms, is_host_login, land and
is_guest_login.

The fact that more than 90% of the data comprised of unknown
background traffic, gives some uncertainty to the usability of this
set.

Table 1 – Comparison of tested algorithms on NSL-KDD dataset

ZeroR

Precision
(on the
remaining
37 features)
53,46 %

OneR

96,37 %

NaiveBayes
SVM
J48

90,39 %
97,40 %
99,78 %

RandomForest

99.92 %

Algorithm

The Cybersecurity Institute from the University of New
Brunswick, Canada, have been developing two other datasets for
IDS systems, as follows:
- intrusion detection evaluation dataset (ISCXIDS2012);
- intrusion detection evaluation dataset (CICIDS2017).

Observations
Baseline
Using only the src_bytes
feature

These two datasets were developed as a response to the need of
a public and standard set for consistent evaluating of the anomaly
detection rate in IDS and IPS systems.
The developers of these datasets have noticed the lack of
adequate evaluation data, many of the sets not being public as they
contain private data, or they are excessively anonymized. The
public sets are short on statistical characteristics essential to the
evaluation process. In addition, due to the permanent evolution of
attack patterns, the need to change the approach was certain, leaving
the static sets behind and adopting dynamic sets, that reflect the
specific network dynamic at a defined time and can be extended,
modified and reproduced. [17]

Most accurate on default
parameters.

The values above indicate that simple algorithms work well,
and these should always be tried first to identify baseline values
useful for future comparison with more complex machine learning
algorithms. Trying the simplest algorithms first becomes extremely
useful when dealing with noisy datasets, such as the ones used in
cyber security.

ISCXIDS2012 has been developed starting from the idea of
drawing up some generic profiles, that should truly illustrate
specific actions over different application protocols such as HTTP,
SSH, FTP, SMTP, IMAP and POP3.

From the preliminary analysis and conclusions drawn from
various scientific papers such as [15], [11] and [12], it can be
assessed that NSL-KDD represents a good candidate for training
IDS solutions with machine learning classifiers.

The profiles are played out by agents that mimic the normal
behavior of their own users, permanently assisted by operators to
avoid any unwanted action. In the same time different attack
scenarios are running, emulating multiple malicious cyber actions.

The sets developed after DARPA 1998 seem to have moved on
from the original format that employed multiple sources of data for
intrusion detection. Both KDD Cup99 and the improved NSL-KDD
set present the data as feature vectors, while DARPA consists of a
series of network traffic captures in tcpdump format, Solaris BSM
and Windows NT logs and process lists extracted at certain time
intervals.

The dataset developed by UNB presents the following features:
- realistic configuration, from the network point of view and
the generated traffic;
- it is labeled, making it easy to use in machine learning
solutions;
- the captures contained in this set are complete, bringing in
all necessary data for different tests;
- the set describes modern attack scenarios. [18]

Additionally, the form in which the data is presented, split on
weekdays over nine weeks, evokes the current intelligent security
and monitoring systems (SIEMs), which integrate and correlate data
from multiple sources to identify patterns, not only highlighting
individually events, but also their evolution over time.

The CICIDS2017 dataset was developed on the same idea as the
ISCXIDS2012, more exactly, the previous sets suffer from the lack
of diversified data, some of them providing a low variety of known
attacks, anonymized data and miss out important metadata.

There are other alternative IDS sets that employ network traffic
captures as training and testing data, equally used by researchers in
the academic community. These sets bring an alternative image to
the development of IDS with machine learning algorithms.
One of this sets, publicly available is CTU-13, which contains
thirteen tcpdump bot and background network traffic captures. The
dataset has been developed within the Czech Technical University
in Prague (abr. CTU) in 2011. [16]

Likewise, this dataset contains benign traffic combined with
relevant attack patterns, represented in their pure form (PCAP files).
Additionally, this packet captures were analyzed with their own
solution, CICFlowMeter. This application exports the main features,
like timestamp, IP addresses, source and destination ports, protocols
and type of the attack in CSV format.

The thirteen network captures consist of normal, unknown and
traffic generated by seven types of bots: Neris, Rbot, Virut, Menti,
Sogou, Murlo and NSIS.ay. Each one contains traffic specific to a
single type of bot with sizes in the gigabytes range.

The data was collected over the course of five working days,
similarly to other sets mentioned above, a particular aspect of the
CICIDS2017 is that the Monday capture doesn’t contain malicious
traffic.

The first analysis of CTU-13 was published in [16] and it used
unidirectional netflows to represent the traffic and to assign the

Benign traffic is generated using 25 user profiles that perform
common tasks typical to normal operators, over HTTP, HTTPS,
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FTP, SSH and email. The malicious traffic emulates brute force
attacks both on FTP and SSH, DoS and DDoS, Heartbleed, botnet
and another Web attacks.

Semi-supervised training can be the answer, allowing the
processing of only a small number of training vectors which are
properly marked. This may be considered as a viable approach,
since full autonomous systems may be targeted by attackers, and
may misclassify malicious actions.

Another important aspect is that the set has eighty
characteristics, according to the authors making it an extremely
explicit dataset, what may cause some generalization problems in
the training process (overfitting). The files in the
MachineLearningCVE package contain 79 features, the Fwd Header
Length feature being duplicated. Definitely, some features can be
ignored depending on their relevance and the bigger number could
be considered an advantage since researchers have more wiggle
room when engineering features.
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CICIDS2017 dataset contains 2.830.744 records in the section
dedicate to machine learning, with duplicate values, both for
legitimate and malicious traffic. 80,30% out of the full dataset is
labeled as normal traffic. If the unique records are analyzed,
approximate 80,43% are in the normal class, that gives a certain
consistency to the set.
It can be observed that there are two main approaches when
discussing about proprietary machine leading dataset generation,
one focusing on the network traffic generated by some malicious
applications that run inside the observed network. The second
approach, proposed in the present paper and the authors of the
CICIDS2017 dataset, concentrates on the traffic that is observed at
the border of the network, accentuating external threats. Regardless
to say that the best would be to combine both methods.

4. Results and discussion
An alternative to the above-mentioned approaches could be a
system consisting of a series of equipment exposed on the Internet,
to many new automatic or manual attacks. The data recorded can be
analyzed for the development of dynamic data sets. The system in
question can be formed by multiple simple Linux boxes, capable of
monitoring the activity on each port, using a simple iptables rule.
A better approach involves the use of one or more honeypot
systems exposed on the Internet. This method emulates many
vulnerable systems and services, which can be adapted to the needs
of the beneficiary. A possible example is the use of specific IOT
honeypot modules to monitor and alert on Mirai, VPNFilter or
similar botnets activity. This approach also responds to a crucial
ML system need, hence a sufficiently large set with specified
classes and measurable features.
In relation to the for-mentioned research and the tested solutions
it has been observed that some public sets focus strictly on the
extracted characteristics; many modern solutions being able to run
ML algorithms on events dispersed over time, considering certain
patterns. By exploiting the data collected throughout honeypots, it is
possible to detect patterns of certain malicious unknown entities and
take automated actions to minimize the impact.

5. Conclusions
An option for training and testing security solutions would be to
generate your own training dataset. The CICIDS2017 set is
composed by generating different attack scenarios with Kali Linux
or Windows attack machines, on Windows, Linux and Mac OS
target systems.
This will fix the problems present in most current sets, that
contain old attack signatures, but only for a short period of time.
Each new set created will be affected by the passage of time and the
emergence of new attack models, which will not be covered.
Another problem caused by the creation of a custom set is the
dilemma of attribution, having to do with unknown or ambiguous
events that cannot be considered attacks with certainty. Studies have
proven that machine learning systems that use a small set of proper
labeled data are more efficient than those without this feature. [19]
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Abstract: The technology of constructing models of software systems using non-deterministic finite state machines is offered. In this
case, each vertex of the automaton model (state) is matched by the output function and the transition function. The first determines the
actions performed in this state, and the second defines the conditions for the transition to other states. Bypassing an automated model tree of
a program to implement it in some programming language, you can create your own program.
Keywords: MODELLING SOFTWARE SYSTEM, NON-DETERMINISTIC FINITE AUTOMATOS, OUTPUT FUNCTION,
FUNCTION OF TRANSITION

transitions from each of these states. In this way, each status will be
linked to a list of conversions to other states. Here is an example of
a fragment of a automat (Figure 1) with a limited number of states.

1. Introduction
The problem of the correctness and reliability of programs,
which is related to their modeling, verification of program models,
subsequent validation and realization, is very urgent and actual.
Specialists have long been working on a possible formal description
of the algorithm, describing the program in a special way. On the
other hand, it is important to prove the correctness of such software
and hardware systems. Existing software modelling, verification
and development technologies do not guarantee their accuracy and
reliability. This is confirmed by recent events accidents of two
BOINGs that had malfunctioning control program. Recently used
MODEL CHECKING technology requires the use of special
verification programs, which are not always available.
In this article proposes program modeling technology using
non-deterministic finite automats. The program model description
allows you to create a graph where each of its states will be
matched by an exit function and a transition function. The exit
function determines the list of actions to be performed in this state,
and the exit function determines the transitions to other states from
the current state.
This approach allows to build the program model as precisely as
possible according to the technical specification. After minor
modification, the program model can be used to create programs
themselves. This process is subject to automation to finally create
the reliable programs.

A3

A1
A4

A5

A2
A6

Figure 1. Example of fragment of a automat
As can be seen from this figure, states A1, A2, A4 are associated
with several of the following states. Thus, each of the states A1, A2,
A4 has a list of transitions to the other states. For state A1, the list
consists of transitions to states A3 and A4. For state A2, it includes
transitions to states A4, A5, and A6. When all the states of the
automaton model are fully defined, that is, their output and
transition functions will be known, we will have a complete
description of the model according to the specification.
After possible modification and some changes to the model, you
can start creating your own program. To do this, you must bypass
the tree of automat of the program model in all possible directions.
When processing all possible branches of the junctions from each
current vertex, it is necessary to make a return to the previous state
and continue bypassing the tree from the next branch of the branch
at the previous level. That is, upon completion of the next branch of
the automaton tree, a step back to the previous vertex at the last
transition is performed. This process is displayed as follows.
Si (P1) → Sj; Si ← (P1) Sj; Si (P2) → Sj+1
Here, the transition from the vertex Si under the condition P1 to
the vertex Sj is shown. If this completes the bypass of the next
branch in vertex Sj, it returns to the previous vertex Si due to the
condition P1. The next exit from the vertex Si under the next
condition P2 is revised and the transition under this condition to the
vertex Sj + 1 is made. The vertex will be considered fully processed
if all its exits are noticed. If such a bypass of the tree will reveal a
transition to a fully processed vertex, then you must immediately
return to previous vertex and the process must continue to bypass.
This is necessary to avoid repeated bypasses for the treated top. If
such a bypass of the tree will reveal a transition to a fully processed
vertex, then you must immediately return to previous vertex and the
process must continue to bypass. This is necessary to avoid repeated
bypasses for the treated top. If such a bypass detects a transition to a
fully processed vertex you should immediately return to the
previous vertex, and the process must continue to bypass. This is
necessary to avoid repeated bypasses for the treated tip

2. Software system modelling technology
As already mentioned, a non-deterministic finite state machine
is chosen as the basis for modeling [1] M = (S, S0, R, AP, L)
where S is the finite non-empty set of states of the automaton;
S0 is a finite set of initial states of an automaton (S0 ⸦ S);
R ⸦ S x S is the total relation to S, that is, transitions from one state
to another are possible;
AP is a finite set of atomic predicates;
L: S = 2AP is a markup function where each state of the map L
defines a set of true predicates. Predictors in our case are specific
actions (such as a sequence of calculations) that may be true or
false.
This model naturally describes the algorithm of any complex
program. The automat is transferred from one state to another under
certain conditions, which are defined by the model description for
each state. The description of the algorithm defines the logical
conditions for such transitions. An undetermined finite state
automat involves multiple transitions from one state to another. The
description of the algorithm defines the logical conditions for such
transitions [2]. The description of the program algorithm consists of
two parts: a logical one, which determines the relationship between
the states of the machine and the executive, where each state
determines the sequence of certain actions in the form of predicates.
The transition from the state Si to the state Sj is possible if the
condition P1 is true, i.e. Si (P1) → Sj. As a result of the description
of each state of the automaton model, we will have several possible
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In the process of scanning, the automaton tree realizes the content
of the predicates for each vertex in the form of a set of actions in
one of the procedural programming languages. (for example C,
PASCAL, Java etc.). The most appropriate method for
implementing this method of program construction is to use a stack
mechanism. The stack is required to return to the previous vertex of
the graph. The stack is required to return to the previous vertex of
the graph. As already stated, for each state of the automaton model
in the process of model construction, a list of predicates that
implement the desired program algorithm for a certain transition to
other states is fixed. And the number of returns will be equal to the
number of branches in the list of each vertex. The sign of the end of
the model tree bypass is the absence of fully process peaks. The
process described is easy to automate. For this purpose, the
description of all vertices should be summarized in a simple
database with two ratios - for vertices (states) and their vertices of
transition associated.
3 Conclusions
The presented technology of program development allows to
build their models in the form of non-deterministic finite state
automates according to the description of the program algorithm in
the terms of technical task. The program verification process
consists of verifying that the model description is correct. This
software development technology is used in the educational process
at the Cherkasy National Bogdan Khmelnitsky University, and can
later be used to develop complex software systems.
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CURRENT REQUIREMENTS TO THE SAFETY MEANS FOR THE PARTICIPANTS
IN FIRE EXTINGUISHING FOR CRITICAL INFRASTRUCTURE SITES
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Abstract:. This report discusses the current problems related to the equipment for personal protection of employees from fire safety and civil
protection, part of the unified rescue system, for incidents in critical infrastructure sites. It is emphasized on the types of protective
equipment used in general or specific fire extinguishing activities. The specific requirements are applicable to the design and manufacture of
the individual protection devices, which will ensure the proper appearance and the highest possible level of fire safety in the extinguishing
operation, without being an obstacle for his moves during work, despite direct exposure to danger for the parts of his body.
Key words: protective clothing, fire, infrastructure
widespread in our country, a set of two parts - a hem and a trouser
(pg. 1 and p. 2).

1. INTRODUCTION
The security of the continued functioning of critical
infrastructure achievements is crucial for society, especially in the
storage of debris; Any unnecessary maintenance of central and local
government buildings, schools, hospitals, financial institutions,
power plants and schools etc. can lead to a serious upset of people's
lives in the regions and in others like anyone who knows the
number of casualties and economic losses. [1,2] In this respect, it
equates to firefighters to protect the population if desired by human
beings, incl. terrorist, action or natural forces is important.
Firefighters are exposed to a direct risk to their health and life in
firefighting and rescue operations in various small and critical
infrastructure sites. [3,4]
To protect themselves from burns and serious physical injuries,
they use various types of personal protective clothing. Different
types of protective clothing and equipment for firefighters have
been developed, depending on the environment of the fire, what part
of the body they are protecting, the purpose (upper or lower),
composition and protective properties. They may be clothing and
equipment for general firefighting activities, clothing and
equipment with reflective properties, chemical protection suits,
signalizing with high visibility, radioactivity protective clothing,
mountaineering clothing, as well as clothing which doesn’t melt and
is intended for wearing underneath basic protective clothing and
more[5].
The firefighter's protective clothing used in general or specific
firefighting activities is a special clothing for the protection of the
neck, hands to wrists, feet to ankles, upper and lower part of the
firefighter’s body, without the head, forearms to he hands and feet.
below the ankles from heat, pollution, wetting, wind and other
harmful effects [6].
The primary role of these garments is to protect the firefighter
in carrying out common firefighting and rescue activities while
limiting and eliminating fires, limiting the effects of disasters,
accidents, catastrophes, terrorist attacks, protecting sites from
critical infrastructure, rescuing people and property. [7,8,9].

pic.1
Protective clothing must be designed in such a way as to
provide the highest possible level of protection when used and to
allow the firefighter to carry out his activities freely. It should not
restrict his movements during work, despite his direct exposure to
danger. In designing it, appropriate classes of protection should be
introduced, taking into account different foreseeable conditions,
distinguishing seve ral levels for the same risk. It should exclude the
possibility of risks and other undesirable effects when used.
The materials used to make the protective clothing and its
components, including decomposition products, must not have a
detrimental effect on the hygiene and health of the firefighter, as
well as a negative impact on the environment when destroyed. The
surfaces of any piece of protective equipment and clothing that are
or may come into contact with the firefighter's body when used
must not be rough or have sharp edges and protrusions that could
cause severe irritation or injury during of their exploitation.
Protective clothing should not interfere the firefighter's
movements in different positions of the body. When the firefighter
is moving, protective clothing and equipment must not put him or
her in danger, as well as his or her colleague working nearby.
Protective clothing for firefighters must be designed and
manufactured in such a way that:
to dress as quickly as possible and to adhere tightly to the
body of the firefighter, as well as to leave it in place throughout the
period of work with it, taking into account the high temperature,
adverse environmental conditions, movements and positions of the
body;
to allow for adaptation to the firefighter's morphology by
any appropriate means, such as adjusting and anchoring devices or
by a sufficient variety of sizes.
Protective clothing and equipment for firefighters must be as
light as possible without affecting the strength of their construction
and their effectiveness when operating in or around high
temperature and humidity areas. [14] They must also be strong
enough to withstand the effects of direct fire and work in high
temperature areas, as well as meeting the additional requirements of
specific risks. They must have high-visibility retro-reflective strips

2. ANALYSIS
Providing firefighters with protective clothing and equipment is
a major problem that has gained widespread publicity in late 2017
and early 2018.
Protective clothing, as part of personal protective equipment,
must be used when handling health and safety risks that cannot be
otherwise eliminated, as is the risk for firefighters [10,11,12,13].
The Health and Safety at Work Act determines that personal
protective equipment must provide protection against dangers, not
to be harmful to the health of the worker and not interfere with the
performance of his or her duties.
Providing personal protective equipment to the firefighters
means providing fireman's helmet, gloves, boots and belt, a
breathing apparatus with a face mask and last but not least - a set of
protective clothing for firefighters.
The firefighter's protective clothing must provide protection
appropriate to the risks to which he is exposed daily and to the
specifics of critical infrastructure sites. This protection can be
achieved by using one piece of protective clothing or, as is
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 defining the general requirements for ergonomics, safety,
aging, size designation, compatibility and marking of protective
clothing and for the information provided by the manufacturer of
protective clothing - BDS EN ISO 13688 'Protective clothing.
General requirements ”[16,17];
 Test method for materials intended to be used in the
manufacture of electrostatic protective clothing to avoid flammable
electrical dilution - BDS EN 1149 'Protective clothing. Electrostatic
properties' [18];
The test methods and requirements and their equivalents, the
requirements for protective clothing intended to visually signal the
presence of their user in order to ensure the visibility of the
consumer in hazardous situations in all daylight conditions and in
the illumination of traffic lights funds at night. The International
Standard is applicable to low and medium risk situations.
It includes requirements for colors and reflectance, as well as
the minimum area and layout of materials in protective clothing.
BDS EN ISO 20471 'High visibility protective clothing. [19]
Requirements for the construction of protective clothing:
- be made of two parts - hem and trousers that overlap at least
15 cm when bent, stretched or rotated.
- allow easy and quick dressing and undressing.
- be multilayered, the outer layer being made up of highprotection materials and antistatic fibers, the intermediate layer
should be made of a non-combustible, breathable membrane that
protects against the ingress of liquids. The lining should be
insulation made of non-combustible stitched material.
- be cleaned in washing machines at a certain temperature of the
water and / or by dry cleaning without damaging their protective
properties, the quality of the reflective tapes.
- be resistant to the penetration of liquid chemical products,
prevent penetration into the inner surface of the garment and have
the ability to repel. The resistance of the fabric and the seams must
provide protection against the ingress of water and water vapor
during direct quenching activities.
- be tensile to tear at the joints of the main joints of the material
and must not be less than the specified regulatory requirements.
- must not resize (longitudinally and transversely), regardless of
the number of cleanings.
Requirements for the materials of which the protective clothing
should be made:
- the material must be treated for water tightness and
temperature resistance to provide protection against water, heat,
flame, sparks and cold;
- have the ability to remove moisture from the body of the
firefighter, since in intense exercise the human body reaches states
of profuse sweating;
- have a level of protection in accordance with the current
legislation;
- have a tensile strength of the material when tested in the
longitudinal and transverse directions, which must be within the
specified values.

for the appropriate class of clothing, which must also meet the
above requirements. [15].
Apparel and equipment must be put into service and
accompanied by a manufacturer's instruction manual. Apparel
(inside) shall be affixed with standard pictograms, including CE
marking, proving their function as personal protective equipment
for firefighters.

pic.2
The instructions for use must be comprehensive and contain the
name and address of the manufacturer and / or his authorized
representative, as well as the necessary information about:
1. storage, use, cleaning, maintenance, servicing and
disinfection; the cleaning, maintenance and disinfection
preparations recommended by the manufacturer, which must not
have an adverse effect on the protective clothing and on the wearer
when applied as directed;
2. the accessories to the firefighter's protective clothing and the
characteristics of the modular clothing parts;
3. a class of protection corresponding to the level of risk and the
corresponding restrictions on use;
4. the end date or the shelf life of the firefighter's protective
clothing;
5. size table of firefighter protective clothing;
6. the importance of the markings used;
7. the normative acts applicable under Art. 2, para. 3 of the
Regulation on conformity marking;
In determining the specific requirements for the protective
clothing of the firefighter, in the person of the General Directorate
of the Ministry of Interior, he / she shall comply with the legislation
in force in the Republic of Bulgaria and, respectively, in the
European Union.
To determine the requirements of the firefighter's protective
clothing, the Bulgarian State Standard (BDS) Euronorm (EN) 469
[14] was created. The European Standard specifies minimum levels
of requirements for the performance of protective clothing to be
used in firefighting operations and related activities at critical
infrastructure sites. They may be rescue activities or disaster relief
respectively. Such clothing does not provide sufficient protection
for operational activities related to the cleaning of the separated
chemical products and gases.
The European Standard includes general requirements for the
performance of clothing, minimum levels of performance of the
materials used, and test methods to be used in determining those
performance levels. The required levels of fulfillment can be
achieved by using one or more different garments designed on a
modular basis.
During the execution of their operational duties, firefighters
may encounter other hazards other than those for which this
standard provides protection, such as strong chemical, biological,
radiation and electrical hazards. To protect against such hazards, it
is necessary to develop and implement suitable kits for a specialized
firefighter. In determining the requirements of the firefighter's
protective clothing, the provisions of the regulations shall be taken
into account as follows:

pic.3
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The elements of the protective clothing (ch.3) must be of highvisibility reflective tape for the appropriate class of clothing.
Reflective tapes should be placed on the chest, back, bottom of the
hem, and across the sleeves and feet. The straps must be heatresistant and must not prevent easy general cleaning of the garment.
The retro-reflective elements of the jacket are designed
according to the user's requirements. Their material must be
fluorescent with yellow, orange-red or red in color and in certain
areas. Most often, one or two retro-reflective horizontal bands are
placed around the body and two vertical ones are connected to the
upper horizontal through the shoulders. If there are two horizontal
bands, the absence of vertical bands is allowed.
The trousers of the trousers should have reflective strips that
encircle each leg horizontally. The trouser straps may also be fitted
with retro-reflective straps of at least 50 mm width.
Different undergarments are worn on the body under the
firefighter's protective clothing under consideration. It may be
special underwear and socks for firefighters or other appropriate
undergarments. The firefighter's outfits offered are different from
the usual ones in that they are sufficiently strong and more resistant
to temperature and other adverse effects. Most often they are made
of non-flammable jersey made of nomex material.
Of the above requirements for the firefighter's protective
clothing, some have been adopted and are specific to the Republic
of Bulgaria. These are the sizes and locations of reflective tapes,
hem pockets and pants pockets, as well as the protection of zippers
with self-adhesive tapes.
Requirements for the operation of protective clothing for
firefighters During the actual operation of the protective clothing
for firefighters, minimum requirements for their maintenance are
stated. However, when used properly, these minimum requirements
"extend the life" and maintain the quality of firefighter protective
clothing for a minimum of 60 months, as provided for in the
Ordinance on Essential Requirements and Assessment of Personal
Protective Equipment [22].
Another basic criterion for the operation of firefighters'
protective clothing is their proper storage under conditions suitable
to preserve their protective functions, as well as the reflective
properties of the tapes on them.
There are still some questions in the operation of protective
clothing for firefighters that can only be answered by the garment
manufacturer. These are questions regarding the frequency and
cycles of washing clothes, their drying and storage, how long to
expose them to direct sunlight during drying and storage, and the
maximum shelf life. All these questions can be answered in the
operating instructions of each individual protective clothing [21].
3. Conclusion:
1. The main problem is the lack of separate protective clothing for
the firefighter, depending on the various types of threats in the sites
of the critical infrastructure;
2. It is necessary to use new types of materials for the manufacture
of the firefighter's protective clothing, providing complex protection
against the dangers and risks that accompany his responsible
activity;
3. The need to make improvements to the model and cut of
protective clothing so as to ensure a higher degree of protection and
protection against more harmful factors and freedom of movement.
By developing new materials and / or improving existing ones
in an appropriate configuration, it will contribute to greater
protection, comfort and safety of employees from specialized teams
to protect sites from critical infrastructure.
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AREA OF IMPACT OF UNDERWATER EXPLOSION ON DIVERS
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Prof. Ph.D. Eng. Gueorguiev N. L., Asst. Prof. Ph.D., Eng. Kolarov A.P.
Institute of metal science, equipment, and technologies with Hidroaerodynamics centre “Acad. Angel Balevski” – Bulgarian Academy
of Sciences, Sofia, Bulgaria
niki0611@abv.bg, aleksandar_kolarov@abv.bg
Abstract: Underwater swimmers can be amateurs without criminal intent, as well as poachers, underwater treasure hunters, or
underwater saboteurs carrying out terrorist acts or gathering intelligence pose new challenges to the underwater safety of water transport in
ports, coastal and offshore facilities and other sites of the critical coastal infrastructure. While the former category is usually handled with
police-type techniques using non-lethal weapons, a lethal force could be used at some stages when dealing with terrorist divers. In this
context, it is of theoretical and applied interest to identify the areas in which the underwater explosion leads to different types of impacts on
divers. The material proposes an approach to assess the strength of the underwater blast caused by means of warning and protection from
underwater swimmers, which could be used in the construction of specific protection systems for harbors, naval bases or element of the
critical coastal infrastructure against unauthorized access by divers.
Keywords: DIVER, UNDERWATER EXPLOSION, GAS BUBBLE, PRESSURE IN THE WAVE, DAMAGING EFFECT

most cases require the diver to rise to the surface. In this context,
the measurement of the power of the underwater explosion of
means for countering divers and underwater swimmers and the
evaluation of its striking eﬀ ect (lethal and/or non-lethal) as a
function of distance, depth of sailing, scuba equipment and others
have great practical application in the design of underwater bombs,
grenades, and setting the tactical use.

1. Introduction
Underwater swimmers pose new challenges to the departments
and agencies authorized to provide underwater safety of water
transport in the waters of ports and coastal and offshore facilities
and other sites of the critical coastal infrastructure. Divers can be
amateurs without criminal intent, as well as poachers, underwater
treasure hunters, or underwater saboteurs carrying out terrorist acts
or gathering intelligence. While the former are usually handled with
police-type techniques using non-lethal weapons, a lethal force
could be used at some stages when dealing with terrorist divers. For
these purposes, remote-controlled underwater charges, hand-held
underwater grenades, underwater pneumatic devices, etc. are often
used in warning and physical deterrent or destruction subsystems. In
this context, it is of theoretical and applied interest to identify the
areas in which the underwater explosion leads to different types of
impacts on divers. The fact that the detection distance of divers with
the help of specialized sonars - from 500 to 700 meters - is
comparable to the radius of impact of underwater explosive devices,
which significantly limits the time to decide what means to use,
makes the preliminary practical determination of peak pressure of
the underwater sound wave in the impact area important and
necessary.

The problem can be formulated as: How to evaluate the power
of an underwater explosion and, accordingly, the area of non-lethal
and lethal impact on underwater swimmers for the purpose of the
tactics of using explosives?
The use of mathematical apparatus does not allow to take into
account all the parameters and their interdependence and does not
guarantee accurate results. Therefore, measuring the strength of the
underwater explosion as a means of counteracting divers and
underwater swimmers and assessing its damaging effect (deadly or
non-lethal) as a function of the distance, the relief, and structure of
the bottom, the depths of sailing and the positioning of the blasting
device. The abovementioned function factors have sufficient
applications in the design and tactics of use of underwater effectors.
This is confirmed by the differences in results calculated with some
empirical formulas (Table 2).
Table 2: Impact zones on divers

2. Prerequisites and means for solving the problem
In the ﬁrst type divers, the techniques police-type with nonlethal weapons are usually used for inﬂuencing oﬀ enders. In
combating terrorist divers at some stage it is possible to use the
funds to a lethal outcome. The underwater explosion of a bomb or a
grenade can either alert the diveroﬀ ending to ﬂoat or to force him
to ﬂoat. They can also eﬀ ectively induce lethal outcome for
underwater swimmer. Table 1 shows the limit values characterizing
the blast eﬀ ect on the diver wearing a neoprene standard suit [1].
Table 1: The limit values characterizing the effect of the blast on the diver.
Peak pressure,
Peak pressure, [kPa]
Effect
[psi]
1Pa = 6,8948. 10³ psi
> 2000
> 13800
Death
500 - 2000
3450 – 13800
Death or serious injury
50 -500
345 - 3450
Possible serious injury
The probability of
< 50
< 345
injury is low

The material proposes an approach to assess the strength of
the underwater blast caused by means of warning and protection
from underwater swimmers, which could be used in the
construction of specific protection systems for harbors, naval bases

According to published results [1, 3], it can be concluded that
the peak pressure of underwater sound wave with a value of 230 dB
re 1 µPa will be fatal for the diver and in the range 206 to 226 dB re
1 µPa would cause various organ and tissue damages, which in the
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or element of the critical coastal infrastructure against unauthorized
access by divers.

where

pm -

3. Solution of the examined problem

(4)

An explosion occurs through the explosive conversion of
explosive gas in a result of a chemical reaction that takes place at
very high temperature 3000°C and pressure over 150,000 atm. The
distribution of this pressure at the explosion of detonating
substances (TNT) is carried out in all directions with the supersonic
velocity of several thousand meters per second from 4500 to 8000
m/s. As a result, the shock wave is created, which diﬀ ers from the
ordinary acoustic wave due to the large amplitude and the explosive
character of the pressure. At ﬁrst the shock wave pressure is the
same as that of the detonation products, and its initial velocity in
water is about 85% of the one of the charge detonation. At a
distance of about ten radii of the mass of explosive (aligned to form
a sphere) the pressure decreases and the velocity of sound in water
reaches its constant average value, i.e. about 1500 m/s. Energy
losses at underwater explosion are negligible because the energy of
the blast, transformed into a shock wave, is used mainly for a
displacement of the water mass, and the temperature of the
surrounding water mass is increased slightly. It is assumed that
approximately half of the explosion energy is converted into heat,
and the other half is emitted in a pulse as sound pressure. One of the
signiﬁcant features of explosion of detonating substances under
water is the formation of vapor-bubble. Possessing a positive
buoyancy, it pulsing with radial pulsation of the gas ﬁeld caused by
dynamic cyclic expansion and contraction ﬂoats to the surface of
the sea, where sprays. The maximum radius and the pulsation
period of the gas bubble are interconnected and depend on the
hydro-static pressure of the blast depth, which increases in
proportion to the depth and on the density of water [2]. The distance
between the receiver and the point of detonation greater than 91.4 m
is in eﬀ ect for the empirical formula of the pulsations period [1]:
1
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peak pressure;
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,

r [m] - distance from the blast center.

The peak pressure is determined by means of experimentally
obtained formula [1]:
(5)
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The spectrum of explosive depends on the blast amount and
depth. The spectrum of the explosive signal is characterized by
large subsidence in the frequency domain due to interference. The
position of the ﬁrst maximum of the frequency scale f 0 , and also the
distance between adjacent peaks in the spectrum f are associated
with the ﬁrst pulse period of the gas bubble T1 by means of the
proportion [2]:
(6) f 0  T1  f  T1  1
The periodicity of interferential minimums is observed at
frequencies up to 3–5 kHz. At higher frequencies, the main energy
carrier of the signal is the explosive shock wave. After
transformation, the importance of the energy spectrum of the
explosion is obtained:
(7) S ( ) 2 

2

pm
1 2   2

This formula shows that in the low-frequency domain ( 1 ) the
energy spectrum does not depend on the frequency, and for
( 1  ) it decreases proportionally to 1  2 . Based on the study
of the sound waves propagation in the frequency interval from 16
Hz to 60 kHz, for the coincident of absorption β of the acoustic
energy in the seawater the empirical formula is obtained [5]:

5

T  2.1W (h  10.07) 6 ,
3

(1atm = 101,32 kPa) - pressure in the shock wave

depends on the charge size W and the distance from the blast center:

3.1. Measurement of characteristics of the underwater
explosion

(1)

p [atm]

where T [s] - pulsations period; W [kg] - charge size.
The empirical dependency between relationships of the periods
of the ﬁrst, the second and the third pulse of the gas bubble:

(8)   0.036  f

(2) T1 : T2 : T3  1 : 0.76 : 0.55

3

2

[dB/km],

where f is the frequency in kHz.

is obtained during multiple studies [3]. The maximum pressure in
the gas bubble at the end of ﬁrst pulse is about 10–20% from the
shock wave pressure, which in the second and the third pulse (can
reach up to 10) causes repeated hydraulic shocks with the
periodicity 0.1–0.15 seconds. In the process of shock wave
propagation from the blast center, the shock wave front undergoes
deformations as a result of losses from its expansion, the thermal
conductivity of the water, and the mechanical processes related to
its compressibility and elasticity. The initial pressure and velocity of
the shock wave decrease gradually to sound values, and its front
from oval one becomes steeper, i.e. in the area of high pressures and
the small velocities. In this way, at an adequate distance from the
blast center, the non-linear processes in the shock wave front
disappear and its propagation begins to obey the laws of acoustics.
The energy dissipation of acoustic radiation at the expense of its
transformation into heat is not usually taken into account due to the
weak inﬂuence of this factor on the magnitude of absorption, i.e. the
movement of the acoustic wave in a real environment is considered
as an adiabatic process. Experimental researches have shown that
the pressure in the shock wave is changed as a bell curve (pulse),
which is approximated suﬃciently accurately by the formula [4]:

The sound wavefront undergoes reﬂection from both the sea
surface and the bottom when propagating in shallow water areas up
to 100 m. The interference of the direct wave with multiple reﬂected
waves can lead to diﬀ erent results in measuring the amount of
otherwise identical explosive charges, and by the same distance
because the parameters of seawater as a hydro-acoustic channel are
numerous and continuous variable. The approximate shape of the
shock wave pulse received on the receiver as a result of interference
with the reﬂections from the bottom and the sea surface is shown in
Fig. 1.

t

(3) p  pme  ,
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Fig.2. Tourmaline underwater blast sensor
Table 3: Characteristics of a tourmaline sensor

Fig.1 Shape of the shock wave pulse received

In the typical case of conducting researches, when the distance
between the source (explosion) and the receiver R is greater than
the depth of the blast h1 and the receiver h2 , the acoustic pressure
amplitude can be determined by means of the formula [6]:
(9) p  A sin( 2 r )
0

R

Tourmaline sensors are delivered with a cable length for
measurement conditions, but their disadvantage is that they can be
used to measure the sound pressures from the source no greater than
100 MPa. For the measurement of higher pressures, the ﬂuoropolymer sensors are used which have the characteristic impedance
close to that of the water.



The formula (9) analysis shows that if the source depth and the
distance to the receiver are saved, and only the depth h is changed,
one will observe both the zones with the zero pressure and the ones
with the maximum pressure as a result of the interference of the
waves direct and reﬂected from the sea surface. Ninety-nine percent
of the energy of the wave incident on the sea surface is reﬂected
with a negative sign. This fact leads to the following practical
conclusions:

4. Results and discussion
4.1. Scheme of measuring the power of an underwater
explosion
It is known that both the instantaneous pressure and the blast
constant depend on the blast mass W and the distance to the
explosion point r. In this connection, the performance of practical
measurements of the explosive source should include two stages:

• It is appropriate the relatively small depth (4–5 m) to be
chosen for the explosion depth comparable to the radius of the ﬁrst
vapor bubble to avoid the inﬂuence of repeated hydraulic impacts.

• The ﬁrst stage is the preparation of measurement, i.e.
determining the blast mass, the choice of the measurement scheme,
the choice of the blast area, determining the explosion depth, the
hydrophone depth, and the distance between the blast point and the
measurement point r. The distance is determined so as to be greater
than the one at which the value of the instantaneous pressure of the
blast would be greater than the maximum scale of measuring
instrument;

• It is necessary for the receiver depth to be increased
simultaneously with shortening the distance between it and the
source to obtain higher sound pressures.
3.2. Sensors for measuring the characteristics of the explosive
source

• The second stage involves measuring the instantaneous
pressure and recording the signal from the blast for subsequent
processing. The measurement scheme is shown in Fig. 3, where PXI
is the console for the digitization of the signal, its writings in the
ﬁle, and the software for processing and displaying the signal.

The sensors for pressure measuring are widely used in order to
measure the characteristics of the explosive sources. The sensitive
element of these sensors is made of quartz, piezo, tourmaline and
ﬂuoro polymer. Basic requirements for these sensors are the
sensitivity increased to high frequencies, the high stability, the
ability to supply a long cable, and to work in a hostile environment.
Applications for measuring the strong shock wave using a long
cable for transmitting data to the processing system must be
carefully calculated to ensure the necessary frequency response.
The long cable capacity behaves like a low pass ﬁlter and for reason
of that. It must be taken into account in determining the output
voltage and current of sensor. As a rule, a higher current is required
to provide a higher voltage at the long cable output (20 mA to
power the long cable).
To provide 1 V at the estimated pressure output, the frequency
response of the sensor needs to be five times larger than that of the
current and the cable. For this purpose, the sensors are combined
with an electron block and compensatory acceleration sensor
elements, which ensure the necessary frequency response. [7] The
sensors with the frequency compensation hold time of a few
microseconds to react and not self-excitation, which provides an
accurate measurement of the shock wave. Characteristics of a
tourmaline sensor of company “Aerospace & Defence Division”
(Fig. 2) are given in Table 3.

Fig.3. Measurement scheme

4.2. Results:
The values of the results measured by the above scheme are
shown in Table 4:
Table 4: Results of the measurements
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The correspondence between the measured results and the
calculated by empirical formulas for different charges are shown in
Fig.4, Fig.5 and Fig.6:
Fig.7. Signal received from a blasting source 1.0 kg.

Fig.4. Measured peak shock wave pressure at a charge of 0.5 kg

Fig.8. Signal spectrum from a blasting source 1.0 kg.

5. Conclusion
• Tactics of using underwater swimmers against objects of
the coastal and the oﬀ shore infrastructure (oil and gas platforms,
submarine cables and pipelines, etc.) as well ships and hydrotechnical equipment in the region of ports shows that the depth of
their sailing is expected to be in the range between 5 and 40 m;
• The distance between the sensor and the charge is
determined to be greater than the distance at which the value of the
instantaneous pressure of the blast would be greater than the
maximum scale of measuring instrument. The measuring scheme of
the underwater explosion power should provide registering and
recording the pulse pressure within the range 345–13 800 kPa;
• In conducting the experiments, it is necessary waves on
the sea to be less than 1 ball, the area depth to be more than 40 m,
and the distance between the sensor and the explosion to be greater
than 91.4 m;

Fig.5. Measured peak shock wave pressure at a charge of 0.75 kg

• It is appropriate measurements to be made at the sensor
depth equal to the expected depth of diver sailing and at various
types of bottom – sand, rocks, mud, and others ceteris paribus;
• If the results are signiﬁcantly deferent from the ones
estimated in advance by means of the mathematical formalism, it is
necessary repeated positioning the explosion to the sensor, as depth
and/or a distance varies in order to reduce the inﬂuence of
interference.
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