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Abstract: Medical facilities are distinctive types of premises accessible by a wide range of visitors seven days a week. They are places
characterized by a high concentration of civilians and low-level security against the occurrence of various types of emergencies.
Undoubtedly, terrorism is one of them. From a security point of view, hospitals are soft terrorist targets. Given the topicality of terrorism, we
must address the question whether sufficient security is ensured for medical facilities. The aim of this paper is to point out the key role of
security management in the overall management of hospitals. It will also outline some shortcomings in technical and operational security
applications for their premises. The paper further discusses the effectiveness of crisis plans and emergency management exercises, as those

are the primary conditions of successful emergency management.
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1 Introduction

The current stage of development of civilization, besides many
indisputable positives, also carries with it some great security risks,
such as illegal human migration, organized crime, the proliferation
of weapons of mass destruction and terrorism. In recent years,
terrorism has become a topical issue mostly because of its
globalization and wide media coverage. In June 2013, 14 female
university students were killed during a bus explosion and another
19 were injured. After bringing the victims to a hospital, a suicide
bomber detonated a bomb in the door to the emergency room,
followed up by terrorists storming the facility with firearms.
Another 11 people were killed before this attack was brought under
control by the security forces. The Lashkar i Jhangvi terrorist group
claimed responsibility for the attack. In September and November
2012, suicide bombers of the Jabhat al-Nusra group attacked
hospitals in Syria. In November 2005 London police arrested two
suspected terrorists who were later accused of plotting a bomb
attack. One of them had a piece of paper with the words in Arabic,
Hospital = Target.[1]

It might seem that as no terrorist attack has so far taken place
on a medical facility in the Czech Republic, the security solutions
used by hospitals against such attacks are exaggerated or even
unnecessary. The above examples from abroad, however, prove
the opposite. Terrorism can be defined as the politically,
ideologically or religiously motivated blind, indiscriminate Killing
of defenceless, innocent civilians.[2]A hospital can thus definitely
become a target of a terrorist attack. At the same time, medical
facilities are what are called soft terrorist targets. Currently, security
measures are being significant increased around government
buildings, military facilities, airports, etc., but we have yet to see
any noticeable changes in the protection of soft targets (hospitals,
shopping malls, school facilities, etc.). It is of course very difficult
for the government to ensure the overall security of all soft targets,
and with the commitment of considerable financial resources. It is
therefore necessary for medical facilities (or any other institution
facing the risk of a terrorist attack) to take primary responsibility
themselves, and ideally for each of us personally as well. We also
must take into account the issue of the adequacy of every anti-
terrorist measure, thus preventing, for instance, excessive
restrictions on the free movement of people and so on.

2 Results and discussion

The following are the findings of a research project called
“Protection of medical facilities against terrorist attacks”, conducted
by the Central Bohemian Region of the Czech Republic
in the hospitals in the region in 2017. Furthermore, the results are
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also based on the conclusions of conferences focusing
on the security of medical facilities, organized by the Faculty
of Biomedical Engineering of the Czech Technical University
in Prague and the Society for Radiobiology and Crisis Planning
ofthe Czech Medical Association of J. E. Purkyné
under the auspices of the Health Committee of the Chamber
of Deputies of the Parliament of the Czech Republic.
The contributions by representatives of several Czech hospitals
and experts on the security of medical facilities in the Czech
Republic have shown that the crisis managers of these facilities do
carry out risk analyses, are aware of the threats related to operating
hospital facilities and often develop crisis plans aimed at preventing
and addressing a variety of crises and emergencies. It remains to be
seen, however, to what extent these findings and plans are accepted
in the practical application of hospital security.

2.1 Terrorist attacks

The aim of a terrorist attack is to provoke a severe psychological
effect, a sense of threat, fear and manipulation of public opinion.
To achieve this goal, many types of terrorist attacks can be used
when targeting inpatient medical facilities. Acts of a brutal nature
with numerous innocent victims will ensure sufficient media
coverage and thus extend the psychological impact beyond
the territory or society that is attacked. This creates an environment
suitable for achieving terrorist goals.

2.2 Vulnerability of medical facilities

Medical facilities housing inpatients, especially those obliged
to provide mandatory emergency admission, provide constant
access to the general public. At the same time, humerous members
of staff are on duty and there are the inpatients, people often vitally
dependent on the facility’s operation. These are spaces in which we
assume that our health will be restored and therefore protected.
At the same time we encounter a low level of security of hospital
premises against potential crimes. From the point of view
of terrorist attacks, medical facilities are classified as soft targets,
i.e. the most common targets of violent terrorist acts [3].
The analogy of terrorist attacks on soft targets demonstrates well
the vulnerability of hospitals to any emergency situation. Being part
of this group of terrorist targets proves that medical facilities are
easy targets for committing a violent or other crime with a great
social and psychological impact. This is mainly due to the high
concentration of defenceless people, the low level of security
and a certain degree of feeling untouchable while failing
to acknowledge potential security risks. These risks are associated
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with both a hospital’s operation and also external factors which can
jeopardize the safety of their premises.

2.3 Importance of security management

The management of medical facilities includes departments dealing
with the issues of security and crisis management. The staff of these
departments are security managers ensuring the tasks necessary
for making their hospital a safe environment for all employees,
patients and visitors to the premises. This means, on the one hand,
providing high-quality and safe patient care and on the other
securing all areas of the hospital, protecting against emergencies
and preparing for solutions to them. In this paper, we will mostly
focus on crisis situations on our own premises.

Being aware of the threats and risks, preventing the occurrence
of emergencies and preparing for any potentially needed solutions
contributes to building an adequate response to crisis situations.
First of all, therefore, security management requires a risk analysis
to be performed. It will also serve, besides allowing reflection
on the medical facility’s current security situation, as a basis
for the subsequent creation of crisis plans. These plans are then
ideally used as guides for addressing specific emergencies and their
feasibility and effectiveness is tested through training in each crisis
situation. In addition to creating crisis plans and verifying their
functionality, providing preventive security measures is an equally
important part of hospital crisis management. This mostly means
the technical and operational management of the medical facility.

Our own experience tells us that healthcare professionals are
usually not aware of the threats which they may face at work. They
are not familiar with potential emergency situations in their
workplace and with how to react at such moments or whom
to notify, let alone having any opportunity to practise those
reactions. For many security managers, ensuring security only
means organizing training in safety and health at work (OSH)
and providing information about the existence of crisis
documentation. From the point of view of protecting the population
and that of crisis management, such an intervention is insufficient
and fails to ensure adequate preparedness for dealing with
emergency situations. They explain this shortcoming by a lack
of time and financial resources, which will, however, be negligible
if an emergency occurs and is dealt with inadequately and
inefficiently as a result of unpreparedness, thus causing substantial
health and material losses.

It is therefore necessary to improve the awareness of medical
facility staff of the potential risks of emergency situations,
streamline the interpretation of instructions found in crisis plans
to deal with them and allow the members of staff to try out these
procedures in practice. It is equally important to ensure
the technical security of hospital premises as an essential step
in their protection from emergencies.

2.4 Indispensability of technical security

A safe environment and, in many cases, the prevention of various
emergencies in hospitals can be ensured by using appropriate
technical security resources. Our investigation shows that it is often
the technical security solution which is significantly underestimated
by medical facilities.

By way of example, gates and entrances are used ineffectively.
These points of entrance usually only serve to pay for entry
or parking. It would, however, be appropriate to equip these places
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with barriers and licence plate readers and chip card readers
allowing entry to authorized persons only, and thus reduce the risk
of unwanted objects or persons being brought onto the hospital
premises.

In relation to the above-mentioned individuals representing a risk, it
is also clear that the free unmonitored movement of persons
in the hospital does not contribute to its security. Currently, it is
hardly difficult to gain access to virtually any clinic. Certain wards
are even freely accessible, although, for instance, immobile patients
who cannot defend themselves against a potential attacker in any
way are hospitalized there. Other departments are accessible
through a remote doorbell, but even that most often happens
without the visitor’s identity and the purpose of their visit being
verified. Here it would be worth considering establishing one
central reception or several separate ones, through which it would
be possible to enter individual departments only after the identity
and the purpose of the visit had been checked.

It is also worth mentioning that there is zero or insufficient use
of CCTV monitoring systems. An appropriate assessment
of security camera information can prevent an emergency situation
or ensure a timely reaction to it. We can then use the cameras
to monitor the development of the situation and collect information
which can be beneficial to the rescue services when deciding about
further action. This definitely also requires well-informed staff
assessing the information provided by the cameras. These members
of staff need to be trained in, for instance, identifying a suspicious
person (untypically shaped, noticeably thick clothing to cover
a firearm, a large piece of luggage, aggressive behaviour) and what
steps to take and whom to notify.

The efficiency of a security camera system is significantly reduced
if this service is not managed from one control room, together
with other technical security installations, thus allowing a rapid
reaction to emergencies. By this we mean an audio communication
exchange, an electronic fire alarm system, an electronic security
alarm or a mass distribution device for sending urgent text
messages. It is also advisable to equip the control room
with software to control the buildings’ technical equipment
(heating, cooling, air conditioning, tube mail, etc.).

As regards the employees monitoring what is happening
in the hospital through security cameras, we would like to draw
attention to the unsatisfactory condition of the hospitals’ physical
security systems. The main shortcomings are the composition
of the group of employees, the wide range of tasks assigned to them
and their minimal preparedness for dealing with emergency
situations. In many cases, physical security is ensured by security
agencies, but the hospitals do not assist in the selection
of the people charged with guarding their facility. There are cases
where physical security is ensured by women of pensionable age.
The duties of these employees include monitoring the hospital
through security cameras and patrols around the area; in some cases
they are located in gatehouses. These people also serve as so-called
security guards and are used to solve conflicts with aggressive
patients. That can represent a threat to themselves, given their age,
as mentioned, or insufficient physical and technical training to deal
with such events.

The above-mentioned examples of weak technical security
provision in medical facilities show their insufficient security
against emergencies, especially violent crimes. At present,

YEAR IV, ISSUE 1, P.P. 20-22 (2020)



INTERNATIONAL SCIENTIFIC JOURNAL "SECURITY & FUTURE"

WEB ISSN 2535-082X; PRINT ISSN 2535-0668

the threat of terrorist attacks is leading to increasing security
measures in government buildings, at airports, and so on. Since
medical facilities are soft targets, steps need to be taken to improve
their security.

2.5 Usability of crisis plans

The risk analysis of inpatient medical facilities shows that crisis
managers are aware of the threats and the related emergency
situations. In many cases, specific plans are in place for addressing
critical ~ situations  (emergencies,  evacuations,  pandemics
and traumatological issues). It is, however, necessary to verify
whether these plans are functional, whether they are indeed usable
in real time at the moment of an emergency and whether everybody
among the medical facility’s staff is familiar with their content.

Our survey showed that these plans are usually extensive yet fail
to provide specific procedures for dealing with situations. Hospital
employees often express objections, and rightly so, that it is not
possible to browse through files with crisis plans under stress
and time pressure, searching for the steps to take. It is thus
necessary to reconsider the form of the presentation of these plans
and create a brief and clear document about the most important
instructions which will clearly indicate what to do in a specific
situation. Some hospitals already have such brief instructions
in the form of what are called “crisis cards” in A4 format,
or an “emergency calendar” with procedures to follow for each type
of situation. Besides finding a suitable form for communicating this
information, it is also very important to select an appropriate
location for it. As already mentioned above, filing it among other
documentation (nursing standards, medical equipment manuals,
medical facility directives and other documents and regulations) is
not a good solution, as it is not possible to spend valuable time
searching for instructions on how to act and whom to notify
immediately. It is therefore desirable to place the emergency
guidelines in a visible place known to every member
of the department staff (ideally near a telephone line).

2.6 Irreplaceability of training

The crisis plans themselves are, however, not a sufficient guarantee
of preparedness for emergencies. Even a well-designed,
understandable and user-friendly crisis plan needs to be put
into practice and its usability has to be practised. Here we come
across another problem, because, as we have found out, hospitals
mainly carry out trauma plan exercises in emergency rooms, while
neglecting exercises in managing other crisis situations in other
hospital departments. Hospital management often explains this
failure to carry out evacuation training and training in dealing with
attacks by aggressive or armed patients and other threats
by referring to an excessive economic burden limiting the medical
facility’s operation. Here it should be pointed out that any potential
complications (material losses, harm to patients or members
of staff) which can occur in a real emergency as a result of a lack
of staff preparedness are many times more costly than ensuring
preventive measures and training. Last but not least, these drills
bring the undeniable benefit of retrospective evaluation.

We can thus check the real and practical usability of preventive
measures and crisis plans. The aim is to identify shortcomings
and problems in communication among the crisis managers,
the medical staff, the patients who are hospitalized and the visitors,
as well as the weaknesses in the staff members’ ability to respond
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to the situation. Lessons must be learned from these shortcomings
and the necessary steps need to be taken to mitigate or eliminate
them, thus ensuring a safer environment for the patients, for visitors
and for the members of the medical facility’s staff.

3 Conclusion

The quality and the credibility of a medical facility depend,
in addition to professional medical and nursing care and modern
equipment, on its security. Ensuring a safe environment contributes
to the level of satisfaction among a hospital’s employees, clients
and visitors. Appropriate preventive measures can substantially
mitigate the potential impacts of emergencies, therefore also
including terrorist attacks. Hence the need for medical facilities’
security management to take steps towards increasing hospitals’
preparedness for addressing emergencies and eliminating
the shortcomings in the security of their premises. The area of crisis
planning and preparedness in hospitals is now being heavily tested
by the COVID-19 pandemic, which will ideally give an impetus
to emphasizing the increased need to address medical facilities’
security and preparedness for emergencies in general, with more
effort and resources.
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