INTERNATIONAL SCIENTIFIC JOURNAL "SECURITY & FUTURE" WEB ISSN 2535-082X; PRINT ISSN 2535-0668

Opportunities for determining factors affecting the development of intelligent security
systems models

Valeri Panevski
Bulgarian Academy of Sciences, Institute of Metal Science Equipment and Technologies with Hydro- and Aaerodynamics Centre
“Acad. A Balevski”, Sofia, Bulgaria
panevski@ims.bas.bg

Abstract: Contemporary security challenges require the creation of a continuous and manageable process that guarantees the survival and
sustainability of the organization's core activities before, during and after a devastating event. This means that it is necessary to manage the
organization's activities, resources, personnel, impact on its functioning and countless risks. Significant contribution in this direction
provides intelligent security systems.

Thanks to rapid technological progress it is possible to be developed sophisticated security systems able to integrate heterogeneous sources
that can monitor, control and manage the security environment of the organization, which is potentially at risk. But the combination of
different technologies is not sufficient to significantly increase the level of security and the approach to the integrity of system elements, and

compatibility with other systems management organization are basic factors for success in this direction.
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1. Introduction

National agencies and business organizations are increasingly
exposed to risks that threaten productivity or the ability to provide
their services to their customers, in a timely and continuous manner.
Different trends in society and the economy contribute to these
risks, such as increasing globalization, networking, centralization,
automation, outsourcing or offshoring. Significant influence on the
development of these risks have and the increasing complexity of
business processes and increased dependence on IT and external
service providers by events such as fires, floods or loss of
information technologies, suppliers or staff. In addition, the risk of
a pandemic, extreme climatic conditions and terrorism is also
increasing.

Business Continuity Management (BCM) is a way that can address
the challenges faced by organizations associated with the impact of
probable risks. BCM is a management process in order to detect
serious risks that threaten the survival of the organization and
applying precautionary measures against these risks at an earlier
stage. The essential part of BCM is the correct identification of
critical organization risks associated management strategies to be
planned and ways to implement the response to the possible risk
events.

The essential part of BCM is the correct identification of critical
organization risks associated management strategies to be planned
and ways to implement the response to the possible risk events.

In order the whole range of activities to be completed, good practice
requires the establishment of models of the organization's Business
Continuity Management System (BCMS). This system integrates
interrelated methods, procedures and rules to preserve the duration
of critical processes and can be integrated into or based on existing
management systems.

Physical security is one of the main factors influencing the
development of the organization's intelligent security systems and
providing the BCM. This activity relates to the use of physical
means to protect premises, sites, facilities, buildings or other
physical assets belonging to critical assets. The application of
physical security is the process of using layers of physical security
measures to prevent unauthorized access or damage.

2. Impact of the physical protection system on
the critical infrastructure continuity management
model

Current rates of technological advancement make it possible to
develop sophisticated physical protection systems (PPS) that
integrate heterogeneous sources [1+5] that create ability to monitor
the environment of the organization potentially at risk. In this way,
PPS sustainability can be achieved by adding new technological
solutions. But the integration of various technologies is not
sufficient to significantly increase the level of protection and the
approach to the integrity of the elements of the PPS, and
compatibility with other systems management system of the
organization is essential.

PPS development

In the following text | will present approaches for design,
development and implementation of PPS [1+5] in terms of building
a new nuclear facility designated as critical infrastructure (CI) (for
short in the following text will be presented as a “facility” ),
construction of new installations within existing facilities,
modernization and reviewing the effectiveness of existing PPS.

The PPS development is best achieved through a systematic
approach consisting of three phases, namely:

1. Defining the goals and requirements for the PPS;

2. Designing the PPS to meet the objectives and requirements, set
out in Phase 1;

3. Analyze and evaluate the PPS effectiveness, designed in Phase 2,
the objectives and requirements established during Phase 1 to be
achieved.

The implementation of these three phases will ensure the
development of a PPS design for protection against threats of
unauthorized removal or sabotage, and will also meet other facilities
for specific purposes that may be applied.
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Figure 2-1: PPS model process development [1]

The sequence of these three phases and the summary of activities
for each phase are illustrated in Figure 2-1 (activities need not be
performed in the order shown).

PPS Requirements identification

The purpose of Phase 1 activities of developing and evaluating a
PPS project is to determine how the State's physical protection
requirements apply to the specific facility and PPS.

There are several steps to identifying these requirements, namely:

- Characterization of the operations of the facility and its condition.
This includes: a description of the processes and operations within
the facility; detailed description of the facility development,
including the location of the facility boundary, site locations, floor
plans, construction height and access points, and features of the
facility or systems identification that can be used as PPS elements

- Interpretation of threat information submitted by the State of the
operator or applicant to provide the basis for the project. This step
is either performance-specific or a combined approach. In the
recommended approach, the state does not usually provide
information to the operator about the threat.

- Identification of the targets to be protected from the threat and
their location within facility. It is carried out according to the
identification by the state regulator, based on the categorization of
the facility or the levels of consequences of a risk event (sabotage).

PPS Development

During Phase 2, it is determined how best to combine in the PPS
physical protection measures (such as fences, arches and sensors),
procedures, communication devices and response personnel that can
meet the required level of security. The overall objective is to
ensure that, regardless of the physical protection strategy chosen by
the organization, the PPS fulfills the security requirements by
appropriately balancing detection, delay and response functions.

Good practice in the PPS development is the application of the
principle of “defence in depth” that provides deception of the likely
opponent on the location of risky assets and forcing him to
overcome (eliminate) several protection measures in order to
achieve success.

This is usually achieved through a multi-layered defence, where a
series of protective layers built around the goals may include a
combination of physical measures such as access control areas
(Physical Security) and administrative measures, such as protection
of sensitive information and reliability (Information Security). Thus
it is achieved using the strengths of each component of physical and

information security in combinations that complement the strengths
or compensate for the limitations of each.

The effect produced by this system on the probable intruder will be:

- Increasing the insecurity of the infringer on the configuration and
operation of the system;

- Requirement for additional tools and more extensive preparation
before affecting the system;

- Creating additional steps in which the infringer can fail or decide
to abandon the attack.

The design of the PPS must be compatible with the systems of
operation of the equipment important for safety and allow personnel
to carry out their duties in a safe and secure manner. If there are
physical security measures that are too difficult for personnel to
comply with, they may find ways to accomplish their tasks more
easily by circumventing security measures. Building a thorough
understanding of the operation of the facility and applying this
knowledge during the design of the PPS will help balance the needs
between physical protection with the safety of exploitation.

PPS evaluation

During the Phase 3, the draft PPS in Phase 2, whether it concerns a
new or existing system, is evaluated to determine whether it meets
the requirements as identified in Phase 1.

The grounds for the evaluation of the PPS include:

- Confirmation that the PPS, as designed (for an new system) or
characterized (for an existing system), meets the requirements for
physical protection;

- ldentification of any system deficiencies in the design or
implementation that need to be removed in order to meet the system
requirements;

- Analyzing possible improvements that may be needed to address
the identified deficiencies and improve system performance;

- Repeat evaluation of the effectiveness of PPS on an annual or
other regular basis to take into account any changes in the
objectives, the operation of the system or requirements to it.

The PPS provides detection, delay and response functions through
structural, technical elements and personnel. The interaction of
these elements with the hardware and procedures makes the
evaluation of the PPS performance challenging.

Methods for evaluation of the system:

- Path analysis. This involves setting deadlines for different paths
of the intruder to determine with sufficient certainty that the attack
will be detected as long as there is sufficient response time to
interrupt the task of the intruder. Usually, times of tasks and
response times are measured or evaluated quantitatively.

- Simulation. This includes computer-based simulations of the PPS
and cabinet exercises that allow consideration of security plans and
emergencies, as well as intruder decision-making and and response
forces of the facility.

- Exercises. They vary from limited exercises aimed at responding
to an alarm to force exercises that address the effectiveness of the
entire SPS against the simulated impact of the intruder.

3. PPS lifecycle

Once the PPS is designed and evaluated using the development
process presented, the next steps in the PPS life cycle are: use of the
system; maintaining the PPS in place and planning for an
appropriate design of the PPS based on threat changes, changes in
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facility configuration or operations or potential targets, or based on
performance monitoring [1].
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Figure 3-1: The process of developing an PPS model

For the purposes of the development | will look in more detail only
the PPS “Sustain” step.

Taking into account the State's approach to maintaining the nuclear
security regime, operators must ensure that the necessary resources
- trained and knowledgeable personnel, reliable equipment, related
infrastructure, quality assurance and financing - are available to
maintain their PPSs as part of the sustainability programme.
Additional information about the program sustainability of the
organization includes the allocation of resources to effectively
design, operation and maintenance of systems and security
measures [6+10].

Senior managers set priorities and identify the long-term financial
resources needed to continue operating costs associated with
staffing; training, training and testing of results; purchase,
maintenance and replacement of equipment and configuration
management. They also define roles, responsibilities and
accountability.

The plans provide a means of documenting these management
decisions. They enable operational organizations to both
demonstrate to the relevant competent authorities their compliance
with applicable requirements and provide guidance to their own
personnel on the operation, maintenance and continuous
improvement of nuclear safety systems and measures.

In this regard, the organization has to:
> Document the decisions outlined in the appropriate plans;

> Prepare and use a security plan, transportation security
plan, contingency plans, deployment plan, response plans or other
plans appropriate for its operations.

These plans have to:

— review relevant threat information and

informed approach to risk;

implement

— include appropriate agreements and the identification of
relevant external organizations that may need to be contacted
or informed about a nuclear security event;

— be regularly reviewed and revised based on operational
feedback and changes in requirements.

> Establish  appropriate  measures for
evaluation and continuous improvement.

measurement,

Organizations should establish a process to ensure that threat
information provided by competent authorities, as well as local
threat information is systematically and timely reported through

nuclear security systems and measures. They also need to put in
place mechanisms to deal with the temporary increase in threat that
may arise due to economic, political, environmental or other factors.
It is important to point out that the process of identifying and
analyzing current information on possible threats is documented to
the corresponding security plans or other similar documents.

Under the leadership of management in the organization should:

> Creates and documents a systematic process for
maintaining and updating current threat information, including:

— exchange with the competent authorities of up-to-date
external and internal threats information;

— establish and liaise with competent authorities, including
law enforcement authorities, to facilitate the exchange of
information.

> Performs activity review to mitigate potential internal
threats by means such as a security program, information security
program and security training.

> Adapt security systems and measures, if necessary, to
counter the current threat.

> Applies compensatory measures in response to a specific,
emerging or increasing threat.

> Has a developed reporting mechanism for the occurrence
of an up-to-date threat or an effective information system with the
responsible competent authorities.

Key functions of the SPS

The PPS meets the requirements and achieves the objectives of
physical protection through deterrence and a combination of
detection, delay and response.

Deterrence

Deterrence is achieved when potential offenders consider the
facility as an unattractive target and decide not to attack it or
abandon their plans of attack. To encourage deterrence, an operator
may apply surveillance security measures such as the visible
presence of security guards patrolling the facility, bright night
lighting, window grilles and vehicle barriers. Deterrence may be
useful, but its effectiveness is difficult or impossible to be
measured.

Detection

Detection is a process in the PPS that begins with the establishment
of a potentially malicious or otherwise unauthorized act and ends
when the cause of the alarm is identified [11+12]. The effectiveness
of the PPS in securing detection depends on the capabilities of the
sensors, the alarm reporting and evaluation systems, as well as the
work of the alarm system operators and any security guards or
members of the response forces who have a role in the detection.

Delay

Delay is the function of the PPS, which seeks to slow the intruder's
progress toward a target, thus providing more time for an effective
response. Delay can be accomplished through distances and areas
that need to be crossed, and barriers that need to be overcome,
including fences, gates, gates, doors, locks, cells, and delay systems
activated.

Response

The response is the function of the PPS, which seeks to interrupt
and neutralize the intruder when performing malicious action
[13+14]. Guards assigned responsibility for access control,
escorting persons, monitoring and assessment of alarms in the
system, patrols and / or performing the initial response. Response
forces consist of persons inside or outside the field, who are armed
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and appropriately equipped and trained to interrupt and neutralize
an intruder attempting to remove or sabotage the wrongdoing.

4, Conclusion

The implementation of measures to improve the protection of Cls
depends mainly on the status and actions of the various bodies and
organizations involved in the process, belonging to both the public
and private sectors. It is clear that to meet this challenge requires a
multidisciplinary approach for the development and implementation
of new technological solutions capable of providing a proper
response against the main threats to the security of citizens while
respecting their fundamental rights. Therefore, the area of interest in
this direction is focusing on the physical protection of Cls.

The physical protection of Cls requires the development of
innovative approaches to identify, detect and mitigate threats,
vulnerabilities and risks. It is therefore an area where practical
needs, technological resources and research and development
converge. At the same time, the integration of physical and
information security is a key element in the management and
planning of physical security resources. Integration helps to provide
important security benefits to the organization as it guarantees the
synergy of the two mechanisms.
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