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Abstract: Biometry provides uniqueness in all of its main modalities or combinations between them usually applied for face recognition. A 

few examples are fingerprints, iris, face recognition, voice, structure of blood system and etc. Nowadays, biometric analysis has much more 

frequent application in developing digital community. Analysis and categorizing of a given subject behavior is an actual problem with 

serious application in the field of security. Apart from hardware requirements, the development of smart software methods and approaches 

for the recognition of suspicious faces and behavior is necessary. The searching of such solutions are directed to the realization of a 

software system for machine vision. For achieving the goals of this work, some of the most popular technologies such as High performance 

computing (HPC), cloud services (Infrastructure as a Service (IaaS), Platform as a Service (PaaS), Software as a Service (SaaS), Compute 

as a Service (CaaS)), neural networks (Artificial Neural Network), big data, machine learning and decision tree are studied. It must be 

mentioned that there is a possibility for the system to be applied with higher precision for predicting future actions. 
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1. Introduction 

Modern security systems are constantly evolving, providing a 

higher level of security. This is due to the improvement of the used 

hardware and software components. For example, the inclusion of 

biometric technologies, hardware components with intelligent 

functions, high resolution in video surveillance systems for a better 

image, the use of software systems with intelligent algorithms for 

analyzing events and scenarios. Biometrics is a current issue in the 

current development of security. It provides uniqueness in basic 

modalities or a combination of them for recognizing people. Some 

of them are: fingerprints, iris, facial recognition, voice, structure of 

the circulatory system, etc. It enables tracking of behavioral 

characteristics of individuals to categorize behaviour. The article 

comments on the initial stage of developing a system for 

recognizing suspicious faces and behaviour through the 

implementation of functionality related to machine vision [1-7]. The 

aim is to implement a prototype of an intelligent system for analysis 

of events and situations in places with high attendance and 

prevention of unwanted actions. For the purposes of this survey, 

technologies have been examined such as high performance 

computing (HPC), cloud services (Infrastructure as a Service (IaaS), 

Platform as a Service (PaaS), Software as a Service (SaaS), 

Compute as a Service (CaaS)), neural networks (Artificial Neural 

Network), Big Data, Machine Learning, Machine Vision, Decision 

tree. 

2. Formal model of the system for analysis of 

events and scenes 

The formal model for event and scene analysis is shown in 

Fig.1. The event is considered as a categorized signal from a 

security sensor or software. Occurring events, one or more, generate 

a scene in which their causes are identified as studied objects. 

Everything else is assigned to the environment, i.e. a set of objects 

falling within the field of observation. One or more scenarios can be 

derived from each scene, from which a conclusion can be made 

about the observed object and its behaviour. Under a script we will 

understand the description of the actions of the objects from the 

scene in an appropriate presentation, taking into account the 

surrounding environment.  

For example, modern security cameras have built-in intelligent 

functions for line crossing, zone violation, face detection, audio 

detection, unattended luggage detection, object removal and more. 

We assume that the camera detected face and movement. The two 

events that occur form a scene containing the causative objects and 

their actions. It must be analyzed and saved in Big Data format. The 

causative agents should be isolated, processed, modeled and 

categorized, if possible, i.e. whether they are human, animal or 

inanimate object. In the presence of a person, facial recognition can 

help identify him; determination of eye and skin color, age group, 

sex, physique, gait; to establish whether he has past manifestations 

or not, whether he is prone to unwanted actions, etc. Regardless of 

the final result, the created model must be saved in the database 

with an option for later establishment or use. The specific 

characteristics of a person (body, nose, mouth, ears, eyes, fingers, 

eyebrows, hair), as well as their location, converted into small 

images are also preserved. The possibilities of the open source 

libraries Opencv and OpenFace were used for the realization of 

facial recognition. 

 

Fig. 1 Formal model of the system for analysis of events and scenes 

 

For the environment, it is also necessary to create a model to 

support the analysis of behaviour. It can be a prerequisite for 

performing unwanted actions and its early assessment can prevent 

such circumstances, as well as help to categorize actions already 

performed. 
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3. Using Spiderweb AI

One of the goals of the project is to develop a prototype of 

spiderweb, which uses social networks to collect additional 

information about an individual using his profile, if any - years, date 

of registration in the social network, number of comments, number 

of likes from third parties on his posts, relationships, family, 

friends, etc. Collecting and analyzing data from third parties - 

Facebook, Instagram, Linkedin, twitter - increases the quality of 

analysis. For example, when choosing a platform such as twitter, in 

which people share their impressions and opinions on various 

topics, a conclusion can be made about a person's character and 

propensity for unwanted actions. An Instagram account of an 

individual could help in finding connections between suspicious 

people and events related to them. 

The initialization of Spiderweb AI can be done with an already 

existing profile in the given social network and follow a certain set 

template. For example, the algorithm starts collecting data about the 

closest people, these are the friends, in the given profile, and then 

deepens the search depending on the template. 

4. Application of the model in other areas

The proposed model is planned to be applied in a smart 

classroom management system in the initial stage of basic education 

[8]. Several service scenarios are provided: 

Scenario 1: Reporting attendance / absence in class 

The automatic determination of students present or absent from 

classes will definitely be beneficial for the teacher, who is obliged 

to do so at the beginning of each class. Usually the placement of 

students in the classroom is fixed for this stage of learning. This 

presupposes two possibilities for this scenario: 

1. Determining the places with missing students, checking with

the current template for their distribution by positions and finding 

the absent ones. This approach must ensure that there is no 

relocation of the students present. In this case, it is not necessary to 

turn on the facial recognition function. 

2. Identification of all present students, verification with the

current template for distribution by positions and determination of 

the missing or displaced students. 

Scenario 2: Face recognition 

In this procedure, the first step is to identify the student's 

face(s). This activity is not always easy to perform, given the many 

options for the way a person is available. Properly exposed facial 

areas can be used to extract their various features - eyes, nose, 

mouth and more. and correlations between them. The end result is 

facial recognition. 

Another possibility is the recognition of facial expressions, 

which allows tracking the emotions of the student, against which a 

conclusion can be made about their attitudes for the lesson, their 

motivation. 

Extracting facial features allows for lip reading. 

Scenario 3: Recognizing high temperature 

It often happens that students in this stage of education attend a 

class in poor health, for which the reasons can be different and 

numerous. Usually this type of condition is characterized by high 

fever. The ability to identify children with poor health, as a result of 

which they maintain a high temperature, can be transferred as a 

responsibility of the system. Its functionality must be able to 

identify a student with a similar problem and signal it to the teacher 

and parent.  

Scenario 4: Behavior recognition 

The recognition of behavior can be applied as a possible 

scenario in the case of school bullying and violence where 

identification of bullies is needed to be done. Also, vandalism can 

be a subject of this scenario. 

5. Conclusion

The model realization is in its initial stage of development. At 

the moment, several components are being developed: face 

detection and recognition, classification of behavior type, neural 

network learning for face and behavior recognition, development of 

environment model and Spiderweb AI. Our expectations are 

associated with achieving high model functionality, which can be 

useful in the fields of security and realization of scenarios from the 

management of smart classroom. 
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