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Abstract: The development of telecommunications and computer science has created a favorable climate regarding the increased 

development of electronic communication and has also led to an increase in the number of electronic documents that are being generated, 

stored or transmitted via computer networks. These documents are valuable but prone to manipulation by unauthorized persons that 

consequently leads to a need for enforced protection of the information contained in those documents from unauthorized third parties. 

Digital signatures provide required validation and verification of electronic documents and represent a series of units and zeros obtained 

from a particular digital signature algorithm. The article emphasizes the practical application of digital signatures in the electronic system 

for public procurement by introducing the manner of the electronic signing of documents depending on the application software used by 

users in the Republic of N. Macedonia. 
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1. INTRODUCTION 
 

Various new traditional businesses and applications carry out a 

huge number of electronic transactions that require information 

security and authentication. This technology is fairly new and 

ascending thus assumed to experience growth and wide application 

in the upcoming years. The need to create digital signatures appears 

in order to provide greater security and to solve the problem of 

counterfeiting or misrepresentation in terms of digital 

communication. A digital signature is a mechanism by which 

evidence of the authenticity and origin of an electronic document 

can be given. Additionally, the digital signature provides proof that 

the sender (signatory) agrees with the document, transaction, or 

message for which the digital signature is created. The digital 

signature ensures that the message comes from the right sender and 

has not been altered. 

The efficiency and security of digital signatures depend on the 

efficiency and security of the used hash functions. If a hash function 

is not secure, then the digital signature based on it is not secure as 

well. Therefore, it is necessary to conduct active research and 

analysis of the hash functions, as well as the detection of possible 

flaws in their design.  

Further on the article presents an analysis of the practical 

application of digital signatures in the electronic public procurement 

system in the Republic of N. Macedonia. 

 

2. Digital signatures as a type of electronic 

signatures in the Republic of N. Macedonia 
 

The electronic signature in legal electronic form is a 

technology whose application enables verification of the 

authenticity of the signatory, i.e. confirmation of the identity of the 

signatory in the system of electronic matters, protects the integrity 

of the transmitted data and enables irrevocability of the electronic 

signature on the date of the message, or the document. 

Pursuant the Law on Data in Electronic Form and Electronic 

Signature of the Republic of N.  Macedonia, the electronic signature 

is a set of data in electronic form that is attached to or logically 

related to other data in electronic form, used by the signatory for 

signing. [1]  

A digital signature is an electronic signature that contains 

encryption; therefore, it is a type of electronic signature. By using 

the asymmetric encryption system, the digital signing involves the 

following steps: [2] 

1. the sender writes a message 

2. the sender of the message uses a private key to encrypt 

the message 

3. the sender adds a second level of encryption, using the 

recipient's public key 

4. the message has been sent 

5. the recipient decrypts the message using his private key 

6. the recipient decrypts the second level of encryption using 

the sender's public key 

 

In addition to using the asymmetric cryptographic system, the 

digital signature also uses the so-called hash function used to 

create the so-called printed message, which is encrypted with a 

private key and asymmetric algorithm, and is a digital signature of 

the message. 

 

 
Fig. 1 Creating and verification of digital signature [3] 

 

When the aforementioned digitally signed message is delivered 

to a recipient, it verifies the digital signature by decrypting the 

signatory's public key and verifies whether thus obtained hash value 

is identical to the hash value of the message that the recipient 

identified independently upon receipt. If the comparative data are 

identical then the verified digital signature and the authenticity of 

the data are confirmed. [4] 

The digital electronic signature can be divided into two groups: 

[5] 

 Advanced electronic signature - a digital signature based 

on an advanced certificate with unique identifier of the 

signatory. Signature keys are used with great confidence by 

the signatory (who has sole control over the signing key). In 

the eIDAS system, the electronic signature is considered 

advanced if it meets several requirements, including: [6] 

 unique identification and connection of its signatories 

 the private key used to create the electronic signature is 

under the control of the signatory 

 if the data is compromised after the message is signed, 

the signature must identify what happened 

 revocation of the signature in case the accompanying 

data changes 

INTERNATIONAL SCIENTIFIC JOURNAL "SECURITY & FUTURE" WEB ISSN 2535-082X; PRINT ISSN 2535-0668

57 YEAR IV, ISSUE 2, P.P. 57-60 (2020)



 Qualified Electronic Signature - an advanced digital 

electronic signature created by a QSCD and legally 

equivalent to a handwritten signature. For a digital signature 

to be considered as qualified electronic signature, it must 

meet the following three main requirements: [7] 

 the signatory must be connected and clearly 

identifiable for signing 

 the data used to create the signature must be under the 

control of the signatory 

 it must be possible to determine whether the data 

attached to the signature has been compromised by the 

signing of the message 

 

There are two registered operators at the Ministry of Finance for 

procurement and installation of digital certificates for digital, 

electronic signatures in Republic of N. Macedonia, that are accepted 

in all operating systems and browsers, namely Clearing House 

KIBS AD Skopje and Telekom MK (Makedonski Telekom). [8] 

KIBS [9] is a payment system operator for settlement between 

small bank payments, established in 2002 and is the first registered 

Certificate Issuer in the Republic of N. Macedonia. Currently, it 

operates through the KIBStrust brand. KIBS provides 

authentication (the certificate issuer verifies the identity of the 

certificate holder in the issuance process), integrity (digital 

signature guarantees to the recipient that the received signed data 

has not changed) and irrevocability (the signatory cannot deny the 

origin of the signature, because only he/she has access to the private 

key with which the signing is performed). KIBS is certified in 

accordance with the standards ISO 9001, 20000-1, 22301, 27001, 

which confirms the quality of the trusted service provider.  

Telekom MK (Makedonski Telekom) [10] as a second 

economic operator has built an infrastructure of public key 

cryptographic keys (Public Key Infrastructure-PKI) and is a 

registered certificate issuer (CA-Certificate Authority), in 

accordance with the laws of the Republic of N. Macedonia and the 

European Union standards, since 2006. Makedonski Telekom CA is 

based on Entrust technology, a world leader in the field of PKI 

systems, certification bodies and protection of electronic operations. 

Makedonski Telekom CA operates on the basis of self-signed 

certificate issued by itself in the process of creating keys. 

Makedonski Telekom provides authentication (the identity of the 

certificate holder is confirmed), integrity (the data sent are 

protected from unauthorized changes), irrevocability (the 

transaction cannot be disputed by either the sender or the recipient) 

and confidentiality (the content of the message can only be read by 

the designated recipient). [11] 

The significance of digital signatures as a type of electronic 

signatures in the Republic of N. Macedonia mostly breaks through 

in e-commerce and in electronic contracts signifies confirmation of 

the authenticity of both contracting parties. As the most important 

fields of application of digital signatures are e-business, e-

commerce, e-banking, e-health-care, e-government and chip card 

payment systems (EMV). [12]  

Additionally, the significance of digital signatures can be seen 

through the fact that they cannot be challenged or rejected as 

evidence just because of its electronic form or if it does not have a 

qualified certificate, or if the certificate is not issued by an 

accredited issuer or not set up for generally acceptable electronic 

signature funds. [13] 

 

3. Electronic system for public procurement in 

the Republic of N. Macedonia 
 

The development of technology and the dynamics of the overall 

socio-economic relations impose the need for public procurement 

users to be staffed and gain access to technology and electronic 

executors, in the context of the introduction of electronic public 

procurement, as well as electronic communication to the Public 

Procurement Bureau of the Republic of N. Macedonia (PPB). [14] 

Public procurement is increasingly being adapted to their 

implementation through electronic means and in the implementation 

of these procedures, special care should be taken to observe the 

principle of competitiveness, with particular attention not to prevent 

or disable the procedure. 

In Republic of N. Macedonia, public procurement practice 

began with the adoption of the first Public Procurement Decree in 

1996, the first Law on Public Procurement in 1998, [15] and further 

on the Law on Public Procurement in 2004, partially in line with 

EU Directives, and with the World Bank Public Procurement Rules. 

The amendments in 2005 ensured transparent publication in one 

place, obtaining timely information, ensuring the legal framework 

and the practical start and functioning of the new and first 

established national institution for service of the public procurement 

system, which is the Public Procurement Bureau. In this period the 

process of electronic public procurement begins for the first time in 

the Republic of N. Macedonia, while electronic auctions were 

introduced by law in 2007. [16] The last Public Procurement Law 

was adopted in February 2019. [17] 

The PPB has managed to develop a sophisticated electronic 

public procurement system (ESPP), which is the only computerized 

system available on the Internet at https://e-nabavki.gov.mk, [18] 

which enables the completion and publication of tenders for the 

award of public procurement contracts, announcements for requests 

for bids, notifications for concluded contracts, records for requests 

for bids, annulment of the procedures, implementation of the 

procedures for awarding public procurement contracts using 

electronic means, as well as implementation of electronic auctions. 

All actions in the procedures in electronic form can be 

performed through the ESPP, and at the same time an electronic 

auction can be conducted only if the technical specifications are 

precisely defined in the procedures according to the PPL, as well as 

in re-collection of bids in a multi-user framework agreement 

procurement system. 

The system through which the electronic procurements are 

conducted is designed in such a manner that the user can use an 

electronic auction at which he will receive new prices corrected 

down below, i.e. new values for certain elements of the bids, 

whereby the auction is structured as a repetitive electronic process, 

which follows after complete initial evaluation of the bids and 

enables ranking of the bids with the methods for automatic 

evaluation. 

In order to ensure maximum stability and greater visibility, with the 

latest system upgrades, certain improvements have been introduced 

in the module for participation in electronic auctions, as well as 

improvements in the ESPP mailbox. The system provides a secure 

way of electronic communication between users. The use of the 

ESPP eliminates paperwork and ensures increased efficiency and 

budgeting in the implementation of public procurement procedures, 

which reduces the opportunities for corruption in this area.   

 

4. Practical application of digital signatures in 

the ESPP in the Republic of N. Macedonia 

 

Pursuant the PPL of the Republic of N. Macedonia during the 

realization of the procedures that are carried out electronically, the 

documents that are attached and exchanged through the ESPP 

should be digitally signed with a valid digital certificate issued by 

the registered issuers of digital certificates KIBS or Telekom MK 

(Makedonski Telekom). After receiving the valid digital certificate, 

the participants will receive instructions from the issuer of the 

certificate on how to install it on their computer or to store and use 

it through another electronic medium (CD, token, smart card). 

 

The method of electronic signing of documents differs 

depending on the application program used, so below are those that 

are most often used in the Republic of N. Macedonia. [19] 

 

Microsoft Office 2010 - before signing the document, it must 

be saved under a specific name and the digital certificate / signature 

must be installed on the computer. The signing procedure is as 

follows: File -> Info -> Protect Document -> Add a Digital 

Signature. 
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Select the digital certificate and click the Sign button. 

 

 

A red ribbon  appears in the lower part of the document with 

the message that this document contains digital signatures, and if 

the user wants to see the details of the signatory of the document, 

he/she should click on the red ribbon and details will appear in the 

upper right corner (Signatures -> Signature Details). 

 

 
 

If a document that is digitally signed and the Microsoft Office 

2007 package was used when signing, the digital signature would 

also be visible when opened in the Microsoft Office 2010 package. 

 

PDF documents - to convert documents to PDF format, you 

need to have PDF Creator (Open Source application) installed on 

your computer, which can be downloaded from the Internet or 

directly from the link: 

http://www.pdfforge.org/download.  

If the user uses MS Office 2010, the document can be saved 

directly (Word or Excel) in PDF by clicking Save as, then PDF or 

XPS. 

 

 
 

After taking this action, the user’s application software will 

automatically convert the original document to PDF format, which 

will be ready for digital signing. Signing documents in .pdf format 

can also be done using the jsignpdf program (free - open source 

program). 

 

Jsignpdf - for digital signing of PDF documents the user can 

use the jsignpdf software which can be downloaded for free at the 

following link: http://jsignpdf.sourceforge.net/.  

Complete installation documentation and how to sign with this 

software can be downloaded at the following link:  

http://jsignpdf.sourceforge.net/uploads/JSignPdf.pdf  

 

The user must have the digital signature installed on the 

computer beforehand. The user then opens the JsignPDF program 

and selects the Advanced view button to display additional options. 

In the Load keys field, select the digital certificate that the user has 

installed on the computer. If the user has installed several digital 

signatures, it is necessary to select the digital certificate from the 

authorized issuer of digital certificates intended for public 

procurement in the field Key alias. 

 

 
 

In the Input PDF File row, click the Browse button and select 

the previously saved .pdf document. Finally click the Sign It button, 

then OK. The signed document is saved at the same location as the 

original document, only with the suffix signed in the title. 

 

 
 

Below is an overview of a document signed in .pdf format. 

 

 
 

When checking the certificate, pay attention to the validity of 

the certificate, which can be checked in the applications of the 

issuers of digital certificates in the Republic of N. Macedonia.  
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Digital Certificate Validation Websites are: 

 

KIBS 

https://secure-ca.kibs.com.mk/services/qcmk/client/search.htm  

 
 

Telekom: https://ca.telekom.mk/cdaoverview.htm; 

 
 

If the document says At least one signature has problems 

when checking the validity of the document - it does not mean that 

the certificate is not valid. Therefore, the user should proceed with 

the evaluation of the certificate and check in the Certificate 

Details-General, in what name it was issued, by whom it was 

issued and the duration of validity.   

 

CONCLUSION  
 

The development of telecommunications and computer science 

has created a favorable climate for increased development of 

electronic communications, banking and commerce, and thus 

created conditions for an increase in the number of electronic 

documents that are generated, stored or transmitted via computer 

networks. Digital signatures can be considered as the digital 

equivalent of a handwritten signature or stamp affixed to a 

document. Digital signatures are a series of units and zeros derived 

from a particular digital signature algorithm. Digital signatures 

provide the necessary validation and verification of electronic 

documents. 

Legally, pursuant the Law on Electronic Data and Electronic 

Signature of the Republic of N. Macedonia, the electronic signature 

is defined a set of data in electronic form that is attached to or is 

logically related to other data in electronic form used by the 

signatory for signing. In Republic of N. Macedonia, there are two 

registered operators at the Ministry of Finance for procurement and 

installation of digital certificates for digital, electronic signatures 

that are accepted in all operating systems and browsers, namely 

Clearing House KIBS AD Skopje (KIBS) and Telekom Mk 

(Makedonski Telekom). 

In order to ensure maximum stability and greater visibility, with 

the latest system upgrades certain improvements have been 

introduced in the module for participation in electronic auctions, as 

well as improvements in the ESPP mailbox. The use of the ESPP 

eliminates paperwork and ensures increased efficiency and 

budgeting in the implementation of public procurement procedures 

and reduces opportunities for corruption in this area. 

E-procurement is, of course, a perspective, but it should be 

systematically approached and establish balance between 

knowledge and familiarity with this area of administration on the 

one hand, and balance between the knowledge and skills of users on 

the other, and, finally, to pay special attention to the electronic 

equipment and IT infrastructure in the society so that the digital 

signatures can be fully applicable. 
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