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Abstract: With a high degree of reliability we could say that modern products and systems in the field of critical infrastructure security are 

mechatronic, as they are complete mechanical systems with fully integrated electronics, intelligent control system and information 

technology. At the same time, the concept of Technology Readiness Levels has become an important project management tool that facilitates 

communication and common understanding between technology manufacturers and developers, customers and managers. 

Defining and implementing the compatibility approach between the stages of development of mechatronic security systems of CI and TRLs is 

one of the possible correct ways to maintain an adequate security levels for national CI, providing prevention and counteraction against 

contemporary risks. 
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1. Introduction 

Researchers and developers in the field of mechatronics are 

required to design engineering systems characterized by high levels 

of synergy between engineering fields and their integration, in order 

to achieve conditions such as efficiency, higher productivity, 

precision, speed and lower costs. 

The use of consistent design processes that are still standard in 

many sectors is inappropriate for modern mechatronic 

developments as they introduce challenges to the design by 

increasing the cost of design, development time and high levels of 

effort without reaching a high quality of the product. 

Therefore, the design process of mechatronic systems Security KI 

must respond to these challenges by following a procedure of 

interdisciplinary design that includes assessment, integration and 

optimization of the system and its subsystems and components as a 

whole. 

At the same time, the concept of Technology Readiness Levels 

(TRLs) has become an important project management tool that 

facilitates communication and common understanding between 

technology manufacturers and developers, customers and managers. 

The simplicity and widespread use of the TRL scale make it 

extremely interesting for research and development. However, 

technological and scientific elements are not the only or most 

important drivers of research and innovation policy and therefore of 

the objectives of the European Commission's (EC) programs. In this 

sense, the aim of the European Union (EU) cohesion policy is to 

address disparities and to contribute to the economic, social and 

territorial convergence of mechatronics research within the EU. 

Aware of this, the EC is gradually introducing the use of this 

concept to define topics, especially for certain instruments related to 

research and innovation projects in cooperation between research 

institutions and companies in the field of CI mechatronic security 

systems. 

This is the focus of this publication, presenting to your attention the 

current results of the activities and stages being developed by the 

Institute of Metal Science, Equipment and Technologies with a 

Hydro- and Aerodynamics Center “Academician Angel Balevski” 

at BAS in terms of Package 2 „Intelligent Security Systems“ from 

Project BG05M2OP001-1.002-0006 „Quantum Communication, 

Intelligent Security Systems and Risk Management“ (Quasar), 

funded by the Operational Program „Science and Education for 

Smart Growth“, co-financed by the European Union through 

European Structural and Investment Funds. 

 

2. A variant of the mechatronic systems design 

process model 

The proposed version of the model is based on the achievements of 

leading professionals in the field of CI security systems[1,2,3,4], as 

well as the views of the author on the challenge. 

The design process of mechatronic systems [5,6] distinguishes the 

stage of solving the problems of the individual designer (micro 

level) and the general process related to the design phases and the 

respective states of the products (macro level): 

 Micro level 

It supports the designer in an action-oriented way - alternating 

between systematic and associative modes of action, reacting in 

unforeseen situations, structuring the subtasks of the design, etc. 

 Macro level 

It helps to explore the entire design process - determining the 

cornerstones, planning and monitoring the progress of design, etc. 

Micro level 

The presented micro-problem solving cycle (see Figure 1) derives 

from systems engineering. 

The micro-problem solving cycle includes the following steps: 

 Situational analysis and / or formulation of the target 

The main cycle begins either with a situation analysis or with the 

acceptance of the target: An initially pre-set goal can be accepted by 

the acting group and / or individually, and the next is a situation 

analysis (target-oriented state). Otherwise, the first unclear situation 

will be analyzed and the goal will be formulated accordingly 

(oriented to the actual situation). 

 Analysis and synthesis 

The goal is to find solutions to address the problem and to develop 

alternative solution. This process is in practice a constant interaction 

of steps for synthesis and analysis, partly consciously and partly 

unconsciously. During the search for a solution, additional aspects 

of the problem can be identified, which may require a return to the 

analysis of the situation and the formulation of the goal or 

consideration of additional criteria. 

 

INTERNATIONAL SCIENTIFIC JOURNAL "SECURITY & FUTURE" WEB ISSN 2535-082X; PRINT ISSN 2535-0668

111 YEAR IV, ISSUE 3, P.P. 111-114 (2020)

mailto:panevski@ims.bas.bg


 

Figure 1: Micro level problem-solving cycle 

 Analysis and evaluation 

The solution options are subject to a detailed evaluation phase. If 

some solution ideas differ too much to compare properly, a return to 

the solution search phase should be considered. The evaluation of 

the solution options is performed on the basis of the evaluation 

criteria set out in the target wording and the search for a solution. 

The result consists of a proposal for one or more alternative 

solutions. 

 Solution 

It is necessary to establish whether the previous process of solving 

the problem has led to a satisfactory result. If this is not the case, a 

return to the analysis of the situation and the formulation of the goal 

takes place. Otherwise, one, perhaps several, alternative solutions 

are chosen and form the basis for further planning. 

 Further procedure planning, incl. study 

Further procedure leads, in many cases, to more or less subsequent 

problem-solving cycles and thus to an effective, situation-adapted 

process. In addition to the evaluation of the project result, the 

process itself must also be critically analyzed. By understanding the 

positive and negative impacts on the process, knowledge of 

subsequent design tasks can be generated. This helps to improve 

future design processes in a systematic way. 

 

Macro level 

In the field of software engineering, the V-shaped model is well 

established. There are at least three reasons why it is considered 

suitable for mechatronics, namely: 

 The model illustrates in an obvious top-down way (system 

design) and the bottom-up approach (system integration); 

 The model allows indicating the need for constant 

verification / validation: of the requirements (left side) and of the 

actual system, virtual and / or real, (right side); 

 The model is already used by industry in the context of 

mechatronics, which helps to increase the scope of its adoption. 

Therefore, the V-model describes the general procedure for 

designing mechatronic systems, which should be specified in 

accordance with the individual design task. 

 

Figure 2: Macro level problem-solving cycle 

(V model in the VDI guideline 2206) [7] 

 Requirements 

The individual design task is defined and described with the help of 

requirements, which is the starting point of the procedure. At the 

same time, the requirements are a measure to evaluate the product at 

a later stage. 

 System design 

The aim is to define a concept for a cross-cutting solution that 

describes the main physical and logical characteristics of the future 

product. The overall function of the system will be divided into sub-

functions. These sub-functions are assigned appropriate operating 

principles and / or decision elements and the performance of the 

functions is assessed in relation to the overall context of the system. 

In mechanical engineering, this phase is called “conceptualization”, 

but this term does not have the same meaning in the scope of 

software and electronic engineering. Therefore, “system design” is 

chosen as a term between areas. The integration of the participating 

disciplines (areas) is supported by methods and tools, namely: 

structuring mechatronic systems into modules in order to reduce 

complexity, using a common language to specify the concept of 

solution, early modeling and supporting equipment for conducting 

simulations, organizational support (project teams, integration of 

external design partners, etc.). 

 Domain-specific design 

The concept of a solution, which has been developed jointly by the 

participating areas, will be developed in detail, mostly separately in 

the respective ones. Design and calculations are necessary to ensure 

functional performance, in particular for critical functions. 

 

 System integration 

The results of the specific areas are integrated in an overall system, 

to analyze interconnections. 

 Verification / validation 

The progress of the design needs to be checked continuously, 

through the defined solution concept and requirements. It must be 

ensured that the actual characteristics of the system coincide with 

the planned ones. 
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 Modeling and the model analysis 

The described phases are related to the modeling and analysis of the 

system characteristics with the help of models and computer 

simulation tools. 

 Product 

The product is the result of a successful macro-cycle. This does not 

mean an exclusively finished, really existing manufactured product, 

but an ongoing refinement of the future product (product maturity). 

The degrees of maturity are, for example, a conceptual model, a 

functional model, etc. 

As a summary, the model presented in this way allows 

distinguishing between micro and macro level, which supports both 

the designer and the project management. New mechatronic 

functions, including the functional and spatial integration, require 

however combinations of top-down step, in order to create, and 

bottom-up step, in order to evaluate the system developed. 

 

3. Compatibility with technological readiness 

levels 

The Technology Readiness Level Scale (TRL) (Figure 3) was first 

introduced by the National Aeronautics and Space Administration, 

NASA in the 1990s as a means to measure or indication of the 

maturity of a given technology.  In Europe, TRL was introduced in 

the requirements for EU-funded projects in 2014 as part of the 

Horizon 2020 framework programme for research and innovation. 

This measurement system provides a general understanding of the 

technological status and applies to the whole innovation chain. The 

scale is structured in nine levels of technological readiness as TRL 

1 is the lowest and TRL 9 - the highest 

 

Figure 3: Technology Readiness Level Scale (TRL) [8] 

 

A key conclusion regarding the TRL scale is that it only assesses 

the maturity of an individual technology. As can be seen from the 

various TRL descriptions (Figure 3), it „covers“ a technology, 

starting with the basic principles and ending with the evaluation of 

the concept by validating the „mock-up“, then to demonstrate a 

prototype and finally to successful implementation of the project. 

Although the descriptions of TRL levels and the objective 

information obtained on their basis are very useful in the 

development of technologies they say nothing about how a 

technology integrates into a complete system. 

This means that, together with the successful use of TRL metrics to 

assess the maturity of technological development, it can be stated 

with sufficient certainty that TRL: does not provide a complete 

representation of the difficulty of integrating a technology object or 

subsystem into an operating system; does not include guidelines on 

the uncertainty that can be expected when going through the stages 

of TRL, and does not provide a technique for comparative analysis 

of alternative TRLs. 

Usually many products pass through various stages of TRL scale in 

its life cycle. Repetitions between different levels of TRL may be 

required, especially during the development phase, although it is not 

limited to this. TRL is perceived as an effective way to indicate the 

stage of development of a technology or product. 

Horizon 2020 has chosen the TRL scale as an indicator for better 

positioning of the projects announced in the program. In this regard, 

I could point out that a higher TRL in the text of the call clearly 

means that the EC is looking for a more applicable solution within 

the scope of the project. In addition, a lower TRL in the text of the 

call indicates an expectation for a more basic research project, etc. 

Another use of TRL is an indication of the level of maturity of the 

given technology / product / process at the beginning of the project 

(project’s starting point). In this case, a TRL serves as a „lower 

limit“. For example: in the  European Innovation Council 

Accelerator (EIC Accelerator), previously known as a Small and 

Medium Enterprises tool and in the Fast Track to Innovation (FTI), 

the entry point should be TRL 6 (demonstration of a system / 

subsystem model or prototype in an appropriate environment). 

Simply put, this means that the funding scheme is not suitable for 

R&D-intensive projects specific to products positioned at lower 

TRL levels. Rather, it is more suitable for mature projects that are 

more likely to reach the market. In contrast, many other funding 

schemes tend to support R&D-intensive projects, whether or not 

they specifically indicate the level of TRL in the call for proposals. 

As the complexity of systems increases (technology integration), 

there must be a reliable method and basic starting point for 

integration that allows TRLs to combine together to develop these 

complex systems. Namely Integration Readiness Levels (IRL) can 

be considered as a coherent measurement of compatible interactions 

for different technologies and the consistent comparison of maturity 

between points of integration (TRL) [9]. 

As a result of what has been said so far, the following assumptions 

can be made about the compatibility and applicability of the TRL 

scale in the development of mechatronic systems: 

 The TRL scale is applicable for the “Requirements”, 

“System design” and “Domain-specific design” stages of the V-

shaped model; 

 The TRL scale is suitable to be used in the development 

of individual domains of the mechatronic system, such as 

mechanical engineering, electrical engineering and information 

technology (“Domain-specific design” stage); 

 The implementation of the individual levels of the TRL 

scale may be repeated throughout the life cycle of the mechatronic 

system, especially during the development phase. 

 

4. Conclusion 

The proposed version of a model for the design of mechatronic 

security systems of CI is only the initial framework of the process 

of developing a complete project. The design process must allow 

the application of different approaches and enable all teams in 

different domains to work in parallel and together throughout the 

design and development process, so as to obtain an overall optimal 

design without allowing further changes. Also, this means that the 

INTERNATIONAL SCIENTIFIC JOURNAL "SECURITY & FUTURE" WEB ISSN 2535-082X; PRINT ISSN 2535-0668

113 YEAR IV, ISSUE 3, P.P. 111-114 (2020)



V-model cannot be ignored, as it determines the level of the

integration design process, presents harmonized levels of

engineering in the different areas and combines the specific design

for each area with a macro level of cooperation.

TRL, as a measurement system, provides a common understanding 

of the technological status and applies to the whole innovation 

chain. Together with the successful use of TRL-metrics to assess 

the maturity of technological development, it does not provide a 

complete representation of the integration of the object of 

technology or subsystems in the whole system. Therefore, it is 

appropriate to use the TRL system as an entry point for 

participation in research projects of the EC, as well as in the 

development of mechatronic security systems for CI, at the stages 

of formulating requirements and design in the individual domains 

involved. 
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