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Abstract: Internet connectivity became obligatory for the business processes in each organisation and institution. Communication over the 

public network infrastructure like Internet brings potential threat for the means of social engineering email letters. Recognition of such 

letters seems to be a problem to workers. Some malware analysis of such example scam letters is made in this research paper. Impact on 

computer or network systems is presented.  
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1. Introduction 

Many cyber criminals are focused on the retrieval of private 

and sensitive data. They accomplish it by using misleading methods 

and carry out a cyber fraud. Such methods, if using emails, are 

called Phishing. Phishing is a cyber attack that uses fake email as a 

weapon [1]. The aim is to trick an email recipient into thinking that 

a message is something they want or need — a request from their 

bank [8], for example, or a note from someone in their company — 

and to click a link or download an attachment. What really 

distinguishes phishing is the type that the message takes: the 

attackers are masquerading as a trustworthy individual of some sort, 

often a real or plausible real person, or a company that the victim 

might do business with. It's one of the oldest forms of cyber attacks, 

dating back to the 1990s, and it's still one of the most common and 

pernicious, with phishing messages and methods increasingly 

sophisticated. Nowadays even people who have minimal technical 

skills can use this type of attack with ―Phishing Kits‖. The 

availability of phishing kits makes it easy for cyber criminals, even 

those with limited technical skills [9], to conduct phishing 

campaigns. The phishing kit includes phishing website resources 

and tools that only need to be installed on a server. When installed, 

all the attacker has to do is send emails to possible victims. Phishing 

kits and mailing lists are available on the dark web. A few websites, 

Phishtank and OpenPhish, keep crowd-sourced lists of known 

phishing kits. Developing anti-phishing measures is a serious 

challenge because victims are helping hackers to give away their 

info. Besides, users typically have a lack of interest to protection. 

The phishing phenomenon may be unknown. Users do not see 

privacy and protection as their primary concern. Organizations are 

assumed to take on this role in general. It's a false assumption. Bank 

IT personnel have stated that the defense against phishing is a joint 

obligation of banks and customers. As mentioned above, phishing is 

a rising [6] and underestimated issue. It is also important to know 

what phishing looks like and what should be done against it. The 

anatomy of a phishing kit may follow the order: 1.Legitimate 

website cloning  -> 2.Login page change for credentials stealing -> 

3.Creation of phishing kit with modified files -> 4.Upload the kit to 

the hacked website -> 5. Sending emails pointing to the spoofed 

website. 

2. Types of Phishing 

If the phishing attacks have a common denominator, it's a 

disguise. The attackers spoof their email address so it looks like it's 

coming from someone else, they set up fake websites that look like 

the ones the victim trusts. That said, there are a number of different 

techniques under the umbrella of phishing. There are a few different 

ways to split attacks down into groups. One is by the purpose of 

the phishing attempt. Generally, a phishing campaign is trying to 

get the victim to do one of two things: 

 To hand over sensitive data. The aim of these messages is to 

trick the user into exposing sensitive data — often a username 

and password that the attacker will use to access a system or 

account. The classic version of this scam involves sending an 

email designed to look like a message from a major bank by 

spamming an email to millions of people, the attackers ensure 

that at least some of the recipients are the clients of that bank. 

The victim clicks on a link in the message and is taken to a 

malicious site designed to mimic a bank's website, and 

hopefully enters their username and password. The hacker is 

now able to access the victim's account. 

 

 Download malware. Like a lot of spam, these types of phishing 

emails are designed to get the victim to infect their own 

machine with malware. Often the messages are "soft-

targeted"—they could be sent to the HR staff with an 

attachment that purports to be the resume of the job seeker, for 

example. These attachments are often zip files, or a Microsoft 

Office documents with a malicious embedded code. The most 

popular type of malicious code is ransomware — it was 

estimated in 2017 that 93 percent of phishing emails contained 

ransomware attachments. 

Of the 50,000 and more fake login pages the company 

monitored, these were the top brands attackers used: 

PayPal: 22 per cent of the total; 

Microsoft: 19 percent of the total; 

Facebook: 15%;  

eBay: 6%; 

Amazon: 3% of the population. 

3. Analyzing phishing emails 

For analyzing a phishing email, first we need to look at 

the Email Headers. Email Headers [3] have a lot of relevant 

information. But most of this data is never revealed to the user. The 

email reader only sees a few pieces of information, such as the 

subject, the date, and the sender's email and info. In email scams the 

surprising part is that the information that is actually presented to 

the user can be easily forged. If we look at the real letter example 

on fig. 1:  

 

 

Fig. 1 Phishing e-mail content. 
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and if we analyze it in raw format by pressing on ―Show original 

message‖ in Gmail service, we get the information shown on fig.2. 

There we can see sender’s IP, and furthermore we can look up the 

IP address using different tools. 

 

 

 

Fig. 2 E-mail content in a raw format. 

 

Using simple tool like ―Whois‖ [2] and looking up the IP 

address, the information retrieved can contain country of origin; the 

DNS resolver domain; the actual IP address, even a telephone 

number (fig. 3).    

 

 

Fig. 3 Phishing e-mail sender details. 

 

The information shows that it is a French domain and 

have nothing common with the domain PayPal.  

In the phishing email, If the button ―Click here‖ is 

pressed, a redirection to completely different website called 

http://enviaemm.com/ is made. This new site is even not secure 

while using HTTP, but still asks for credentials. If the victim types 

their account information, the attackers immediately steals their 

credentials. 

Another example of phishing email can be seen on fig. 4:  

 

 

Fig. 4 Phishing e-mail content. 

 

Here we received email about someone made a ―payment‖ 

somewhere using our account. Also, the attacker sent a file 

containing some kind of information. As a precaution advice here is 

never to download any files straight away if we are not sure who 

the sender is! Email says: -―Confirm the swift copy of payment 

made to your account. Regards Ellis.‖ It may seem legit, but this 

right here is a phishing attack. Firstly, we are sure that we never 

registered on this website so that’s enough just to delete the email 

and move on. But for investigation, we proceed to the official 

website ―https://www.swift.com/‖, scrolling down to security we 

see (fig. 5):  

 

 

Fig. 5 Official warnings from legitimate website. 

 

We can see that the official site is aware of hackers trying 

to scam people and more importantly, they say that they will play a 

role in the authentication process as they don’t have access to the 

information related to financial transaction. Moving back that file 

that the sender sent us, if you want to investigate it be sure to use 

any ―SandBox‖ or Virtual Machine‖. The file is already 

downloaded on a Virtual Machine but is still not opened. First let’s 

inspect the file with browser based software called Virustotal [7]. 

This is a free file scanner, which inspects the given file or the given 

URL with over 70 Anti-Virus programs and extracts information 
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about it. After scanning the file, we receive a detailed result with the 

information shown on fig. 6:  

 

 

Fig. 6 Phishing e-mail scan results. 

At least 23 Anti-Virus programs registered this file as a 

virus: ―Win32:Malware-gen‖. A well-known virus that can Redirect 

web traffic to malicious/compromised websites/domains, Dropping 

and/or installing additional malicious scripts or programs as well 

downloading and starting separate malicious programs. With this 

information given it is enough to determine that this Email was 

indeed a Phishing one and we need to be careful what we open and 

download from the web. 

Analyzing email for software update: 

Another technique for attackers is to send fake software 

update emails with a message that says for example: ―Your 

antivirus is running out of date, please update it via downloading 

the following file‖.   

 

 

Fig. 7 Software update phishing e-mail. 

For research purposes the ―.exe‖ file is downloaded and 

executed on a virtual machine. After running the file on the victim’s 

machine a hidden process is started.  

 

 

Fig. 8 Hidden process is started. 

 

The process is consuming less than a 1% of the computing 

power of the machine. The virus is hidden into a flash player 

update file. After inspecting the executable file with 

―PEFRAME‖ we find a keylogger. The keylogger is sending 

email to ―adobebulgaria@gmail.com‖ at a certain interval of 

time. 

 

 

Fig. 9 PEFRAME log information. 

Each email contains sensitive information about the victim. The 

malware is recording each click on the keyboard and sends it to the 

attacker via emails. Evenmore it makes screenshots and activates 

the webcam of the infected machine. This way the hacker is able to 

steal credentials and spy a victim.  

Common phishing email 

More and more users receive every day at least one 

common email asking about paying them in BitCoins or they will 

expose you in the web. The information is that they put a virus on 

an adult 18+ website and when started, the PC gets infected. That’s 

how a malicious hacker captures the victim with his own webcam 

while being in that website. On figure 9 an example is presented:  
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Fig. 9 Phishing e-mail for adult 18+ warnings. 

 

As we can see, the attacker used Email spoofing and it 

looks like that the victim sent an email to itself. It’s an easy 

thing that doesn’t need a lot of knowledge to do. Although 

there is not much information here, we don’t have to panic 

as it’s known that many people receive these type of emails 

every day. Furthermore to continue investigating look the 

email in ―RAW‖ format.  

 

 

 

Fig. 10 Phishing e-mail for adult 18+ warnings. 

Hiding the IP is a hard task although hackers use TOR 

[11], VPN , etc. to hide theirs. So our attacker IP is 177.70.21.197 . 

Putting it in ―Whois‖ software gives us the following information:  

 

 

Fig. 11 Phishing e-mail raw information. 

 

This IP belongs to a hosting company in brazil with very 

low reviews on the web. We can even see exact location searching: 

―Brazil Porto Alegre Under Servicos De Internet Ltda‖ (fig.12):  

 

 

Fig. 12 Attacker information reverse reconnaissance. 

 

In the raw format of the e-mail a .php web site called 

http://www.fidelit.com.br/alexusMailer_v2.0 is seen and the IP is 

82.102.19.196. Here is the moment to say that we should never 

search IP’s in the browser because we don’t know what will they 

open. Here we are using online Web SandBox [4]. With this online 

scanner we can browse to a potential risky address without 

worrying about harming our own hardware infrastructure. 

Furthermore browsing to this IP with the Web SandBox we get this 

type of information: 

 

Fig. 13 Web page of a fraudulent IP host. 

It says that we are hacked and a program executed on 

background. This is why precautions are ALWAYS to use a Virtual 

Machine or SandBox [8]. Although we already know that this is a 

scam and further investigation by [5] can be made for legal 

purposes. Notice that the name after the first part of the domain: 

―/alexusMailer v2.0‖ looked suspicious even before browsing it in 

the SandBox. Searching it on Google leads us to website called 

github.com where we can see that this is a script for anonymously 

sending email plus the profile of the guy who constructed the script 

(fig. 14).  

 

 

Fig. 14 Anonymous email mass mailer in github. 

That’s enough info to be sure that it is a Phishing email even if you 

don’t want to open the website putting it in ―virustotal‖ we signalize 

us that it’s a phishing and malicious website. Stay safe and never 

rush to pay or open anything! 

4. Identifying phishing attack 

Identifying a phishing email has become a lot harder than 

it used to be, as hackers have developed their abilities and become 
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more advanced with their methods of attack. The phishing emails 

that we receive in our inbox are increasingly well written, 

personalized, contain the logos and language of the brands that we 

know and trust, and are designed in such a way that it is difficult to 

differentiate between the official email and the suspicious email 

written by the scammer. However, we propose the following details 

to be reviewed before answering the emails: 

- Irregular URL - The authenticity of a URL is one of the

first things to search in a suspicious email. If you hover your mouse 

over the connection without clicking it, you should see that the full 

hyperlinked address appears. Despite appearing to be completely 

legitimate, if the URL does not match the address shown, it means 

that the message is fake and is likely to be a phishing email; 

- The email requests for personal information - A

trustworthy organization would never send an email to clients 

asking for personal information, such as an account number, 

password, pin or security question. If you receive an email asking 

for this information, it is likely to be a phishing email and should be 

deleted immediately; 

- Bad spellings and grammar - Cyber-criminals have weak

spelling and grammar. When legitimate businesses send emails to 

clients, they are accredited by copywriters to ensure that spelling 

and grammar are correct. If you see any spelling errors or bad 

grammar inside an email, it is unlikely to come from an official 

organization and may indicate the existence of a phishing email; 

- Usage of an urgent or threatening language - A

common phishing technique is to encourage a sense of fear or urge 

to rush someone to click a link. Cyber criminals will also use the 

threat that your protection has been breached and that immediate 

action is needed to resolve the situation. Be aware of the subject 

lines that say that your account has had a "unauthorized login 

attempt" or that your account has been suspended. If you are unsure 

if the request is valid, please contact the company directly; 

- Unexpected correspondence - If you receive an email

telling you that you won a competition that you did not enter, or a 

request that you click on a link to receive a reward, it is highly 

likely to be a phishing email. If the deal seems too good to be real, 

it usually is. 

Some contemporary e-mail services provide traffic and 

attached files inspection and make automatic response to the sender 

with warning information. On fig. 15 an automatic response is 

shown for blocked message and warnings for a potential threat:  

Fig. 15 Automatic response after content inspection. 

These responses are created with the power of machine 

learning in cybersecurity and algorithms for recognition and 

selection [12] appropriate adapted for malware detection. However, 

not every e-mail domain offers such automatic response and 

blocking, which leads to successful e-mail letter receiving into 

victim’s machines.  

5. Conclusion

The task for deep email scam letters analysis is not an easy 

work and is not appropriate for regular office workers. Rather, it is a 

study work for IT professionals and cybersecurity officers. 

Nevertheless, for the needs of security, every worker in a 

contemporary networked institution has to have a basic knowledge 

for potential threats and to be careful while answering the emails 

received even in the form of urgency, or, for example, of boss 

calling. 

Contemporary email services offer live security features 

inspecting the email content and detecting if uploaded files may 

harm the computer. This is achieved by sophisticated algorithms 

and contemporary artificial intelligence programming [10]. On the 

other hand, hackers keep inventing phishing techniques to bait 

uncompetent email users. 
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