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Correlations between organized crime and terrorismi
Bošković Goran1
University of Criminal Investigation and Police Studies in Belgrade1
goran.boskovic@kpu.edu.rs
Abstract: The activities of terrorist organizations in the international arena provide benefits of access to global financial flows, various
criminal markets, offshore financial centers and banks that guarantee fast large cashless transactions, with guarantees of business and
banking secrets. This often requires connecting with criminal organizations that specialize in financial and cybercrime, which is why
terrorists are often associated with organized crime. The link between organized crime and terrorism is usually functional, when organized
crime is put into function (financing and arming) of terrorism. At the same time, the connection can be instrumental, when terrorist groups
are involved in organized crime, and vice versa - when criminal groups undertake terrorist activities. Precisely, the focus of the work will be
on determining these correlations and their security implications, which we must take into account when creating effective strategies for
combating organized crime and terrorism.
Keywords: ORGANIZED CRIME, TERRORISM, SECURITY, SUPPRESSION, STRATEGY

1. Introduction

2. Associative relations of organized crime and
terrorism

In the context of modern security problems, organized crime
and terrorism certainly represent the most controversial social
phenomena, both on the national and global level. Correlations
between organized crime and terrorism are becoming more intense
and obvious. The reason for such a symbiotic relationship lies in the
fact that the economic and political conditions which favored their
creation and their actions are very similar. Overall, social and legal
uncertainty, high levels of corruption, poverty, institution
derstructure, social conflicts limit the possibilities of legal profits.
In this way, the space for the action of organized crime is also
increased, which becomes an attractive economic alternative for
young people who, in a lawful way, cannot achieve their daily
needs and desires, on the other hand, and the terrorism of bloom in
an environment where young people have limited opportunities for
advancement [1].

The actions of terrorist organisations in international
frameworks provide advantages in the form of access to world
financial flows, different criminal markets, financial centres and
banks that guarantee quick non-cash major transactions, with
guarantees of keeping business - banking secrets. This also unrarely
requires connection with criminal organizations that specialize in
financial and cyber crime, which is why the connection of terrorists
with organized crime is common.
Terrorist, as well as other criminal organizations, obviously
needs financial support and assistance. Financial means are
essential to all aspects of achieving their goals, including
intelligence support, self-organization and protection, corruption of
public officials, procurement of killer assets, forgery of documents
and travel, training, execution of terrorist acts, etc. The financial
funds of terrorist organisations may be large, although the financial
means to carry out an individual terrorist act may be small. For
example, the total cost of preparing and conducting terrorist attacks
11. September 2001. In America, the figures are estimated at the
amount between three hundred thousand and one million US
dollars, while the terrorist act was carried out by the bombing
(which cost about three thousand pounds) in London in 2003. In
1998, he caused damage of around one billion pounds [3].

Crime and terrorist organizations abuse the world's system of
finances, international trade flows, modern forms of transport and
communication, technological achievements and accelerated flow
of information, goods, services and people in the legalization of
criminal profit and financing of terrorist activities [2]. Thus, they
are constantly changing and improving the methods of concealing
sources, destinations and utilization of funds intended for washing
and financing terrorist activities. Namely, the criminal organizations
and financing of terrorist organisations are pledging to money
laundering in order to impede traces of the source, destination and
use of funds intended to finance terrorist and criminal activities, and
then redirect these funds and make them available throughout their
branched structure. Financial resources create the basis for the
development of criminal and terrorist networks and for reaching the
capacity to achieve the goals

Although there are dilemmas regarding the correlation between
terrorism and organized crime, we can safely claim that their
relation can be exclusively at the level of connection, not
coinciding. Namely, organized crime is a form of property classical crime, lucrative and non-ideological character, while the
motives and objectives of terrorists are ideological and political in
character. Their bond is the most common funding of terrorism with
dirty money. More specifically, there is a link between organised
crime and terrorism in cases where:

Although seemingly similar, these are two different types of
illegal activities, whose crucial point of differentiation is the motive
of taking. In addition, their mutual difference can be derived from
different modus operandi as well. The terrorist act manifests itself
in the apparent manner of the wider public, unconcealed, its goal is
precisely to be noticed by all social and state subjects in order to
produce the desired results. The attacks of terrorists, especially
recently, have been occupied by violence in vast amounts and
intensity, mostly directed towards completely innocent victims. In
organized crime everything is different. Criminal acts are
specifically concealed and the goal is to stay in the shadows, away
from the eyes of the public and state organs of disclosure and
evidence. Violence is mainly ultima, whether it is applied in order
to eliminate criminal competition or members of the police, the
prosecution and the judiciary, which are particularly persistent, as a
rule unbribable and resolved to bring members of organized
criminal groups to justice. However, in recent years, the intertwined
and the interaction of terrorism and organized crime have been
programmed day by day.

̶

organised crime is financed by terrorist organisations or
groups with its illegally acquired profit;

̶

organised crime smugglers of arms and equipment for the
needs of terrorist movements and/or traffickers of foreign
mercenaries and terrorists to the country of activity of the
terrorist organisation;
̶

terrorist organisations, either alone or in cooperation with
criminal groups, undertake certain organized criminal
activities with the aim of acquiring material and military
means to perform terrorist acts;
̶

organized crime, with expressed political aspirations,
undertakes certain terrorist activities in order to directly
come or bring its political power to power [4].

The violence of organized crime and terrorism is most often
functional, when organized crime is put into function (financing and
weapons) of terrorism. At the same time, the connection can be
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instrumental, when terrorist groups deal with organized crime, and
vice versa - when criminal groups undertake terrorist activities. In
both cases money laundering is expressed. Terrorist organizations
are in an ideal position if they have permanent access to the
financial resources incorporated into the world system of finances.
The financial means create the basis for the development of terrorist
networks and for reaching the capacity for the realisation of terrorist
actions. By using mechanisms of money laundering, terrorist
organisations conceal the source, destination and use of funds
intended to finance terrorist activities.It can be concluded that
terrorism is a classical ideological-political delinquent, unlike
organized crime, which, in view of the goals of the enterprise, is
commonly classified as property crime. Namely, the primary
elements of organized crime are: the existence of a permanent
criminal organisation; rational criminal activity; profit acquisition
as the ultimate goal of criminal activity and the use of force or
threats and recourse to corruption in order to respect the goals and
maintain immunity from the application of law [5].

country and abroad; arms them with smuggled weapons from
Albania and other countries; smugglers of "volunteers" terrorists
and "mercenaries" from Islamic countries to Kosovo and Metohija.

3. Money laundering and/or terrorism financing
Although traditionally characterized by economics, a large
number of victims, great material damage and global media effects
by using violent methods and using means that do not require
special financial means, modern terrorism has become expensive. A
serious problem with modern terrorists is the acquisition of
financial resources and their safe transfer [10]. The problem is
greater if the financier is thousands of kilometers away, and the
possibility of transporting or smuggling cash is limited or scored
with a high risk of finding and taking away. It is then easiest for the
funds to be deposited in the legal financial system and, through
international money transfer mechanisms, to be raised in the
country where the terrorist group is operating. This is also not a
simple operation, especially if the financial and intelligence
structures do their job well. In addition, the problem of terrorists is
even greater if the money is dirty, which previously requires its
washing. Namely, money laundering is a type of property crime that
conceals the existence and origin of illegally acquired funds, by
including them into legal financial flows through transforms,
transfers, exchanges, concealment of purpose by mixing with legal
means or otherwise by which, in addition to illegal denial, conceals
criminal activity and accomplishes the ultimate goal of money
laundering - unhindered use Cost in criminal activities and avoid
punishment for criminal offenses [11].

In addition to financial assistance to terrorist organisations by
individual countries, which in this way place their covert aspirations
and aspirations, sources of their financial power primarily make
illegal activities related to drugs, weapons, money laundering, and
other forms of organized crime [6]. In this context, organized crime
emerges as financier of terrorist organisations and their actions,
which in a large number of cases are not cheap. On the other hand,
international drug organizations, in an effort to maintain or expand,
qualitatively and quantitatively, their areas of criminal activity,
establish strong links with terrorist groups, which by their armed
and other methods eliminate potential opponents of their finances.
In this way a certain interest symbiosis of organized crime and
terrorism has been created, which is usually expressed as a syntagm
of narco-terrorism.

The financing of terrorist activities can be carried out by means
whose legal (sponsored terrorism) and illegal nature (criminal
activities) have arisen. The new economy of terrorism in the world
has large resources available, which are most often acquired
through the sale of drugs, oil, weapons, precious stones and people
[12]. For example, Al Kaida network received between three and
five hundred million dollars from various sources from various
sources, i.e. around fifty million dollars a year from various sources.
About 90% of this money was used to develop the infrastructure of
the terrorist organisation (communications, communications,
training, protection, etc.), and only 10% for the operational
execution of terrorist attacks [13].
Terrorist and criminal
organizations possessing large financial resources are facing the
problem of their unhindered use. Therefore, they resort to money
laundering, using different methods that can be combined into a
more or less complex misuse scheme in economic relations.

The connection between organized crime and terrorism is also
manifested through satisfying the needs of terrorist groups for
various types of weapons, from conventional to (potentially)
weapons of mass destruction (primarily biological), which terrorists
use as a modus of operandi in the realization of their goals. For his
procurement, close ties are established with criminal organizations
specialised in the illegal trade of weapons, which is widely
expressed in the framework of organised crime, given its
pronounced lucrative dimension.
Associative examples in the relation of organized crime terrorism has a lot, especially the link between terrorist
organisations and criminal groups dealing with drug trade. Namely,
drug dealers have been involved in numerous terrorist activities,
primarily through the financing of their actions through the money
earned by selling drugs. The obvious example of such cooperation
is the situation that has been present in Colombia for many years. In
this country, nearly two decades of rebel groups, actually terrorist
organisations, which are mostly financed by the Colombian drugmafia, which in turn is seeking attacks on state organs engaged in
drug abuse. The two largest Colombian terrorist organisations of
this kind are the Revolutionary Armed Forces of Columbia and the
National Liberation Army [7]. On the other hand, similar links
between terrorists and organized crime were observed at the end of
the twentieth century in Afghanistan as well. In it, the ruling
Taliban regime and Al Qaeda participated in the organization and
realization of the production and sale of heroin, in order to finance
terrorist activities from the money acquired [8]. An interesting
example of association between terrorism - organized crime, is the
area of Kosovo and Metohija, during the nineties of the last century.
The data published in a number of studies across Europe, at that
time and after that, unambiguously pointed to the existence of a
solid connection between the Kosovo Liberation Army, as terrorist
organisations, and numerous criminal associations from Albania,
Turkey and some EU member states [9]. Specifically, Albanian
organised crime has provided and provides financial assistance to
these organizations from the profits acquired through drug
smuggling, weapons, people, trafficking in human beings,
prostitution and recreation of businessmen and the population in the

This dichotomy implies a certain dilemma regarding the ability
of the state to use measures to counter money laundering in
discovering and investigating terrorist-related financial activities: in
fact, most of the legal definitions of money laundering relate to
legalisation of the illegal property benefits derived from criminal
activities. However, in the case of financing terrorist activities, the
main goals are non-financial, i.e. political. In addition, the methods
of money laundering are essentially identical to the methods of
concealing sources, destinations and utilizing funds intended for
financing terrorist activities [14]. Therefore, during financial
investigations the facts are collected that point to the economic
activities of criminal and terrorist structures, but very often we
cannot determine with certainty, especially at the beginning of the
investigation, whether it is money laundering or terrorist financing
operations.
Specific money laundering and terrorism financing operations
consist of more seemingly unrelated activities that make up the
whole, so if we don’t have information on all activities, it is very
difficult to inspect the complete operation [15]. The efficient system
of countering money laundering and financing terrorism in global
frameworks, weakens the capacity of terrorist and criminal
organisations to reach a certain degree of operational capacity at all.
It should be borne in mind that the disruption of funding of terrorist
organisations is only one of the aspects of an efficient system of
84
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opposing modern terrorism. In this regard, it is crucial to define
unique measures to counter money laundering and the financing of
terrorism on a national and international level, allowing the collapse
of the financial levers of power of criminal and terrorist
organisations. Money laundering, among other things, directly
provides financial means for terrorism, corruption, organized
criminal and similar activities of endangering human, national and
international security.

4.

5.

Conclusion

In order to cover up traces of the funds intended to fund terrorist
activities or represent a part of the criminal profits of organized
crime, criminal structures resort to money laundering, and then
redirect these funds in the direction of achieving their goals. As
financial means create the basis for the development of terrorist and
criminal networks and for the capacity to carry out criminal
activities, the methods of concealing sources, destinations and
utilization of funds intended for its financing are constantly changed
and improved.
The international response to the problems of countering money
laundering and financing terrorism, in large part, is a response to the
fact that it is a global phenomenon. Specifically, terrorist and
criminal organisations abuse the world's system of finances,
international trade flows, modern transportation and communication
aspects, technological achievements and accelerated flow of
information, goods, services and people in the legalisation of
criminal profits and financing terrorist activities.
Money laundering of criminal organizations and terrorist
financing is usually composed of several seemingly unrelated
activities that make up the whole, so if we do not have information
about all activities, it is very difficult to inspect the complete
operation. As regards operations of exceptional complexity, solving
these problems requires a high degree of international cooperation
and coordination, as well as the incorporation of international legal
acts from this area into the legal system of states, and the active
participation of their security systems in the work of international
organizations.
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1

Abstract. The problem of civil aviation safety is largely determined by the "human factor". Transport security is a multidimensional concept
that includes various security factors that are provided by aviation personnel in the relevant areas of professional activity. A particularly
important factor should be considered the activities of personnel in the field of airport security. An acceptable level of airport aviation
security can be achieved if the level of professional activity of the security personnel meets the established requirements. The system of
requirements is implemented in a set of algorithms and procedures for personnel activities, the implementation of which is mandatory in
strict accordance with the requirements. However, the physical nature of the human component, under the strictest control, does not
guarantee absolute compliance with the requirements, i.e. the professional activity of aviation personnel is not guaranteed against
accidental or unintentional errors. These errors are a source of negative impact of personnel on the airport's aviation security. In this case,
it is necessary to have the means to minimize the negative impact. The paper considers some software and technical means of minimization.
KEYWORDS: TRANSPORT SECURITY, HUMAN FACTOR, AVIATION SECURITY PERSONNEL, NEGATIVE IMPACT OF
PERSONNEL, MINIMIZATION SYSTEM.
in the specialist's activities that determine the content of
unauthorized intervention are not excluded.
The system for minimizing the negative impact of
personnel (SMNVP) is functionally largely dependent on the
operations performed by the ESM to solve aviation security
problems, since the initial information for the SMNVP is personnel
errors, which, in turn, occur when AB personnel perform these
procedures. The structure and main functions of the ESM and
SMNVP are presented in the model in Figure 2.
Electronika Security Manager (ESM) is an automated
system of aviation security of the airport. Functionally, the system
consists of the following clusters: ACS-access control and
management system, SVN-video surveillance system, NEA-video
analysis system, STCP-TV monitoring system of territories and
perimeter, RAOC-radar optical system, SITB-information
technology security system, STS-security alarm system, SUMmonitoring management system, PMSMO-positioning and
monitoring system for mobile objects, QMS-engineering systems
and communications management system.
Subsystems solve the following tasks: a-hardware
configuration; B-database management; C-collection, processing
and analysis of information; C-providing user interfaces; Einformation protection and sharing of access to it; F-management of
security subsystems; G-integration with information management
systems.
Personnel play a particularly important role when
implementing incident management in the system, and the
following tasks are solved: 1. event registration and video
recording, 2. incident discovery, 3. alarm generation, 4. event and
situation analysis, 5. incident identification and verification, 6.
activation of protective equipment, 7. event recording, 8. enabling
reflection procedures, 9. notification, 10. enabling incident
management procedures, 11.enabling incident elimination and
completion procedures.
At any stage of interaction between aviation personnel
and the ESM, errors occur in the dialog, which are recorded and
transmitted to the system for minimizing the negative impact of
personnel (SMNVP).
Structure SMIT includes the following subsystems:
monitoring system processes, the system monitoring personnel.
deviation monitoring system, error identification system, error
analysis system, error statistics system, decision-making system,
duplication system, correction system, personnel training system,
certification system (Fig. 2).
It should be noted that the division of the structure into
two systems is rather conditional, since many processes of
minimizing the negative impact occur within the combined
algorithms and cannot be separated.
Aviation security management in ESM is carried out
through an incident, i.e. through some manifestation of a threat.
Since aviation security personnel are one of the most important

1. Introduction
Security is a multi-valued concept that characterizes the
security and low level of risk for a person, society, or any other
subjects, objects, or their systems. This is a state of a complex
system when the action of external and internal factors does not
lead to deterioration of the system or the impossibility of its
functioning and development [6].
Of particular importance is the task of ensuring the
aviation security of airports, which solves the problem of protecting
objects from illegal interference in their activities.
Aviation personnel, performing their target function, carry
out professional activities to ensure security, i.e., solve the problem
of achieving an acceptable level of aviation security. On the other
hand, personnel, being a human component in the ergatic aviation
security management system, due to their physiology may allow
some deviations from the established algorithm of activity, and not
necessarily intentionally. In the end, the ratio of positive and
negative aspects in the production activities of personnel ensures an
acceptable level of airport aviation security[11].
The aviation security system is focused on performing its
functions according to the formula: detection-reflection-elimination.
In normal mode, if there are no threats to the security of the object,
the system works to prevent hazards by performing predefined
algorithms. In the event of an abnormal signal, the activity of
aviation security personnel changes significantly, while some
component is highlighted, which is unauthorized (illegal)
interference by AB personnel. The reasons for the occurrence of
unauthorized interference are determined by the specifics of the
personnel's activities, which distinguish this activity from all others
in the field of security.

2. Materials and methods
Production activities of aviation security personnel are
performed in full compliance with standard operating procedures
(BOT), which reflect the entire set of requirements, the
implementation of which guarantees the achievement of an
acceptable level of safety. On this basis, the procedure (algorithm)
of personnel activity is built (Fig. 1).
In all cases of deviations from the BOT, an abnormal
signal appears, indicating the appearance of a special situation in
the object's security system, which may turn into a situation of
working out a real security threat. By analyzing this signal, the AB
specialist forms an information model in the mind aimed at
eliminating the deviations that have appeared. The information
model is compared with the reference model developed on the basis
of BOT for various types of object protection procedures.
Some system reference signal is generated with the
characteristics of the situation. An AB specialist evaluates the
situation in order to identify the event, analyzes possible
alternatives to the activity and makes the appropriate decision, and
then proceeds to its implementation. At each of these stages, errors

86

SECURITY & FUTURE ISSUE 3/2020

elements of security, their negative impact is shown when the
system works out the sequence of incidents. In this case, the
SMNVP system solves the problem of personnel management in
such a way as to exclude this negative impact for this purpose, the

staff's algorithms and technical means are reconstructed, or the level
of professional readiness of personnel to perform their functions is
corrected.

Fig. 1. Model the negative impact of staff
SMNVP works in two modes – in normal mode and in the
mode of the incident. In normal mode, the staff works out their
algorithms according to a pre-developed scenario that does not
involve external interference, i.e. external threats do not provoke the
staff to make mistakes related to the complication of the situation.
In the incident mode, the staff works in conditions of increased
responsibility, when the situation is not always unambiguously
predicted, and the actions of the specialist are clearly algorithmized,
which forces the staff to make responsible decisions in conditions of
limited information and, as a result, the number of staff errors
increases, and the degree of negative influence increases.
Monitoring of human error in SMNVP is carried out
continuously and in real time. First of all, monitoring of aviation
security processes in the ESM is implemented. Both in normal
mode and in incident mode, the system monitors whether the
parameters of the ESM algorithms correspond to the design values,
thereby confirming the legitimacy of the system's actions. In
parallel, the same modes are used to monitor the professional
actions of personnel, confirming the adequacy of the implemented
procedures to the parameters of the project algorithm of the
specialist's activity (SEP). The most important in the monitoring
system is to monitor deviations, comparing between the two settings
mentioned above, algorithms, and fixing any detected discrepancies,
evidence of the emergence of human error or, much more rarely, a
failure in the system hardware. The end of monitoring is the
identification of the error, which consists in determining its
parameters according to a certain standard [3,7].
The error analysis system consists of evaluating the
detected error in terms of its impact on the level of airport aviation

security. An identified error is no longer a threat, but a negative
event that has certain negative consequences that change the
situation in the system from minor to catastrophic deterioration.
Error analysis answers a series of questions: who is to blame, at
what stage of the algorithm, the reason for its occurrence, its place
in the classification, the degree of novelty or routine, the degree of
interference in the process, the alleged damage, and many others.
The parsing system works in contact with the statistics system that
stores data about previous mistakes and re-entering (Fig.3).
The algorithm reflects some procedures to minimize the
negative impact of staff based on analysis of human error in the
performance of their professional activities to ensure airport
security through the interaction of software and hardware platform
ESM (security AB) and NVP (minimize negative impact).

3. Results
The personnel of an aviation organization in the
implementation of their professional function is in a certain
situation, the parameters of which are determined by the parameters
of the BOT and the parameters of the real algorithm of the
professional activity of a particular specialist. A security risk occurs
if there are inconsistencies between these parameters (figure 1). In
this case, you can avoid presenting the black sea fleet as a certain
factor and consider it as a threat to the security of the object from
illegal interference in the activities of this object related to a person.
In other words, it is proposed to investigate the negative impact of
the personnel of an aviation organization on the procedures for
ensuring and managing aviation security.
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Fig. 2 Structural and logical model of the system for minimizing the negative influence of personnel.
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Fig. 3. The enlarged algorithm of the system to minimize the negative impact of personnel.
It is necessary to minimize the part of the black sea fleet
that represents a threat (danger) to production activities and is an
unauthorized intervention. In this case, there are appropriate
structural and logical models and methods of their research that
identify the negative impact of the personnel of the aviation
organization. The result of the study, presented in some quantitative
equivalent, can be considered as a parameter for controlling the
level of negative influence, i.e. the threat of the black sea fleet
becomes manageable [2].

technical means of protecting the object. Threats to personnel are
considered as a side effect of the professional activity of an aviation
security specialist. This means that it is impossible to single out a
separate threat or classify threats in any way. For the same reason, it
is not possible to investigate personnel threats as potential, i.e. it is
impossible to develop a counteraction apparatus for each threat in
advance. This is the main difficulty in studying personnel threats,
which prevents the use of mathematical models and other classical
research methods [1,5].

4. Discussion

5. Conclusion
The threat of personnel is not always a potential event.
quite often these threats are implemented, manifesting themselves
as some negative results of the activities of an aviation specialist,
which can be a terrorist act in the limit. This means that in the
course of their professional activities, aviation security personnel
perform certain actions that are not provided for by their functional
responsibilities and are not included in their target functionality.

Threats from personnel engaged in professional activities
to ensure aviation security are considered as part of the overall set
of threats to airport security, as one of the types of threats. In fact,
this is not quite true. External threats and their types are determined
by the intruder model. Based on this model, appropriate
counteraction measures have been developed for each type of threat,
including the activities of personnel and a set of appropriate
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These actions may occur as a result of staff errors or some other
reasons, but in any case they lead to deviations from certain SEP
activities. The result of such activity can be manifested in the form
of algorithmic intervention, which is understood as a change in the
standard algorithm of the operation or its parameters, or in the form
of incompetent intervention, which is due to an insufficient level of
professional competence [3,8].
The human factor is not a factor in a strict definition, but a
much more complex and multi-faceted category that belongs to
complex systems and has a target functional that cannot be
described in a strict mathematical way. A new concept of
"personnel threat" is introduced, which is understood as the state of
inadequacy of the operator's professional readiness and the
parameters of the security situation, determined by the maximum
level of professional parameters of the individual that allows the
appearance of a negative event. There is absolutely new situation
when you need to not minimize the human factor as such, but seeks
to regulate the negative impact of staff aviation organizations on the
procedures for production activities, considering this impact as a
threat to the safety of the facility. In this case, approaches to solving
the problem and research methods change [8]
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1. Introduction

2. Ecological security
To begin with, ”ecology is the study of relationship between
living organisms and environment. Its main components include
individuals, species, population, community, and ecosystem. These
components are determined on the basis of composition and
distribution of resources such as sunlight, heat, water, nutrients,
etc.’‟. Ecology tries to understand life process, adaptation and
biodiversity, distribution of organisms, population size and the
competition between all organisms. [3]

The world and the international relations have never been more
complicated. As we live in a modern and dynamic world, the
relations become more complicated and difficult, because of the
new threats that people have to face and deal with. Security, in its
full meaning, was considered to be only one-dimensional and
connected to military and war affairs.
After the end of the Cold war, the notion ”security” is seen in
another aspects and becomes a concept with multi-dimensional
meanings and importance. In the new world order after the Cold
war, societies see the relations, politics and states in different ways.
Many problems and issues became essential and they changed the
focus from the militaristic, territorial point of view to human and
individual dimensions of the security.

The pre-cold war era brought new challenges to the
international community and the ecological aspects became
apparent. The politicians and the scholars presented several new
concepts including climate change, global warming, land, marine
and forestal destruction, wildlife extermination, species populations
and hazardous wastes.

The post-cold war era includes numerous new nontraditional
threats to the broadened agenda of security - drugs, diseases,
weapons proliferation, failed states, demographic changes, poverty,
famine, ecological challenges. But in the 1990s and after that, the
most intense conceptual and political debates and the greatest
attention was kept by the environment. The environmental theme
remains important, while talking to the others important and new
security issues - humanitarian interventions and conflict termination
strategies. Although, the international security agenda has changed
through the past few decades, still there is no unanimous decision
how the environment should be related to security and the
discussion over this matter continue until today. [1]

Certain fundamental changes of methodological character
occurred in recent years and the international society has shifted to
new "problem control approach‟‟ in its studies and policies. They
started giving the highest priority to human survival through the
protection of the natural environment, because the primacy of
international law requires recognizing the supremacy of values
common to all mankind over all other values and interests. The
states quickly understood that these problems could not be resolved
via the power pressure of several states, however influential they
may be. The global environmental challenges can be passed through
only by voluntary behavior and will by all countries or their
overwhelming majority by political methods and cooperation. These
problems could be resolved through a system of appropriate
international legal prescriptions, laws and regulations. [4]

Since the end of the Cold war, environmental concerns has
became an important part of the discussions of global security. The
new concept of human security appears and includes all new
international matters and problems and the environment is one of
them. A considerable amount of scholarly research in the
international relations makes the environment a part of a broad
human security agenda of international politics. The environment
matters are considered to be among a number of new global dangers
as ozone holes, climate change, biodiversity, access to resource
supplies, and governance ,,at the largest scale are now extended to
encompass environmental themes in the policy-making institutions
in Washington, Brussels, and elsewhere.’’ [1]

The concepts recently introduced are all based on the
assumption that the overwhelming importance of protection of the
natural environment requires awareness of the global community.
Truly efficient environmental protection should be seen with high
importance from the states. [4]
Still, we need to explain why environmental and ecological
issues are discussed as a security matter. There are a range of
different ways in which environmental could be and have been
linked with the security. The most powerful and prominent of these
discourses is that of “national security”, with the focus here on the
possibility that climate change might undermine the sovereignty or
territorial integrity of a state. A future climate threat can possibly
contribute to large-scale humanitarian crises, population
displacement and even international conflict. Such a vision has
achieved a prominent place in academic debates and has found its
way into national security strategies throughout the world and now
it is an essential part from the policies of almost all the states
around the globe, including the biggest and the richest ones. [5]

The environmental security is not a new topic in academic and
political discourse, but it permanently gained new significance and
importance. The concerns about global environmental change
(climate change) and the fears about increasing demand and
competition for natural resources caused by population growth and
economic development are aspects that the global society cannot
ignore anymore. [2]
After making this brief introduction, it is important to note that
this article will examine two of the aspects of human securityenvironmental and ecological security. Therefore, the main purpose
is to analyse the similarities and the differences between them, in
order these two concepts to be clarified and better understood. In
this context, a survey of public and private stakeholders has been
conducted by the two authors.

The principle of equal ecological security is analogous to the
principle of equal security but has different dimensions and
references. In the military field, security can be achieved and is at
the expense of the opponent's insecurity. Ecological security can be
enhanced only through a combination of the ecological security of
individual states, especially in its global dimension. This means that
environmental instability in one part of the globe undermines the
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ecological security on a planetary scale and every state on Earth is
threatened. [4]

environmental security offers broad agenda within which there are
multiple issues, such as resource scarcity and pollution, occurring at
multiple degrees and in different ways in places around the world.
[6]

This is related to the principle of sovereign equality, which
presents equal rights and obligations for all states. All states have an
equal right to ecological well-being. This principle means that equal
ecological security bans the achievement of ecological well-being
by one state or group of states to the harm of the legitimate interests
of other states and their well-being. [4]

Environment refers to the surroundings we live in and combines
physical and biological components. For the environment, the
climate and weather are extremely important and all the biological
forms depend on them. Any changes in the environment can
reshape the natural cycles and climatic conditions. The
environmental issues include pollution, deforestation, global
warming. This security also studies the internal and external factors
affecting all organisms and habitats. [3]

The broader view of growing insecurity is seen after realising
that society has to face couple of environmental problem:
projections of environmental scarcity, inadequate supplies of
minerals to sustain industrialization, agricultural production
qualities, which are not enough to meet the needs of a growing
population, and environmental services inadequate to disperse
increasing quantities of waste, especially related to plastic mass
production and consumption. Resources scarcity is thought to be a
relatively minor source of human suffering in foreseeable future.
Infectious disease now is clearly the primary cause of human deaths
and disabilities, especially during a world virus pandemic, followed
by conflict among peoples, starvation, and various kinds of
environmental disasters.

The new decade brought increased scale of consumption and
pollution in modern high-energy societies, which has caused large
decreases in primary forest cover, biodiversity losses, depletion of
fish stocks, land degradation, water pollution and scarcity, coastal
and marine degradation, the contamination of people, plants, and
animals by chemicals and radioactive substances, climate change,
sea-level rise. All these environmental problems are now prominent
political issues and essential part of international relations and
dialogue. [6]

Ecological security rests on preserving the following four
interrelated dynamic equilibriums:

Security is still a nebulous concept, due to the new challenges
that the world have to deal with. It can apply to many different
things that are valued and refer to many different kinds of risks.
Yet, the most powerful discourse about security concerns national
security. National security discourse is a discourse that
manufactures and sustains particular kinds of identity through
constructions of difference. Its primary objective is to create a
proper institutional base. [6]

1. Between human populations living at higher consumption
levels and the ability of nature to provide resources and services;
2. Between human populations and pathogenic microorganisms;
3. Between human populations and those of other plant and
animal species;

The concept of environmental security has been a central issue
in this process of deepening the scale and broadening the content of
security. [6] Environmental degradation could be important part of
international relations, because it has various impacts on the
behavior of the involved actors and might play a role as reason,
trigger, target, channel, and catalyst of conflicts. World faces a lot
of environmental problems like the decrease in quantity and quality
of resources, rapid population growth, and unequal resource access
are the basic drivers behind increasing environment-related security
risks. Water and land are crucial factors in security issues, as
renewable resources. Scarcity of nonrenewable resources can
contribute to instability in the international as well as in the national
contexts and that threats the security of the states and the
individuals. [7] It is increasingly accepted that environmental
threats are escalating contributors to insecurity and social conflicts
among and within countries. So the question that arises is how risky
such condition of stress might evolve and change the political
agenda and status quo. This debate is still ongoing and the scholars
still examine these issues.

4. Among human population. [4]
Ecological changes disrupt these balances and increase
insecurity over the world. The main concerns are linked to the
nature of resource limits. Energy crises have occurred due to the
fact that the world‟s remaining reserves are concentrated in the
Middle East. Malnutrition and famine persist as a cause of human
misery, and infectious diseases, once thought to have been
conquered, have made a comeback. In addition, extinction of many
species has become a serious problem and an important issue to be
solved by the global society, as long as the rapid demographic
challenges, which destabilize the states and affect the equilibrium of
national and human security. [4]

3. Environmental security
In the pre-cold war world, the security as concept broadened its
meaning and along with the ecological security, the environmental
security also occurred. It is important to explain environmental
security‟s meaning, in order to more clearly distinguish the
differences between the two paradigms, which now are a part of the
political agenda of all states.

In order to define the environmental security we need to state
the following things:
1. The environmental security in its transnational nature is an
important dimension of peace, national security, and human rights;

The concept of environmental security has different meanings
and is contested, as every other concept in the security talking. This
arises from the merging of two powerful yet equally ambiguous and
debatable concepts – environment and security. The way a person
or a group understands each of these concepts informs their
understanding of the combined concept of environmental security
and it is essential, because the environmental security was presented
in the international dialogue by few schools of thought. [6]

2. It is expected than on the next 100 years, one-third of the
current global land cover will be transformed and the society should
make hard choices among consumption, ecosystem services,
restoration, preservation, or degradation;
3. Environmental security is central to the national security,
because presents the dynamics and interconnections among humans
and natural resources. [7]

The relationship between environmental change, stress, and
environmental degradation relative to the issue of security has
garnered increased importance. This relationship- between
environment and security- is now a common interest among both
the scientific and policy communities. The traditional security
concepts based on national sovereignty have been revisited, because
of the new political landscape and the new world order. [7]

All these threats and problems may have a wide range of
consequences. The crisis of sovereignty, so often linked to states
and security, in the face of globalization is especially clear when
environmental themes are added into the discussion. [1] In some of
the studies, the environmental security is ”securitized‟‟. The
“securitization‟‟ is a term that presents the state‟s attitude towards a
problem, which is no more only a threat. This threat becomes urgent

In general, the environment refers to the biological, physical,
and chemical components and systems necessary to sustain life. The
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and with high importance to the country. This requires strong will
and political actions. [2]

(numeric value = 1) or disagreed (numeric value = 0) of each
characteristic.

The paradigm of human security represents the environmental
security while human life is in danger. Many threats to social–
ecological systems and ecosystems services make the
environmental security rely on some general principles of human
environmental interactions:

Nearly 54% of respondents are employed in the private sector
(see Diagram 1). Diagram 2 shows the percentage distribution by
the type of their working position. 38% of the respondents occupy
expert positions.

1. Human well-being has need from several key components to
live completely: the basic material needs for a good life, freedom
and choice, health, good social relations, and personal security.
2. How well-being is expressed by personal factors such as
geography, ecology, age, gender, and culture. These concepts are
complex and value laden.
3. Ecosystems are essential for human survival and wellbeing
through their provisioning, regulating, cultural, and supporting
services. Changes for human well-being will occur, because of the
numerous evidence in recent decades of escalating human impacts
on ecological systems worldwide, which raises concerns about the
consequences for ecosystem and the interaction with humans.

Diagram 1. Percentage distribution of respondents by employment sector

4. Human well-being can be enhanced through sustainable
human interaction with ecosystems on the base of appropriate
instruments, institutions, organizations, and technologies. The
creation of these items may contribute to people‟s freedoms and
choices and to increased economic, social, and environmental
security. The key for that is participation, transparency and
solidarity among states.
5. There are direct and indirect links between ecosystem change
and human well-being, whether they are positive or negative.
Human activity always interacted with the nature and its
resources. All scholars insist on understanding the connection
between human and nature. The activity is complexed and multidimensional and that makes the ecosystems fragile. In this
connection, environmental security has to do with risks or fragility
(vulnerability) of losing ecosystem goods and services as well as the
perception of those risks. Fragility is deemed multilayered,
multiscale, and complex. Often it exists because of the choices we
make and continue to make, because we accept the environmental
security and its „threats‟ of an abstract nature and we rely on our
feelings and cognition. [7]

Diagram 2. Percentage distribution of respondents by working position

The second phase of this survey is to calculate the intraclass
correlation coefficient (ICC) and to find out how strongly
characteristics and respondents in the same group (Ecological
Security and Environmental Security) resemble each other.
Applying Anova Test: Two-Factor without Replication, ICC
agreement for mean in the Ecological Security group is .58 or
moderate agreement. In the Environmental Security group ICC
agreement for mean is .46, which is the same degree of agreement
as the other group.

After trying to clarify the environmental security as a definition,
which is accepted by most of the countries and societies, we can
distinguish six principal interpretation of this statement:

Thirdly, it is necessary to sum the total score of each
characteristic. After that, the average score is calculated – for
Ecological Security the average score is approximately 15, and for
the Environmental Security is approximately 14. (see Table 1)

1. Environmental security can be seen as having influence and
impact on human activities over the environment;

5. Conclusion

2. Environmental security has impact on the military –
industrial complex, including war, over the environment;

To sum up, the main research goal has been achieved - the
similarities and the differences between ecological security and
environmental security concepts have been analysed. In the extent
and nature of these two concepts there are very clear and significant
differences, but in the same time, they are so similar in character
and have the same vital impact on human security.

3. Environmental changes can be seen as an urgent security
problem, which involves all states and requires collective action and
support;
4. Environmental change can be accepted as a threat to national
security;
5. Environmental change is a possible cause of violent conflicts
over the world;

Using the average score criteria, twelve of all characteristics are
chosen. The last phase is to rank them in ascending order and divide
them into two groups – Similarities and Differences. The results
show that there are six common characteristics between Ecological
security and Environmental security. There is still more: in the
Differences group there are six characteristics too – four of them are
related to Ecological security and two of them represent
Environmental security. (see Table 2)

6. Environmental change can be seen as a risk to human
security, nature and wildlife ecosystems. [6]

4. Results of ecological and environmental security
perceptions survey
First of all, an initial list of 21 characteristics was formulated
based on a research analysis of literary and documentary sources. A
short questionnaire was sent to stakeholders of public institutions,
scientific institutes, business and non-governmental organizations,
randomly selected. They evaluated whether they are agreed
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Table 1. Total and average score of the characteristics
Characteristic

Ecological Environmental
Security Security
15

12

Successful resolution of problems related to the size of
different populations, biodiversity, the spread of organisms
(including humans), as well as the rivalry between them

19

13

Security of life process, distribution of resources such as
water, heat, sunlight, nutrients, adaptation and biodiversity

23

14

Proper interaction between physical, chemical and biological
components

10

11

Successful solution of problems such as pollution,
deforestation, global warming, etc.

21

19

Knowledge of internal and external factors of influence and
adequate reactions to them

13

9

Security targeting individuals, species, population, community
and ecosystems

16

11

Responsible policies and actions on climate change and
weather, which are crucial for all biological forms

21

18

Security of natural cycles and climatic conditions

12

10

13

17

16

12

It is an important dimension of peace, national and
international security and human rights

11

9

Reflects the dynamics and relationships between people and
natural resources

11

12

It is a complex and adaptive system of two main components environmental and social

13

12

Existence of substantial community safety from environmental
threats and hazards caused by natural or human processes
due to incompetence, accident, mismanagement or malfunctioning devices

16

18

Restoration of the environment damaged as a result of military
and social conflicts; of biological threats; and of natural,
anthropogenic and technogenic activities

14

13

Maintaining the physical environment of society to meet its
needs without reducing the natural supply of resources

11

16

Protection against the adverse effects of human activities on
the environment

18

20

Meeting the needs of natural resources and environmental
services without compromising the resilience of ecosystems

19

15

Sustainability of ecosystems, which in turn allows for the
protection of the most vulnerable ecosystems in time, space
and species

14

12

14

11

15,24

13,52

The ability of ecosystems to sustain life and maintain their
organizational structure and function in times of disturbance
and change
Average Score

Differences
Similarities

Security of the connection between organisms (including
humans) and their environment

Ensuring normal levels (quantitative and qualitative) of
renewable resources, sustainable population growth and equal
access to vital resources
Security of non-renewable natural resources and provision of
alternative sources

Table 2. Similarities and Differences between Ecological security and
Environmental security

Ecological Security

Security of life process,
distribution of resources
such as water, heat, sunlight,
nutrients, adaptation and
biodiversity

Security of the
connection between
organisms (including
humans) and their
environment

Successful solution of
problems such as pollution,
deforestation, global
warming, etc.

Successful resolution of
problems related to the
size of different
populations, biodiversity,
the spread of organisms
(including humans), as
well as the rivalry
between them

Responsible policies and
actions on climate change
and weather, which are
crucial for all biological
forms

Security targeting
individuals, species,
population, community
and ecosystems

Existence of substantial
community safety from
environmental threats and
hazards caused by natural or
human processes due to
incompetence, accident,
mismanagement or malfunctioning devices

Protection against the
adverse effects of human
activities on the environment

Environmental Security
Ensuring normal levels
(quantitative and
qualitative) of renewable
resources, sustainable
population growth and
equal access to vital
resources

Maintaining the physical
environment of society to
meet its needs without
reducing the natural
supply of resources

Security of nonrenewable natural
resources and provision
of alternative sources

Meeting the needs of natural
resources and environmental
services without
compromising the resilience
of ecosystems
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attempts to achieve its values, while the group's responsibilities
reflect its duties to its political commitments. Success or failure in
meeting its responsibilities can be represented by popular support.
FATAH started as a resistance militia OSLO agreement converted it
to a political entity that uses its militia to maintain order alongside
its archenemy „Israeli security agencies.'

1. Introduction
The phenomenon of mission displacement of violent non-state
actors is a two-sided effect; it can be considered a means for
counterinsurgency, and a harmful effect for the group's supporters,
ultimately changing its identity.
The definition of mission displacement is the shift of the groups‟
means to replace the group‟s ends that they pursue. This change
might lead to a profound change in their violent nature.

The politicization is fruitful if it relates to achieving the mission of
the group, which is the ultimate cause of the group, but if
politicization comes before attaining the objectives, it negatively
degrades the allowed means and leaves the group unable to
negotiate a solution that enjoys public support.

This article searches to investigate the effect of mission
displacement upon Palestinian resistance groups, given that the
primary factors that can displace the mission of any group are:
a)
Engagement in illicit businesses, i.e., in drug trafficking
or money laundering. Even though illegal funding is found to be
essential for the survival of few groups, an example is the
Revolutionary Armed Forces of Colombia—People's Army
(FARC); FARC occupied more land than other groups, which
helped it profit from the drug trade on its territory in ways that other
groups could not.
Because it was the biggest threat to the state in 1999, and to
encourage it to start negotiations, President Andres Pastrana ceded
the group a large piece of territory [1].

Responsibility elevated FATAH from a resistance group to a
government. Inherent in the responsibility of governance is
accountability to new citizens who form opinions of the group‟s
quality of services i.e., rubbish collection, road construction.
Tzipi Livni made a similar description by saying that „responsibility
moderates.' She meant that political groups are in tension between
responsibilities and values [6].
Palestinian groups who might desire calm cannot do so, without
losing credibility for 'resistance,‟ periods of calm would cause
militants to question or abandon a group for other groups committed
to violent resistance.

The illicit business engagement could be harmful to groups; groups
sometimes shift their missions from purely political to more of an
emphasis on group member enrichment, and getting into illicit
business helps with this shift. This engagement is consistent with
Merton's (1968) notion of "goal displacement," when an
organization shifts its raison d'être to exclusively survival [2].
However, a substantial literature looks at the so-called crime-terror
nexus [3,4] and suggests that criminal business generally helps
terrorist groups prosper.
b)
State-Sponsorship typically deviates from the group from
its primary mission to execute missions for the sponsored state; an
example is the Abu Nidal group (ANO).

Hamas took control of the government in Gaza in 2007 and became
responsible for governance functions.
The combination of the
da‟wa program and being the government in Gaza establishes the
group as a Palestinian people's political leader.
As such,
Palestinians judge the group's performance and results, not only by
its resistance attitudes about by its governance capabilities, which
forced the group balance pursuit for political support with their
desire to maintain the status of a leading resistance organization.
The other issue is that Palestinian groups pursue to gain the
credentials of resistance, especially after failed peace processes,
frustrated ordinary people change their support and their look to
violence from time to time. The relationship between Support for
Violence and Violence Frequency in the case of Hamas is evident in
the historical tracking of Hamas‟s primary operations; Hamas
followed the Palestinian public opinion.
Source: Data based on Davis (2014) [6].

The politicization process might turn the group's nature from
resistance to a political entity that renounces violence as a means,
its new identity has to conform to the international norms of
denouncing violence. Examples of this process are the IRA in
Ireland and FATAH movement in Palestine. The following is an
explanation of these factors thereof mentioned.

The previous table clearly shows that Hamas maintains violence
against public opinion; this conclusion motivated Arafat to engage
in violence in Second Intifada, erupted in 2000 after the failure of
Camp David., also it can be concluded from the above table that
supports for violence is a result of peace failures and in response to
violent Israeli campaigns. It shows that public support to Hamas
decreases after the 2012 Israeli operations in contrast to the 2008
Cast Lead operation, the reason can be attributed to precision
ammunition in the second operation.

2. The politicization of the movements
We must be clear about the fact that all ethically oriented conduct
may be guided by one of two fundamentally differing and
irreconcilably opposed maxims: conduct can be oriented to an 'ethic
of ultimate ends' or an 'ethic of responsibility.'
Max Weber (1918) [5]
Max Weber‟s political engagement argues that a political group
must maintain its values while maintaining its responsibilities. For
the Palestinian nationalist groups, the violence against Israel
demonstrates how it
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Date

Hamas Support

Sep. 1995
Before the second intifada 2000
July 2001, after one year of Intifada
March 2005
June 2005

Violence
Support
18.3%
51.6%
85.9%
37.5
46.3

Dec 2005

40%

28%

March 2006

56.6

36.7

Jun 2007

50

21.9

Before cast lead 2008
After Cast Lead 2009
Gaza II war 2012 pillar of defence

59.7
66.7
62.6
66.3
40.5 %

26.1
25
20.8
30.6
20.6% (29.2% in
Gaza);

After the formation of the unity government in
2014

10.3%
16.7%
25.1
30.1

Hamas Action

Mortar attack and killed one Israeli (June 9,
2005)
3 attacks killed 7 and injured 11 after the poll by
2 weeks
Attack and kidnap of Gilad Shalit
After the assuming of authority, its popularity
declined
Increase of support to violence due to the war

Kidnapping of a soldier happened

ANO was founded by Sabri al-Banna, also known by his nom de
Guerre Abu Nidal, in 1974. Abu Nidal, whose name in Arabic,
means „father of struggle‟ was born in 1937, the youngest of seven
children of a prosperous citrus farmer in Jaffa.

3. State-Sponsorship
State sponsorship terrorism is that a state or government has been
actively engaged in terror against foreign and domestic enemies.
Byaman describes state sponsorship as a government‟s intentional
assistance to a terrorist group to help it use violence, bolster its
political activities, or sustain the organization; state-sponsored
terrorism usually occurs when a state provides political, military, or
economic support to a specific terrorist group in order to aid them in
achieving their goals. It comes with relatively little cost, i.e., all
funding, weapons, and training provided by the state sponsor [7,8].
State-sponsored terrorism has been applied most violently in
Northern Africa and the Middle East [9, p.8].

His first start was in the Ba'ath party, which had an office in
Amman; his membership in the Ba'ath party was expelled from
Saudi Arabia. After his success in Amman's own business, he linked
himself with Abu Iyad (Salah Khalaf), who helped him represent
PLO in Sudan in 1969 and then asked to move to Iraq.
He was encouraged by PLO‟s leadership to make connections
within the Iraqi government. Ironically, by exploiting his Iraqi
intelligence service connections, he began to build his independent
power base. Nidal possessed strong convictions against negotiations
with Israel, which led to a predisposition toward violence for any
group who would negotiate with Israel.; in 1974, Abu Nidal broke
with PLO‟s. Chairman Yasser Arafat over Arafat's tactical decision
to start diplomatic efforts in their struggle against Israel, then PLO
accused Abu Nidal of plotting to kill Abu Mazen and sentenced him
in absentia to death.

Currently, The US Department of State lists four countries as
official state sponsors of terrorism: Iran, since 1984; Syria since
1979; Sudan since 1993; and North Korea since 2017. [10].
Carter's (2012) global study of terrorist groups between 1968-2006
shows that 19 percent of the groups had a state sponsor during at
least one part of their existence. He says that such a thing can help
terrorist groups survive, though with caveats.

He started with Iraq from 1974 until 1982 for eight years; Iraq
provided him with two training camps in Hit and Ramadi, offices,
money, passports for his recruits, and scholarships.

Between 1979 and 1989, the Pakistani Inter-Services Intelligence
(ISI) trained and armed, perhaps 100,000 fighters, to resist the
Soviet occupation [11]. Of the 17 groups operating in Pakistan
during this period, only four groups ended, substantially different
from the average failure rate for all countries.

Iraq's main interest in using him against Syria, Arafat, and a focus
against Iraqi communists, his relations with Iraq, worsened by
Sadam's advent, who did not like Nidal's behavior. In 1980 Nidal
started to persuade Syria to accept him, Hafiz al-Assad agreed to
use him primarily against the Muslim Brotherhood and against
Jordan.

It is no longer apparent that ISI exercises complete control over the
proxies they have helped create, some of which are now openly
talking about fomenting a fundamentalist revolution in Pakistan
itself. About mission displacement, it can be argued that
that groups who are dependent sponsors control the agenda of
terrorist groups, paying them to attack targets they otherwise would
not, and to some degree, turning them into mercenaries. It can
reduce the group's original (political) support base. The Japanese
Red Army and the Abu Nidal Organization are examples of this
phenomenon. Both groups were paid by Libya to carry out attacks
on US interests worldwide, particularly during the 1980s. [12].

In Libya from 1985, ANO built an excellent relationship with
Qadhafi, Nidal was in partial control of Libyan intelligence, he
improved their data collection on the 'stray dogs,' the primary target
for Libya was the exiles who oppose Gadhafi, and to keep Arafat in
check.
He died at the age of 65 in Baghdad's apartment by a shot in his
head; many believe that he committed suicide because of Leukemia
sickness; some believe that the Iraqi intelligence killed him after
Fatah's information about his involvement with the Israeli Mossad.
ANO was removed from the FTO on January 7, 2017, because of its
demise after Nidal's death in 2000. Deputy U.S. State Department
spokesman Philip Reeker told reporters:

3.1 Abu Nidal Organization (ANO)
ANO is a good example of mission displacement; it lasted more
than 20 years, was on the list of US foreign terrorist organization
(FTO) until 2017; Abu Nidal's small, radical group, the Fatah
Revolutionary Council, has been linked with the killing and
wounding of more than 900 people in 20 countries since 1974; in
1989 the US Defense Department called it "the most dangerous
terrorist organization in existence. "[13].

"Abu Nidal is a craven and despicable terrorist, and the world
would certainly be a better place without people like Abu
Nidal"[14].
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The relationship between states and their proxies is a dynamic one,
and the result often harms both the terrorist group and its cause. In
general, state support almost always increases the capabilities of
individual terrorist groups. However, it often forces the group to
restrain its activities to accord with the sponsoring state's interests.
Arab states, Israel, foreign intelligence agencies like CIA often
look to infiltrate Palestinian factions for many reasons, among
them to keep abreast of their intentions; another factor is out of the
Palestinian ordeal, Arab leaderships want to be seen champions in
the advocacy of the Palestinian cause, the other reason is that to use
Palestinian in the inter-Arab feud by using them against their rivals.
Hafiz al-Assad once told Arafat
You do not represent Palestine as much as we do. Never forget this
only point: there is no such thing as a Palestinian people, there is no
Palestinian entity, there is only Syria. You are an integral part of
Syrian people, Palestine is an integral part of Syria, therefore it is
we, the Syrian authorities who are the true representatives of the
Palestinian people [15]
ANO manifested the model for a resistance organization that
became a terrorist group in the hand of states like Iraq, Syria, and
Libya.
Abu Nidal and his Fatah Revolutionary Council found protection
and sponsorship successively with Iraq, Syria, and Libya since 1987
has received considerable support, including haven, training,
logistic assistance, and financial aid from Iraq, Libya, and Syria
(until 1987) and close support for selected operations.
ANO was used mainly against Jordanian diplomats, FATAH
leaders, defected Libyans, Iraqi opposition.
Abu Nidal established a trade and investment company in Warsaw
until 1988; it sold Eastern Bloc armaments to Iraq and Iran. His
engagement in illicit trade with more than 500 Million, some come
from Arab Gulf states like Kuwait, UAE mainly by extortions and
intimidation, these actions transformed the means of ANO to ends
[16].
FATAH also suffers from mission displacement, but for a different
reason, politicization is the main factor that impacted FATAH and
turned it into a political entity, its engagement in governance
without proper infrastructure and before restoration of its
objectives, raised the corruption inside the group to a level that
deviated it from its revolutionary line
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1.

Introduction

Many cyber criminals are focused on the retrieval of private
and sensitive data. They accomplish it by using misleading methods
and carry out a cyber fraud. Such methods, if using emails, are
called Phishing. Phishing is a cyber attack that uses fake email as a
weapon [1]. The aim is to trick an email recipient into thinking that
a message is something they want or need — a request from their
bank [8], for example, or a note from someone in their company —
and to click a link or download an attachment. What really
distinguishes phishing is the type that the message takes: the
attackers are masquerading as a trustworthy individual of some sort,
often a real or plausible real person, or a company that the victim
might do business with. It's one of the oldest forms of cyber attacks,
dating back to the 1990s, and it's still one of the most common and
pernicious, with phishing messages and methods increasingly
sophisticated. Nowadays even people who have minimal technical
skills can use this type of attack with ―Phishing Kits‖. The
availability of phishing kits makes it easy for cyber criminals, even
those with limited technical skills [9], to conduct phishing
campaigns. The phishing kit includes phishing website resources
and tools that only need to be installed on a server. When installed,
all the attacker has to do is send emails to possible victims. Phishing
kits and mailing lists are available on the dark web. A few websites,
Phishtank and OpenPhish, keep crowd-sourced lists of known
phishing kits. Developing anti-phishing measures is a serious
challenge because victims are helping hackers to give away their
info. Besides, users typically have a lack of interest to protection.
The phishing phenomenon may be unknown. Users do not see
privacy and protection as their primary concern. Organizations are
assumed to take on this role in general. It's a false assumption. Bank
IT personnel have stated that the defense against phishing is a joint
obligation of banks and customers. As mentioned above, phishing is
a rising [6] and underestimated issue. It is also important to know
what phishing looks like and what should be done against it. The
anatomy of a phishing kit may follow the order: 1.Legitimate
website cloning -> 2.Login page change for credentials stealing ->
3.Creation of phishing kit with modified files -> 4.Upload the kit to
the hacked website -> 5. Sending emails pointing to the spoofed
website.



To hand over sensitive data. The aim of these messages is to
trick the user into exposing sensitive data — often a username
and password that the attacker will use to access a system or
account. The classic version of this scam involves sending an
email designed to look like a message from a major bank by
spamming an email to millions of people, the attackers ensure
that at least some of the recipients are the clients of that bank.
The victim clicks on a link in the message and is taken to a
malicious site designed to mimic a bank's website, and
hopefully enters their username and password. The hacker is
now able to access the victim's account.



Download malware. Like a lot of spam, these types of phishing
emails are designed to get the victim to infect their own
machine with malware. Often the messages are "softtargeted"—they could be sent to the HR staff with an
attachment that purports to be the resume of the job seeker, for
example. These attachments are often zip files, or a Microsoft
Office documents with a malicious embedded code. The most
popular type of malicious code is ransomware — it was
estimated in 2017 that 93 percent of phishing emails contained
ransomware attachments.

Of the 50,000 and more fake login pages the company
monitored, these were the top brands attackers used:
PayPal: 22 per cent of the total;
Microsoft: 19 percent of the total;
Facebook: 15%;
eBay: 6%;
Amazon: 3% of the population.
3. Analyzing phishing emails
For analyzing a phishing email, first we need to look at
the Email Headers. Email Headers [3] have a lot of relevant
information. But most of this data is never revealed to the user. The
email reader only sees a few pieces of information, such as the
subject, the date, and the sender's email and info. In email scams the
surprising part is that the information that is actually presented to
the user can be easily forged. If we look at the real letter example
on fig. 1:

2. Types of Phishing
If the phishing attacks have a common denominator, it's a
disguise. The attackers spoof their email address so it looks like it's
coming from someone else, they set up fake websites that look like
the ones the victim trusts. That said, there are a number of different
techniques under the umbrella of phishing. There are a few different
ways to split attacks down into groups. One is by the purpose of
the phishing attempt. Generally, a phishing campaign is trying to
get the victim to do one of two things:
Fig. 1 Phishing e-mail content.
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and if we analyze it in raw format by pressing on ―Show original
message‖ in Gmail service, we get the information shown on fig.2.
There we can see sender’s IP, and furthermore we can look up the
IP address using different tools.

Fig. 2 E-mail content in a raw format.

Fig. 4 Phishing e-mail content.

Using simple tool like ―Whois‖ [2] and looking up the IP
address, the information retrieved can contain country of origin; the
DNS resolver domain; the actual IP address, even a telephone
number (fig. 3).

Here we received email about someone made a ―payment‖
somewhere using our account. Also, the attacker sent a file
containing some kind of information. As a precaution advice here is
never to download any files straight away if we are not sure who
the sender is! Email says: -―Confirm the swift copy of payment
made to your account. Regards Ellis.‖ It may seem legit, but this
right here is a phishing attack. Firstly, we are sure that we never
registered on this website so that’s enough just to delete the email
and move on. But for investigation, we proceed to the official
website ―https://www.swift.com/‖, scrolling down to security we
see (fig. 5):

Fig. 3 Phishing e-mail sender details.
The information shows that it is a French domain and
have nothing common with the domain PayPal.
In the phishing email, If the button ―Click here‖ is
pressed, a redirection to completely different website called
http://enviaemm.com/ is made. This new site is even not secure
while using HTTP, but still asks for credentials. If the victim types
their account information, the attackers immediately steals their
credentials.
Another example of phishing email can be seen on fig. 4:

Fig. 5 Official warnings from legitimate website.
We can see that the official site is aware of hackers trying
to scam people and more importantly, they say that they will play a
role in the authentication process as they don’t have access to the
information related to financial transaction. Moving back that file
that the sender sent us, if you want to investigate it be sure to use
any ―SandBox‖ or Virtual Machine‖. The file is already
downloaded on a Virtual Machine but is still not opened. First let’s
inspect the file with browser based software called Virustotal [7].
This is a free file scanner, which inspects the given file or the given
URL with over 70 Anti-Virus programs and extracts information
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about it. After scanning the file, we receive a detailed result with the
information shown on fig. 6:

Fig. 8 Hidden process is started.
Fig. 6 Phishing e-mail scan results.

The process is consuming less than a 1% of the computing
power of the machine. The virus is hidden into a flash player
update file. After inspecting the executable file with
―PEFRAME‖ we find a keylogger. The keylogger is sending
email to ―adobebulgaria@gmail.com‖ at a certain interval of
time.

At least 23 Anti-Virus programs registered this file as a
virus: ―Win32:Malware-gen‖. A well-known virus that can Redirect
web traffic to malicious/compromised websites/domains, Dropping
and/or installing additional malicious scripts or programs as well
downloading and starting separate malicious programs. With this
information given it is enough to determine that this Email was
indeed a Phishing one and we need to be careful what we open and
download from the web.
Analyzing email for software update:
Another technique for attackers is to send fake software
update emails with a message that says for example: ―Your
antivirus is running out of date, please update it via downloading
the following file‖.

Fig. 9 PEFRAME log information.
Each email contains sensitive information about the victim. The
malware is recording each click on the keyboard and sends it to the
attacker via emails. Evenmore it makes screenshots and activates
the webcam of the infected machine. This way the hacker is able to
steal credentials and spy a victim.
Common phishing email
More and more users receive every day at least one
common email asking about paying them in BitCoins or they will
expose you in the web. The information is that they put a virus on
an adult 18+ website and when started, the PC gets infected. That’s
how a malicious hacker captures the victim with his own webcam
while being in that website. On figure 9 an example is presented:
Fig. 7 Software update phishing e-mail.
For research purposes the ―.exe‖ file is downloaded and
executed on a virtual machine. After running the file on the victim’s
machine a hidden process is started.

100

SECURITY & FUTURE ISSUE 3/2020

Fig. 12 Attacker information reverse reconnaissance.
In the raw format of the e-mail a .php web site called
http://www.fidelit.com.br/alexusMailer_v2.0 is seen and the IP is
82.102.19.196. Here is the moment to say that we should never
search IP’s in the browser because we don’t know what will they
open. Here we are using online Web SandBox [4]. With this online
scanner we can browse to a potential risky address without
worrying about harming our own hardware infrastructure.
Furthermore browsing to this IP with the Web SandBox we get this
type of information:

Fig. 9 Phishing e-mail for adult 18+ warnings.
As we can see, the attacker used Email spoofing and it
looks like that the victim sent an email to itself. It’s an easy
thing that doesn’t need a lot of knowledge to do. Although
there is not much information here, we don’t have to panic
as it’s known that many people receive these type of emails
every day. Furthermore to continue investigating look the
email in ―RAW‖ format.

Fig. 13 Web page of a fraudulent IP host.
It says that we are hacked and a program executed on
background. This is why precautions are ALWAYS to use a Virtual
Machine or SandBox [8]. Although we already know that this is a
scam and further investigation by [5] can be made for legal
purposes. Notice that the name after the first part of the domain:
―/alexusMailer v2.0‖ looked suspicious even before browsing it in
the SandBox. Searching it on Google leads us to website called
github.com where we can see that this is a script for anonymously
sending email plus the profile of the guy who constructed the script
(fig. 14).

Fig. 10 Phishing e-mail for adult 18+ warnings.
Hiding the IP is a hard task although hackers use TOR
[11], VPN , etc. to hide theirs. So our attacker IP is 177.70.21.197 .
Putting it in ―Whois‖ software gives us the following information:

Fig. 11 Phishing e-mail raw information.

Fig. 14 Anonymous email mass mailer in github.

This IP belongs to a hosting company in brazil with very
low reviews on the web. We can even see exact location searching:
―Brazil Porto Alegre Under Servicos De Internet Ltda‖ (fig.12):

That’s enough info to be sure that it is a Phishing email even if you
don’t want to open the website putting it in ―virustotal‖ we signalize
us that it’s a phishing and malicious website. Stay safe and never
rush to pay or open anything!
4. Identifying phishing attack
Identifying a phishing email has become a lot harder than
it used to be, as hackers have developed their abilities and become
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more advanced with their methods of attack. The phishing emails
that we receive in our inbox are increasingly well written,
personalized, contain the logos and language of the brands that we
know and trust, and are designed in such a way that it is difficult to
differentiate between the official email and the suspicious email
written by the scammer. However, we propose the following details
to be reviewed before answering the emails:
- Irregular URL - The authenticity of a URL is one of the
first things to search in a suspicious email. If you hover your mouse
over the connection without clicking it, you should see that the full
hyperlinked address appears. Despite appearing to be completely
legitimate, if the URL does not match the address shown, it means
that the message is fake and is likely to be a phishing email;
- The email requests for personal information - A
trustworthy organization would never send an email to clients
asking for personal information, such as an account number,
password, pin or security question. If you receive an email asking
for this information, it is likely to be a phishing email and should be
deleted immediately;
- Bad spellings and grammar - Cyber-criminals have weak
spelling and grammar. When legitimate businesses send emails to
clients, they are accredited by copywriters to ensure that spelling
and grammar are correct. If you see any spelling errors or bad
grammar inside an email, it is unlikely to come from an official
organization and may indicate the existence of a phishing email;
- Usage of an urgent or threatening language - A
common phishing technique is to encourage a sense of fear or urge
to rush someone to click a link. Cyber criminals will also use the
threat that your protection has been breached and that immediate
action is needed to resolve the situation. Be aware of the subject
lines that say that your account has had a "unauthorized login
attempt" or that your account has been suspended. If you are unsure
if the request is valid, please contact the company directly;
- Unexpected correspondence - If you receive an email
telling you that you won a competition that you did not enter, or a
request that you click on a link to receive a reward, it is highly
likely to be a phishing email. If the deal seems too good to be real,
it usually is.
Some contemporary e-mail services provide traffic and
attached files inspection and make automatic response to the sender
with warning information. On fig. 15 an automatic response is
shown for blocked message and warnings for a potential threat:

5. Conclusion
The task for deep email scam letters analysis is not an easy
work and is not appropriate for regular office workers. Rather, it is a
study work for IT professionals and cybersecurity officers.
Nevertheless, for the needs of security, every worker in a
contemporary networked institution has to have a basic knowledge
for potential threats and to be careful while answering the emails
received even in the form of urgency, or, for example, of boss
calling.
Contemporary email services offer live security features
inspecting the email content and detecting if uploaded files may
harm the computer. This is achieved by sophisticated algorithms
and contemporary artificial intelligence programming [10]. On the
other hand, hackers keep inventing phishing techniques to bait
uncompetent email users.
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Fig. 15 Automatic response after content inspection.
These responses are created with the power of machine
learning in cybersecurity and algorithms for recognition and
selection [12] appropriate adapted for malware detection. However,
not every e-mail domain offers such automatic response and
blocking, which leads to successful e-mail letter receiving into
victim’s machines.
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Abstract: The aim of the research is to develop a database management system for collecting, processing, storing and using information for
the teaching of PhD students at a university using the high-level Python language.
Studied and researched in the process of development are the main characteristics of the most widely used database management systems.
The practical aspects of the design, creation and use of databases were analysed. Has been formulated the requirements to the functional
capabilities of the developed database. For the development of the web-application was used Python programming language. The database
model, the user interface and a set of reports were developed. A physical data model, oriented towards the design and the development of a
database management system using the Python programming language was proposed. The main risks and threats to the security of
information in the web-application are characterized. Guidelines for infrastructure protection are proposed.
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The goal set in the present study is the design, development and
practical implementation of a database management system for
collecting information about the training of doctoral students at a
university with the application of a high-level Python language. In
order to achieve the goal set in the project, it is necessary to solve
the following tasks:
-To study and investigate the characteristics of different types of
database management systems
-To analyze the practical aspects of the design, creation and use
of databases;
-To study the state register of the documents for obtaining the
scientific
degree
"Doctor"
and
the
methodological
recommendations for keeping and filling in the register;
-To conduct an analysis of the subject area and to formulate
requirements for the functional capabilities of the developed
database;
-To design a database of the trained and defended doctoral
students at a specific university;
-To develop an application integrated with databases
-To collect and enter the necessary information;
-To implement the database using a high-level programming
language Python - development of the database model, user
interface, reference set, etc.
The approaches used are management of database systems and
application of modern programming languages, in particular - a
high-level programming language Python.

1. Introduction
Information technology is one of the most important factors
influencing the development of the society in the 21st century. The
rapid development and penetration of information technology has
led to the emergence of technical, social and legal phenomena. The
most significant is the phenomenon of society's transition from
traditional real-time interaction to the transmission of the
information through electronic methods.
In the modern world, in various spheres of human life
information technology is used. Each organization seeks to reduce
the cost of time, material and labor resources in the process of its
activities and to simplify the process of information processing.
Through the usage of automated information processing systems
and databases can be accomplished the solution of these tasks.
A number of researchers developed the conceptual foundations,
the principles of the database design, the technology for their
implementation and the systems for their management.
A. West and S. Prettyman [1] consider building interactive
websites based on the MySql database. The emphasis is to install
and launch a website with real applications in the shortest possible
time.
K. Lang [2] designed the MySQL relational database
management system and provided practical guidelines for installing
and starting MySQL on a Linux based server. He shows how to use
MySQL to create and manage databases in both command mode
and batch mode, using SQL scripts. There are instructions for
embedding MySQL to programs in different programming
languages. The integration of MySQL with high-level programming
languages for building dynamic web pages is considered.
J. Krogh [3] discusses the installation and setup of a MySQL
connector for Python; connecting Python to MySQL; the
configuration of the access to the database; the execution of SQL
and NoSQL queries from a program written in Python; debugging
and troubleshooting. He also considers the possibilities for storing
data in different national languages using the support of the MySQL
Unicode character set.
V. Siahaan and R. Sianipar [4] study Python-based software
projects that use databases. The use of Python is suitable for
designing and developing databases, as it contains libraries with
rich functionality for opening, editing, adding new records and
executing reports on various database management systems.
N. Chauhan, M. Singh, A. Verma, A. Parasher, G. Budhiraja [5]
focus their research on the development of a database management
system in colleges that other educational institutions could use. To
develop this application was used Python. The information that is
stored is accessible from anywhere in the educational institution.
This system offers various features for students and staff members,
which includes attendance and student ratings, available to both
students and staff, but can only be updated by employees of a
particular department. Students and staff have separate user profiles.
The system includes a real-time library management subsystem, a
college micro-transport management system and a dormitory
accommodation management system.
Goals and objectives of the study

2. Research methodology
The report applies research methods related to solving specific
tasks and achieving the goal:
-collection and statistical processing of information;
-study and analysis of normative documents and state standards
regarding the information for trainees and defended doctoral
students;
-conceptual modeling of databases and applications
(MySQLServer) in order to build a system for information
management in an educational organization;
-application of modern programming technologies (Python) in
the design and creation of database management systems.
The Dutch programmer Guido van Rossum developed and
created Python [6]. They call the Python programmers jokingly
"Lifelong project dictators", which means that Guido monitors all
language changes and makes the final decision to implement certain
features when the situation requires it. V. Rosum also participated
in the development of the educational programming language ABC.
He then won the prestigious Free Software Award in 2001 while
working for Google. Now the creator of Python works in Dropbox,
which relates them to the cloud services.
According to K. Srinath [7], Python is a powerful, objectoriented programming language. He sets out the reasons for the
accreditation of Python as the fastest growing programming
language in recent times, backed by research on articles published
in various magazines and popular websites. He presents the
characteristics and the most important features of the Python
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language, the types of database management systems supported by
Python, its users and applications.
Python is object-oriented (works with fields and methods), has
cross-platform compatibility, and can be programmed with the same
set of features under Windows as well as MacOS, linux, * nix, and
other popular operating systems. The program can analyze its
structure and change it while the code is running. It is possible to
execute instructions directly. It has functions for symbolic data
processing. The language is aspect-oriented – divides the program
into aspect-modules. This is a horizontal programming paradigm
where can be added behavior (or function) to several classes that do
not share the same vertically object-oriented inheritance.
Python has a minimalistic syntax, but it is no lower level and
sometimes outperforms larger programmable environments.
Minimalism allows you to increase the speed of writing programs,
as well as increase the speed of reading code. The standard library
of language modules includes an ever-growing set of different
functions, and the user can easily add missing or new functions.
The reason for the popularity of the language is the clear and
simply structured code.
Visual highlighting with spaces replaces the lack of bulky
constructions denoting new classes, methods or threads. In such
circumstances, it is much easier to track the progress of program
development, it is easier to eliminate errors and add functionality.
Structured Python code is much easier to understand, both for a
beginner in programming and for a specialist who is in the early
stages of using the programming language.
Python is multi-paradigmatic - programs are in one language,
but in different styles. As with all programming languages,
programs are using special rules - syntax.
Zen of Python includes a set of 19 rules for Python
programming: simplicity is better than complex; complex is better
than complicated; if the implementation is difficult to explain - the
idea is bad; if the implementation is easy - maybe it's a good idea,
etc. Programs written in Python should be simple to execute and
easy to build, but if the situation requires it, the programmer is free
to decide how to compile the code for it.
PEP8 is a set of general rules for writing Python code. It
consists of code design recommendations, general tips and
frequently asked questions with development examples. Although it
can help solve the basic tasks of a novice programmer, in most
cases teams of professional programmers complement PEP8
themselves, increasing the productivity of each team member as a
whole. PEP8 defines mandatory rules when writing code:
-To use four spacing intervals, not to use tabs, not to mix
intervals with tabs.
-The maximum line length is 79 characters. Must be used a
slash (‘\’ character) and spacing of the new line to carry the line.
-Two blank lines must separate the first level functions and
class definitions.
-Every import must be on a new line.
-Avoid additional spaces in parentheses, before and after
commas, colon numbers.
-Frequently update the code comments.
-The comments should be in English.
-Avoid one-letter identifiers.
-Variables to have detailed and descriptive names.
-Do not compare Boolean variables with True or False, they
should be evaluated directly.
Following the basic rules of writing Python allows you to create
code that is equally easy to read and analyze. This writing approach
is one of the main advantages of Python over other programming
languages.
Based on the concept that a large amount of information must
be organized in databases to show effectively the changes in the real
world and to meet the information needs of the user, are based the
main directions of the modern information technology. Databases
are developed and operated under the control of special software
systems called database management systems.
The different components, features and aspects of the database
function relates to their variety.

These features include the nature of the information stored, the
method of data storage, the structure and organization of the data,
the method of accessing the data, the scope of the users.
Remotely performed is the management of the database - its
creation, maintenance and the configuration of the user access by
using special software tools - database management systems. Their
range is very wide - when there is a need to store relevant and
reliable information and quick access to it, including information
systems, are used databases. Issues related to the maintenance of
reliable and complete information and, in parallel, the timely
registration of new documents are always relevant.
One of the key areas in the automation of the educational
institution using information technology is the development of
relational databases that can solve the problem of storing and
systematizing information according to the specific requirements of
the educational institution.
The problems of creating and designing databases and systems
for their management are one of the important issues in the process
of information technology development. Database management
systems are evolving from single-user, which operate on a single
personal computer, at a later stage as multi-user - based on the file
server architecture, and then - on the basis of client-server
architectures and management systems of distributed databases
operating within global networks.
MySQL is widely used due to its advantages: it is easy to
interact; with a wide range of programming languages; has high
productivity; the software is open source; supports stored
procedures and triggers. Along with these advantages, MySQL has
some disadvantages: it is difficult to scale; MySQL does not work
well with large amounts of data; does not fully comply with the
existing SQL standard [8].

3. Database development
The developed database for doctoral students at a university
targets to automate the processes of collecting, processing, using
and storing the necessary information for the trainees and defending
doctoral students, the issued documents. The design of the system
allows increasing of the productivity of an educational institution by
automating the processing and storage of information.
Before the stage of designing and developing the database for
doctoral students at the university, the main theoretical aspects of
the databases are studied, namely the characteristics, design, their
classification and management systems.
Developed was a user interface of the application, and the data
is then accessed with a convenient client application.
The developed database for doctoral students helps to solve
problems related to increasing the productivity of an educational
institution by minimizing the time for information processing. The
information system serves to systematize the information about
doctoral students at the university by automating this process. It
also includes the work of extracting information on the status of the
doctoral student, quickly filling in forms with the request of the
employer for the authenticity of the diploma, automatic generation
of reports for the doctoral students and elimination of errors when
entering data.
A Python application links to a MySQL database by the
MySQLdb library.
In the general case, you must additionally install it.
To execute an SQL query (SELECT, UPDATE, INSERT) for
working with data, the following construction is used:
First, the connect function is called, and information about the
MySQL data server is given as parameters - username, password,
database name. Then you create a cursor to execute the SQL
queries. After executing the queries, you process the result with an
iterative construction for, which prints the first column of the result
on the screen.
To close the connection we call the close function (Table 1):
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Table 1. Executing an arbitrary SQL query to the database

The application of tools such as certificates (HTTPS) and
electronic signatures provides greater reliability to users.
-Separation of user data - A problem with the web technologies
is the separation of the data and applications from the users. The
best option is when each user uses an individual virtual machine
(VM) and a virtual network VPN (Virtual Private Network).
-Data Encryption - must be encrypted the connection channels
and data stored on the web server. There is usually no problem
when exchanging data over the network, as the secure HTTPS
protocol provides the access to the data. However, when controlling
data on the web, there are problems with the usage of encryption of
one key for all accounts, and the hacker gaining access to the key
could gain access to all the data.
-Physical security - Some measures that would prevent the
possibility of leaking information about customers to foreign or
bribed associates include: biometric identification, smart cards,
video surveillance, regular checking of access logs and more.
-Harmful traffic - Deploying applications to the web server
complicates the task of ensuring traffic safety between applications
and the virtual machine. If hackers find a vulnerability in one virtual
machine, they can easily access the others.
Carrying personal belongings (Bring Your Own Device) The
trend of BYOD (Bring Your Own Device) [10] is increasing carrying personal smartphones, tablets, laptops, etc. from
employees to work, which leads to increased risks to security of the
information of the organization.
Malicious participants often use the main security
vulnerabilities of web applications:
-Cross-site scripting (XSS) protection - XSS attacks allow a
user to inject client side scripts into the browsers of other users.
-Cross-site request forgery (CSRF) protection - CSRF attacks
allow a malicious user to execute actions using the credentials of
another user without that user’s knowledge or consent
-SQL injection protection - SQL injection is a type of attack
where a malicious user is able to execute arbitrary SQL code on a
database. This can result in deleted records or data leakage.
-Clickjacking protection - Clickjacking is a type of attack where
a malicious site wraps another site in a frame. This attack can result
in tricking an unsuspecting user to perform unintended actions on
the target site.
-SSL/HTTPS - it is always better for security to deploy a site
behind HTTPS. Without this, it is possible for malicious network
users to sniff authentication credentials or any other information
transferred between client and server, and in some cases – active
network attackers – to alter the data sent in either direction.
-Host header validation - must be used the host header provided
by the client to construct the URLs in certain cases. The sanitization
of these values prevents Cross Site Scripting attacks. For Cross-Site
Request Forgery, cache poisoning attacks, and poisoning links in
emails can be used a fake Host value.
-Referrer policy - Browsers use the Referer header as a way to
send information to a site about how users got there.
-User-uploaded content - If your site accepts file uploads, it is
strongly advised that you limit these uploads in your Web server
configuration to a reasonable size in order to prevent denial of
service (DOS) attacks.
-Additional security topics - While Python provides good
security protection out of the box, it is still important to properly
deploy your application and take advantage of the security
protection of the Web server, operating system and other
components. [11].

#!/usr/bin/python
import MySQLdb
db = MySQLdb.connect(host = "localhost",
# usually localhost
user = "user",
# username
passwd = "*****",
# password
db = "PHD_STUDENTS")
# name of the database
# Creation of a Cursor Object
# Allows the execution of SQL quires
cur = db.cursor()
# Execution of a SQL query
cur.execute("SELECT * FROM DOCTORANTS")
# Printing the first column of the result
for row in cur.fetchall():
print row[0]
# Closing the connection
db.close()

During the development of the database, was selected the
Relational model. The model is on Fig. 1:

Fig. 1. Relational database model

4. Security of the application
The HTTPS protocol relies on TLS (transport layer security) to
provide a secure channel for communication between two endpoints
[9]. The means of symmetrical encryption using a temporary
encryption key for the session protects the communication over
HTTPS. To exchange the temporary key is used asymmetric
encryption. To enable the usage of a SSL protected connection was
installed a SSL certificate.
Some of the main threats to the information security of users in
a web environment are user authorization, data encryption, physical
security in the operation of equipment, harmful traffic:
-User authorization - When using a web services, the most
common way to authorize users is the password protection.

Conclusion
One of the effective ways to improve the quality of training is
its automation with the help of modern computer technology,
namely with the application of databases and software applications.
In this way, it is possible to speed up the process of information
processing significantly, to extract in a timely manner appropriate
and reliable information about the PhD students and to compile
reports according to set criteria.
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The software application allows entering, editing, viewing,
storing and deleting information about university doctoral students.
The developed database facilitates the preparation of various types
of reports and speeds up the process of obtaining the requested
information
and
making
management
decisions.
The
implementation of the software application is aimed at improving
the work of university staff, doctoral supervisors, optimizing the
work with data and ensuring their reliable storage.
The practical orientation of the program application is you can
apply it in other educational institutions with a similar profile.
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require transactions to be recorded, since the token itself allows
straightforward verification by the merchant [1].
In Section 2 we will describe the main metrics that
characterize cryptographic algorithms used to secure end-to-end
connections. Then, in Section 3 we will present some of the
important properties for e-cash implementation. The review of a
compact implementation of the e-cash methodology with practical
and complete tracing will be given in Section 4.

1. Introduction
New methodology and innovation need to be crafted to
improve the current payment system. One such innovation in which
research and development is being invested is the e-cash
methodology. It has the potential to bring big changes to the way
business is being conducted. E-cash is a convenient replacement for
traditional coins and banknotes, which are not viable for ecommerce [1].
E-cash transactions, over wired or wireless public networks
demand secure end-to-end connections, and they must assure
confidentiality (measures taken to guarantee that users’ data is
protected from unauthorized access), integrity (safeguarding the
accuracy of data as it moves through users’ workflows) and
availability (seamless, uninterrupted access to users). This concept is
known as the CIA triad [2, 3]. We can see a colorful representation
of its symbol in Figure 1.

2. Main metrics that characterize cryptographic
algorithms
In Section 1 we mentioned that the e-cash methodology
demands secure end-to-end connections. For the security of
communication channels, more algorithms are used, depending on
the needed action and result. They are different in terms of:
A. Size
Memory capacity required for implementation is determined by
the size of the plaintext, the number of operations in the algorithm,
the key size that is used etc. The used memory impacts the cost of
the system, so it is desirable the required memory to be as small as
possible, but still the algorithm can process plaintext smoothly and
quickly.
B. Time
Time required by the algorithm to complete the encryption and
decryption process should be as short as possible to make the system
responsive and fast. The speed of the processor and the complexity
of the algorithm will affect the performance of the algorithm.
C. Throughput
Throughput of the encryption and decryption algorithm is
obtained by dividing the plaintext by the total time. Greater
throughput means better performance [2, 6].

Fig.1 CIA triad [3]

3. Properties of e-cash system

A wide variety of electronic payment systems exists and most
of them are incompatible with each other. Known electronic
payment systems are:
 Electronic cash system
 Electronic cheque system
 Smart card-based electronic payment system
 Online credit card payment system

Payment via coins and banknotes is transferable, acceptable,
dividable, untraceable, and anonymous. To be able to replace coins
and banknotes, e-cash should be as good as coins and banknotes
according to the features [1]. Some of the important properties for ecash implementation are:
A. Security
The originality of the e-cash message being transferred among
customers, merchants and banks needs to be secured. Any
unauthorized intercepting or changing the content of the message is
not allowed. The e-cash system must possess qualities such as
integrity, nonrepudiation (cannot be successfully disputed) and

Among these models, the use of e-cash is more secure than the
others, more private and has less marginal transaction costs [4, 5].
The e-cash model is a token-based payment scheme, and it does not
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ability to authenticate. All involved parties must know whom they
are dealing with before engaging or committing any transaction.
Integrity is achieved when the message sent by consumers,
merchants and banks is intact when it reaches the respective
recipients. Once the e-cash service provides proof of the integrity,
the origin of data and an authentication that can be said to be
genuine with high confidence, consumers, merchants or banks could
no longer deny the transaction. Then nonrepudiation is achieved [1,
7]. The coins must not be forgeable and no one except the bank
should be able to generate valid e-cash [8].
B. Privacy
Privacy is needed to protect consumers’ privacy from being
monitored for the purpose of financial surveillance. However,
anonymity does impose certain danger such as counterfeiting,
money laundering and blackmailing. Consumers should be aware
that the more anonymity is offered the less security can be achieved
with the e-cash system. This property of the e-cash system implies
that no one should be able to identify the customer who uses e-cash
for a transaction, link or trace his/her behaviors [1, 8].

Fig. 2 Compact e-cash system with practical and complete tracing [8]

The scheme given in Fig. 2 consists of withdrawal protocol,
payment protocol, deposit protocol, loss register protocol and
practical complete tracing [8].
A. Withdrawal Protocol
This protocol starts with the customer and the bank generating
wallet parameters (e1, e2, x) (digital equivalent of a physical wallet),
which are used to generate 2l coins, and the bank signs them using
the anonymity - enhanced CL (Camenisch-Lysyanskaya) signature
known as a signature with efficient protocols. These coins are stored
in O(l) bits [8].
The security of this signature relies on Strong RSA
assumption, which means that if modulus n and an element
u
Zn* are known it is hard to compute values e > 1 and v Zn* such
e
that v ≡ u mod n [12].
Then to achieve loss tracing and unconditional tracing, the
e
customer provides two ElGamal encryptions. ElGamalPKc(g 2)
e2
encrypts g using the Customer’s (C) public key PKC (for loss
e
e
tracing) and ElGamalPKT(g 2) encrypts g 2 using Trusted Third
Party’s (T) public key PKT (for unconditional coin tracing).
Here g should satisfy two assumptions:
 The Decisional Diffie–Hellman (DDH) assumption
(hypothesis that a particular problem cannot be solved
efficiently in polynomial time), which means that if G =
〈g〉 is a cyclic group generated by g of order
u = #G
x
y
z
4
then for given (g, g , g , g )  G , it is hard to decide
whether gz and gxy are equal.
 The Decisional Diffie–Hellman Inversion (DDHI)
assumption, which means that if G = 〈g〉 is a cyclic group
generated by g then for given elements (g, gx,...,

C. Portability
The e-cash system should have environmental independence,
similar to the conventional money system which does not depend on
physical location. It should be transferable via network through
portable storage devices [1].
D. Transferability
The transferability feature allows consumers to transfer e-cash
from one person to another without a need to refer to the bank,
which means that the bank is not participating in the payment
process. Similar to the conventional cash where coins or banknotes
can be easily transferred from one person to another, e-cash should
be able to do the same [1]. Transferability of e-cash coins is a
missing feature in most e-cash systems proposed so far, whether
they are online or offline. The lifetime of a coin in transferable ecash systems is equal to the lifetime of the transaction that the coin
is involved in. There is no need to issue new coins for each
transaction. In online systems, a great disadvantage is the possibility
of creating a bottleneck since each coin in a transaction needs to be
verified by a central server [9]. The transferability feature imposes
the problem when double spending cannot be tracked, since the ecash coins may have been transferred to different entities too many
times. Therefore, it is important the owner of the e-cash coins to be
identified, if he/she spends the same coin more than once [1, 8].
E. Divisibility

q

* q+1
1/x
g ( x ) )(G ) , it is still hard to decide whether g and a

If it is needed, the e-cash can be divided into small
denominations to allow small value transaction (this is known as
micropayment) [1]. Micropayments are used for transaction of small
sum of money for online content, download, a service, or Webbased content [10]. The challenge for divisible system is to be able
to divide the e-cash value to small values where the total of the
small e-cash values is equal to the original value. Many systems are
being developed to solve this problem, such as the ones proposed by
Eng and Okamoto’s scheme, Okamoto’s scheme, Okamoto and
Ohta’s scheme etc [1].

random element in G are equal.
If the message space is restricted to G the system is
semantically secure under DDH and DDHI [8, 13].
Finally, C (costumer) provides a knowledge proof to validate
that the encryption is generated correctly [8].
In [14] the authors consider schemes for signatures of
knowledge that allow one to issue signatures on behalf of any NP
(nondeterministic polynomial time) statement, which can be
interpreted as follows: “A person in possession of a witness w to the
statement x  L has signed message m”. The game Sudoku is an
example of NP (quickly checkable) but is not P (quickly solvable).

4. Phases of a compact e-cash scheme with
practical and complete tracing
In this section we will give a review of a compact
implementation of the e-cash methodology where different tracings
should be provided by the appropriate entity, and the provided
tracings should meet the demand for real-world applications [8]. In
Section 1 we mentioned that the e-cash methodology can achieve
anonymity in its implementation, but for higher security it can also
be implemented as traceable [1]. A compact e-cash scheme is the
one that efficiently minimizes the cost of the protocols involving the
bank and minimizes the storage space [11].

B. Payment Protocol
When the client wants to spend coins from his/her wallet,
he/she performs the payment protocol with the shop.
To prove the validity of the coins, customer (C) provides the
zero-knowledge proof of (e1, e2, x) to validate that the coin spent in
this protocol is from a signed wallet [8].
Zero-knowledge proof is useful especially if the customer does
not want to share data about himself/herself with the shop (S) [12].
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It characterizes with interaction (between the prover, in this
case C and the verifier S), hidden randomization (the group
elements are random, but the reference string is not, since it contains
a certain structure that is distinguishable from randomness) and
computational difficulty [15].
The main difference between a zero-knowledge proof and a
proof of knowledge is that when a zero-knowledge proof is used, the
prover attempts to convince the verifier that something is true
without revealing any additional information, and when a proof of
knowledge is used, the prover attempts to convince the verifier that
it knows some secret information [16].
For achieving loss tracing and unconditional tracing (both of
these are optional modules), the customer computes
T2 =
e
gH(J || r) 2 (mod nT) with the random input r, where nT is RSA
modulus and T has its factor knowledge, integer J  [0, 2l-1]. The
customer also provides the zero-knowledge proof to validate that T2
is generated correctly [8].
To prevent double spending (the same digital token to be
spent more than once), each coin is assigned with face value (serial
number). The customer provides the serial number of the coin, i.e.,
Θ = PRF(e2, J), where PRF is a pseudorandom function.
Pseudorandom function is a deterministic function with the payee’s
secret key e2 and the public input J that is indistinguishable from a
truly random function of the input (the algorithm cannot tell whether
the function is not truly random) [8, 17].
The serial number records the spent coins for the bank and the
integer J  [0, 2l-1] records the spent coins for the customer. The
customer provides the zero-knowledge proof to verify that Θ is
generated correctly [8].
We can notice that in the payment protocol the customer
provides zero-knowledge proof for proving coin validity, achieving
loss tracing and unconditional tracing and double-spending
prevention.
For tracing double-spending without the Trusted Third Party,
the customer constructs a special knowledge proof of e1, i.e., PKΘ
(e1), related to the serial number. Its special property is that if PKΘ
(e1) is showing with the same serial number (Θ) twice, the
knowledge of the parameters (e1, e2) is leaked [8].
The Trusted Third Party could be a credit card company,
stakeholder, escrow agent, legal adjudication or arbitration of
disputes or the use of a reputation system to build trust by allowing
parties to gain some understanding of the prior behaviour of the
other. It threatens anonymity of honest users because in
underground economy it is difficult to obtain trust [18].

E. Practical Complete Tracing Protocol
The following two kinds of tracing are useful when crimes
happen.
Unconditional coin-tracing. Getting the information of
withdrawal from bank, the Trusted Third Party uses its private key
e
e
to decrypt ElGamalPKT(g 2) and publishes g 2. The parameter T2 =
H(J || r)e2
(mod nT) will be provided to the shop. Actually, the
g
parameters J and r will be shown, so T2 can be identified if the
e
Trusted Third Party decrypts ElGamalPKT(g 2). Then all coins can be
traced [8]. This kind of tracing happens before the purchase.
Unconditional owner-tracing. Getting the information of
deposit from a shop, the Trusted Third Party uses the factor
knowledge (category of authentication credentials because
transactions leave digital footprint) of nT to compute the inverse of
e
H(J || r) and to obtain g 2 from T2. Then Trusted Third Party can
identify the owner (customer) according to withdrawal database [8].
This kind of tracing occurs after the purchase (payment) is made,
and it allows the authorities to prevent money laundering and
identify customers that made an illegal purchase [20].
Double-spender-tracing. If the customer double-spends a
coin, he has to show the same serial number Θ = PRF(e2, J) more
than once, so it can be found out by the bank. As mentioned earlier,
if the special knowledge proof PKΘ (e1), with the same Θ is shown
twice, (e1, e2) will be leaked. Since e1 is used as tracing information
of customer in withdrawal protocol, the double-spender can be
traced [8].
Double-spender’s coin-tracing. With the leaked e2, each serial
number Θ = PRF(e2, J) is computed and published for
J  [0,
2l-1], so the coins from double-spender cannot be spent anymore
[8]. It is desirable to have coin traceability of double-spender such
that all coins of the cheating user can be traced. It is even more
desirable to implement a module where when a user is a doublespender, all of his other spending can be properly identified [21].
e
After the loss register, the bank publishes g 2. In the payment
H(J || r)e2
protocol, T2 = g
(mod nT) is provided to the shop with J and r.
Then the shop can identify T2 and the lost coins cannot be spent by
others [8].
This scheme has recoverability, so when the lost e-cash is
published and found, the amount will be returned to the rightful
owner. In fact the customer will receive a refund from the bank [19].

5. Conclusion
Different algorithms are used during different stages of the
compact e-cash scheme and for different purposes and properties
that should be achieved for successful e-cash implementation. Each
of them has its own strengths and weaknesses and this scheme
combines them very efficiently. RSA and ElGamal algorithms
implement a public key cryptosystem. RSA algorithm has shorter
encryption and decryption time than ElGamal, but ElGamal
algorithm is more secure due to the complicated calculation for
solving discrete logarithms. RSA is an algorithm that maintains data
confidentiality at the time of authentication and ElGamal has
implemented Diffie-Hellman key distribution scheme to generate the
public key for encryption and decryption processes. Zero-knowledge
proof verifies the required signature on several messages, without
giving away the signature (or additional sub-information on the
messages) but requires greater computation which can be more
expensive. Here, we consider a particular knowledge proof, where if
it is used honestly, it keeps perfect zero-knowledge property, but if
it is used dishonestly, it leaks the information of proven knowledge.

C. Deposit Protocol
The shop sends to the bank the information received from the
customer in the payment protocol. The bank verifies it as the shop
does in payment protocol (by zero-knowledge proof) and makes
sure that the coin has not been delivered by the shop before (there is
no other vector (Θ, J, C) in the bank’s database). Then, the transfer
is made [8]. Usually, there is a fixed time period after which the
shop sends to the bank all the payment transcripts made in that
period [19].
D. Loss Register Protocol
To registrate for tracing his/her lost coins in case they are lost
from the database, the customer can send to the bank the
information of the remaining coins in his/her e-wallet (LRx), so that
they cannot be spent by others. In this protocol only LRx is shown,
so that it does not affect the customer’s anonymity and is not shown
how he/she spent the coins when he/she spent them [8].
The bank can only refuse to perform loss tracing if it provides
a proof that the coins were spent by the customer before the
information is published.
e
The bank sends the customer ElGamalPKc(g 2) and the related
zero-knowledge proof of it, so that the customer can verify that the
e
ElGamalPKc(g 2) was generated by himself in the withdrawal
protocol explained above and then uses his private key to decrypt
e
e
ElGamalPKc(g 2) to get g 2 [8].
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Abstract: With a high degree of reliability we could say that modern products and systems in the field of critical infrastructure security are
mechatronic, as they are complete mechanical systems with fully integrated electronics, intelligent control system and information
technology. At the same time, the concept of Technology Readiness Levels has become an important project management tool that facilitates
communication and common understanding between technology manufacturers and developers, customers and managers.
Defining and implementing the compatibility approach between the stages of development of mechatronic security systems of CI and TRLs is
one of the possible correct ways to maintain an adequate security levels for national CI, providing prevention and counteraction against
contemporary risks.
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1.

2.
A variant of the mechatronic systems design
process model

Introduction

Researchers and developers in the field of mechatronics are
required to design engineering systems characterized by high levels
of synergy between engineering fields and their integration, in order
to achieve conditions such as efficiency, higher productivity,
precision, speed and lower costs.

The proposed version of the model is based on the achievements of
leading professionals in the field of CI security systems[1,2,3,4], as
well as the views of the author on the challenge.
The design process of mechatronic systems [5,6] distinguishes the
stage of solving the problems of the individual designer (micro
level) and the general process related to the design phases and the
respective states of the products (macro level):

The use of consistent design processes that are still standard in
many sectors is inappropriate for modern mechatronic
developments as they introduce challenges to the design by
increasing the cost of design, development time and high levels of
effort without reaching a high quality of the product.



Micro level

It supports the designer in an action-oriented way - alternating
between systematic and associative modes of action, reacting in
unforeseen situations, structuring the subtasks of the design, etc.

Therefore, the design process of mechatronic systems Security KI
must respond to these challenges by following a procedure of
interdisciplinary design that includes assessment, integration and
optimization of the system and its subsystems and components as a
whole.



Macro level

It helps to explore the entire design process - determining the
cornerstones, planning and monitoring the progress of design, etc.

At the same time, the concept of Technology Readiness Levels
(TRLs) has become an important project management tool that
facilitates communication and common understanding between
technology manufacturers and developers, customers and managers.

Micro level
The presented micro-problem solving cycle (see Figure 1) derives
from systems engineering.

The simplicity and widespread use of the TRL scale make it
extremely interesting for research and development. However,
technological and scientific elements are not the only or most
important drivers of research and innovation policy and therefore of
the objectives of the European Commission's (EC) programs. In this
sense, the aim of the European Union (EU) cohesion policy is to
address disparities and to contribute to the economic, social and
territorial convergence of mechatronics research within the EU.

The micro-problem solving cycle includes the following steps:


Situational analysis and / or formulation of the target

The main cycle begins either with a situation analysis or with the
acceptance of the target: An initially pre-set goal can be accepted by
the acting group and / or individually, and the next is a situation
analysis (target-oriented state). Otherwise, the first unclear situation
will be analyzed and the goal will be formulated accordingly
(oriented to the actual situation).

Aware of this, the EC is gradually introducing the use of this
concept to define topics, especially for certain instruments related to
research and innovation projects in cooperation between research
institutions and companies in the field of CI mechatronic security
systems.



Analysis and synthesis

The goal is to find solutions to address the problem and to develop
alternative solution. This process is in practice a constant interaction
of steps for synthesis and analysis, partly consciously and partly
unconsciously. During the search for a solution, additional aspects
of the problem can be identified, which may require a return to the
analysis of the situation and the formulation of the goal or
consideration of additional criteria.

This is the focus of this publication, presenting to your attention the
current results of the activities and stages being developed by the
Institute of Metal Science, Equipment and Technologies with a
Hydro- and Aerodynamics Center “Academician Angel Balevski”
at BAS in terms of Package 2 „Intelligent Security Systems“ from
Project BG05M2OP001-1.002-0006 „Quantum Communication,
Intelligent Security Systems and Risk Management“ (Quasar),
funded by the Operational Program „Science and Education for
Smart Growth“, co-financed by the European Union through
European Structural and Investment Funds.
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 The model is already used by industry in the context of
mechatronics, which helps to increase the scope of its adoption.
Therefore, the V-model describes the general procedure for
designing mechatronic systems, which should be specified in
accordance with the individual design task.

Figure 2: Macro level problem-solving cycle
(V model in the VDI guideline 2206) [7]


The individual design task is defined and described with the help of
requirements, which is the starting point of the procedure. At the
same time, the requirements are a measure to evaluate the product at
a later stage.

Figure 1: Micro level problem-solving cycle


Analysis and evaluation

The solution options are subject to a detailed evaluation phase. If
some solution ideas differ too much to compare properly, a return to
the solution search phase should be considered. The evaluation of
the solution options is performed on the basis of the evaluation
criteria set out in the target wording and the search for a solution.
The result consists of a proposal for one or more alternative
solutions.




System design

The aim is to define a concept for a cross-cutting solution that
describes the main physical and logical characteristics of the future
product. The overall function of the system will be divided into subfunctions. These sub-functions are assigned appropriate operating
principles and / or decision elements and the performance of the
functions is assessed in relation to the overall context of the system.
In mechanical engineering, this phase is called “conceptualization”,
but this term does not have the same meaning in the scope of
software and electronic engineering. Therefore, “system design” is
chosen as a term between areas. The integration of the participating
disciplines (areas) is supported by methods and tools, namely:
structuring mechatronic systems into modules in order to reduce
complexity, using a common language to specify the concept of
solution, early modeling and supporting equipment for conducting
simulations, organizational support (project teams, integration of
external design partners, etc.).

Solution

It is necessary to establish whether the previous process of solving
the problem has led to a satisfactory result. If this is not the case, a
return to the analysis of the situation and the formulation of the goal
takes place. Otherwise, one, perhaps several, alternative solutions
are chosen and form the basis for further planning.


Requirements

Further procedure planning, incl. study

Further procedure leads, in many cases, to more or less subsequent
problem-solving cycles and thus to an effective, situation-adapted
process. In addition to the evaluation of the project result, the
process itself must also be critically analyzed. By understanding the
positive and negative impacts on the process, knowledge of
subsequent design tasks can be generated. This helps to improve
future design processes in a systematic way.



Domain-specific design

The concept of a solution, which has been developed jointly by the
participating areas, will be developed in detail, mostly separately in
the respective ones. Design and calculations are necessary to ensure
functional performance, in particular for critical functions.

Macro level



In the field of software engineering, the V-shaped model is well
established. There are at least three reasons why it is considered
suitable for mechatronics, namely:

System integration

The results of the specific areas are integrated in an overall system,
to analyze interconnections.



The model illustrates in an obvious top-down way (system
design) and the bottom-up approach (system integration);

Verification / validation

The progress of the design needs to be checked continuously,
through the defined solution concept and requirements. It must be
ensured that the actual characteristics of the system coincide with
the planned ones.

 The model allows indicating the need for constant
verification / validation: of the requirements (left side) and of the
actual system, virtual and / or real, (right side);
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Modeling and the model analysis

development of technologies they say nothing about how a
technology integrates into a complete system.

The described phases are related to the modeling and analysis of the
system characteristics with the help of models and computer
simulation tools.


This means that, together with the successful use of TRL metrics to
assess the maturity of technological development, it can be stated
with sufficient certainty that TRL: does not provide a complete
representation of the difficulty of integrating a technology object or
subsystem into an operating system; does not include guidelines on
the uncertainty that can be expected when going through the stages
of TRL, and does not provide a technique for comparative analysis
of alternative TRLs.

Product

The product is the result of a successful macro-cycle. This does not
mean an exclusively finished, really existing manufactured product,
but an ongoing refinement of the future product (product maturity).
The degrees of maturity are, for example, a conceptual model, a
functional model, etc.

Usually many products pass through various stages of TRL scale in
its life cycle. Repetitions between different levels of TRL may be
required, especially during the development phase, although it is not
limited to this. TRL is perceived as an effective way to indicate the
stage of development of a technology or product.

As a summary, the model presented in this way allows
distinguishing between micro and macro level, which supports both
the designer and the project management. New mechatronic
functions, including the functional and spatial integration, require
however combinations of top-down step, in order to create, and
bottom-up step, in order to evaluate the system developed.

Horizon 2020 has chosen the TRL scale as an indicator for better
positioning of the projects announced in the program. In this regard,
I could point out that a higher TRL in the text of the call clearly
means that the EC is looking for a more applicable solution within
the scope of the project. In addition, a lower TRL in the text of the
call indicates an expectation for a more basic research project, etc.

3.
Compatibility with technological readiness
levels

Another use of TRL is an indication of the level of maturity of the
given technology / product / process at the beginning of the project
(project’s starting point). In this case, a TRL serves as a „lower
limit“. For example: in the
European Innovation Council
Accelerator (EIC Accelerator), previously known as a Small and
Medium Enterprises tool and in the Fast Track to Innovation (FTI),
the entry point should be TRL 6 (demonstration of a system /
subsystem model or prototype in an appropriate environment).
Simply put, this means that the funding scheme is not suitable for
R&D-intensive projects specific to products positioned at lower
TRL levels. Rather, it is more suitable for mature projects that are
more likely to reach the market. In contrast, many other funding
schemes tend to support R&D-intensive projects, whether or not
they specifically indicate the level of TRL in the call for proposals.

The Technology Readiness Level Scale (TRL) (Figure 3) was first
introduced by the National Aeronautics and Space Administration,
NASA in the 1990s as a means to measure or indication of the
maturity of a given technology. In Europe, TRL was introduced in
the requirements for EU-funded projects in 2014 as part of the
Horizon 2020 framework programme for research and innovation.
This measurement system provides a general understanding of the
technological status and applies to the whole innovation chain. The
scale is structured in nine levels of technological readiness as TRL
1 is the lowest and TRL 9 - the highest

As the complexity of systems increases (technology integration),
there must be a reliable method and basic starting point for
integration that allows TRLs to combine together to develop these
complex systems. Namely Integration Readiness Levels (IRL) can
be considered as a coherent measurement of compatible interactions
for different technologies and the consistent comparison of maturity
between points of integration (TRL) [9].
As a result of what has been said so far, the following assumptions
can be made about the compatibility and applicability of the TRL
scale in the development of mechatronic systems:

The TRL scale is applicable for the “Requirements”,
“System design” and “Domain-specific design” stages of the Vshaped model;

The TRL scale is suitable to be used in the development
of individual domains of the mechatronic system, such as
mechanical engineering, electrical engineering and information
technology (“Domain-specific design” stage);

The implementation of the individual levels of the TRL
scale may be repeated throughout the life cycle of the mechatronic
system, especially during the development phase.

Figure 3: Technology Readiness Level Scale (TRL) [8]

A key conclusion regarding the TRL scale is that it only assesses
the maturity of an individual technology. As can be seen from the
various TRL descriptions (Figure 3), it „covers“ a technology,
starting with the basic principles and ending with the evaluation of
the concept by validating the „mock-up“, then to demonstrate a
prototype and finally to successful implementation of the project.
Although the descriptions of TRL levels and the objective
information obtained on their basis are very useful in the

4.

Conclusion

The proposed version of a model for the design of mechatronic
security systems of CI is only the initial framework of the process
of developing a complete project. The design process must allow
the application of different approaches and enable all teams in
different domains to work in parallel and together throughout the
design and development process, so as to obtain an overall optimal
design without allowing further changes. Also, this means that the
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V-model cannot be ignored, as it determines the level of the
integration design process, presents harmonized levels of
engineering in the different areas and combines the specific design
for each area with a macro level of cooperation.

General Annexes, RevisedG. Technology readiness levels (TRL), p.
18;
[9]
Brian Sauser, Ph.D, Jose Ramirez-Marquez, Ph.D.,
Dinesh Verma, Ph.D., Ryan Gove “From TRL to SRL: The Concept
of Systems Readiness Level”, Conference on Systems Engineering
Research Los Angeles, CA, April 7-8, 2006.

TRL, as a measurement system, provides a common understanding
of the technological status and applies to the whole innovation
chain. Together with the successful use of TRL-metrics to assess
the maturity of technological development, it does not provide a
complete representation of the integration of the object of
technology or subsystems in the whole system. Therefore, it is
appropriate to use the TRL system as an entry point for
participation in research projects of the EC, as well as in the
development of mechatronic security systems for CI, at the stages
of formulating requirements and design in the individual domains
involved.
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Abstract: Flash-bang munitions are an integral part of the special forces' arsenal and are often used by police
and military units. Along with the development of more ‘conventional’ constructions, some innovative
solutions have appeared lately, allowing significant improvement of the munitions characteristics. The aim of
the present work is, presenting in sum a part of results of an extensive study of existing non-lethal means, to
outline the trends in the future development of the flash-bang ammunition and systems for their delivery.
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Main requirements to flash-bang ammunition

Introduction

The biggest challenge in the development of non-lethal
weapons, including flash-bang munitions, is finding a reasonable
compromise between their effectiveness and safety. The intensity of
the impact decreases sharply with increasing distance - if the effect
of such a munition at a certain distance is sufficient to disorient a
person, the explosion at a half of that distance is much more
powerful and can cause injury. The human effects of sound and
light have been well studied and generally accepted threshold values
have been established, which for sound pulses are: sound pressure
level 140 dB and sound energy level 125 dBA [1]; for light
exposure for 0.1 s - 8.5x107 at night and 2.5x108 in daylight [2].
Therefore, the flash-bang munitions are usually designed to
generate sound of 140-170 dB at a distance of 1.5-2 m from the
initiation point and bright light up to 3-6 Mcd - sufficient for
temporary disabling, but below the limits of causing permanent
damage to hearing and vision.
Traditional flash-bang munitions contain pyrotechnical
compositions, the main components of which are combustible
substances (most often shavings of aluminum, magnesium or other
metals/alloys, which create bright light when burned) and oxidants
(most often chlorates, sulfates, oxides, nitrides, etc., which provide
oxygen for combustion). [3] The composition and construction of
such munition must ensure a minimal risk of fire in environments
with flammable materials. To avoid injuries, they must be designed
so that their shells keep their structural integrity after detonation,
without producing fragments. Flash-bang munitions must also
provide safety for the user in case of premature detonation.
From the point of view of operational characteristics, these
munitions should provide increased range, preferably outside the
range of enemy weapons, or the possibility of remote activation.
Due to the short time of sound and light impact, technical solutions
that ensure a longer duration of the effect have to be found. Other
specific requirements to this type of ammunition are not to jump or
roll during operation and to emit a small amount of smoke to allow
for visual control in dynamic situations, especially indoors.

Flash-bang munitions are non-lethal weapons used to disorient
people in the immediate vicinity of the explosion through blinding
light and deafening sound which deprives them of the opportunity
to render effective resistance. The effect of disorientation lasts from
a few seconds to several minutes depending of the distance from the
center of the explosion and other factors. For example, the effect is
most significant in the dark, in an enclosed space, as well as when
the ammunition explodes in the air or between a person and a wall
or other massive object.
According to various sources, the development of flash-bang
grenades began in the 60s or 70s of the 20th century in the United
Kingdom, but the general public learned about it after a hostage
incident in a plane hijacked by Palestinian terrorists and stormed by
fighters of the German anti-terrorist group GSG-9 and the British
SAS at the Mogadishu airport. The whole operation took several
minutes, during which three terrorists were killed and one was
seriously wounded. An anti-terrorist and a flight attendant were also
injured, the other 90 hostages - unharmed. This operation, called
‘Feuerzauber’ (‘Magic Fire’), is included in all special operations
textbooks, and part of its success is due to the flash-bang grenades
which disabled the terrorists, although not completely, giving teams
a few valuable seconds to take control of the situation. Since that
event, flash-bang grenades have been adopted by military and
police forces around the world and have been a mandatory part of
any counter-terrorism team's equipment. Recently they are used not
only to stun or disorient individuals or groups in special operations,
but also to deny access, relocate and/or deter individuals, control
crowds and ‘clean’ buildings.
Flash-bang munitions include hand grenades, stationary devices,
cartridges for pistols, guns/carbines, ammunition for hand grenade
launchers and for large-caliber delivery systems. They are offered
by many companies around the world in a variety of designs and
calibers, depending on the purpose. Along with single-detonation
models, munitions providing multiple detonations are also available.
Some hand grenades are waterproof as they are designed for
operations against sea terrorism, others are intended specifically for
use in enclosed spaces such as buildings, aircraft and cars in hostage
rescue operations. Hand grenades have safety mechanisms that
ensure detonation with a delay of 1-2 seconds after pulling the pin,
but there are also stationary grenades and mines that are triggered
immediately. Hand grenades and ammunition of various calibers
designed to be fired from small and medium-sized firearms and
grenade launchers, as well as from multi-barrel launchers, often
combine the sound&light effect with the kinetic effect of rubber
pellets or with chemical effect (tear gas or pepper spray).

Hand grenades and devices
A classic example of hand grenades (also called 'stun' or 'shock'
grenades) is MK84 (left) developed by ‘Picatinny Arsenal’ in the
1980s and used in most western countries since 1995. It delivers a
sound of 170-180 dB and a flash of over 1 million candelas enough to cause immediate blindness, deafness, tinnitus and inner
ear disorder. Pyrotechnic charge based on magnesium is located in a
thin aluminum cylinder placed in perforated cast steel housing.
Although this type of grenade has been shown to be effective, it can
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cause injury in the event of a premature explosion in the user's
hand. Another widely used grenade is NICO BTV-1 (right) which
has an improved construction, with holes in the upper and lower
part of the hull, and provides flash with a
duration of 3-5 s and reduced risk for the
user.[4] Such an approach of ventilation is
already applied in a number of designs.
The bottom-top venting, along with the
user’s
safety,
ensures
a
better
functionality compared to side venting
system: no venting holes are covered
when the grenade is lying directly on the
ground or other flat surface; the pressure balance generated by the
two venting directions leads to a reduced movement of the grenade.
The short-time effect of the flash-bang munitions is the most
important factor limiting their operational use. The requirement for
providing prolonged effect by a single device can be meet by
multiple explosions which allow for a longer distraction of the
target object, including blinding for up to 10 s. Some companies
have developed grenades of this type intended for crowd control
during civil unrest and for tactical entry into premises in dynamic
situations. Examples of such devices
are
grenades
of
‘NonLethal
Technologies’ (USA) with 2 and 7
explosions which emit a loud sound
and bright lightning within 3-4 s;
‘Combined Tactical Systems’ (USA)
offers a grenade with 9 arrhythmic
explosions at an interval of about 0.8
s [5]; ‘Centanex Ltd’ (UK) – with 6
and 9 explosions (on the upper picture); etc. In the framework of the
US Non-Lethal Weapons Program [6] a grenade with 6 sound
effects is developed, which adoption began in 2018, and the
adoption of a grenade with 9 sound effects is planned for 2022. The
Russian cluster grenade RGK-60SZ (on the lower picture, left)
contains 7 light and sound elements, which at detonation are
scattered in a radius of
several
meters.
The
cartridges do not work
simultaneously,
but
randomly, thus signifycantly
reducing
the
possibility of avoiding
exposure - explosions appear from all sides, causing not only
disorientation but also panic. [7] Another Russian grenade is VzletM (right) – a multifocal device with 4 flash-bang elements and
innovative design. [8]
Many hand grenades (‘multisensory’ grenades) combine the
effects of sound and light with the efficient use of payloads of
rubber spheres, marking substances or riot control chemical agents.
[9] Such grenades with different designs in the form of cylinder or
sphere are manufactured by many companies. An example of a
modern grenade with multisensory
action is the CTX Ball Grenade
developed in collaboration with British
tactical police units, designed for both
their needs and military users. The
body is made of a unique flexible
biodegradable material. [10] The
selection of payload options of
multisensory grenades makes possible to meet the requirements of
various users for application in numerous of situations.
A modern approach for finding a balance between efficiency
and safety is the use of thermobaric munitions, or the so-called
‘fuel-air bombs’. Instead of using compositions of combustible
substances and oxidants, they work by initiating and ejecting a
payload of metal dust that reacts with the oxygen in the air, creating
a longer flash and explosion.
An improved flash-band grenade (IFBG) has been developed as
a part of the US DoD Non-Lethal Weapons Program. It is designed
with openings at the top and bottom and uses very small amounts of

thermobaric materials, with reduced smoke emission. MK 20 MOD
0 has undergone extensive testing for both technical characteristics
and safety standards. [11] It is safer, more efficient, with greater
light output and duration of light impact on the object, compared to
existing grenades. This grenade is designed for moving people,
denying access, for operations to enter premises, etc.
Another innovative product is the ‘smart’ reusable
programmable device (left) with improved blasting from the
company ‘Liberty Dynamic’. The detonation is carried out from
binary energy material using own ‘fuel-air’ technology. It has an
ergonomic rectangular design to prevent uncontrolled rolling For
the needs of the special
forces, the same company, in
collaboration with ‘Recon
Robotics Inc’, is developing
a robotic diversional device
(right) for use in hostage
rescue operations. It is
designed for multiple use,
has microprocessor control and is advertised as safer and more
economical than standard light and sound grenades. The lightweight
and hardy robot can be thrown from a height of up to 10 m, indoors
and over walls, providing operators with valuable real-time
information while maintaining a safe distance. It has a digital fuse
that allows precise, programmable detonation and can launch a
binary load into free space, causing an air explosion with a strong
sound and light effect. [12]
As an alternative to the traditional flash-bang grenades, the nonpyrotechnic device NPDD of the American company ‘ARA’ can be
mentioned. It produces a light&sound effect and impact wave
comparable to those of available
grenades, using a compressed carbon
dioxide cylinder with a removable
collapsible cap to produce pulsed
sound and pressure. The light effect
is generated by a replaceable battery
that provides instant discharge energy through a bank of LEDs. [13]
The device is designed for operations in explosive, hazardous or
unknown environments.
In addition to hand-thrown grenades, there are also stationary
flash-bang devices that are activated by command. An example of
such a grenade is the Russian Plamya-M2 (left), which is triggered
by electric current applied to
its contact. [14] Pictured on
the right is a CTS 7290-CI
tactical grenade initiated by a
command, manufactured by
‘Combined Tactical Systems’
(USA). [15] There are also
stationary flash-bang devices,
called ‘combined signal mines’, designed for perimeter security,
which serve to notify the guards about the presence of a violation
and its location through a series of light signals, while also affecting
the mental stability of the offender by producing a loud sharp sound
all the time. The stationary devices are very suitable for use in
systems for protection of critical infrastructure objects. [16, 17]

Flash-bang ammunition and delivery systems
The flash-bang ammunition intended for firing vary from 18
mm cartridges for pistols and 12-caliber cartridges (18.5 mm) for
guns to grenade launcher rounds from 37/38 to 66 mm, up to 81 mm
ammunition for mortars and 105 mm artillery shells.
Pistol cartridges are used mainly by law enforcement units and
by citizens for self-defense. Examples of pistols using such
ammunition are Russian "Osa" 18 mm, which are in service in a
number of countries.
Police forces in the United States and a number of Western
European countries often use 12-caliber cartridges. The offered
variants are quite similar in terms of construction and
characteristics. Typical representatives of this type of ammunition
are those of 'NonLethal Technolgies' for crowd control in public
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An advanced 40 mm indirect fire ammunition XM1112 (low
speed) is being developed under the US Non-Lethal Weapons
Program. It contains pyrotechnic payload, enriched with fuel and
delivers light and sound effect for impairing vision and hearing
and/or thermal heating. The payload is released before reaching the
target through an advanced fuse which measures the distance and
detonates the payload at a predetermined distance from it. It also
includes a mode selector that allows the user to choose a mode close
to the target or a delay mode. In delayed mode, the ammunition
detonates once it reaches its target - for example, if the target is a
door or window, it detonates at a certain distance after entering the
room. This mode can be useful in scenarios such as building
cleaning. The ammunition is intended to be compatible with
standard M203 and M32 grenade launchers and achieve an effective
range from 35 to 150 m. [4]
For the delivery of 40 mm non-lethal flash-bang munitions,
special types of systems have been developed that are capable of
firing a large amount of ammunition
at the same time. One of them is the
non-lethal grenade launcher XM7
Spider for mounting on vehicles,
vessels or on the ground (it can also
fire grenades with ‘sting balls’). [4]
According to the 2015 report by the
Directorate of Non-Lethal Weapons, [25] the version shown in the
photo, with a range of 0 to 10 m, is in service as part of a network
system aimed at utilizing the best of the existing technologies.
Another special installation is VENOM - a 30-barrel system for
firing 40-mm light and sound ammunition, mounted on a vehicle,
capable of firing from 1 to 30 charges
simultaneously at a distance of up to 100
m, the effect being visible at 600 m.
According to the manufacturer 'Combined
Systems' [26], VENOM is a highcapacity, variable payload system capable
of quickly achieving a non-lethal effect
over a large area, providing the ability to
distinguish fighters from civilians and increasing the protection of
entry and checkpoints, convoys, etc.
For the needs of the military forces, more powerful flash-bang
ammunition is also offered, for example 66 mm M98 grenade,
which
releases
three
submunitions, producing bright
light and loud sound to disorient
individuals or large groups of
people. The grenade is in service
with the US Army. It can be
launched from the LVOSS smoke fields generating system mounted
on a light armored machine, or from other 66 mm systems. [27]
A good illustration of the development trends of large-caliber
flash-bang munitions are the ‘smart’ thermobaric grenades fired
from the 66 mm system
MEDUSA of ‘General Dynamics’
which have electronic initiation,
increased range and precise
positioning of the effect. The physiological effects, which can last
up to a few minutes (significantly longer than those of ordinary
grenades), are expressed in light exposure
(about 25,000 lux with a fireball 3 m in
diameter), intense sound and intense
pressure causing disorientation. The
expected
psychological
effect
is
separation of the instigators from the
observers, who will most likely leave the
place immediately. The launching system
is a new generation multifunctional network installation mounted on
vehicles and provides greater range and area coverage, longer
duration and scalability of the effect, greater volume of fire and
lower risk of injuries, compared to existing systems. The data and
photos are taken from the manufacturer's advertising brochure from
2011. [28]

riots: 12-FB (left) is designed for firing over the crowd and has a
range of up to 100 m, suitable also for some tactical applications;
the 12-MFB is designed to be fired on the ground in front of the
target, producing a bright flash and a loud sound approximately 1 m
from the weapon barrel. [18] Under the US Non-Lethal Weapons
Program, 12-caliber cartridges have
been developed for firing at 100 and
200 m (right) to deliver light&sound
effect with a smoke signature and
provide a clear, unambiguous warning
signal. They are used by military forces to deny access, relocate and
deter individuals, protect convoys and vessels, and secure ports. [4]
In the Russian Federation and other countries of the former USSR,
similar cartridges are used for the KS-23 carbine which is in service
with the police.
Мodern 12-caliber 'smart' ammunition has also been developed.
The American company ‘SmartRounds Technology’ offers effective
contactless ammunition that is activated before reaching the target,
thanks to the microelectromechanical technology MEMS and the
image sensor used. They have a range of about 90 m and are
available in two versions, each equipped with two microsensors that
turn on the charge at launch and activate it
milliseconds before reaching the target. Both are
lightweight, made of carbon fiber and produce a
small recoil, allowing them to be fired from
different types of 12-caliber guns depending on the
purpose and mission. ShockRound produces a
light-sound effect and a powerful shock wave of
nitrogen gas from a patented chemical composition; PepperRound
creates a light&sound effect and a cloud of pepper ‘spray’. [19]
Flash-bang ammunition for grenade launchers caliber 37/38 and
40 mm are used by police and military forces in the USA and other
countries and are manufactured by many companies. The photos
show several products of leading US manufacturers, which are
typical examples of this type of ammunition: grenades with
distracting/disorienting effect for
situations of civil unrest and for
tactical entry into buildings with a
fiberglass projectile and a range of
up to 100 m, incl. version with a
series of 4 effects of ‘NonLethal
Technolgies’ (left); [20] warning/
signal ammunition for launching into the air with a range of 100 and
200 m on the ‘CTS’ (middle) [21]; ammunition with ranges of 100,
200 and 300 m and options for adding chemical agents (OS, CN,
CS) or markers for crowd control, navigation at vehicle checkpoints
and maritime security of 'Defense Technology' (right). [22]
European companies also offer ammunition with comparable
parameters, designed for firing by the NATO grenade launchers.
The photo on the left shows the NGHB-N flash-bang round 40x46
mm of the Polish company ‘Dezamet’. [23] On the right is a
40x46mm ammunition of the German company ‘Rheinmetall’ with
a body made of a special composition that
reduces the friction between the projectile and
the barrel for greater accuracy. The fuse has a
mechanism for self-destruction in the event of
an impact on a soft surface (snow, mud, etc.) or
in the event of a malfunction at activation. The
top of the projectile is closed and sealed with a
special rubberized roof, which avoids ricochets.
The high/low pressure chamber provides constant internal ballistics,
uniform speed and high accuracy. Similar parameters of light and
sound effects provide Russian ammunition of this caliber, e.g. 40
mm ASZ-40 Svirel (sound pressure 120 dB, maximum light
intensity 50x106 cd, range at least 100 m). [24] The Russian law
enforcement units are also armed with other 40 mm rounds for hand
grenade launchers and sub-barrel grenade launchers mounted on
Kalashnikov assault rifles. Russian military units use 50 mm flashbang grenades GSZ-50 with a range of 400 m delivered by hand
grenade launcher RGS-50 which can fire both combat and nonlethal charges.
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In Russia, 80.5 mm cassette flash-bang munitions (with 6 light
and sound and 6 smoke elements) with a range of 90 m are used for
firing from special devices such as ‘Gnom’ and ‘Tucha’. They are
intended for outdoor firing only
and are prohibited for use in
places where gas leakage or
storage of explosives and
flammable
substances
is
possible. The first device is an
autonomous two-barrel portable launcher, [29] no data has been
found about the second one.
A new generation of flash-bang ammunition is the indirect fire
munition (IDFM), which is being developed as part of the NonLethal Weapons Program for various types of forces in the USA. It
provides significant improvements in range, duration of impact,
area coverage and non-lethal effects compared to existing non-lethal
systems. IDFM
is an integrated,
81-mm standard
mortar ammunition, designed to deter fighters or civilians by
hearing and vision impairment over long distances. Its effective
range is between 450 and 1500 m. Unlike standard mortar
munitions, which are designed to hit and destroy the target, IDFM is
activated in the air, about 250 m above the heads of target
individuals. The payload consists of 14 flash-bang submunitions
and produces light, sound and pressure exceeding those of modern
weapons. Its front and rear parts are separated at an appropriate
distance above the target, releasing the submunitions which are
dispersed and detonated simultaneously. The construction with two
parachutes minimizes the risk of falling ammunition debris. The
ammunition covers an area of about 30 m2. It was tested by the US
Marines in 2018, in order to identify possible malfunctions before
the start of its regular production scheduled for 2021. [30, 31]
The 105-mm M436 STUN and 120-mm M337 STUN tank
ammunition of the Israeli company 'Elbit Systems Ltd.' with light,
sound and shock effect from the blast wave, can be noted as an
example of largest caliber flash-bang munitions. In addition, thay
can also scatter plastic pellets. [32]
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Conclusions
The results of the study show that significant progress has been
made in the last decade in terms of increasing the safety and
effectiveness of non-lethal light&sound munitions. By optimizing
the construction and composition of the ammunition, the risk of
injury to target objects, bystanders and users is drastically reduced.
In parallel with the development of modern ammunition designed
for integration with existing systems for firing ‘live’ ammunition,
special systems are being developed that operate entirely with nonlethal charges, including flash-bang.
Innovative solutions for ammunition and delivery systems have
been created, the forthcoming implementation of which will provide
a significant increase in their operational and tactical characteristics,
especially the range, accuracy and duration of the effect.
There is a clear trend observed towards the development and use
of multieffect ammunition which provide a more effective and
longer impact on the site than traditional means - 'multisensory'
combining light and sound with other types of non-lethal stimuli
and cluster munitions with multiple action, as well as of 'smart'
indirect fire ammunition detonating at a certain distance from the
target. The emergence of the thermobaric technology is likely to be
a turning point in the evolution of flash-bangs, enabling the
replacement of existing pyrotechnics with a new generation of 'fuelair' munitions.
This suggests that the use of light and sound equipment, so far
mainly in situations such as the release of hostages, the restoration
of order in prison riots, street protests and disorders, will expand
significantly, covering more and more operations to ensure public
order and national security.
Acknoledgement. This study was conducted in implementation
of Work package 2. “Intelligent security systems” under the Project
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Abstract: The influence of seawater depth in hydroacoustic transmission of binary numbers is experimentally investigated. The binary digits
are encoded as sequences of short and long rectangular pulses of a fixed duration. The experiments are carried out in coastal waters of
Bulgarian South Black Sea shelf. The transmission of numbers is experimentally compared for three different water depths: 10m, 30m and
60m, at a transmitter-receiver distance of 1500m. Increasing the water depth improved the performance leading to a larger number of
correct transmissions. Hydroacoustic transmission in very shallow water is more difficult due to strong interference from reflected signals.
In 60m deep water the observed transfer of binary numbers is stable and correct. Certainty of correct transmission increases with increasing
water depth in shallow seawater.
Keywords: UNDERWATER ACOUSTIC TRANSMISSION, HYDROACOUSTICS

1. Introduction
The most widely used underwater wireless communication
technology is based on acoustic waves [1, 2, 3, 6]. Acoustic waves
provide the longest communication range due to the low attenuation
of sound in water. Acoustic propagation is characterized by three
major factors: attenuation that increases with signal frequency,
time-varying multipath propagation, and low speed of sound
(1500m/s) [1]. Тhe acoustic channel has strong attenuation with
increasing frequency, leading to very limited bandwidth [2]. In a
shallow water environment, wave reflections from the surface and
the bottom generate multiple arrivals of the same signal [3]. In deep
water significant multipath phenomena can be caused by wave
refractions due to the spatially varying sound speed. The low speed
of sound causes large propagation delays and the delay spread from
multiple arrivals is considerable. Underwater acoustic channels are
generally recognized as one of the most difficult communication
media [1].
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Acoustic
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In this work, we experimentally compare the operation of a
hydroacoustic device in shallow seawater at three different water
depths from 10 to 60 meters.

Amplifier

Decoder

2. Hydroacoustic transmission of binary numbers
Underwater transmission of binary numbers is carried out using
a transmitter/receiver pair, based on hydroacoustic waves. General
block diagram of the device is shown in Fig.1a). 9-digit binary
numbers from 0 to 511 are transmitted serially. The binary digits are
encoded as sequences of short and long rectangular pulses
according to Motorola encoding scheme [4]. The timing of the
encoding pulses is determined by a clock period of a fixed duration.
The waveforms of encoded „one“, encoded „zero“ and the clock
pulses are shown in Fig.1b). In synchronization with the encoding
pulses, bursts with two different frequencies in the range of 1040kHz are fed to a piezoceramic omnidirectional acoustic antenna
for signal transmission [5]. The receiving antenna is similar to the
one used in the transmitter. The input signal bursts are amplified,
demodulated and decoded to numerical form. Reception is
considered valid in case of two consecutive identical numbers.

a)

Clock
Encoded “one”
Encoded “zero”

Data period

b)

3. Experimental results
The influence of seawater depth in hydroacoustic transmission
of binary numbers is experimentally investigated. The binary digits
are encoded as sequences of pulses using a clock period equal to
20ms. Hence, the duration of each binary digit is 160ms. The
experiments are carried out in coastal waters of Bulgarian South
Black Sea shelf. Underwater acoustic transmission of binary
numbers is compared for three different water depths:

Fig.1. Hydroacoustic transmission of binary numbers:
a) general block diagram of the device;
b) encoding of the binary digits.

- 10m - the transmitter and receiver are located inside a bay;

- 60m - the transmitter and receiver are outside bays, at a
distance from the shore of not less than 3500m.

- 30m - the transmitter and receiver are outside a bay, on the
border of the bay and open sea;

The distance between the transmitting and receiving antennas is
maintained at about 1500m. The immersion depth of the antennas is
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about 5m. At each given depth of seawater, 50 binary numbers are
transmitted. The correct transmissions, failed transmissions and
false transmissions of binary numbers are reported. The results are
presented in Table 1. Fig.2 graphically shows the number of correct
transmissions versus the seawater depth.

numbers are encoded as sequences of rectangular pulses using a
fixed clock period of 20ms. Experiments are carried out in coastal
waters of Bulgarian South Black Sea shelf for three different water
depths: 10m, 30m and 60m, at a transmitter-receiver distance of
1500m. Increasing the water depth improves the performance
leading to a larger number of correct transmissions. No false
transmissions are found. Hydroacoustic transmission in 60m deep
water is stable and correct. In very shallow water the transfer is
more difficult due to strong interference from reflected signals.
Certainty of correct transmission increases with increasing water
depth in shallow seawater.

Table 1. Experimental results

Seawater depth,
m

10

30

60

Correct
transmissions,
number

38

47

50

Failed
transmissions,
number

12

3

-

False
transmissions,
number

-

-
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Abstract: The report examines the possibilities for using new intelligent sensors, hardware and software developments and their combination
in planning the protection of critical infrastructure in a dynamic environment. The processing of data, with constantly changing parameters
at the scene of the incident and its forecasting over time, using current data and data from past periods.
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1. Introduction
The modern development of technologies predetermines the use
of various substances and materials, most of which, according to
their physico-chemical properties, are flammable, explosive and
toxic. Thousands of incidents occur each year in which chemicals
are released into the environment as a result of an accident or
natural disaster. Whether accidental or intentional, they can harm
people and the environment and cause significant disruption with
potentially dangerous widespread economic impacts. With the
development of the production, use and storage of substances with
different physicochemical properties, it inevitably leads to higher
requirements for the protection of sites from critical infrastructure,
as well as employees involved in limiting and eliminating incidents.
Фиг. 1

The report examines a theoretical study of the possibilities for
using new intellectual sensors, hardware and software developments
and their combination in planning the protection of objects from
critical infrastructure in a dynamic environment, ie. data processing,
with constantly changing parameters at the scene of the incident and
its forecasting over time, using these data and a large database from
past periods.

Fig. 1
The software also offers the ability to impose data on a
geographic map, using the pads of Google maps, in scale (Fig. 2).

2. Planning the protection of sites from critical
infrastructure
Planning the protection of critical infrastructure sites is a
multifaceted process that requires careful study of possible
scenarios for the development of incidents within them or in the
immediate vicinity that may have a cascading effect. The existing
forecast scenarios, despite the use of computer systems, are "static"
in terms of input data, ie. the values of the ambient values such as
pressure, temperature, direction and air velocity are set averaged
over a given period or are taken as amplitude values. The results
obtained are predictable and in a great deal of reliability overlap
realistic scenarios in the past, on the basis of which to plan the
protection of sites from critical infrastructure. The world's leading
security developments, supported by national governments, develop
and provide software developments that aim to support the
protection of human health, the environment and the security of
sites and in public education and protection planning.

Fig.2
From the point of view of precision, the software is "stationary",
ie. the data obtained depend on the initial data that are set, the
imposition, the ambient temperature, the type of substance, etc., not
taking into account the rapidly changing environment at the scene
of the accident. [2-6] map, without reflecting the terrain, the
presence of buildings and the change of parameters - feedback with
the output data.

Some of these software developments are provided free of
charge, without any claims or they are negligible in terms of
hardware support, aimed at promoting security requirements.
Information is available for the software development, supporting
the specialized training of the personnel who use it from the point of
view of data entry and processing. Such software is developed by
the United States Environmental Protection Agency - ALOHA. [1]
To obtain correct data, it is necessary to verify the output data,
which is entered manually. Data are entered on the type of
chemical, its quantity, the conditions under which it is stored, the
ambient temperature, atmospheric pressure, wind speed and
direction. The software processes the data, visually showing the
graph with the dangerous concentrations and the estimated size of
the dangerous zones (gassing) (Fig. 1).

Current and future developments of such software capabilities
inevitably require the use of the Internet (Internet of Thinks - IoT).
The IoT consists of intelligent sensors connected to the network,
collecting information and transmitting it through various channels
for further processing. In addition to strictly specialized sensors located in critical infrastructure, it is necessary to use a number of
special sensors from portable devices built into smart watches,
phones, tablets, clothing, etc., by employees at the scene of the
accident, in order to obtain verified data with appropriate data
transmission channels.
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As the most promising channel in terms of coverage on the
planet for data transmission can be used the Internet, due to its
widespread use. High-speed Internet allows for extremely fast data
transfer over unlimited distances. The use of the Internet as a global
resource, a high-speed 5G or 6G data connection, and the
availability of multiple sensors to automatically feed the output data
to be processed and corrected in real time will contribute to a real
picture in place of incident.
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The use of large databases (Real data) coming from the sensors
and already available data from various maps - geographical, relief,
hydrography, soils, roads, buildings, population, industry, facilities
with risk potential and other objects of critical infrastructure and
their verified processing in order to obtain both a real instantaneous
picture and a predictable one that changes over time, at
predetermined intervals, according to the sensitivity of the sensors.

3. Conclusions
In conclusion, it can be said that the timely and adequate
processing of data from sensors measuring real-time environmental
parameters in and around the scene of the incident, the verification
of data from the relevant software, the personnel at the scene and
from the employees of the unified rescue system. Determines to a
large extent the possibilities for planning the protection of the sites
from the critical infrastructure and adequate response to incidents in
and near them
The processing of all data from reliable and verified software
will allow the preparation of "Forecast Analysis" with the
possibility of clear visualization of the incident, determining its
scale, as well as the best option for forecasting its development at
specified time intervals. This, in turn, will contribute to taking swift
and adequate decisions on the necessary measures, in terms of
dispersing the threat, possible ways to eliminate it, protecting sites
from critical infrastructure, providing countermeasures and the
necessary resources for this purpose and last but not least preventive
training and early warning and notification.
With the help of the described new intelligent sensors, hardware
and software developments and the combination of them in
planning the protection of sites from critical infrastructure in a
dynamic environment will help assist in planning protection by
taking into account and identifying threats to sites by providing reverification of threats, vulnerability and risk of qualified personnel
from the "designer of integrated security and protection systems" through a set of elements operating under a single security concept,
purposefully managed in a common information environment to
ensure processes aimed at timely identification, analysis of
outbreaks especially cascading effects through (preventive)
response to prevent side effects. [7]
The results are aimed at the implementation of Work Package 2
"Intelligent Security Systems" of the project BG05M2OP001-1.0020006 "Construction and development of a Center of Competence"
Quantum Communication, Intelligent Security Systems and Risk
Management (Quasar) ", which received funding from the European
Regional Development Fund through the Operational Program
"Science and Education for Smart Growth" 2014-2020.
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Abstract: Fiber optic sensors are increasingly widespread and used sensors in many areas of industry and defence. Sensors using fiber
Bragg gratings are very accurate sensors of strain and temperature. In this paper we deal with the selection of suitable materials and
structures for the implementation of optical fibers with fiber Bragg gratings. The whole process has several key stages - evaluating of
adhesives on textile samples, selection of a suitable textile thickness, and design of a multilayer structure of a textile block. The resulting
textile block was developed and its basic functional parameters were verified.
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spectral range of the evaluation unit (Complex unit from
NETWORK GROUP [2]) is 40 nm for each physical channel, in the
C-band range.

1. Introduction
Fiber Bragg Grating (FBG) is a reflector created in a short segment
of an optical fiber that reflects specific wavelengths of light and
transmits all others. FBGs are widely used in telecommunication
technologies, especially as narrowband filters, in optical
multiplexers and demultiplexers or in Optical Add-Drop
Multiplexers. In addition to telecommunications, FBG are also used
as a very precise sensors to measure temperature and strain.
Bragg gratings are formed by a special refractive index structure
in the core of an optical fiber. This structure is periodic and consists
of alternating layers of the refractive index of the core n 1 and the
increased refractive index denoted as n3, see Fig. 1.

Fig. 2 The overall concept of the system - temperature and strain.
Fig. 1 The structure of the uniform Bragg grating in optical fiber.

3. Design of textile blocks

This Bragg wavelength is given by the period of changes Λ in
the core refractive index of the optical fiber and the effective
refractive index neff [1]

The design covers important steps such as the choice of adhesive,
textile and layout structure itself.

𝜆𝐵 = 2𝑛𝑒𝑓𝑓 Λ.
Choice of adhesive

The Bragg wavelength varies with temperature and pressure.
The main advantages of optical sensors are intrinsic safety, high
measurement accuracy, total number of measuring points using one
fiber, and no need for power supply to the measuring points. These
properties are in great demand especially in the security industry. In
addition, the optical fiber material (silica) ensures that the sensors
are not detectable.

Different types of adhesives from different manufacturers were
tested.

The rest of this paper is structured as follows. Section I
introduces the paper and Section II describes concept of the system.
In Section III design of textile blocks is described and in Section IV
are results and discussion. Finally, Section V concludes the paper.

Fig. 3 example of glued textiles.

2. Design of the overall system
The whole concept is based on two basic elements – interrogation
unit and measuring textile blocks with dimensions 1×1 m. Each
block consists of four quadrants, as shown in Fig. 2. Partial
quadrants have implemented one measuring FBG element for
temperature measurement, or two FBG elements in the case of
temperature and strain measurement (mechanical deformations)
simultaneously.

The main criteria were the strength of the connection,
maximum value of the force that the textiles can withstand
before they start peeling off each other, and also the final
flexibility. Tab. 1 shows maximum force that the joint withstood
before detaching. Fig. 3 shows the differences in the adhesives
used.

The interrogation unit has 4 physical channels and each physical
channel can connect up to 16 sensor elements. One of the key part is
design of FBG sensors and their spectral spacings between them to
avoid mutual spectral overlap with neighboring sensors. The total
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Tab. 1 Table of some tested adhesives and maximum force they achieved.

Adhesive
DISPERCOLL D2

Max
force (N)
23

Uniflex V7510
Alkaprén 25 Plus
LUKOPREN N 8200

21
18
8

Type
onecomponent polyvinyl
acetate dispersion
dispersion
Toluene-free rubber
Two-component
highstrength silicone rubber

Choice of suitable textile and layer structure

Fig. 6 Measurement results for FBG 1.

The aim is to assemble multilayer structures of a "sandwich"
type. Two types of structures were chosen: three-layer – consisting
of two layers of inelastic thin textile RONAN FIX with a metric
weight of 160 g·m-2 and one layer of non-woven polyester textile
weighing approximately 400 g·m-2 placed between them; and fourlayer – consisting of two layers of inelastic thin textile RONAN
FIX with a metric weight of 160 g·m-2 and two layers of nonwoven polyester textile weighing approximately 100 g·m-2 placed
between them. In Fig. 4 is depicted detail of 3D model showing
four-layer structure and special robust connector.
Fig. 7 Measurement results for FBG 2.

Conclusion
For critical infrastructures protection we have designed and
developed smart technical textile based on layer structure using
FBG sensing elements for strain and temperature sensing. Important
parts of the research included not only the design of the overall
structure of the textile, but also the selection of a suitable adhesive.
Dispersion based adhesive proved to be the best in laboratory
conditions. Due to the uneven layer of gluing, the individual FBGs
evaluated strains with different intensities. However, this can be
post-calibrated. The measurements were stable for repeated
measurements.
Fig. 4 Detail of the 4-layer textile showing special connector designed by
Proficomms company.
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4. Results and discussion
For evaluation of the functionality of the developed textile and test
the effect of the strain, a special construction was developed, to
which various weights have been attached, as shown in the Fig. 5.
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Fig. 5 Testing of the final textile for strain.

The textile was hung in a testing construction and a weight was
hung on the bottom. Weights weighing 2, 4, 6, 10 and 16 kg were
tested. A total of 3 measurements were performed.
Fig. 6 and 7 show graphs from FBG 1 and FBG 2, respectively.
As can be seen from the graphs, the sensitivity to weights is
different for each FBG. The reason is the suspension of the weight
closer to the FBG 1 and impact also has a manual gluing of
technical textiles, when the FBG could have been unevenly fixed to
the textile.
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