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Abstract: In the past years, NATO member countries have faced the threat of bioterrorism, which requires the development of capabilities to 

deal with this threat. Timely detection and accurate identification of the type of bioagent used is essential for early wa rning of threatened 

military units, as part of the process of prevention and reduction of human casualties, as well as for the spread of the disease. The possible 
use of biological agents as weapons of mass destruction (WMD) is presented in the report. The military reconnaissance role in the process of 

investigation of disease outbreak is considered. For the implementation of the process for early warning and alert of biological threat, a 
scheme of a model of a platform for biological reconnaissance and monitoring is presented. In the model a configuration of hardware and 

software is used. Due to the increasing risk of use of biological weapons by terrorist organizations, the acquisition and integration of an 

advanced platform for monitoring and outbreak reconnaissance from the units of the Armed Forces of the Republic of Bulgaria is of key 
importance. 
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1. Introduction 

An analysis of the detectors used by the military units shows 

that with the available instruments they cannot meet the 
requirements related to the biological reconnaissance capabilities 

laid down in the accepted for implementation Allied Tactical 

Publication ATP-45(F) Warning and reporting and hazard 
prediction of chemical, biological, radiological and nuclear 

incidents [1]. The reason for this is the fact that the means used for 
detection, identification and monitoring of biological agents do not 

meet the modern requirements for detectors for registration of 
biological contamination. This is also the reason why the Republic 

of Bulgaria does not ratify the specified document.  

2. Еssence of the researched problem 

In order to achieve interoperability with their allied and 
coalition partners, the Chemical, Biological, Radiological and 

Nuclear (CBRN) Defence units of the Bulgarian Armed Forces 

need to build capabilities for detection, identification and 
monitoring of biological materials from a safe distance. This can be 

accomplished through the use of detectors capable of transmitting 
data in a network environment. Our efforts have focused on the 

development of a schematic model of a platform for biological 
reconnaissance and monitoring. 

3. Preparation of protection 

Preparation for protection in the event of an attack with 

biological weapons includes a wide variety of activities. They 
include the following steps: raising awareness of the problem, 

establishing a preliminary organization for action and providing 

forces and resources, utilization of procedures for reducing the 
effect or for protection of biological agents and prevention of 

diseases from them, upskilling and updating the regulatory 
documentation. This preparation is specific to each structure and 

depends on the purpose and the main functions assigned to it. It 
includes main activities as follows:  

1. Collection of up-to-date information on the problem and 

maintenance of a database on the natural infectious morbidity of the 

nosological units that appear on the list of biological weapons. 

2. Development of plans and programs with detailed measures 
for maintaining the readiness for protection and increasing security 

level. 

3. Preparation of estimates and provision of the necessary 
material resources regarding the readiness for work for the 

liquidation of emerging crisis situations related to the biological 
agents use. 

4. Keeping the resources of warning on standby and availability 

of individual and collective means of protection. 

5. Organization of the interaction and coordination for the work 

of military and civilian structures. 

4. NATO standardization documents 

The activities for detection, analysis and prediction of events 
related to biological hazards for the military units are regulated in 

two main NATO standardization documents. 

The first, ATP-45 (F) Warning and reporting and hazard 
prediction of chemical, biological, radiological and nuclear 

incidents [1], describes the processes for detecting, warning and 

reporting biological hazards. ATP-45 is designed to warn military 
populations of CBRN hazards by providing area warning templates 

based on CBRN messages. 

The second document (AEP-66 NATO handbook for sampling 
and identification of biological, chemical and radiological agents 

(SIBCRA)) [2] regulates the sampling, transport and analysis of 
samples in such a way to ensure the subsequent legal burden of this 

process. Sampling is the first step of the process. The next step is 

the transport of the samples to the laboratories for analysis. The 
process ends with a sample analysis performed in a certified or 

accredited laboratory. If one of the steps is not realized, it is 
impossible to carry out the mission of sampling, transport and 

analysis of samples contaminated with bioagents. The adenosine 
triphosphate method of operation of HY-LITE-2 is one of the best 

ways to detect organic contamination, but this does not mean that 

the rapid hygiene control system can be classified as a kit for the 
identification of biological agents [3]. 

Requirement specified in AEP-66 NATO handbook for sampling 

and identification of biological, chemical and radiological agents 
(SIBCRA)) is that mobile systems (laboratories) for biological 

detection and identification should be located near the area of use to 
provide commanders with timely information. With the appropriate 

equipment and trained staff, they will be able to detect the presence 
of biological agents on site. Such a preliminary analysis reduces the 

work in the main laboratories, where it is possible to identify the 

agents accurately. Mobile systems (laboratories) may be able to 
perform a qualitative analysis but not be able to perform a 

quantitative analysis of the sample contaminated with bioagent.  
Quantitative determination of the biological agent is of paramount 

importance to assess whether it is an endemic or epidemic case. If 
the laboratory does not have the possibility for quantitative analysis, 

it is necessary to send the samples to those who can perform the 

test. 

It is necessary to predict the biological situation in order to 
provide commanders with the information needed for warning units 

that may fall into a biologically dangerous area. The application of 
modern technologies enables efficient monitoring and development 

of digital maps for risks and hazards, and create informational 
manageable process chain: "predicting disasters and accidents - 
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predict the consequences - defining scenarios response" united in a 
unified state information system. [4] 

Biohazard warning and reporting is a process in which reports 

of the results of the use of bioagents or accidents that have occurred 
are sent down the chain of command. Thus the military units are 

warned of the emerging hazards. The purpose of warning and 

reporting is the timely collection, evaluation and dissemination of 
data related to attacks with biological agents or suspected hazardous 

areas. 

The process is coordinated by a hierarchical structure made up 
of centers for collection of information on chemical, biological, 

radiological and nuclear (CBRN) environment. In the basis of this 
structure are the CBRN reconnaissance units. The elements of this 

hierarchical system collect, process and analyze data related to the 
biological environment. They calculate the zones of contamination 

and recalculate them when the situation changes. They organize and 

carry out warnings about the use of bioagents or the occurrence of 
accidents by assessing their impact on the troops. Also they offer 

appropriate options for their action in the current situation. The 
system analyzes the data from the conducted biological 

reconnaissance and sends information about the actually infected 
areas of the units that may be affected. In this way the warning 

process is realized.  

Warning and reporting are done according to the Allied Tactical 

Publication ATP-45 (F) – Warning and reporting and hazard 
prediction of chemical, biological, radiological and nuclear 

incidents. [1] 

Intelligence and biological hazard warning data of endangered 
units are exchanged through standard forms of communication. 

They are denoted by the Latin abbreviation – CBRN (Chemical, 
Biological , Radiological, Nuclear). The messages are numbered from 1 

to 6. 

 CBRN 4 BIO message (see Table 1) is used to transmit the 

results of the monitoring, sampling of biological agents and 
monitoring of the created environment. Once the results (from 

surveillance and reconnaissance) have been collected, they are 
summarized by the centers for collecting and processing 

information on the CBRN situation at the tactical and operational 
level. Endangered units in the area of operations are disclosed 

through a CBRN 3 message. 

All information exchanged using the CBRN 4 BIO message is 

collected for summarization in the CBRN Collection Centers and 
CBRN Control Centers (Zone (ZСС) and Area Control Center 

(AСС). Based on this data, the authorities at all levels of the system 
map the actual areas of infection and provide them to the relevant 

headquarters.  

Table 1: CBRN 4 BIO – Example. [1] 

BIO 4 

Common Message Heading followed by the following “M” 

mandatory and “O” operationally determined sets: 

Set Description Con

d. 

Example 

ALFA Incident Serial 
Number 

O ALFA/BEL/001/00
1/B// 

INDIA Release Information 
on CBRN Incidents 

M INDIA/TS:BAC/N
P/OTH/-// 

INDIAB Release and Sampling 

Information on 
Biological Incidents  

O  

QUEBEC* Location of Reading, 
Sample, Detection 

and Type of 

M QUEBEC/MGRS:3
1UES0620042500/

VAP/VPBIO/BPC/

Sample/Detection FS/-/-/-/-/-/-

/31UDS874004960
0/-10M// 

ROMEO* Level of 

Contamination, Dose 
Rate Trend and 

Decay Rate Trend 

O ROMEO/CON:15P

PM/INIT/-/-/-// 

SIERRA* Date time Group of 

Contamination 

Measurement 

M SIERRA/031040Z

APR2010// 

TANGO* Terrain/Topography 

and Vegetation 
Description 

O TANGO/FLAT/B

ARE// 

WHISKEY
* 

Sensor information O WHISKEY/ABV/
MAN/PCD/-/-/-/-// 

YANKEE* Downwind direction 

and Downwind Speed 

O YANKEE/180DG

G/17KPH// 

ZULU* Measured Weather 

Conditions 

O ZULU/4/20C/0/0/0

// 

XRAYZ* Cloud Plot Contour 

Information 

O XRAYZ/CON:15P

PM/MGRS:32VNJ

5750020300/MGR
S:32VNJ57200211

00/MGRS:32VNJ5
600021900/MGRS:

32VNJ5340021800
/MGRS:32VNJ575

0020300// 

OSCARZ* Date Time Group for 
Cloud Plot Contour 

O OSCARZ/030830Z
APR2010/030930Z

APR2010/SRL1/S
RL2/SRL3// 

GENTEXT CBRN info O GENTEXT/CBRN
INFO/HHA HAND 

HELD ASSEY// 

* Sets QUEBEC, ROMEO, SIERRA, TANGO, WHISKEY, 
YANKEE and ZULU are a Segment. Sets XRAYZ and OSCARZ 

are a different segment. The report can either contain the QUEBEC 
segment or the XRAYZ segment but not both. The QUEBEC 

segment can be repeated, if there is a repetition, the whole segment 

has to be repeated. Set QUEBEC is not allowed to be repeated 
before set SIERRA has appeared. Sets/segments are repeatable up 

to 20 times in order to describe multiple detection, monitoring or 
survey points. 

In the column "Cond." (Input conditions) with M the required 

groups for each message are indicated. Reports begin with a "title" 
containing the CBRN report number (1-6) and the event (NUC, 

BIO, CHEM, ROTA or unknown - UNKNOWN). 

The likelihood of a biological situation and its consequences are 

factors that can affect the course of a particular operation. For this 
purpose, information must be provided, the analysis of which 

determines the presence or possibilities for production of biological 
agents by the opposing party, the probability of its use, the 

perceptions and the ways of its use. The algorithm for assessing the 
risk of biological weapon use is shown in Figure 1. [5] 
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Fig. 1 Algorithm for assessing the risk of biological weapon 

use. [5] 

5. Detection of biological agents 

Interoperability with allied and coalition partners in terms of 

CBRN protection from the armed forces goes through the need to 

build capabilities for remote detection, identification and 
monitoring of biological materials through the use of detectors that 

can transmit information in a network environment.  

The identification is a fundamentally different process from the 
detection. While for the detection the main goal is to register the 

presence or absence of CBRN contamination, the identification 
aims to qualitatively and quantitatively determine this 

contamination. The process of identification of CBRN agents aims 

to determine their characteristics, to confirm their presence, to 
establish a new level of protection of the units and to determine 

appropriate countermeasures. In cases of biological detection and 
identification, it is likely difficult to confirm the existence of an 

event. Biological agents exist in the nature very often, so the 
assessment of a particular agent must be compared with the actual 

biological environment. Only in this way an assessment of the 
occurrence of a biological accident can be performed.  

Implementation of interoperability in the field of biological 

protection can be accomplished by the acquisition of the following 
means for the detection of biological agents: 

 portable point detectors for biological agents that are 

capable of detecting the presence of biological agents; 
 portable biological point detectors with the ability to 

transmit data in a network (mounted on machines or separately) and 
monitor the presence of biological warfare agents, their temporary 

(conditional) identification and warning of units with minimum 

false alarms. 
  

 

6. Platform for biological reconnaissance and 
monitoring 

These activities can be realized by building a platform for 
biological reconnaissance and monitoring. It is a configuration of 

hardware and software that are the basis for primary sources of 

information. Depending on the intended use (e.g. stationary 
monitoring post, air reconnaissance), the platforms can be 

completed to perform tasks in specific conditions. 
The platform is built on a modular principle with a module of 

sensors and a module for "warning and reporting". It has a set of 
sensors by which automatically detects and identifies biological 

substances. There is an option for collecting and storing samples for 
later laboratory evaluation and warning of endangered objects by 

preparing and transmitting messages. 

Optimally, the task of the system for determining Bio-
contamination can be realized through the biological collector of air 

samples SASS 2000 PLUS [6]. It ensures the collection of 
pathogens from the air samples taken, and the sample is 

automatically transferred at certain intervals for analysis in a 
biological identifier (portable 4-channel fluorometric system for 

highly sensitive monitoring of biological agents, toxins and 

chemical contaminants). This is a significant advantage because it 
ensures the reuse of reagents, which reduces the consumption of 

expensive immunochemicals. The data from the analyzes with the 
time of registration are automatically saved for storage in the 

memory of the device and can be transferred to a personal 
computer. 

The operation of external devices (biological contamination 
sensor, meteorological data, GPS) is controlled by a network hub 

consisting of input RS-232 interfaces and an output Ethernet 

interface for PC connection. The control of the sensors, the 
graphical visualization of the data for the background map and the 

visualization of the location are controlled by the software module 
of the hub. It is based on the SensAwareTM software product [7] or 

the Sensor Connectivity Management Software® (SCIM) [8]. It 
controls the sensor unit and any error or detection can be recorded. 

When an infection is detected, the information is automatically, 
semi-automatically or manually sent as CBRN 1 or CBRN 4 

message to the CBRN Analysis program, which clarifies the 

biological situation and warns the infected objects. 

 

Fig. 2 Working principle of a platform for biological 

reconnaissance and monitoring. 
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The communication with other units and sites, as well as the 
transmission of all messages and reports related to the warning about 

the biological situation, is carried out through a digital ultrasound waves 
(USW) radio with an integrated message terminal. It provides the 

possibility of packet switching when transmitting data integrated into 
the platform via RS-232 interface. 

Аll units have such equipment (including those for BIO 
reconnaissance), which is a very good basis for building the system, 

in accordance with the principle of rational transition from the 
current technical and technological state.  

7. Conclusion

Considering the new risks related to the creation of a biological 

environment and the requirements imposed by the membership of 
the Republic of Bulgaria in NATO, the construction of a platform 

for biological reconnaissance and monitoring based on modern 
software will provide reliable and timely information to the 

authorities. This allows for accurate decisions about the behavior of 
the elements controlled by them, providing anticipatory action 

against the devastating effect of the created biological environment.  
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