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Abstract: The creation of an intelligent security environment is one of the main trends in the coming years, as security technologies will be a 

significant part of the developed systems, incl. physical protection and system integration systems will play a key role in d ata collection to 

ensure critical infrastructure (CI) security. Organizations equipped with intelligent security systems provide increased operational efficiency 
by using system integration for data collection and allow systems to “communicate” and work in tandem to provide real-time information 

for emergency preparedness or execution. 

In addition, data collected from advanced security technologies can be analyzed by system integrators to help senior CI management better 

understand how their organization works and make improvements based on the information gathered. Understanding the value of connecting 
different physical security systems, incl. and CI peripheral security systems, as well as ways to integrate them with other systems, is a key 

component in developing a smarter and more secure facility. Whether applying new CI solutions or upgrading compatibility solutions, 
system integration offers a variety of cost options that meet the specific needs of the business environment. 

Last but not least, threat information is used to determine the security regime of the CI as a basis for developing common requirements and 

performance targets, as well as criteria for assessing the conformity or effectiveness of physical protection systems. Modern  standardized 

approaches have been developed, summarizing the good international practices, for determining the goals and / or requirements for physical 
protection, in accordance with the specifics of CI and for preventing any level of potential impact both in the sites and for  the population in 

the neighboring territories. The development of requirements for peripheral security systems as an element of intelligent CI security systems 
and their integration in the CI as early as possible is the subject of this publication. 
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1. Introduction

System integration is the technological trend that is expected to 

have the greatest impact on the development of intelligent security 
systems (ISS) of CIs with advantages that include greater resilience 

and mobility of systems and accessibility for users. 

An essential aspect in the development of ISS is the security regime 

of the organization. In order to determine the security regime of 
CIs, threat information is used as a basis for developing common 

requirements and performance targets, as well as criteria for 
assessing the compliance or effectiveness of physical protection 

systems. Contemporary standardized approaches have been 
developed to determine the objectives and / or requirements for 

physical protection, in accordance with the specifics of CI and to 
prevent any level of potential consequences both in the sites and for 

the population in the neighboring areas [1,2,3,4,5].  

CI management with digital vision implements large-scale 

innovations related to demanding solutions that help to track the 
technological pace in the field of security. Simplified standardized 

processes and an improved vision for creating a security / 
compatibility environment, streamlined operations and a dynamic, 

accurate understanding of CI status are sought. What is the goal? 
Proper identification of operational risks that are emerging at the 

moment and those that could be on the horizon, which ensures 

better decisions related to maintaining the functionality of CI and 
thus make them more secure and productive.  

Operational risk management (ORM) is the new differentiator. The 

digital transformation and integration of ORM strategies, processes 
and tools provide CI management with intelligence for navigating 

operational risks, maintaining management and control, and 
continuously improving security through peripheral security 

systems. Moreover, ensuring the security of large areas, especially 

of organizations of national importance, such as military zones, 
nuclear sites or parliament, etc., against various possible risk events 

(unauthorized intrusion or terrorist acts) is difficult, complex and 
expensive. It is the precise determination of the input data for the 

development of peripheral security systems and their integration 
into the general system of security and management of CI that is the 

thematic focus of the following lines. 

2. Standardized features in defining input data

for development 

To correct define the appropriate input data, it is useful to refer to 
the good international practice in the field of business continuity 

developments. 

Also, restrictions are introduced, namely that the responsibilities of 
national operators for the application of the various elements of 

physical protection, according to the specifics of the respective CIs 

and the requirements of the leading international organizations, will 
not be considered, as they are assumed to be pre-defined, are 

applied and updated periodically. 

2.1 Standardization base 

For the purposes of publication using the following standards of the 
International Organization for Standardization (ISO): 

 ISO 22300:2021- Security and resilience — Vocabulary;

 ISO 22301:2019 - Security and resilience — Business

continuity management systems — Requirements;

 ISO 22313:2020 Security and resilience — Business

continuity management systems — Guidance on the use of ISO 
22301;

 ISO/TS 22317:2015 Societal security — Business

continuity management systems — Guidelines for business impact
analysis (BIA);

 ISO 31000:2018; Risk management — Guidelines

 IEC 31010:2019; Risk management — Risk assessment
techniques

The Bulgarian Institute for Standardization has introduced the 

standards for national application as follows : БДС EN ISO 
22300:2021; БДС EN ISO 22301:2020; БДС EN ISO 22313:2020; 

БДС ISO 31000:2018 and БДС EN IEC 31010:2019. 
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2.2 Definitions 

To achieve a better understanding of the proposed topic, definitions 
from ISO 22300: 2021 are used, namely:  

 business continuity - ―capability of an organization to 

continue the delivery of products and services within acceptable 
time frames at predefined capacity during a disruption‖; 

 business continuity management - ―process of 
implementing and maintaining business continuity‖; 

 business impact analysis - ―process of analysing the 

impact over time of a disruption on the organization;  

Note 1 to entry: The outcome is a statement and justification of 
business continuity requirements‖  

 risk analysis - ―process to comprehend the nature of risk 

and to determine the level of risk 

Note 1 to entry: Risk analysis provides the basis for risk evaluation 

and decisions about risk treatment.  

Note 2 to entry: Risk analysis includes risk estimation.‖; 

 risk assessment - ―overall process of risk identification, 
risk analysis and risk evaluation 

Note 1 to entry: Risk assessment involves the process of identifying 

internal and external threats and vulnerabilities, identifying the 
likelihood and impact of an event arising from such threats or 

vulnerabilities, defining critical functions necessary to continue the 

organization’s operations, defining the controls in place necessary 
to reduce exposure, and evaluating the cost of such controls. 

Note 2 to entry: Risk assessment is described in detail in ISO 

31000:2018.‖; 

 risk management - ―coordinated activities to direct and 
control an organization with regard to risk‖; 

 vulnerability analysis - „process of identifying and 

quantifying something that creates susceptibility to a source of risk 

that can lead to a consequence―. 

2.3 Business impact analysis (BIA) 

The main source of data for building peripheral security systems is 
the stages "Business Impact Analysis" and "Risk Analysis" of 

Business continuity management systems development [ISO 
22301:2019 Security and resilience — Business continuity 

management systems — Requirements]  

The business impact analysis is performed in accordance with ISO 

/TS 22317:2015 Societal security — Business continuity 
management systems — Guidelines for business impact analysis 

(BIA). Essentially, BIA is a functional assay which is carried out as 
part of business continuity - ISO 22301:2019: Security and 

resilience — Business continuity management systems — 
Requirements, in which the assessment and calculation of the 

qualitative and quantitative impacts on the activity of CI as a result 
of a probable risk event (natural disaster or man-made destruction) 

is performed. Qualitative impacts are related to operational aspects, 

such as the ability to deliver, while quantitative impacts are related 
to financial losses and have a digital monetary value. 

Organizations (CIs) need to conduct a detailed and in-depth BIA to 

help their business and operational units understand the impact of a 
likely risk event. The BIA should list the critical and necessary 

business functions, the dependencies on their resources and the 
level of criticality to the overall organization.  

The development of the Business Continuity Management Plan is 

based on the BIA, which helps the organization understand the 

impact of a devastating event on the organization. The BIA is a 
management-level analysis that identifies the impact of an 

organization's loss of resources, involving four main steps:  

Step 1 - identification of critical processes and resources; 

Step 2 - identification of the impact of the interruption and 
assessment of the outage; 

Step 3 –resource requirements identification; 

Step 4 - recovery priorities identification.  

2.4 Risk analysis 

According to item ―8.2.3 Risk assessment‖ of ISO 22301: 2019, the 
risk analysis should be performed in accordance with ISO 31000.  

Due to the dynamic nature of the organization's security function, it 
is strongly recommended that the risk analysis process be reviewed 

regularly to identify areas for improvement. Senior management of 
the CI must implement and manage all security aspects of the 

business, including risk analysis, policies and security procedures, 
handling incidents training to raise awareness and emerging 

technologies. 

The risk analysis process plays a significant role in risk 

management and assessment. The threats that may arise, the 
potential impact of the threats, the frequency of the threats and the 

level of confidence in the information gathered must be identified 
and analyzed. 

As basic activities related to risk analysis can be mentioned, but not 

limited to:  

 gathering information using automated risk assessment 

tools, questionnaires, interviews and reviews of policy documents; 

 identification of the organization's assets and their values; 

 identification of threats and vulnerabilities; 

 determining the probability of threatening events and 
determining their impact; 

 identifies risk as a combination of probability and impact 

(when the probability is high, the impact becomes large and the 
priority increases). 

Good international practice and theory has identified two types of 
risk analysis - quantitative and qualitative: 

- Quantitative risk analysis includes monetary and 

numerical values for each aspect of the risk analysis process, 
including asset value, threat frequency, severity of vulnerability, 

impact, safety costs, etc. Quantitative risk analysis has an advantage 
over qualitative risk analysis because it uses fewer assumptions. 

However, the disadvantages of quantitative risk analysis include 

time, data collection efforts and mathematical equations, which can 
be difficult and time consuming. 

- Qualitative risk analysis includes intuition, experience, 

and best practices such as brainstorming, focus group, surveys, 
questionnaires, interviews, the Delphi method, and meetings. The 

advantage of qualitative risk analysis includes prioritization of risks, 
identified areas for immediate improvement in dealing with threats. 

All results of the qualitative risk analysis are subjective, reflecting 
the deficiency of qualitative risk analysis.  

By providing the advantages and disadvantages of both risk 
analyzes, most organizations apply jointly - the quantitative risk 

analysis for tangible assets and the qualitative risk analysis for 
intangible assets. 

2.5 Threat modeling 

Organizations should apply a threat model to identify threats and 

potential attacks and apply appropriate mitigation measures against 
those attacks and threats. Threat modeling is used not only to 

identify threats, but also to assess threats and their impact on the 

organization.  
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This activity includes six main steps: 

 identification of assets; 

 identifying the sources of the threat; 

 study of the currently applied countermeasures; 

 identification of vulnerabilities; 

 determining the priorities of the identified risks. 

 identifying countermeasures to reduce risk. 

2.6 Vulnerability analysis 

The development of the BIA relies heavily on vulnerability analysis 

and risk assessment. Vulnerability assessment and penetration tests 
are part of the process of assessing security controls to reduce risk.  

Assessing the vulnerability is often regarded as a separate step in 

the overall process of risk analysis. This here is about the systematic 
study of the CI, aiming to identify those components exposed to the 

highest risk of risks impact. The purpose of the vulnerability 

assessment is to help identify adequate security measures, as well as 
to analyze the correctness of these measures, after their 

implementation. 

The vulnerability analysis includes hardware, software, or personnel 
to identify any weakness or lack of response. Analyzing this 

weakness in the absence or non-response can help reduce the risk 
and likelihood of an attacker or threat agent exploiting such 

vulnerability. The compensatory type of access control as a 

countermeasure to the identified vulnerabilities must be applied as it 
acts as risk mitigation. The organization can minimize the risk to an 

easier management level by applying compensatory access control. 

In summary of the above, I can point out that it is the results of BIA 
and RA that provide information to the management of CI on: 

 the assets of the CI, which must be protected; 

 the probable directions for construction of peripheral 

security systems (PSS); 

 the specifics of the area - relief, soils, vegetation, water 

facilities, ownership of the adjacent territory, remoteness from 
infrastructure, etc. 

 type of MSS - stationary or portable; 

 the points and the ways of integration of the PSS with the 

built security systems available to CI. 

Based on this information, the necessary requirements of CI 
management for peripheral security systems can be developed. 

 

3. Experience of practical implementation of the 
presented approach 

Scientists and specialists from the Institute of Metal Science 
Equipment and Technologies with Hydro- and Aerodynamics 

Centre ―Acad. A Balevski‖ at the Bulgarian Academy of Sciences 
have good experience [6,7,8,9] in the application of international 

experience in the field of construction of perimeter security systems 

of CI (fig. 1; fig. 2; fig. 3 and fig. 4). 

An example of this are the scientific developments in the field of 
security and protection of CI, which are the result of the 

implementation of national and international agreements, EC 
projects and the European Structural and Investment Funds project. 

 

 

Figure 1: Model of a mobile sensor system for perimeter 

security of CI. 

 

Figure 2: Mobile local command center deployed to CI. 

 

 

Figure 3: Mobile sensor elements from a peripheral security 

system. 
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Figure 4: Sector of Perimeter sensor system for pipeline security. 

[10] 

3. Conclusion

The applied ISO standards in the field of business continuity 

management, BIA and Risk management set the general framework 
of the process of determining the initial data for the development of 

peripheral security systems and their interoperability in the overall 
system of BCM of CI. They are only a separate step in the 

development of a comprehensive model, giving the main direction 
for determining the structure of the technical part of the model, 

based on the process of risk identification and assessment of the 

possible threat to CI and the consequences caused by the impact of 
a certain risk factor/ factors. The essential point is the treatment of 

the act of threat as a set of risk factors that may affect the assets of 
the organization, each of which is able to change the security and 

protection system of elements of the CI. The correct choice of 
construction and the appropriate technical level of the elements of 

the physical protection system also play an important role here.  

This approach allows the precise distribution of functions between 

the management and staff of the CI, with responsibilities in the field 
of security and protection, related to timely planning of the 

necessary means for capacity building and development, with a 
focus on preventing and counteracting possible risk events that may 

to affect CI. 
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