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Some standardized peculiarity in defining the processes / stages providing input data for
Intelligent Security Systems development - peripheral security systems

Valeri Panevski
Institute of Metal Science Equipment and Technologies with Hydro- and Aerodynamics Centre “Acad. A Balevski” at the Bulgarian
Academy of Sciences, 67 Shipchenski Prohod Street, 1574 Sofia, Bulgaria
panevski@ims.bas.bg

Abstract: The creation of an intelligent security environment is one of the main trends in the coming years, as security technologies will be a
significant part of the developed systems, incl. physical protection and system integration systems will play a key role in data collection to
ensure critical infrastructure (CI) security. Organizations equipped with intelligent security systems provide increased operational efficiency
by using system integration for data collection and allow systems to “communicate” and work in tandem to provide real-time information
for emergency preparedness or execution.

In addition, data collected from advanced security technologies can be analyzed by system integrators to help senior CI management better
understand how their organization works and make improvements based on the information gathered. Understanding the value of connecting
different physical security systems, incl. and CI peripheral security systems, as well as ways to integrate them with other systems, is a key
component in developing a smarter and more secure facility. Whether applying new CI solutions or upgrading compatibility solutions,
system integration offers a variety of cost options that meet the specific needs of the business environment.

Last but not least, threat information is used to determine the security regime of the Cl as a basis for developing common requirements and
performance targets, as well as criteria for assessing the conformity or effectiveness of physical protection systems. Modern standardized
approaches have been developed, summarizing the good international practices, for determining the goals and / or requirements for physical
protection, in accordance with the specifics of Cl and for preventing any level of potential impact both in the sites and for the population in
the neighboring territories. The development of requirements for peripheral security systems as an element of intelligent Cl security systems

and their integration in the Cl as early as possible is the subject of this publication.
Key words: STANDARDIZED PECULIARITY, INTELLIGENT SECURITY SYSTEMS, PERIPHERAL SECURITY SYSTEMS

1. Introduction

System integration is the technological trend that is expected to
have the greatest impact on the development of intelligent security
systems (ISS) of Cls with advantages that include greater resilience
and mobility of systems and accessibility for users.

An essential aspect in the development of ISS is the security regime
of the organization. In order to determine the security regime of
Cls, threat information is used as a basis for developing common
requirements and performance targets, as well as criteria for
assessing the compliance or effectiveness of physical protection
systems. Contemporary standardized approaches have been
developed to determine the objectives and / or requirements for
physical protection, in accordance with the specifics of Cl and to
prevent any level of potential consequences both in the sites and for
the population in the neighboring areas [1,2,3,4,5].

Cl management with digital vision implements large-scale
innovations related to demanding solutions that help to track the
technological pace in the field of security. Simplified standardized
processes and an improved vision for creating a security /
compatibility environment, streamlined operations and a dynamic,
accurate understanding of CI status are sought. What is the goal?
Proper identification of operational risks that are emerging at the
moment and those that could be on the horizon, which ensures
better decisions related to maintaining the functionality of Cl and
thus make them more secure and productive.

Operational risk management (ORM) is the new differentiator. The
digital transformation and integration of ORM strategies, processes
and tools provide Cl management with intelligence for navigating
operational risks, maintaining management and control, and
continuously improving security through peripheral security
systems. Moreover, ensuring the security of large areas, especially
of organizations of national importance, such as military zones,
nuclear sites or parliament, etc., against various possible risk events
(unauthorized intrusion or terrorist acts) is difficult, complex and
expensive. It is the precise determination of the input data for the
development of peripheral security systems and their integration
into the general system of security and management of CI that is the
thematic focus of the following lines.

2. Standardized features in defining input data
for development

To correct define the appropriate input data, it is useful to refer to
the good international practice in the field of business continuity
developments.

Also, restrictions are introduced, namely that the responsibilities of
national operators for the application of the various elements of
physical protection, according to the specifics of the respective Cls
and the requirements of the leading international organizations, will
not be considered, as they are assumed to be pre-defined, are
applied and updated periodically.

21 Standardization base

For the purposes of publication using the following standards of the
International Organization for Standardization (1SO):

> 1SO 22300:2021- Security and resilience — Vocabulary;
> ISO 22301:2019 - Security and resilience — Business
continuity management systems — Requirements;

> ISO 22313:2020 Security and resilience — Business

continuity management systems — Guidance on the use of 1ISO
22301;

> ISO/TS 22317:2015 Societal security — Business
continuity management systems — Guidelines for business impact
analysis (BIA);

> ISO 31000:2018; Risk management — Guidelines
> IEC 31010:2019; Risk management — Risk assessment
techniques

The Bulgarian Institute for Standardization has introduced the
standards for national application as follows: BJIC EN ISO
22300:2021; BAC EN ISO 22301:2020; BJAC EN ISO 22313:2020;
BJC ISO 31000:2018 and BJC EN IEC 31010:2019.
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2.2 Definitions

To achieve a better understanding of the proposed topic, definitions
from 1SO 22300: 2021 are used, namely:

> business continuity - “capability of an organization to
continue the delivery of products and services within acceptable
time frames at predefined capacity during a disruption”;

> business continuity management -
implementing and maintaining business continuity”;

“process  of

> business impact analysis - “process of analysing the
impact over time of a disruption on the organization;

Note 1 to entry: The outcome is a statement and justification of
business continuity requirements”

> risk analysis - “process to comprehend the nature of risk
and to determine the level of risk

Note 1 to entry: Risk analysis provides the basis for risk evaluation
and decisions about risk treatment.

Note 2 to entry: Risk analysis includes risk estimation.”;

> risk assessment - “overall process of risk identification,
risk analysis and risk evaluation

Note 1 to entry: Risk assessment involves the process of identifying
internal and external threats and wvulnerabilities, identifying the
likelihood and impact of an event arising from such threats or
vulnerabilities, defining critical functions necessary to continue the
organization’s operations, defining the controls in place necessary
to reduce exposure, and evaluating the cost of such controls.

Note 2 to entry: Risk assessment is described in detail in ISO
31000:2018.”;

> risk management - “coordinated activities to direct and
control an organization with regard to risk”;

> vulnerability analysis - ,,process of identifying and
quantifying something that creates susceptibility to a source of risk
that can lead to a consequence®.

23 Business impact analysis (BIA)

The main source of data for building peripheral security systems is
the stages "Business Impact Analysis” and "Risk Analysis" of
Business continuity management systems development [ISO
22301:2019 Security and resilience — Business continuity
management systems — Requirements]

The business impact analysis is performed in accordance with 1SO
/TS 22317:2015 Societal security — Business continuity
management systems — Guidelines for business impact analysis
(BIA). Essentially, BIA is a functional assay which is carried out as
part of business continuity - 1SO 22301:2019: Security and
resilience — Business continuity management systems —
Requirements, in which the assessment and calculation of the
qualitative and quantitative impacts on the activity of Cl as a result
of a probable risk event (natural disaster or man-made destruction)
is performed. Qualitative impacts are related to operational aspects,
such as the ability to deliver, while quantitative impacts are related
to financial losses and have a digital monetary value.

Organizations (Cls) need to conduct a detailed and in-depth BIA to
help their business and operational units understand the impact of a
likely risk event. The BIA should list the critical and necessary
business functions, the dependencies on their resources and the
level of criticality to the overall organization.

The development of the Business Continuity Management Plan is
based on the BIA, which helps the organization understand the
impact of a devastating event on the organization. The BIA is a
management-level analysis that identifies the impact of an
organization's loss of resources, involving four main steps:

Step 1 - identification of critical processes and resources;

Step 2 - identification of the impact of the interruption and
assessment of the outage;

Step 3 —resource requirements identification;
Step 4 - recovery priorities identification.
24 Risk analysis

According to item “8.2.3 Risk assessment” of ISO 22301: 2019, the
risk analysis should be performed in accordance with 1ISO 31000.
Due to the dynamic nature of the organization's security function, it
is strongly recommended that the risk analysis process be reviewed
regularly to identify areas for improvement. Senior management of
the CI must implement and manage all security aspects of the
business, including risk analysis, policies and security procedures,
handling incidents training to raise awareness and emerging
technologies.

The risk analysis process plays a significant role in risk
management and assessment. The threats that may arise, the
potential impact of the threats, the frequency of the threats and the
level of confidence in the information gathered must be identified
and analyzed.

As basic activities related to risk analysis can be mentioned, but not
limited to:

> gathering information using automated risk assessment
tools, questionnaires, interviews and reviews of policy documents;
> identification of the organization's assets and their values;
> identification of threats and vulnerabilities;

> determining the probability of threatening events and

determining their impact;

> identifies risk as a combination of probability and impact
(when the probability is high, the impact becomes large and the
priority increases).

Good international practice and theory has identified two types of
risk analysis - quantitative and qualitative:

- Quantitative risk analysis includes monetary and
numerical values for each aspect of the risk analysis process,
including asset value, threat frequency, severity of vulnerability,
impact, safety costs, etc. Quantitative risk analysis has an advantage
over qualitative risk analysis because it uses fewer assumptions.
However, the disadvantages of quantitative risk analysis include
time, data collection efforts and mathematical equations, which can
be difficult and time consuming.

- Qualitative risk analysis includes intuition, experience,
and best practices such as brainstorming, focus group, surveys,
questionnaires, interviews, the Delphi method, and meetings. The
advantage of qualitative risk analysis includes prioritization of risks,
identified areas for immediate improvement in dealing with threats.
All results of the qualitative risk analysis are subjective, reflecting
the deficiency of qualitative risk analysis.

By providing the advantages and disadvantages of both risk
analyzes, most organizations apply jointly - the quantitative risk
analysis for tangible assets and the qualitative risk analysis for
intangib le assets.

25 Threat modeling

Organizations should apply a threat model to identify threats and
potential attacks and apply appropriate mitigation measures against
those attacks and threats. Threat modeling is used not only to
identify threats, but also to assess threats and their impact on the
organization.
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This activity includes six main steps:

identification of assets;

identifying the sources of the threat;

study of the currently applied countermeasures;

identification of vulnerabilities;

YV V V V V

determining the priorities of the identified risks.
> identifying countermeasures to reduce risk.
26 Vulnerability analysis

The development of the BIA relies heavily on vulnerability analysis
and risk assessment. Vulnerability assessment and penetration tests
are part of the process of assessing security controls to reduce risk.

Assessing the vulnerability is often regarded as a separate step in
the overall process of risk analysis. This here is about the systematic
study of the CI, aiming to identify those components exposed to the
highest risk of risks impact. The purpose of the vulnerability
assessment is to help identify adequate security measures, as well as
to analyze the correctness of these measures, after their
implementation.

The vulnerability analysis includes hardware, software, or personnel
to identify any weakness or lack of response. Analyzing this
weakness in the absence or non-response can help reduce the risk
and likelihood of an attacker or threat agent exploiting such
vulnerability. The compensatory type of access control as a
countermeasure to the identified vulnerabilities must be applied as it
acts as risk mitigation. The organization can minimize the risk to an
easier management level by applying compensatory access control.

In summary of the above, | can point out that it is the results of BIA
and RA that provide information to the management of CI on:

> the assets of the CI, which must be protected;

> the probable directions for construction of peripheral
security systems (PSS);

> the specifics of the area - relief, soils, vegetation, water
facilities, ownership of the adjacent territory, remoteness from
infrastructure, etc.

> type of MSS - stationary or portable;

> the points and the ways of integration of the PSS with the
built security systems available to CI.

Based on this information, the necessary requirements of CI
management for peripheral security systems can be developed.

3. Experience of practical implementation of the
presented approach

Scientists and specialists from the Institute of Metal Science
Equipment and Technologies with Hydro- and Aerodynamics
Centre “Acad. A Balevski” at the Bulgarian Academy of Sciences
have good experience [6,7,8,9] in the application of international
experience in the field of construction of perimeter security systems
of ClI (fig. 1; fig. 2; fig. 3 and fig. 4).

An example of this are the scientific developments in the field of
security and protection of CI, which are the result of the
implementation of national and international agreements, EC
projects and the European Structural and Investment Funds project.

Figure 1: Model of a mobile sensor system for perimeter
security of Cl.

Figure 2: Mobile local command center deployed to CI.

Figure 3: Mobile sensor elements from a peripheral security
system.
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Figure 4: Sector of Perimeter sensor system for pipeline security.
[10]

3. Conclusion

The applied ISO standards in the field of business continuity
management, BIA and Risk management set the general framework
of the process of determining the initial data for the development of
peripheral security systems and their interoperability in the overall
system of BCM of Cl. They are only a separate step in the
development of a comprehensive model, giving the main direction
for determining the structure of the technical part of the model,
based on the process of risk identification and assessment of the
possible threat to Cl and the consequences caused by the impact of
a certain risk factor/ factors. The essential point is the treatment of
the act of threat as a set of risk factors that may affect the assets of
the organization, each of which is able to change the security and
protection system of elements of the Cl. The correct choice of
construction and the appropriate technical level of the elements of
the physical protection system also play an important role here.

This approach allows the precise distribution of functions between
the management and staff of the CI, with responsibilities in the field
of security and protection, related to timely planning of the
necessary means for capacity building and development, with a
focus on preventing and counteracting possible risk events that may
to affect CI.
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Developing the opportunities for building nuclear security
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Abstract: The potential for criminal or intentional unauthorized acts involving or directed at nuclear or other radioactive material or their
associated facilities and associated activities is an ongoing global concern. Because of their widespread use, nuclear and other radioactive
materials are vulnerable to sabotage, or to being stolen, lost or acquired illegally by individuals or groups that may use them for malicious
purposes. The objective of a nuclear security regime is to prevent, detect and respond to nuclear security events, and to protect persons,
property, society and the environment from harmful consequences associated with nuclear and other radioactive materials.

KEYWORDS: NUCLEAR AND RADIOACTIVE MATERIAL, NUCLEAR SECURITY REGIME, NUCLEAR SECURITY EVENTS,

MALICIOUS PURPOSES, MALICIOUS ACTS.

1. Introduction

The fundamental goal of capacity building is to enhance the abilities
of relevant stakeholders to assess, establish and implement elements
of a nuclear security regime. The infrastructure needed for capacity
building includes, among many other things, educational and
training institutes with personnel competent in nuclear security,
technical support centres, nuclear security laboratories and
equipment, and the means to produce appropriate course materials.

In addressing how to build the capacity to establish, implement and
sustain a nuclear security regime, it is necessary to look at the
essential elements that should be in place and the underlying
functions that make a security programme effective. The Nuclear
Security Fundamentals [1] set out 12 essential elements of a nuclear
security regime. Capacity building programmes need to be tailored
to the national infrastructure and resources that are available, but
also to address these 12 essential elements.

2. Objective and scope

The main objective - development of a national strategy for building
the capacity of organizations and individuals to establish,
implement and sustain an effective nuclear security regime [2]. The
roles of governments, organizations and individuals in capacity
building are defined and key elements of capacity building
programmes are described. Methodologies are provided for using a
systematic approach to develop capacity building programmes.

The term ‘capacity’ here refers to an organization or individual that
has both the competence (knowledge, skills, and attitude) and
capability (resources, authority, processes, equipment, means of
deployment) needed to achieve their desired goal.

Capacity building for nuclear security refers to a systematic
approach to the use of education, training, exercises, awareness
raising, workforce management, knowledge management and
knowledge networks to develop and continuously improve the
governmental, organizational and individual competences and
capabilities necessary for establishing, implementing and sustaining
an effective nuclear security regime.

Human, technical and financial resources are necessary to ensure
effective nuclear security. Infrastructure, equipment and other
physical elements support a State's nuclear security regime.

3. Roles for capacity building

Capacity building programmes are typically developed with roles at
the following three levels:

Governmental: Policy makers at the national level should enable
capacity building by establishing the policies and frameworks
within which organizations and individuals can operate effectively.
Every country should clearly assign responsibilities and facilitate
effective coordination mechanisms for national competent

authorities and other organizations that are responsible for
implementing elements of the nuclear security regime, should also
allocate sufficient resources for effective implementation of these
elements.

Organizational: Competent authorities and organizations involved
in nuclear security should develop nuclear security capacity
building programmes for management, personnel and any other
relevant stakeholders that address nuclear security systems and
measures relevant to their respective responsibilities. This includes
fostering coordination and cooperation between relevant
organizations both within and outside of the nuclear security
regime.

Organizations should communicate with the government about the
resources and infrastructure that they need to develop the capacity
to implement nuclear security measures while continuously
fostering nuclear security culture.

Individual: Individuals with responsibilities for nuclear security
should develop their knowledge, skills and capabilities for nuclear
security through educational, training and awareness raising
activities, and through exercises. Individuals may also benefit from
participating in  workforce management and knowledge
management activities and from knowledge networks for nuclear
security.

3.1 Roles of government [1]. The distribution of governmental
responsibilities for capacity building will depend upon the existing
legal, governmental and organizational arrangements. Every state
may take into account international guidance and best practices in
selecting the most effective distribution of responsibilities.

The government should ensure that sufficient human, financial and
technical resources are available to the government and to
organizations with nuclear security related responsibilities, and that
an appropriate number of capable individuals within the country are
available to successfully establish, implement and sustain a nuclear
security regime.

In this context, the government should ensure the provision of
resources for building and maintaining the competence of suitably
qualified and experienced staff, and promote participation in
national and international sharing of knowledge.

3.2 Roles of organizations. Organizations with nuclear security
responsibilities  include competent authorities and  other
organizations that deal directly with the security of nuclear and
other radioactive materials, and organizations such as law
enforcement or national security organizations with broader
functions that include specific roles and functions related to nuclear
security.

Specific nuclear security responsibilities need specialized
knowledge, skills and experience that may necessitate (in addition
to appropriate personnel selection procedures) education, training
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and knowledge management to ensure that adequate capacities are
developed within individual organizations or at the national level.

Organizations may develop their own nuclear security capacity
building programmes and/or make use of capacity building
programmes implemented at the national level.

3.3 Roles of individuals. Individuals with responsibilities for
nuclear security are expected to cooperate in and contribute to
building their own individual competences as well as the collective
competences of their organizations.

Individuals need to understand the overall objective and strategy of
nuclear security within their organizations and be able to
communicate effectively and appropriately their observations and
experiences to help identify and resolve issues and promote
continuous improvement.

As well as developing their own knowledge, skills and experience,
individuals involved in national nuclear security programmes
should contribute to the development and continuous availability of
the necessary collective knowledge to support the nuclear security
regime in the country.

Such individuals may contribute to building their and others'
competences by participating in programmes of continuing
education and training, including planned and on-the-job training
programmes. Individuals should also strive to contribute to the body
of knowledge for nuclear security in their organization and pass on
this knowledge through the mentoring and training of others.

4. Capacity building elements

Capacity building includes several key elements, in particular
education, training, exercises, awareness raising, workforce
management, knowledge management and knowledge networks.

Education, training and exercise activities build capacity by
facilitating the development of knowledge and skills, helping new
and existing professionals to master the principles and technologies
associated with nuclear security. In building capacity for nuclear
security, awareness raising, targeting multiple audiences, can
promote understanding of the importance of protecting nuclear and
other radioactive materials.

4.1 Education. Nuclear security education includes individual
courses and other formalized instructional activities conducted
through educational institutions. Education programmes in nuclear
security should aim to establish in-depth knowledge and thereby
help foster a nuclear security culture [3] in a country or region.
Ideally, persons interested in pursuing a career in nuclear security
should be able to receive specialized education on nuclear security,
as these educated individuals are expected in the future to design,
implement and evaluate the State's nuclear security infrastructure.

A regional education programme could also be useful to establish a
common understanding of nuclear security culture and enhance
further collaboration on nuclear security with neighboring countries.
Curricula for nuclear security education programmes should be
developed through collaboration between the relevant stakeholders,
which may include, for example, law enforcement and military
academies and other designated nuclear security related
organizations as well as universities and research institutions.

Education programmes may be tailored to suit the needs of the
different organizations with responsibilities for nuclear security,
including regulatory bodies and other competent authorities, law
enforcement agencies and operators. The country may cooperate
with other countries and international organizations to provide
insights into the competences and resources necessary for
implementing a national nuclear security education programme.

Prior to the development of curricula for such education, it may be
useful to obtain experience of education in institutions in other
States, either by sending students or by employing nuclear security

specialists from other States to provide academic and practical
education.

4.2 Training and exercises. A well-trained workforce is needed for
an organization to meet its nuclear security responsibilities and to
contribute to an effective nuclear security regime. Selected
members of this workforce may act as subject matter experts in
developing more extensive training and educational materials and
may serve as resources for building the national capacity for nuclear
security.

Training, whether knowledge based or skill based, should be
carefully designed to ensure its quality and effectiveness for the
personnel being trained. Determining what is to be taught is critical
to this process. This is accomplished through a systematic approach
to training (SAT), which comprises five basic phases: analysis,
design, development, implementation and evaluation. Evaluation
occurs at each step of the process and also at the completion of the
training cycle.

The evaluation results are then acted upon to ensure continuous
improvement of the training activity and, where appropriate, as
input to other performance improvements, if such results indicate
organizational issues.

Training is generally focused on learning a new skill for a specific
job or on improving performance. Fundamentally, an SAT should
help to provide all of the training needed to address performance
needs within the established competence framework. The first phase
of the SAT is to determine the training needs of personnel at all
levels and with all types of responsibility for nuclear security.

The use of exercises will enhance organizational readiness and help
develop the processes and procedures to evaluate and monitor the
effectiveness of detection and response systems. Nuclear security
exercises provide a means to assess capacity building needs, build
capacity and evaluate the effectiveness of capacity building efforts.

4.3 Awareness rising. Awareness rising differs from education or
training in that its objective is limited to making the target audience
aware of a particular condition, event or issue rather than providing
broad knowledge or skills to accomplish a specific task.

Awareness is achieved when an individual, at whatever level (e.g.
with national or organizational responsibilities, or a member of the
public) internalizes information regarding nuclear security, threats,
nuclear security systems and measures, and organizational roles and
responsibilities relevant to his/her own responsibilities, and
develops the desired behaviors and beliefs appropriate for his/her
situation.

Awareness raising programmes are less formal than education or
training in the method of development, delivery or measurement of
effectiveness. Awareness programmes need to be implemented
carefully in order to take into account the requirements for
protection of sensitive information related to nuclear security and
the 'need to know' rule, depending on the target audiences.

In order to establish a strategy for developing an awareness
programme, goals should be established to focus awareness raising
efforts, including the following:

Providing individuals with foundational knowledge and guidance
relevant to their roles and responsibilities for nuclear security (e.g.
information on nuclear security threats, detection options and
operations) for building an effective nuclear security culture. This
knowledge can provide a basis for advanced training and a broader
understanding of one's responsibilities.

Fostering the development of political will of government entities
and organizations to build and sustain nuclear security capabilities
and programmes. It is believed that institutionalizing nuclear
security within the responsible organization will enhance the
effectiveness of national nuclear security capabilities. Promoting a
common terminology and basis for raising awareness with the
general public and non-governmental organizations.
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4.4 Workforce management. The following elements should be
incorporated into workforce management strategies: Workforce
planning; Career management; Performance management [4].

4.4.1 Workforce planning

Workforce planning involves addressing both short term and long
term needs to continuously fulfil nuclear security responsibilities. It
involves planning for the whole employment cycle, from
recruitment to retirement, including short and long absences, special
situations requiring extra resources and succession planning.

A recruiting strategy is needed to attract a high quality workforce to
meet current and future staffing needs for nuclear programmes,
including regulatory bodies and other competent authorities. Merit
based promotion systems may help attract highly motivated
candidates to the security field and encourage them to gain
competences and achieve a higher performance level.

4.4.2 Career management

Career management includes continuously motivating personnel
with nuclear security responsibilities to continuously improve their
performance. Providing appropriate remuneration commensurate
with an employee's contribution is a good practice. Rewarding
individual employees for outstanding performance may also serve
to encourage the workforce in general to improve their performance
and to contribute to achieving nuclear security objectives.

Another important consideration for career management is the
planning of personal career paths. Providing a clear career path
towards higher positions helps personnel set their own professional
goals, thereby encouraging them to strive for promotion. This starts
with assigning personnel to positions that fit their own competences
and then allowing them to develop and continuously improve their
overall nuclear security performance.

4.4.3 Performance management

Performance management is a key part of workforce management,
and includes periodic performance evaluation. In these periodic
evaluations, particular emphasis should be placed on identifying
possible gaps between expected and actual performance and the
reasons for them.

Different skills are involved in fulfilling different nuclear security
responsibilities. Some skills can be attained relatively quickly, but
others take more time, and different individuals may also attain
skills at different rates. Uneven development of individual skills
needs to be evaluated from a long term perspective, and periodically
reviewed to determine whether the situation is improving within
expected timescales.

If weaknesses in performance are found to result from functional
deficiencies in the workforce management programme (rather than
weaknesses at the individual level), a thorough analysis should be
carried out to identify the underlying causes of these deficiencies
and correct them. These causes could include misinterpretation of
needs, inadequate workforce planning, incomplete or ambiguous
procedures, mismatches in personnel assignments, a lack of
incentives to encourage better performance, or many others.

4.5 Knowledge management

Nuclear security related knowledge needs to be appropriately
managed in order for it to be used to effectively build capacity. The
knowledge acquired in operating a nuclear security system should
be shared among those with roles and responsibilities relating to the
system, to achieve better performance. It should also be preserved
in a manner allowing it to be efficiently transferred to individuals
assigned such roles and responsibilities in the future. Therefore,
knowledge management should be an integral part of capacity
building programmes and needs to be aligned with workforce
management strategies.

Knowledge management is an integrated, systematic approach to
identifying, acquiring, transforming, developing, disseminating,

using and preserving knowledge, relevant to achieving specified
objectives. States should aim at establishing a knowledge
management system and coordinating related activities to build a
structure in which to share and effectively transfer the necessary
knowledge to support capacity building efforts.

Identifying the knowledge that needs to be managed for capacity
building purposes should be the first step in a knowledge
management process. The knowledge identified to meet these needs
may be explicit, such as technical information on paper or in
electronic form, or may be tacit, such as experience based insights
and skills in the people implementing nuclear security measures.
The identified knowledge, either explicit or tacit, needs to be
recorded and stored in an organizational knowledge database.

4.6 Knowledge networks

Knowledge management can be supported through the development
and utilization of knowledge networks. Knowledge networks
include people with nuclear security knowledge and serve as a
platform to enable the analysis and sharing of such knowledge to
supplement efforts to build national nuclear security capacity.
Knowledge networks can be established at both the national and
international levels.

Knowledge networks for nuclear security at the national level could
serve as a pool of people considered as human resources to build
national nuclear security capacity. For example, the graduates of
Master of Science programmes in nuclear security might represent
the list of people considered competent to serve as nuclear security
officers in competent authorities and other nuclear related
organizations. Establishing such a network helps to be equipped
with competent human resources to continuously meet national
nuclear security requirements. This network could include groups
with different specializations, including, for example, analysis of
national nuclear security policies, nuclear security risk assessment
or design and evaluation of physical protection systems.

Knowledge networks for nuclear security at the national level could
also support effective knowledge management. Knowledge
networks based on specified types of responsibility in a national
nuclear security regime are ideal units for effective knowledge
sharing, among people with common roles, on good practices in
those roles, thus encouraging continuous improvement of their
performance.

5. Interfaces with nuclear safety

Nuclear security and safety have the common aim of protecting
persons, property, society and the environment. Security and safety
measures have to be designed and implemented in an integrated
manner to develop synergy between these two areas and also in a
way that security measures do not compromise safety and safety
measures do not compromise security [1].

When building the capacity for nuclear security, there will be direct
interfaces with nuclear safety. In addition, there may be interfaces
with nuclear safeguards such as in nuclear material accounting and
control. In practical terms, this means that there are likely to be
many areas where building the capacity of regulators or operators
can follow a common approach. In some cases, basic competences
may be the same (e.g. using equipment for detection, and
identification of radioactive material). In other cases, the individuals
may be the same (e.g. inspectors having responsibilities in both
safety and security).

Furthermore, a person with an education and experience in nuclear
safety may work in nuclear security or safeguards for some portion
of their career.

A major interface where capacity building may overlap is in
emergency management. Safety and security will both be major
considerations in addressing nuclear or radiological emergencies
arising from nuclear security events. Although preparedness and
response for a nuclear security event is different from that for a
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nuclear or radiological emergency, the response arrangements need
to have the capacity to work together seamlessly for the protection
of the public and the environment [5].

The capacity to implement a nuclear security regime rests largely in
countries laws and regulations, its organizations and the people in
those organizations. Consequently, these also affect, either directly
or indirectly, the implementation of safety and material accounting
and control, especially at nuclear facilities.

Therefore, the capacity that is developed at the regulatory and
facility level should take into consideration how security will be
applied and how this interfaces with other programmes such as
safety. For example, if there is a single regulatory body for safety
and security, then that regulator might share resources for its
rulemaking, inspection and enforcement. These resources represent
the capacity of the regulator to perform its duties.

As another example [6], a nuclear facility operator needs to
implement all requirements for safety, security and nuclear material
accounting. Therefore, it is most effective and efficient if the
management systems, procedures and personnel at the facility are
designed to take maximum advantage of shared facilities,
equipment and resources and to work together to achieve their
respective goals (to the extent possible, taking into consideration the
differences between these areas).

5. Conclusion

Building capacity for nuclear security should be undertaken via a
systematic approach that includes provisions for assessment,
planning, implementation, documentation, evaluation and feedback.

This approach should be developed as part of a national security
policy and implementation strategy. Before initiating the approach,
the government should decide which organizations should
coordinate the approach at the national level. Furthermore, each
organization with responsibilities should assign a unit to perform
the necessary work.

Building the capacity of organizations and people to establish,
implement and sustain a nuclear security regime is an essential
responsibility of an each country.

Analysis of national nuclear security needs and existing
infrastructure should drive the development of capacity building
programmes to combat the threat of sabotage or the use of nuclear
or other radioactive material for malicious acts, and to prepare
effective response measures to nuclear security events.
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1. Introduction

It takes a huge effort. It is really expensive. Stationing our troops
outside of our own country at a host base or especially at an
overseas base is challenging. Then why would we do that? We have
satellites to perform surveillance, aircraft to carry out
reconnaissance missions, a  wide variety of missiles, rockets and
bombs to hit the adversary, cyber tools to gain advantages in this
relatively new domain, information operations to influence the fifth
domain, the human hearts and minds.

Yet as everything, these high efficient assets have limitations as
well. Also overseas bases hold diplomatic relevance, so these
facilities are not merely used for waging war, but keeping and
ensuring friendships between states and within alliances. The aim
of this paper is to outline the importance of overseas bases from two
approaches.

2. Loss-of-Strength Gradient

Military operations whether it is waging war, peacekeeping
or humanitarian aid are about logistics, which is about
distance, transporting and sustaining materiel and human
resources. The further we go the more human resources are
needed in order to maintain an efficient chain of supply. The
longer the distance, the more manpower is “lost” within the
supply chain and less remain to carry out the mission itself,
so our strength is continuously degrading by the increase of
the distance of conflict from our homeland or home base.
This theory is not completely fresh, but it is originated from
Kenneth E. Boulding back in 1962. In his book [1] Boulding
called this formula as the ‘loss-of-strength’ gradient.
Throughout his book he was studying the nature of conflicts
and the relations within it. He says, that the further we go
and the longer the chain of supply is, the more strength we
lose compared to that strength we could utilize from our
home bases during a conflict near us. He is explaining this
theory through complex mathematic formulas, as Figure no.
1 shows. The formula and the calculation express how many
men we lose in relation of the distance of conflict.

s (miles) 1 2 3 4 5
Primary suppliers gh qh ‘gh qh qh
Secondary suppliers  4¢%h 3¢*h 2¢*h qh
Tertiary suppliers 6q°h 3¢°h Th
Quaternary suppliers  4¢*h q¢h

Quintary suppliers h
Sum

gh(l +q)* gh(1 + q)* gh(1 +q)* gh(1 +¢q) qh

s 0 1 2 3 4 5 6 7 8 9
1+s9 0 11 12 13 14 15 16 17 18 19

10

20 30

h,=L 1000 909 833 769 714 667 625 588 556 526

T+sg "

333

1000 909 826 752 685 621 535 488 443 401 365 148

a
=T

Figure 1.: Loss-of-Strength Gradient [1]

1"

The critics (even Boulding in his next book [2]) of this
theory say that by the utilization of modern weapon systems
like missiles, strategic bombing aircraft and solutions like
rapid global airlift eliminate the significance of this idea.
However, the former facts exist, these assets cannot be
applied in every case. Conflicts of our days proved that
centres of gravity are either not easy to be determined or
almost impossible. Fighting against a hiding, irregular or
harassing adversary necessitate much time on target and
constant air (military) presence. In order to realize a constant
presence, we need to project our military power, even air
power to overseas or forward deployed military bases.

3. Forward Based Military Presence During Conflicts
Forward basing is not merely connected to conflicts, as
illustrated by the United States of America’s overseas
military presence nowadays. [3] However, forward military
presence is not confined only to the air force, but the author
being an airman is partial to air force related instances.
Therefore, even if the model is insular or simplistic, the basic
idea is valid. It is further underlined, if one takes a look at
the conflicts of the 20th century.

3.1. Vietnam 1965-73.

Forward military presence is usually dangerous in conflicts,
as it was during the Second Indochina War for the American
troops in Vietnam. Employing air power from a distance in a
conflict is usually a safer way of intervention rather than
engaging by land forces, however sometimes it is not
possible to stay away from the operational area. In 1968,
2000 tactical planes and 3300 helicopters were stationed in
the area of operation in Vietnam, but the large strategic B-52
bombers were based further away in Thailand or on Guam.
[4]

3.2. Iraq, 1991.

During the USA-led coalitional forces’ campaign against
Iraq in 1991, several Middle-Eastern states provided host
bases for the aircraft. The risk that the coalitional forces at air
bases had to face with was much less than during the
instance above. It is because, during this time, the host bases
were outside of the operational area. Most of the bases were
provided by Saudi Arabia, but there were some other
contributors like Qatar, Bahrein, The United Arab Emirates,
Turkey, Egypt, Oman, and RAF Akrotiri Air Base was also
occupied by American aircraft. On aircraft carriers even
more air assets were deployed into the region on the Red Sea
and in the Persian Gulf. [5]
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Flgure 2.: Host nation prowders from neighbouring
countries of Irag during Operation Desert Storm [5]

As it can be seen on Figure 2. Iraq was surrounded by
Coalition air component and therefore aircraft. The conduct
of air operations could be realised from many angles which
also contributed to the rapid military success achieved.

3.3. Kosovo, 1999.

Against the former Yugoslavia, many surrounding NATO
members or partners provided host nation support for the
involved forces, mainly air force troops.

Table 1.: Distribution of air force aircraft during Operation
Allied Forces [6]

Alggfglf:,%gggem Helicopters (pcs.) Palnes (pcs.)
Albania 87 -
Bosnia ar]d o~ ]
Herzigovina
France R a7
Germany - 120
Greece - 10
Hungary 12 76
litaly 5 478
Macedonia 34 -
Spain N 37
Turkey _ 38
United Kingdom - 38
United States of

i - 6
America
Aircraft carriers 36 2
(on 3 pcs.)

In Table 1. we can see the numbers of aircraft on different air
bases, but again it is better to visualize the dislocation on the
map. Due to the difficulties of display, air bases in the United
States are not presented on Figure 3. but there were 6 pieces
of B-2 Spirit subsonic strategic aircraft of which this was
their first operational employment.
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Figure 3.: Host nation providers from neighbouring
countries of Yugoslavia during Operation Allied Forces

Once again the target was surroundedby tactical aircraft on
surrounding air bases, but air assets with greater range like
B-52s, B-1s and F-117s were also employed from distant
locations in Germany and the United Kingdom.

3.4. Libya, 2011.

In 2011, from 19 March to 31 October, a NATO led
operation, the so-called Operation Unified Protector was
carried out against Libya to stop the violence against
civilians. The intervention focused on air efforts and the
warfighters followed the old recipe, however the investing
could not be realised as purely as above, but they still utilised
many air bases to the North.
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Flgure 4.: Host natlon prowder nations durlng Operatlon
Unified Protector [7]

In this conflict, the global precision air-to-surface bombing
was practiced from US air bases, from more than 9.000 km
distance away by B-2 Spirits and B-1B Lancers. Tactical
aircraft were deployed into and operated from European
countries as it is shown on Figure 4.
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4. Conclusion

Distance is still a vital factor at times of conflict, even during
the employment of air forces. Yet time is also at least as
important as the distance between our forces and the targets
or area of operations.

Distance comes to the front when military presence has to be
maintained like a no-fly-zone over a given area. To maximise
the time on target of military aircraft, the launching bases
should be around the area of operation. These bases can be
also inside of the mission area, but this usually is a
dangerous situation, however the employment of forces other
than air force necessitates this solution.

Time is in the forefront when there is a clear, well defined
target and we need to gain effect by hitting or eliminating
that given target or set of targets.

Responsiveness, so both time and distance are vital factors
when there are time sensitive targets that we need to react to
quickly. In this case, close forward bases are required to
provide the proper responsiveness and flexibility to the joint
commander.

Most of the above mentioned instances prove that even air
heavy operations necessitate forward deployed or overseas
bases. It could be seen both contra- and pro loss-of-strength
gradient advocates are right to a certain degree. Distant bases
can be utilised when we have stationary, well defined set of
targets, but close bases need to be utilised to react on pop-up,
time sensitive targets.
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Abstract: In the past years, NATO member countries have faced the threat of bioterrorism, which requires the development of capabilities to
deal with this threat. Timely detection and accurate identification of the type of bioagent used is essential for early warning of threatened
military units, as part of the process of prevention and reduction of human casualties, as well as for the spread of the disease. The possible
use of biological agents as weapons of mass destruction (WMD) is presented in the report. The military reconnaissance role in the process of
investigation of disease outbreak is considered. For the implementation of the process for early warning and alert of biological threat, a
scheme of a model of a platform for biological reconnaissance and monitoring is presented. In the model a configuration of hardware and
software is used. Due to the increasing risk of use of biological weapons by terrorist organizations, the acquisition and integration of an
advanced platform for monitoring and outbreak reconnaissance from the units of the Armed Forces of the Republic of Bulgaria is of key
importance.
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1. Introduction 5. Organization of the interaction and coordination for the work
) of military and civilian structures.

An analysis of the detectors used by the military units shows .
that with the available instruments they cannot meet the 4. NATO standardization documents

requirements related to the biological reconnaissance capabilities The activities for detection, analysis and prediction of events

laid down in the accepted for implementation Allied Tactical  yejated to biological hazards for the military units are regulated in
Publication ATP-45(F) Warning and reporting and hazard two main NATO standardization documents.

prediction of chemical, biological, radiological and nuclear

incidents [1]. The reason for this is the fact that the means used for The first, ATP-45 (F) Warning and reporting and hazard
detection, identification and monitoring of biological agents do not ~ prediction of chemical, biological, radiological and nuclear
meet the modern requirements for detectors for registration of incidents [1], describes the processes for detecting, warning and
biological contamination. This is also the reason why the Republic reporting biological hazards. ATP-45 is designed to warn military

of Bulgaria does not ratify the specified document. populations of CBRN hazards by providing area warning temp lates
based on CBRN messages.

The second document (AEP-66 NATO handbook for sampling

In order to achieve interoperability with their allied and and identification of biological, chemical and radiological agents
coalition partners, the Chemical, Biological, Radiological and (SIBCRA)) [2] regulates the sampling, transport and analysis of
Nuclear (CBRN) Defence units of the Bulgarian Armed Forces  samples in such a way to ensure the subsequent legal burden of this
need to build capabilities for detection, identification and process. Sampling is the first step of the process. The next step is
monitoring of biological materials from a safe distance. This can be the transport of the samples to the laboratories for analysis. The
accomplished through the use of detectors capable of transmitting process ends with a sample analysis performed in a certified or
data in a network environment. Our efforts have focused on the  accredited laboratory. If one of the steps is not realized, it is
development of a schematic model of a platform for biological impossible to carry out the mission of sampling, transport and
reconnaissance and monitoring. analysis of samples contaminated with bioagents. The adenosine
. . triphosphate method of operation of HY-LITE-2 is one of the best

3. Preparation of protection ways to detect organic contamination, but this does not mean that

Preparation for protection in the event of an attack with  the rapid hygiene control system can be classified as a kit for the
biological weapons includes a wide variety of activities. They identification of biological agents [3].

include the following steps: raising awareness of the problem, Requirement specified in AEP-66 NATO handbook for sampling
establishing a preliminary organization for action and providing  ang identification of biological, chemical and radiological agents
forces and resources, utilization of procedures for reducing the (SIBCRA)) is that mobile systems (laboratories) for biological
effect or for protection of biological agents and prevention of  getection and identification should be located near the area of use to
diseases from them, upskilling and updating the regulatory  provide commanders with timely information. With the appropriate
documentation. This preparation is specific to each structure and equipment and trained staff, they will be able to detect the presence
depends on the purpose and the main functions assigned to it. It of pjological agents on site. Such a preliminary analysis reduces the
includes main activities as follows: work in the main laboratories, where it is possible to identify the

1. Collection of up-to-date information on the problem and  agents accurately. Mobile systems (laboratories) may be able to

maintenance of a database on the natural infectious morbidity of the ~ Perform a qualitative analysis but not be able to perform a
nosological units that appear on the list of biological weapons. quantitative analysis of the sample contaminated with bioagent.
Quantitative determination of the biological agent is of paramount

2. Development of plans and programs with detailed measures  importance to assess whether it is an endemic or epidemic case. If
for maintaining the readiness for protection and increasing security  the laboratory does not have the possibility for quantitative analysis,

2. Essence of the researched problem

level. it is necessary to send the samples to those who can perform the
3. Preparation of estimates and provision of the necessary test.

material resources regarding the readiness for work for the It is necessary to predict the biological situation in order to

liquidation of emerging crisis situations related to the biological provide commanders with the information needed for warning units

agents use. that may fall into a biologically dangerous area. The application of

modern technologies enables efficient monitoring and development
of digital maps for risks and hazards, and create informational
manageable process chain: "predicting disasters and accidents -

4. Keeping the resources of warning on standby and availability
of individual and collective means of protection.
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predict the consequences - defining scenarios response™ united in a
unified state information system. [4]

Biohazard warning and reporting is a process in which reports
of the results of the use of bioagents or accidents that have occurred
are sent down the chain of command. Thus the military units are
warned of the emerging hazards. The purpose of warning and
reporting is the timely collection, evaluation and dissemination of
data related to attacks with biological agents or suspected hazardous
areas.

The process is coordinated by a hierarchical structure made up
of centers for collection of information on chemical, biological,
radiological and nuclear (CBRN) environment. In the basis of this
structure are the CBRN reconnaissance units. The elements of this
hierarchical system collect, process and analyze data related to the
biological environment. They calculate the zones of contamination
and recalculate them when the situation changes. They organize and
carry out warnings about the use of bioagents or the occurrence of
accidents by assessing their impact on the troops. Also they offer
appropriate options for their action in the current situation. The
system analyzes the data from the conducted biological
reconnaissance and sends information about the actually infected
areas of the units that may be affected. In this way the warning
process is realized.

Warning and reporting are done according to the Allied Tactical
Publication ATP-45 (F) — Warning and reporting and hazard
prediction of chemical, biological, radiological and nuclear
incidents. [1]

Intelligence and biological hazard warning data of endangered
units are exchanged through standard forms of communication.
They are denoted by the Latin abbreviation — CBRN (Chemical,
Biological , Radiological, Nuclear). The messages are numbered from 1
to 6.

CBRN 4 BIO message (see Table 1) is used to transmit the
results of the monitoring, sampling of biological agents and
monitoring of the created environment. Once the results (from
surveillance and reconnaissance) have been collected, they are
summarized by the centers for collecting and processing
information on the CBRN situation at the tactical and operational
level. Endangered units in the area of operations are disclosed
through a CBRN 3 message.

All information exchanged using the CBRN 4 BIO message is
collected for summarization in the CBRN Collection Centers and
CBRN Control Centers (Zone (ZCC) and Area Control Center
(ACC). Based on this data, the authorities at all levels of the system
map the actual areas of infection and provide them to the relevant
headquarters.

Table 1: CBRN 4 BIO — Example. [1]

Sample/Detection FS/-1-1-1-1-1-
/31UDS874004960
0/-10M//

ROMEO Level of (@] ROMEO/CON:15P

Contamination, Dose PM/INIT/-/-1-1]

Rate  Trend and

Decay Rate Trend

SIERRA Date time Group of | M SIERRA/031040Z

Contamination APR2010//

Measurement

TANGO Terrain/Topography o] TANGO/FLAT/B
and Vegetation ARE//

Description

WHISKEY | Sensor information (0] WHISKEY/ABV/

* MAN/PCD/-/-/-I-II

YANKEE" Downwind direction (e} YANKEE/180DG
and Downwind Speed G/17KPH//

ZULU Measured  Weather (e} ZULU/4/20C/0/0/0

Conditions i

XRAYZ Cloud Plot Contour (0] XRAYZ/CON:15P

Information PM/MGRS:32VNJ
5750020300/MGR
S:32VNJ57200211
00/MGRS:32VNJ5
600021900/MGRS:
32VNJ5340021800
IMGRS:32VNJ575
0020300/

OSCARZ" Date Time Group for | O OSCARZ/030830Z

Cloud Plot Contour APR2010/030930Z
APR2010/SRL1/S
RL2/SRL3//

GENTEXT | CBRN info (0] GENTEXT/CBRN
INFO/HHA HAND
HELD ASSEY//

BIO 4

Common Message Heading followed by the following “M”
mandatory and “O” operationally determined sets:

Set Description Con | Example
d.

ALFA Incident Serial (¢] ALFA/BEL/001/00
Number 1/B//

INDIA Release Information M INDIA/TS:BAC/N
on CBRN Incidents P/OTH/-/I

INDIAB Release and Sampling (0]
Information on
Biological Incidents

QUEBEC™ | Location of Reading, M QUEBEC/MGRS:3
Sample, Detection 1UES0620042500/
and Type of VAP/\VVPBIO/BPC/
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* Sets QUEBEC, ROMEO, SIERRA, TANGO, WHISKEY,
YANKEE and ZULU are a Segment. Sets XRAYZ and OSCARZ
are a different segment. The report can either contain the QUEBEC
segment or the XRAYZ segment but not both. The QUEBEC
segment can be repeated, if there is a repetition, the whole segment
has to be repeated. Set QUEBEC is not allowed to be repeated
before set SIERRA has appeared. Sets/segments are repeatable up
to 20 times in order to describe multiple detection, monitoring or
survey points.

In the column "Cond." (Input conditions) with M the required
groups for each message are indicated. Reports begin with a "title"
containing the CBRN report number (1-6) and the event (NUC,
BIO, CHEM, ROTA or unknown - UNKNOWN).

The likelihood of a biological situation and its consequences are
factors that can affect the course of a particular operation. For this
purpose, information must be provided, the analysis of which
determines the presence or possibilities for production of biological
agents by the opposing party, the probability of its use, the
perceptions and the ways of its use. The algorithm for assessing the
risk of biological weapon use is shown in Figure 1. [5]
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Select YES if one or more boxes are checked

START HERE
' Operational
Risk

Is the enemy BW capable? N 1. Ensure immunizations are current,
Low 2. Maintain intel and passive data
collection efforts.
Z Is there a production capability? 3. Maintain good personal hygiene.
Z Are there medical/pharmaceutical 4. Maintain good area sanitation.
plants in country/theater? RISK 5. Ensure MOPP gear is readily
C Are there known agent stockages? :> available.
Z Does the enemy have BIO munitions 6. Maintain physical conditioning.
plants? 7. Cover all supplies and equipment.
8. Know the threat/protective
Ly measures.
Is the unit within range 9. Use approved food/water sources.
@ of likely delivery systems? E—"!{> 10. Ensure all defensive plans include
— NBC defense measures.
_ Aerial spray ]
C Artillery {
C Rockets Z Min

11. Continue steps above.

@Would the enemy target the unit m MED
i i ?
I e O e Rl 12. Actively employ biodetection
capabilities.

RISK )
_)1 P e : j> 13. Be alert to medical reports of an
N

favorable unusual nature.
14, Be aware of enemy activity

regarding biological weapons.

Is the enemy trained and equipped 15.‘Enfure t di p_rof!hylaxis,
to conduct BW operations? . pretreatments, and immunizations are
available for the kn¢

16. Implement dispersal plans for

personnel/supplies.

17. Continually monitor weather
conditions.

18. Assume designated MOPP level.

Z  Are protective masks and
clothing readily available?

] Are immunizations,
prophylaxis, and pretreatments
available?

> Have BW munitions been
delivered to units?

Has probable use message traffic
been intercepted?

Has the enemy used BW weapons?

19. Continue all steps above.

20. Be prepared to transfer mission

functions to secondary locations.

E> 21. Increase MOPP level for exposed
personnel.

Assessment =
Risk

Fig. 1 Algorithm for assessing the risk of biological weapon
use. [5]

5. Detection of biological agents

Interoperability with allied and coalition partners in terms of
CBRN protection from the armed forces goes through the need to
build capabilities for remote detection, identification and
monitoring of biological materials through the use of detectors that
can transmit information in a network environment.

The identification is a fundamentally different process from the
detection. While for the detection the main goal is to register the
presence or absence of CBRN contamination, the identification
aims to qualitatively and quantitatively determine this
contamination. The process of identification of CBRN agents aims
to determine their characteristics, to confirm their presence, to
establish a new level of protection of the units and to determine
appropriate countermeasures. In cases of biological detection and
identification, it is likely difficult to confirm the existence of an
event. Biological agents exist in the nature very often, so the
assessment of a particular agent must be compared with the actual
biological environment. Only in this way an assessment of the
occurrence of a biological accident can be performed.

Implementation of interoperability in the field of biological
protection can be accomplished by the acquisition of the following
means for the detection of biological agents:

»  portable point detectors for biological agents that are
capable of detecting the presence of biological agents;

»  portable biological point detectors with the ability to
transmit data in a network (mounted on machines or separately) and
monitor the presence of biological warfare agents, their temporary
(conditional) identification and warning of units with minimum
false alarms.

>

6. Platform for biological reconnaissance and
monitoring

These activities can be realized by building a platform for
biological reconnaissance and monitoring. It is a configuration of
hardware and software that are the basis for primary sources of
information. Depending on the intended use (e.g. stationary
monitoring post, air reconnaissance), the platforms can be
completed to perform tasks in specific conditions.

The platform is built on a modular principle with a module of
sensors and a module for "warning and reporting”. It has a set of
sensors by which automatically detects and identifies biological
substances. There is an option for collecting and storing samples for
later laboratory evaluation and warning of endangered objects by
preparing and transmitting messages.

Optimally, the task of the system for determining Bio-
contamination can be realized through the biological collector of air
samples SASS 2000 PLUS [6]. It ensures the collection of
pathogens from the air samples taken, and the sample is
automatically transferred at certain intervals for analysis in a
biological identifier (portable 4-channel fluorometric system for
highly sensitive monitoring of biological agents, toxins and
chemical contaminants). This is a significant advantage because it
ensures the reuse of reagents, which reduces the consumption of
expensive immunochemicals. The data from the analyzes with the
time of registration are automatically saved for storage in the
memory of the device and can be transferred to a personal
computer.

The operation of external devices (biological contamination
sensor, meteorological data, GPS) is controlled by a network hub
consisting of input RS-232 interfaces and an output Ethernet
interface for PC connection. The control of the sensors, the
graphical visualization of the data for the background map and the
visualization of the location are controlled by the software module
of the hub. It is based on the SensAware™ software product [7] or
the Sensor Connectivity Management Software® (SCIM) [8]. It
controls the sensor unit and any error or detection can be recorded.
When an infection is detected, the information is automatically,
semi-automatically or manually sent as CBRN 1 or CBRN 4
message to the CBRN Analysis program, which clarifies the

biological situation and warns the infected objects.
PLATFORM FOR BIOLOGICAL RECONNAISSANCE AND MONITORING |

Weather =
sensor J ‘ P =

a—
GPS — > =
)
HUB
[Sensor for | I L SensAware/
SCIM
detecting J
biological [ )
agents
| Wire connection
|
|
SWIUSW
|
|
N |
MAIL
I CBRN
Analysis
j PC
1 00 a —
DATABASE 1t 00
MAIL
SERVER

Fig. 2 Working principle of a platform for biological
reconnaissance and monitoring.
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The communication with other units and sites, as well as the
transmission of all messages and reports related to the warning about
the biological situation, is carried out through a digital ultrasound waves
(USW) radio with an integrated message terminal. It provides the
possibility of packet switching when transmitting data integrated into
the platform via RS-232 interface.

All units have such equipment (including those for BIO
reconnaissance), which is a very good basis for building the system,
in accordance with the principle of rational transition from the
current technical and technological state.

7. Conclusion

Considering the new risks related to the creation of a biological
environment and the requirements imposed by the membership of
the Republic of Bulgaria in NATO, the construction of a platform
for biological reconnaissance and monitoring based on modern
software will provide reliable and timely information to the
authorities. This allows for accurate decisions about the behavior of
the elements controlled by them, providing anticipatory action
against the devastating effect of the created biological environment.
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Reducing the potential vulnerability of the society in case of a terrorist attack against
critical infrastructure sites and facilities

Dimo Kirilov, Antoaneta Simeonova, Angel Krumov
Institute of Metal Science, Equipment and Technology with Hydroaerodynamic Center at Bulgarian Academy of Sciences,
67 Shipchenski Prohod Street, 1574 Sofia, Bulgaria®

Abstract: This article discusses the issues related to the planning of activities for ensuring the physical security of critical infrastructure
sites. The critical infrastructure is considered as an important element of the national security of the country, and the criticality is
determined by the interdependence between the individual elements and the dependence of the society on its normal functioning.
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1. Introduction

The problem of critical infrastructure protection gained great
international popularity in 2001 after the September 11 terrorist
attacks in the United States. This made almost all countries that are
at potential risk of terrorist threats to initiate and implement serious
changes in their legislation both in the field of protection of critical
infrastructure and in the direction of terrorism. Special programs for
the protection of critical infrastructure are being created, which are
growing into strategic plans and even national strategies. Special
attention is paid to cross-border cooperation in order to reduce the
risk of terrorist attacks on critical infrastructure.

The process of critical infrastructure protection is defined by the
Bulgarian legislation (Disaster and emergency situations Protection
Act), as: “A set of activities aimed at ensuring the normal
functioning, continuity and integrity of critical infrastructures in
order to prevent, reduce, mitigate or neutralize threats, their risks or
vulnerability ”[1].

The tasks and responsibilities of the competent institutions for
counteracting terrorism and controlling the consequences of
terrorist acts derive from the Counter-Terrorism Act, updated in
State Newspaper. no. 103 of 27 December 2016, the National
Counter-Terrorism Plan, accepted by Decision Ne 669 of the
Council of Ministers of 02.11.2017 and the regulations governing
their activities and their interaction with other state and non-state
entities [2, 3] .

When it comes to the possible threat of a terrorist act against
potentially dangerous critical infrastructure, it must be taken into
account that terrorist actions are premeditated and planned in detail
and bear the scars of an operation that reflects the specific
objectives and motives of the executors and meets their capabilities.

In order to ensure permanent and adequate protection against
the terrorist threat, it is necessary to build sustainable
communication channels between state institutions, local
authorities, non-governmental organizations, religious and ethnic
organizations. Ministries, departments and local authorities perform
their tasks in accordance with their action plans and the orders and
directives of the respective managers.

2. Vulnerability of society in case of a terrorist
attack

In today’s security environment, the threat of terrorist acts is
growing and the lives and health of the personnel living in the
infrastructure of a critical site or facility, as well as of all citizens
located in conventional civilian sites, are directly endangered.

As each object of the infrastructure performs different tasks and
functions, a huge expert resource is needed for the collection and
analysis of data on the real technical condition of all objects as a
whole. This requires decision-making on a case-by-case basis and
prioritization of sites. The next and most important step is to take
adequate action to implement physical security measures against
terrorism for critical infrastructure sites and facilities.

Analyzes of terrorist attacks in recent years have led to the
derivation of some basic scenarios for terrorist activity. Here we
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will focus on terrorist acts by placing explosives that pose a serious
threat and pose a risk to potentially dangerous critical infrastructure
facilities, such as hydrotechnical facilitiess (HTF) and, more
specifically, tailings ponds, which we will consider as a “priority
object”.

3. Analysis of the risk of a terrorist attack against
hydrotechnical facilities (tailing ponds)

As we have already noticed, in recent years the protection of
critical infrastructure has begun to become part of the national
security policy of any modern and rapidly evolving society. At the
same time, some accidents and incidents that occur at its sites give
the impression that the measures taken to protect it are not effective
enough.

The analysis of the risk of a terrorist attack against
hydrotechnical facilities (tailings) requires the collection of a
complete set of data on the investment project, the functions of the
facilities, location, orientation, surrounding areas and areas adjacent
to the regulated property.

The information generated as a result of this survey serves the
experts and those responsible for the planning and design of such
facilities to draw up a general plan of infrastructure and functions,
assessment and prioritization of the most valuable assets and
vulnerable areas.

Risk analysis is a necessary tool to help determine the level of
protection as well as the design of protection measures. As it is
practically impossible to design safeguards to achieve zero risk, the
concept of “accepted risk” is accepted or more precisely defined
and how this risk supports the risk analysis when deciding on the
integration of physical security measures against terrorist attack in
the facilities and adjacent infrastructure.

The developed methods aim to provide minimum measures for
protection of the facilities by:

» increase of safe distances;

» design of constructions so as to avoid the
phenomenon of progressive collapse;

» design of non-structural parts to reduce the risk of
flying debris in case of an explosion or impact;

» development of computer-simulated incidents to
support the security of the facilities;

»  continuous video surveillance and notification.

The contribution of the Republic of Bulgaria in this area is
expressed through the Order of the Ministry of Regional
Development and Public Works Ne RD-02-20-6 of 19 December
2016 on the technical requirements for physical security of
construction, which generally recommends methods of physical
security against intrusion, published in State Newspaper, issue 1 of
2017 [4].
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4. Ensuring a certain level of protection and
reducing the potential vulnerability of society in case
of a terrorist attack

In today’s security environment, there are asymmetric threats
and increased terrorist activity on civilian and critical infrastructure
sites outside the conflict areas and often in NATO and European
Union member states, which requires a new approach to security
management for buildings and facilities.

For this purpose, it is necessary to develop documents and
practical methodologies giving guidelines for defining an
emergency project situation (specifically for each prioritized site),
by predicting scenarios, preventing the causes, limiting the damage
and dealing with the consequences of the incident in order to be
achieved low levels of risk of loss of assets or human health and
life.

The process of critical infrastructure protection consists of the
following stages:

» Strategic planning — strategic planning for the
protection of critical infrastructure is related to the
development and implementation of strategies that
reflect the state policy of the country in the study area
and contain guidelines for future action. Each
strategy, whether in the field of security, an element
of which is the critical infrastructure or other problem
area, indicates the ways to achieve the set strategic
goals. Many of the strategies are implemented in
addition to an action plan, which contains a set of key
tasks that must be completed in advance by the
relevant contractors through the necessary resources;

Criticality identification — starts with defining a list of
critical sectors. The criticality of a sector is
determined by its place and importance in the supply
chain of vital products and services, and by the
potential, adverse, destructive impact that its
disruption would have on it. As a general rule, when
defining vital sectors in all countries, “the potential
loss of human life, the economic, political and social
consequences” are taken into account. The process of
identifying critical infrastructure is directly linked to
vulnerability assessment, interdependence assessment
and threat assessment activities [5];

Threat assessment — from the point of view of their
nature, the threats for the objects of the critical
infrastructure can be divided into the following main
groups: natural disasters — earthquakes, floods,
droughts, landslides, strong winds, dust storms, hail,
etc .; fires — from intentional and unintentional actions
of the human factor; accidents — in sites operating
with nuclear, radiation, explosive and flammable
materials, industrial toxic substances and toxic gases,
and are the result of intentional and unintentional
actions by human factors; epidemics and pandemics —
by humans, animals and plants; catastrophes — space,
aviation, railway, road, with vessels, as a result of
intentional and unintentional actions, as well as the
result of targeted human actions — terrorism. The
detailed analysis of the threats for the objects of the
critical  infrastructure  allows  their  timely
neutralization and increase of the resilience of the
system [6];

Vulnerability assessment — is the degree of
susceptibility of an object from the critical
infrastructure to certain threats. Indicates a place
(object, connection) in the system, which is
characterized by a greater degree of susceptibility to
the impact of threats. Vulnerability, in itself, does not
generate adverse consequences, it is realized only
when it is exposed to a threat;
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Assessment of interdependencies — in the context of
critical infrastructure protection, interdependence is
“a two-way relationship between the elements of
critical infrastructure, and the degree of dependence is
not necessarily the same in both directions.” [7].
“There are four main types of interdependencies:
physical, informational, geographical and logical (two
infrastructure sites are logically interdependent if the
state of one depends on the state of the other through
some mechanism that is neither a physical nor an
information or geographical connection). Different
political, legal or regulatory mechanisms can lead to a
logical relationship between the elements of critical
infrastructure ”’[8];

Risk assessment — the process of analysis and risk
assessment is reduced to determining the nature and
extent of risk as a function of danger, vulnerability
and probability. “The risk of a certain object from the
composition of the critical infrastructure is defined as
a function of three parameters: threat to the object — it
is expressed in its intensity and the probability of
disaster, its intensity and nature; consequences — in
the site of the direct impact of the disaster (direct
losses); loss assessment — as a result of the mutual
influence between the objects of the critical
infrastructure (indirect losses).

Direct losses are assessed on the basis of the
following negative consequences: human losses —
human victims; people with permanent disability;
people affected by the disaster; material losses —
includes all types of possible material losses,
calculated in material terms; environmental
consequences — pollution of terrains that require the
intervention of specialized teams or hinder the
operation of the terrain for a longer period of time.
Indirect losses are the result of reduced production
and supply of goods and services, due to disruption in
the functioning and mutual influence of objects and
systems (sectors) that ensure people’s daily lives [9];

Strategic decision-making — strategic decisions set the
direction for the future development of critical
infrastructure protection, have a lasting impact,
require reforms, require rational restructuring, commit
significant  resources and create competitive
advantages. The goals and strategies for protection of
the infrastructure affect the advantages and
disadvantages, the opportunities and threats, the
spheres of action, etc. They are taken in the
formation, selection, implementation, control and
evaluation of a selected strategy.

5. Conclusion

The modern interpretation of the term “critical infrastructure”
defines it as a system of facilities, services, information systems, the
shutdown and malfunction or destruction of which would have a
serious negative impact on the health and safety of the population,
environment, national economy or the effective functioning of the
State Management.

Due to previous perceptions of the safety of the operation of
buildings and facilities, according to which they need to be
protected only from natural forces and human error, there was a
lack of legislation concerning safety in case of intentional human-
caused accidents. Terrorist activity on the territory of NATO and
European Union countries in recent years has sparked a wave of
proposals to improve the security environment by improving urban,
defense and critical infrastructure.
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The analysis of the risk of a potential terrorist attack against
hydrotechnical facilities (tailings) and the information generated as
a result of collecting a complete set of data on the investment
project, the functions of the facilities, location, orientation,
surrounding areas and areas adjacent to the regulated property is a
necessary tool to help determine the level of protection as well as
the design of protection measures.

The results of this report are aimed at the implementation of
Work Package 2 “Intelligent Security Systems” of the project
BG05M20P001-1.002-0006 “Construction and development of a
Center of Competence “Quantum communication, intelligent
security systems and risk management (Quasar)““, which has
received funding from the European Regional Development Fund
through the Operational Program “Science and Education for Smart
Growth” 2014-2020.
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Moscow predominantly exercises its influence through hybrid
means, strategic communications, investments in media outlets,
The Balkans are one of the most heterogenic regions in the  utilizing its dominant role in the energy market, support for
world and also of significant strategic importance for the different ~ individuals and groups characterized by corruption, and subversive
stakeholders. Following the collapse of the Soviet Union the  actions [7, 9]. In non-member states the Kremlin can directly
countries in the region have gradually aligned and integrated  challenge EU and NATO influence, while in member states it is
themselves within the structures of the European Union (EU) and  applying the same means to challenge the unity of these
the North Atlantic Treaty Association (NATO) with the aim of organizations [7]. Furthermore, a worrying trend in the last decade
improving national and regional security, and insuring economic is the formation of pro-Russian paramilitary organizations in the
growth. region. While such groups are not necessarily directly organized or
. . . o L supported by the Kremlin, they are at the very least influenced by

While s_eve_ral countries have achieved their objective of joining anti-Western and pro-Russian propaganda, promoted by pro-
both organizations, the Western Balkans are yet to successf_ully join Russian media outlets. Such supposedly self-organized paramilitary
the EU. This has created a certain ‘vacuum’ which has  oraanizations have acquired firepower and gained prominence in
accommodated the growth of threats and created opportunities for — 5015/16 ot the peak of the migration wave for the Middle East and
mf_luer_me by third parties tha_t are in contrast _W|th the stated North Africa, claiming to seek to protect people, religion in
objectives by the governments in the region [6]. First, currently, 8 yragitions from both migrants and Western influence. Such

in the EU and most of the world, one of the most pressing threats is 4 ganizations have formed and are active in Serbia, Bulgaria, and
that of radicalization and the additional challenges emanating from Montenegro [6].

it: terrorism and returning foreign fighters. According to data the
Balkans have the highest number per capita of individuals that ~ Table 1: Russia's view of contemporary warfare.
traveled to the Middle East to join the terrorist organization ISIS [1,
3, 8]. This necessitates the study of the underlying causes for this

1. Introduction

Russia's approach to warfare [4]

trend and also the adoption and implementation of specific Direct destruction Direct influence

approaches to deradicalization, as there will certainly be return of

foreign fighters in the region. Direct annihilation Opponent's inner decay

War with weapons

The second challenge that needs to be taken into consideration d technol Culture war
is the clashing interests in the region between the West and Russia. and technology
As stated, all the countries in the region are striving to become EU War with War with specially prepared forces and
and/or NATO members, while Moscow regards the enlargements of conventional forces commercial irregular groups
these organizations as a threat to its national security. This has Traditional Information/psychological warfare and
resulted in the Kremlin undertaking actions to both potentially battleground war of perceptions
postpone or dissuade states to join particularly NATO, and to also -
challenge the Alliance’s unity itself via actions in current members Direct contact Contactless warfare
[6, 7]. This has resulted in the fact that NATO has had to enhance Clashes in the War in human consciousness and
its existing capabilities for conventional deterrence against an ‘old’ physical environment | cyberspace

threat and to adapt to the ‘new’ one of radicalization and terrorism.
However, because of factors such as globalization and
interconnection it is evident that certain complexities have emerged
that require the Alliance to both adapt, as well as increase

Asymmetric warfare of political,
Symmetric warfare economic, information, technological,
and ecological campaigns

cooperation with the EU in order to successfully tackles such issues. War in a defined State if permanent engagement as the
period of time natural condition of life

2. Russian interests in the Balkans

Following the dissolution of the Soviet Union Moscow’s
influence and interests objectively diminished in the Balkans;
however, there has been a clear resurgence since the beginning of
the new energy. This should be understood through the prism that
the Kremlin: one, wants to reestablish its role as a regional and
global power, as illustrated in its approaches to the Middle East and
the wider Black Sea region; and, two, its view of NATO
enlargement as a clear threat to its national security. Therefore, as
all countries from the Balkans are either current or aspiring
members of the EU and/or NATO, Russia’s approach should be
considered as damaging [6].

Russia evidently understands the primary battlespace of the 21°
century, which elaborates why it place significant importance on
information and psychological warfare, with the idea to gain
advantage prior to any direct contact, or if possible, avoid any
contact [4]. Furthermore, this is not limited to enemy troops but to
an adversary’s entire population. Ideally this not only reduces the
need to deploy hard military power but would also manifest itself in
the support of local population for the aggressor. Additionally, this
allows such operations to be both simultaneously evident and
hidden; by blurring lines between state relations and subversion,
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falsehood and reality, and war and peace itself, military campaigns
can be conducted over extended periods of time at a relatively
inexpensive cost [7].

Nevertheless, it must be emphasized that the Russian Federation
is neither the ‘creator’ of hybrid warfare, nor the only country
employing it. Prior to the illegal annexation of Crimea in 2014, the
most cited example of hybrid warfare was the Israel — Hezbollah in
2006. Additionally, China has its own concept of ‘unrestricted
warfare’, according to which as a result of globalization, the nature
of war itself has changed, moving beyond the military realm. [5]
Regardless of the name such concepts stem from the same practical
necessity, i.e., to challenge the West economic and technological
superiority via asymmetrical measures.

3. Radicalization and early signs

The conflict in Syria and the rise of ISIS was characterized by
an unprecedented outflow of foreign fighters from the Western
Balkans, particularly Kosovo and Bosnia and Herzegovina, who
provide approximately 1/3 of the fighters [1]. What is more, while
there are various reasons why these individuals decided to travel to
Syria and Irag, the majority of them did join terrorist organizations
such as ISIS or Jabhat al-Nusra.

Table 2: Number of foreign terrorist fighters from the Balkans 2014-2015
[10].

Number of | 5. - anita basis/per million
Country Foreign P €0 |ep
Fighters peep

Kosovo 316 172
Bosnia and

Herzegovina 330 8
Albania 90 %
Serbia 70 10
N. Macedonia 12 6

One of the key driving factors for the process of radicalization
is the feeling of vulnerability or even marginalization by the state:
feeling that their respective governments either do not have the
capacity or will to protect and ensure their civil rights and
legitimate interests. Nevertheless, radicalization is a complex
process based on complex factors, that takes time. They can be
divided into macro-, micro-, and the individual-personal-level [2].

Table 3: Radicalization factor levels.

Radicalization factors

Globalization, flow of goods and

Macro-social . 7%
services, connectivity.
Social identification, collective
. . emotions, group-grou
Micro-social group-group

interactions, group- state
interactions

Emotions, experience, gender, age,

Individual-personal etc.

The macro-social level referrers particularly to globalization,
which allows the unimpeded spread of ideologies, and both the
horizontal and vertical movement of people and resources. Of this
order are the problems with the integration of minority groups,
poverty and social bleakness. The micro-social level, incorporates
categories such as social identification, collective emotions,
interaction between groups, alienation from the state and society. At
the individual level are factors such as personal characteristics,
personal experience, emotions, gender, age, etc. The role of the
Internet as an important factor through which radical ideas and
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currents are easily spread and followers should also not be
overlooked. For example, 90% of French citizens who joined and
likely fought for ISIS were recruited online [2, 6]. The complex
combination of many of these factors leads to radicalization and
terrorism, but the processes themselves have not yet been
sufficiently analyzed.

Nevertheless, it is certain that education and upbringing are
particularly important in the fight against radicalism and terrorism,
and also identifying their early signs. The psychological processes
behind radicalization are often associated with external
manifestations. In many cases, this is the change of names or the
adoption of pseudonyms taken from religious texts, thus aiming to
demonstrate empathy. A change is made in the appearance - change
of clothing and shaving - hair and/or beard [8].

Behavioral changes often begin with the desire for regular
contact with leaders of radical religious groups, accepted as
undisputed authorities, whose opinions are accepted with no
question. Suspiciously large amounts of propaganda material can be
found in the homes of radicalized individuals. This process is often
accompanied by a change in religious practices themselves. The
individual becomes significantly stricter in the observance of
religious practices, which are performed in full accordance with the
canon, and also as often as possible. In order to strictly observe
these rituals, the individual often begins to neglect daily activities,
such as going to school or work. Another typical sign is visiting
websites and forums with radical content. In this space, the
individual satisfies his need to share his more extreme ideas. In
these circles, he finds like-minded people and other people he could
potentially radicalize. In the process of radicalization, there is a
change in the pattern of travel and stay in specific places where
residents share the ultimate views. In most cases, these are
countries, regions of the country or neighborhoods in which a given
ideology is widely accepted and practiced freely. In this way, the
person can without hesitation demonstrate their empathy for the
community or group [2].

The glorification of martyrdom is also a sign of radicalization
[3]. The individual no longer seeks only an excuse for his possible
actions, but also perceives the processes as a personal path and
vocation. Socially, there is isolation, such as avoiding work, school,
concerts and other events where many people gather. There is a
change in the attitude, as well as in the interaction with others, the
use of radical or specific terminology, which is not generally
available and cannot be perceived as a random means of expression.
The bearers of Islamist radicalism skillfully blame ordinary
Muslims for not being good enough Muslims and succumbing to the
new age. Breaking their ties with Islamic traditions and in an
environment of informal segregation, some Muslims in European
countries are seeking a new identity in jihad. The individual begins
to feel strong when he identifies with the ideal religious community
as the antithesis of the modern secular state. Sometimes the process
of radicalization is characterized by the commission of minor
crimes. They are not for material gain, but to demonstrate disrespect
for established rules in societies. This often grows into disrespect
for secular power and the norms of regulating public relations
through demonstrative disrespect for it [2].

If the processes of radicalization continue unchecked it is also
possible to manifest into acts of terrorism either on home soil or in
other parts of Europe because of the relatively easy movement of
people even for European countries outside the EU. This risk is
further exacerbated by the return of foreign fighters. Some of them
will likely be traumatized and perhaps sincerely disheartened by
what they witnessed in ISIS [2, 6]. Nevertheless, it is also possible
that some will also return with the idea to continue ISIS’ war on
European soil, seeking to either carry out acts of terrorism,
radicalize other individuals, and/or create terrorist networks and
cells. This necessitates the establishment of platforms and
mechanisms not only for preventing radicalization but
deradicalizations as well. This in itself requires both regional and
multinational cooperation and support from the EU and NATO.
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4. Adapting NATO to the new challenges

Despite these challenges and the continuing need for
improvement and adaptation, NATO has an indispensable
contribution to security in Europe and an indisputable deterrent to
potential aggressors. Additionally, it should be emphasized that the
Alliance and the EU have 21 common member states, which largely
have a shared vision and a synchronized assessment of the risks
facing Europe. The Lisbon Summit in 2010 emphasized the need to
improve the NATO-EU strategic partnership. The 2010 Strategic
Concept commits the Alliance to work more closely with other
international organizations to prevent crises, manage conflicts and
stabilize post-conflict situations. Subsequently, in Warsaw in July
2016, the two organizations outlined areas for enhanced cooperation
on common East and South challenges, including countering hybrid
threats, increasing resilience, defense capacity building, cyber
defense, maritime security and exercises. In December of that year,
NATO foreign ministers approved a statement to which 42 common
measures to advance NATO-EU co-operation were attached. In
December 2017, another 32 measures were agreed. On 10 July
2018, in a joint declaration, the two organizations agreed to focus
on military mobility, the fight against terrorism and strengthening
the resilience of chemical, biological, radiological and nuclear risks.
This joint declaration was welcomed at the Brussels summit in July
2018 and noted that the development of European defense
capabilities, which will also contribute to the security of the
Alliance [6, 7]. Close cooperation between NATO and the EU is
undoubtedly an important element in developing an international
"comprehensive approach™ to crisis management and operations that
requires the effective deployment of both military and civilian
assets.

In the Balkans specifically NATO continues to provide stability
based on membership or partnership. At the same time, it has been
demonstrated that the two organizations can support each other with
ever-increasing levels of cooperation, as evidenced by the provided
support to the EU’s operation Sophia in 2016 to secure European
borders [6]. Furthermore, NATO has the capacity to intensify the
exchange of good practices in the region and promote expertise. To
counter specifically the process of radicalization, the establishment
of a shared database between the EU and the alliance would
significantly ease the flow of important information. Additionally,
while EU enlargement has stalled, Brussels can still intensify efforts
for adequate reforms in non-member states that a striving for
accession. The focus of EU-led social reforms can play a significant
contributory role to NATO’s security, by decreasing internal
tensions in countries, where they are rooted in the lack of rule of
law, high levels of corruption, slow economic growth, and threats of
radicalization stemming from general social and economic factors.

5. Conclusion

NATO faces increasing and overarching challenges, both
external and internal, that require innovation and adaptability.
Addressing and overcoming them requires optimal levels of
cooperation, both within the Union and with the EU. This report
presents and analyzes only them of these threats. For a more in-
depth study of the topic, it will be appropriate to take into account:
Russia's subversive activities in Europe through energy projects; the
activities of Russian private military companies such as Wagner in
the Middle East and Africa; the country's policies and actions in
countries such as Syria and Libya; bilateral relations between
Moscow and Beijing; China's investments in NATO and EU
member states; Chinese state-owned companies that use Western
funds to finance military technology; return of foreign terrorist
fighters to Europe; radicalization; and terrorism.

A significant part of these proposed topics’ themes and
challenges does not prima vista necessitate the competence and
expertise of NATO. However, each of them has the potential,
indirectly or directly, to become a destabilizing factor for NATO,
particularly in the Balkans. This, in turn, requires an increase in the
Alliance's expertise, but also the need for coordination, cooperation
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and even possible harmonization on a number of policies with the
EU. But only by continuing to maintain its deterrence capacity,
technological superiority, innovative approach, levels of
cooperation and exchange of good practices and experience, timely
and coherent action and operations, and to remain an attraction for
democracies around the world, will NATO succeed to legitimize not
only its power but also its very existence.
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Abstract: Risk assessments are not a one-off action, but there are no formal guidelines on when and how often a risk assessment should be
performed. Changing factors affect the risk assessment parameters. The strongest influence of these changes is the probability of an
accident. Examining changes in the likelihood of an accident will allow for more accurate planning of periods for checking risk factors and
assessing risk. In this way, the assessed risk will reflect the changes that have taken place and will lead to more adequate risk management.
The analysis of the influence of the changing risk factors is made with the help of a model, which is built on the basis of one asset and the
accident scenarios determined for it. The model examines the characteristics of changes in the risk factors for the asset. The probability
distribution for the random number of changes is determined. The results of the amended conditions are also random. They are expressed in
a change in the level of probability of an accident. For these random variables, the main probabilistic characteristics are determined and
dependencies are derived that can be used for analysis.

Keywords: INFORMATION SECURITY, RISK ASSESSMENT, DYNAMIC SYSTEMS AND CONTROL

1. Introduction The frequency of inspect_ions_d_epends on the _type of asset
and other factors and a simplified approach is needed to
According to ISO/IEC 27005 standart[1], in the process of  easily determine the frequency of inspections.
information security risk assessment for each asset, all The purpose of the material is to make an analytical model
threats and wvulnerabilities to the asset are identified. of the process of changing risk factors to determine their
Vulnerability is mapped to each threat and thus incident influence on the value of the probability of an accident.
scenarios are identified. In this sense, an incident means a The article is structured in 4 parts: introduction, analysis of
threat that has attacked a vulnerability and led to a negative  the influences of the changed risk factors on the probability
impact on the asset. After determining the incident scenarios,  of realization of an incident, the analysis of the changes of
using qualitative and quantitative methods, the levels of  the probability of an incident and conclusion.
probability of realization of the identified scenarios are
determined, as well as the levels of impact that each incident
may have on the asset. The level of risk is determined by the 2. Analysis of the influences of the changed risk
probability of each scenario and the impact of the incidents. ~ factors on the probability of an accident
It is a snapshot of the risk to the asset because the assessment
was made under certain conditions for the asset. Over time, 2.1 What are the risk factors?

the conditions fo_r_the asset chan_ge anditis ther_efore possible The 1SO / IEC 27005 standard [1] defines some of the risk

that the probability of an accident and the impact of the f h e, i h Inerabiliti

incident may also change. Changes in conditions affecting  |actorS Such as asset value, impacts, threats, vuinerabilities,
. probability of occurrence. It is determined that they should

rflected n he el of risk. B the change n the conaition D¢ MOMITOred and eviewed in orcer to identify any changes
' 9 in the context of the organization at an early stage and to

for the realization of accident scenarios is a random variable. . Lo
. : . . have an up-to-date view of the overall risk picture.
This should lead to a change in the level of risk. Of course, in - . . .
It is necessary to monitor the new assets included in the

the event of a change in the impact, there are accidental : L
. . scope of risk management, the necessary modifications of
impacts, but the process of change is slower and more L .
. . o asset values, the emergence of new threats inside and outside
determined than that of changing the conditions for an A .
the organization, the emergence of new or increased

accident. vulnerabilities, the emergence of new opportunities to exploit
It is therefore very important to periodically check the risk e gen PP : P
vulnerabilities, increased impact, as well as information

factors and, if necessary, to re-determine the level of risk. security incidents
There are no officially defined guidelines on when and how y '
often a risk assessment should be performed. There are

recommendations for more frequent reviews of the level of 2.2 Objectives and statement of the task
risk in case of significant changes in the subject of activity of ) _
the organization, improvements that have been made in the In the process of changing the level of risk, the greatest

organization, problems arising from the task, incidents or  influence is exerted by the probability of an accident. In
omissions. It can be summarized that the security risk  addition, this element of the level of risk changes most
assessment should be a continuous activity. For critical ~ dynamically. From this point of view, it is important to study
information systems, it is highly recommended that a more  the rate of change and the levels of change in the level of

frequent security risk assessment be performed. probability of an accident.
The ISO/IEC 27004 standard [2]  provides
recommendations for periods of verification of the The possibility of realizing accident scenarios represents

effectiveness of applied controls. This can serve as a basis  probability 10 at a certain moment and the change of
for determining the periods for checking the risk factors fora  conditions over time. It is important to determine the period
group of assets. In most cases, verification periods are  for checking the conditions. Changing conditions will lead to
recommended by experts based on statistics from insurance  a change in the probability of an accident at the end of the
companies and government statistical organizations. period. An acceptable level of probability level is defined in

the risk assessment methodology approved by the
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organization. This value can be used for a limit value Ilimit,
up to which the level of probability may increase with
changes in conditions. The difference limit - 10 will
determine the amount of allowable change in the probability
depending on the changes in conditions during the time
between two inspections.

It is important to determine the parameters influencing the
determination of the period for inspections of risk factors.
The size of the period must ensure that the probability of an
accident changes within the allowable probability value.

We will consider the following statement. For a period of
approximately one year, it is assumed that there are n
incident scenarios defined for an asset. It is also assumed that
the dynamics of the emergence of new scenarios is less than
the dynamics of changes in the described scenarios and will
not affect the objectives of the analysis.

2.3 Mathematical model

Within one year, changes in probability characteristics
may occur in none, one or more of the scenarios. Depending
on the case, this number may be different and should
therefore be considered as a random variable K with some
probability distribution:

(1) Py=P{K=k},3ak=0,1,2,..n

There are various hypotheses about the probability
distribution of such a random variable. One of them can be
synthesized as follows. Let q denote the probability of a
change in the conditions for the individual scenarios and
assume that it is the same for all scenarios. Independence of
changes in the conditions for all scenarios is assumed. In this
situation, the number K of changes during the year represents
a random variable with binomial distribution:

(2) PR =1} = () g* (1 — ™*

With such a distribution, the average number of changes in
conditions per year will be equal to ng, with a variance of nq
(1-9) [3].

It is known that the binomial distribution with a small
probability q is quite close to the Poisson distribution with
parameter A = nq [3]. So another possibility for the
distribution of the number K of changes during the year is
that of Poisson:

.k i
@) PIK=ki= —e™ max=0,12,..,

with mathematical expectation A and variance also A [3].

The use of the Poisson distribution allows overcoming
some technical difficulties and therefore in further
consideration we will use it as an example for the
distribution of the random variable K.

As a result of the changes in the conditions for realization
of the scenarios, an addition to the probability of an accident
in a given scenario is formed. The size of the additive, and
hence the risk to the asset, varies from case to case and it is
logical to consider it as a continuous random variable X. It is
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often hypothesized that this random variable has an
exponential distribution with intensity & [4].

(4) Pl zx}= 7%

In this situation, the average size of the additions to the
probability of an accident in the individual scenarios is 1/& ,
and the variance is 1/&"2 .

An important hypothesis for the further construction is that
for the different incident scenarios the changes are
independent random variables and do not depend on which
other scenarios an additive has occurred, nor on the humber
of scenarios.

The sum of the additives during the year is random
variable and the asset may be at risk if these values exceed a
certain critical level.

Therefore, studying the distribution of the annual additives
to the probability of an accident could contribute to
clarifying the risk management policy for the asset.

What is special about considering the annual amount of
additives is not only that additives are random, but also that
their number is also random:

G) Z=%X+¥ + - +¥  ,forK>0and Z = 0, for K=0

The mathematical expectation of the sum is relatively easy
to find. The notional average value, provided that K has a
certain value, is the sum of the average values of the
individual collectibles:

E(K)
6) E@ =—"/=3
g g
The variance is obtained analogously as a sum of
independent random variables .:

3. Analysis of changes in the probability of an
accident

The development of the probability of an accident for an
asset is determined directly by two factors. First, from the
initial level of probability, the size of which determines one
or another starting position of the risk for the asset. And
second, from accidental additions to the probability of an
accident over a period of time.

The initial level of probability of accidents is defined in
the risk assessment of the asset and represents the initial
value of the probability, which can be changed until the next
check. The change in the probability of an accident until the
next inspection is due to accidental changes in the risk
factors for this asset in the period between inspections. This
element of the total probability of an accident has the
possibility to add or subtract from the value of the
probability of an accident. We will be interested only in the
added value, because only it leads to an increase in the risk
for the asset.
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Let us consider a situation in which checks of risk factors
are made during period t. If there are no changes in the risk
factors for the asset, there will be no formed addition to the
probability of incidents with the asset. Then at the end of the
period between inspections we will have a probability I; with
the same value as at the beginning of the period Iy .

The appearance of changes in risk factors will lead to the
formation of an addition to the probability of an accident at
the end of the period. As it has already become clear, this
quantity is the sum of a random number K(t) of random
variables X1, X5, ... Xkq) :

Then, at the end of the period between inspections, we
will have the possibility of an accident

@®) I, =1, +Xi7x,

The random variables X3, X5, ..Xk( are assumed to be
independent and with the same distribution with
mathematical expectation u and variance ¢*.

Suppose that the number of additives for a period from 0
to t as an average value accumulates at a constant rate
E(K(t)) = A¢. . In this case, the mathematical expectation of
the annual size of the additions to the probability of an
accident would be A, and for the total value of the
probability of an accident as a mathematical expectation will

apply:
9) E) =L + Aut

Where: E(l;) is the total level of probability of an
incident with the asset, which is accumulated for time t; lq is
the initial level of probability of an asset incident; A¢ is the
number of changes for time t , which represents average rate
of accumulation; g is a mathematical expectation of the size
of the additions to the probability of an accident. This shows
how much the probability of an accident changes on average

Then the average increase of the additives to the
probability of an accident for time t is Aut. If the value of Au
is positive, the value of the additive will increase, albeit only
as an average value, as a general trend, where fluctuations up
and down are possible. Otherwise, if Au is negative - the
addition to the probability of an accident will decrease,
although again only as a trend in the average value.

At Jut. <0 we have a situation in which over time the
probability of an incident with a scenario decreases. This is a
positive trend to reduce the risk to the asset. This trend
should have little impact on the risk monitoring process, as it
does not reduce the inspection period. However, reducing the
likelihood of risk should not automatically lead to an
increase in the time between inspections. It is necessary to
conduct an expert analysis of the causes of this phenomenon
and to take steps to increase the time between inspections
only after establishing a lasting trend to reduce the likelihood
of an accident. The value of the variable Aut is a function of
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the changes in the conditions of several events that have
different trends and they must be tracked. Even if an event
reaches probability 0, the threats and wvulnerabilities that
determine it must be monitored for new trends to emerge. In
addition, the current analysis of the required verification
period is made on the assumption that the dynamics of new
scenarios is low, but this does not exclude the possibility of
new events (threat-vulnerability). Therefore, the decision to
extend the period for checking the risk factors for the asset in
question must also take these factors into account.

If Aut.> 0 we have a case of increasing probability of
accidents. This is the situation that should have a major
impact in determining the inspection period. The following
cases need to be considered:

* For ly > Linit We have a calculated probability of an
accident that is equal to or greater than the acceptable level
of probability for this asset. This assumption is unlikely
because in such a situation risk mitigation measures are taken
to reduce the risk below the acceptable level. It is possible to
reach this situation at a very high cost of reducing the level
of risk and deciding to accept the high level of risk. In this
case, the periods for checking the risk factors should be
determined by the management of the organization with the
assistance of risk management experts.

* When (lo + Aut) = Linmir there is a very high rate of
increase in the probability of an accident, which for time t
leads to an increase in the probability of an accident above
the specified acceptable value of the probability level. In this
case, the period for checking the risk factors must be reduced
to values where the acceptable level of probability is not
reached. Simultaneously with the reduction of the inspection
period, it is necessary to conduct an analysis to take
measures to reduce the rate of increase in the probability of
an accident. In Fig. 1 this situation is illustrated with values
above the Ilimit value.

ut > Limie - lo

Liim

Mt < Lt - lo

Liim

Fig. 1 Change in the probability of an accident

o At (lo+ Aut) < Limit  We have a situation of a normal rate
of increase in the level of probability of an accident due to
changes in risk factors. In this case, it can be assumed that an
acceptable period of inspections has been set. B
wnoctpanusara Ha ¢ur.1, ToBa e nepuoja B rpanunure ot 0
10 imit.
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In the defined period, the risk factors are checked and the
level of risk is determined. The performed inspection serves
as a starting point for determining a new period for
performing the next examination of the risk factors.

4. Conclusion

The material is a model of the influences and dynamics of
changes in risk factors in determining the risk to information
security of an asset. The probabilistic characteristics of the
changes are determined and the main dependences that can
be used for analysis are derived. Based on the identified
dependencies, the change in the probability of an accident is
modeled and analyzed. Conclusions are made about the
relations between the probabilistic quantities and the
intensity of the changes.

The analysis used the statement and characteristics of the
risk assessment process for information security, but the
conclusions can be used for the needs of risk assessment in
other risk management systems.

The models made and the derived dependencies can be
used to analyze and define an approach for determination of
the periods for checking the risk factors.

5. References

[1] INTERNATIONAL STANDARD ISO/IEC 27005:2018,
“Information Technology-Security Techniques-

Information Security Risk management”, Reference
number ISO/IEC 27005:2018(E).

[2] INTERNATIONAL STANDARD ISO/IEC 27004:2016,
LInformation technology —  Security techniques —
Information  security  management —  Monitoring,
measurement, analysis and evaluation”, Reference number
ISO/IEC 27004:2016..

[3] Jrommun LaukoB, “BeposiTHOCTH U (U3MHEcKa CTATUCTHKA -
3amicku Ha nekuun”, “Probabilities and physical statistics -
lecture notes™”, Sofia, 2011r., look at http:/ntne.phys.uni-
sofia.bg/BG/Manuals/PS.pdf

[4] “CoOutnsi, MHIMIOEHTH, CIIy4allHOCTH, OIIACHOCT M PHCK”,
"Events, incidents, accidents, hazards and risks", look at
http://www. google.com/url?sa=t&rct=j&q=&esrc=s&source=
web&cd=&cad=rja&uact=8&ved=2ahUKEwj81vTSK5TuAhU
HIMAKHVJmB7EAChAWMANG6BAQEEAI&url=http%3A%
2F%2Fspaska.lirex.net%2F ins-educ%2Fbook-
1%2F04.pdf&usg=A0OVvVaw2_uboSAOCac8YsvR7RYdJABh

27


http://ntne.phys.uni-sofia.bg/BG/Manuals/PS.pdf
http://ntne.phys.uni-sofia.bg/BG/Manuals/PS.pdf
http://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwj81vTSk5TuAhUHfMAKHVJmB7E4ChAWMAN6BAgEEAI&url=http%3A%2F%2Fspaska.lirex.net%2Fins-educ%2Fbook-1%2F04.pdf&usg=AOvVaw2_uboSA0ac8YsvR7RYdABh
http://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwj81vTSk5TuAhUHfMAKHVJmB7E4ChAWMAN6BAgEEAI&url=http%3A%2F%2Fspaska.lirex.net%2Fins-educ%2Fbook-1%2F04.pdf&usg=AOvVaw2_uboSA0ac8YsvR7RYdABh
http://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwj81vTSk5TuAhUHfMAKHVJmB7E4ChAWMAN6BAgEEAI&url=http%3A%2F%2Fspaska.lirex.net%2Fins-educ%2Fbook-1%2F04.pdf&usg=AOvVaw2_uboSA0ac8YsvR7RYdABh
http://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwj81vTSk5TuAhUHfMAKHVJmB7E4ChAWMAN6BAgEEAI&url=http%3A%2F%2Fspaska.lirex.net%2Fins-educ%2Fbook-1%2F04.pdf&usg=AOvVaw2_uboSA0ac8YsvR7RYdABh
http://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwj81vTSk5TuAhUHfMAKHVJmB7E4ChAWMAN6BAgEEAI&url=http%3A%2F%2Fspaska.lirex.net%2Fins-educ%2Fbook-1%2F04.pdf&usg=AOvVaw2_uboSA0ac8YsvR7RYdABh

SECURITY & FUTURE ISSUE 1/2021

Masking bottom mines by generatingimitative impulse interference

Nikolay Litchkov, Alexandar. Kolarov
! Institute of Metal Science, Equipment and Technology with Hydroaerodynamic Center at Bulgarian Academy of Sciences,
67 Shipchenski Prohod Street, 1574 Sofia, Bulgaria
e -mails: niki0611@abv.bg, aleksandar_kolarov@abv.bg

Abstract: Dethedetection of hulls requires the implementation of a built-in or autonomous provides a full range of functionalities for the
detection and classification of transmitted sonar signals, generation of imitative signal with spatial parameters, analogous to those reflected
by the seabed, and its radiation. This helps to model the shape, the sonar shadow and the reflective surface of the bottom mine in order to
mask it by generating a packet simulating chaotic impulse disturbances with parameters corresponding to those of possible reflections from
fictitious bottom objects and by re-emitting the received and additionally modeled hydro acoustic pulses with a calculated time lag to

achieve the desired result.
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1.

When analyzing the processes for improving the methods and
means for increasing the effectiveness of actions for detection and
destruction of sea mines, should not ignore the fact that except as a
threat to shipping, naval mining weapons are an important tool for
protecting activities in the adjacent sea areas against enemy forces
in cases of war or armed conflict and have a real deterrent effect.

In the implementation of modern systems for counteracting sea
mines, which represent an information complex deployed on many
levels, here is a reversal in hydroacoustic technology, used in the
fight against sea mines, which is characterized by a transition from
the simple discovery of a sea mine as a local hydroacoustic target to
detailed monitoring of the underwater environment through the
combination of the two technologies — the traditional sonar with
determination of the coordinates of the contrast energy point from
the reflected hydroacoustic signal and side-scan sonars, which
initially used as profilografi seabed registering mainly the
hydroacoustic shadow of an object protruding above the seabed.
The localization of mine as a local hydro-location target against the
background of the environment is increasingly transformed into the
creation of a detailed sonar map of sections of the seabed with
detailed inspection of any suspicious object and fixing all local
changes, which guarantees the safety of navigation in coastal areas.

As a basic anti-mine weapon of surface ships (mine hunters)
against mining threat self-propelled autonomous or remote-
controlled underwater vehicles are used, which are usually equipped
with side-scan sonar equipped with a sonar antenna type array
antenna with synthesized apritura (Fig.1).

Introduction

Fig. 1 Principle of operation of a modern self-propelled autonomous anti-
mine system

The sonar provides detection and classification of mine-like
objects with simultaneous processing according to the level of the
reflected hydroacoustic signal (echo signal) and the shape and
characteristics of the hydroacoustic shadow against the background
of reflections mainly from the bottom and from the noise - own and
at sea. For this purpose, they are usually multifrequency, and each
frequency is optimized for a specific task, as follows:

. Low Frequency — 75 + 150 kHz - for operation detection
anchor and bottom mines a large distance in a horizontal sector 15 °
+ 90 ° in the course of the ship and vertical sector of 3° + 30°. The
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sonar provides 3D imaging of the underwater environment and
detection of bottom mines on muddy, sandy and stony bottoms;

. High Frequency - 200 + 300 kHz - to work in all types of
bottom detection and classification of bottom mines echo signal and
sonar shadow;

. Very High Frequency - 400 + 600 kHz - working mode
classification with high resolution on a rocky bottom with a strong
bottom reverberation.

The width of the horizontal and vertical sector of inspection
(scanning) in HF and VHF are usually in the range of respectively
10°+30°and 10°+20°.

The emitted hydroacoustic pulse has a duration in the range of
0.1 + 0.5 ms with frequency modulation type HFM / LFM / CW.

The technical characteristics of anti-mining sonar showed that
rely on detecting bottom mines the energy of the reflected signal
over a distance up to 800 meters. Taking into account the speed of
sound in sea water (~ 1450 m/s) moxke to expect a maximum
repetition rate T;; nax~3S and minimal — Ty i, ~ 0.5+1 s.

The use of the bottom mine classification method and the ability
to improve the mine visibility at small sliding angles of the
directional diagram stimulated the emergence of side-scan sonar
with variable depth antennas. The realized idea of compiling
hydroacoustic maps by grouping the data from the side view was
justified only in cases where the surface of the seabed is relatively
flat and homogeneous. Studies have shown that acoustic
inhomogeneities and especially the unevenness of the seabed
dramatically reduce the quality of the hydroacoustic picture, which
varies depending on the angle and distance to the bottom.
Therefore, without special procedures it is impossible to compare
the images of the same section of uneven seabed from the screens of
different sonar, as well as from the screen of the same sonar, when
the geometry of the survey has changed.

2.

Current trends in the processing of mine detection signals by
their sonar shadow and reflected signal level, as well as the signs
and algorithms used for this in the anti-mine sonar, determine the
following requirements for the newly developed bottom mines to
ensure their camouflage [1- 4]:

Assumptions and ways to solve the problem

. low vertical profile - to make smaller sonar shadow;

. low reflectivity - is assessed by the center of gravity and if
amass has a larger area it is lower contrast;

. large area - the shadow is masked, and in addition the
filters for the size of the target (regarding the dimensions of known
mines) do not classify it as a mine-like target [1,2];

. symmetry of the form - usually a double search of
perpendicular courses is performed and the signals from the targets
are evaluated (subtracted).

The analysis of these conditions shows that the first and
partially the second can be achieved with the help of design
solutions and the use of camouflage and low reflectivity materials.
Other conditions must be modeled by means of active agents for
enhancing anti-mining resistance of bottom mines.
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For this purpose by a team of Institute of Metal Science,
Equipment and Technology with Hydroaerodynamic Center at
Bulgarian Academy of Sciences /IMS-BAS/ is a designed and
developed device ”Jammer for Sonars of Mine Warfare Vessels”,
which provides when it is irradiated by ship sonar and after
exceeding the level of signals received from the acoustic antennas
above the pre-set thresholds, generating a series of electrical pulses
according to a predetermined algorithm in the corresponding
frequency range, which then transforming them into acoustic
signals emitted by the jammer in the water surrounding space.

Figure 2 shows:

1. Sonar indicator MG-79 without jammer;

2. MG-79 sonar indicator with jammer;

3. DUBM21B sonar indicator without jammer;

4. DUBM21B sonar indicator with jammer.

00 IR by

Fig.2 Picture of mine sonar indicators

The analysis of the image shows that after its activation, the
jammer unmasks its place, respectively that of the bottom mine, if it
is installed in its body. From a tactical point of view, its use is
appropriate within the minefields to increase the efforts of anti-mine
forces, as well as to mislead them about the existence of mine
barriers.

In the specialized anti-mine sonar for optimization of the sonar
image analysis process - echo signal + hydroacoustic shadow, an
analysis is performed by placing on the image of a suspicious object
a suitable delta mask, described by deterministic statistical laws.
For specific sonar characteristics (frequency range, resolution,
acoustic beam angle, noise, reverberation and echo), the statistical
variable representing the image of the mine and the statistical
variable representing the image of the bottom are considered to be
statistical mixtures, which are presented using a set of delta masks.

The significant characteristics of the hydroacoustic shadow
from underwater objects are:

. the average brightness of the shadow, which is a measure
of the darkness of the shadow of the object;

. the average brightness of the illumination, which is a
measure of the brightness of the illumination of the object;

. the scattering of the shadow;

. dissipation from the seabed;

. the contrast between shadow and illumination, which is
the absolute difference between the average brightness of the
shadow and the average intensity of illumination;

. the contrast between shadow and background, which is
the absolute difference between the average brightness of the
shadow and the average strength of the background.

To reduce the effectiveness of this type of anti-mine sonar, it is
necessary to make such changes in the sonar image, both in the
background and in the shadow of the bottom mine, ue that the
detection system implemented on anti-mining sonar to be
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"deluded", that the discovered target is not mine-like, but is, for
example, rock bottom rock, alluvial or sand formation, etc.

Realized by a team of IMS-BAS device for forming in response
to irradiation imitating pulse disturbances,, which is protected by
Patent for Invention Reg.Ne 67138 B1, provides an opportunity to
change the delta mask used by the sonar algorithms in the process
of plausibility with a mine-like object and to create additional
elements in the delta mask of the soil at the bottom, which would
complicate the analysis of the mixture of pre-embedded in the
system masks of bottom mines and soil types of the seabed.

The device for forming corresponding imitation pulse
disturbances is effective for counteracting sonar with a built-in
algorithm for analysis of the hydroacoustic shadow of an
underwater object, but the protected object is energetically
contrasting with the seabed and creates preconditions for inspection
by other means.

3. Solution to the studied

The task of masking a bottom mine against the background of
the seabed in the area where it is placed in position is to create a
device for the formation of a response masking impulse
disturbances, which provides an impact on the algorithms for
analyzing the sonar image, used in modern anti-mine sonar, by
masking the shape, shadow and reflective surface of the bottom
mine, by simulating the reflection of ultrasonic energy in the field
of view of anti-mine sonar with an intensity close to that
characteristic of the seabed [3].

A device is available for this purpose, source of responding
masking chaotic impulse interference with parameters:

- pulse repetition frequency T;

- pulse duration t;

- frequency of oscillations filling the pulse f, and

- intensity I,
corresponding to those of possible reflections from fictitious bottom
formations with effective reflective surface om, or the re-emission
of received hydroacoustic pulses over time, calculated to achieve
the desired result.

Depending on the type of soil on the seabed and tactical
characteristics of the area of anti-mining activities, the source of
those responsible masking interference can be placed in the body of
the mine itself or around it [4].

Activating this/these elements should be carried out
automatically after exposure to sonar signal, which is classified as
such by the mine-sonar.

Figure 3 shows a block diagram of a device for masking a
bottom mine against the background of the seabed, which is
performed by forming and emitting corresponding masking pulse
interference.

The following blocks and elements are included in the
composition of the device for emitting corresponding masking
interference [5,6]:

e Mmulti frequency sonar antenna (1), which is composed of n
number of piezoceramic transducers, providing the process of
reception / transmission of hydroacoustic signals in the whole
selected frequency range (50 + 600 kHz);

o frequency signal switch (2), providing switching of the sonar
antenna from "receive” mode to "transmit" and vice versa;

e corresponding to the number of piezoceramic transducers
hydroacoustic receivers of hydroacoustic signals (3);

o demodulator (demodulators) (6), which separates the envelope
of the mine sonar radiation pulse;

e CPU (4), providing the connection and control of the operation
of the memory unit, demodulator, synthesizers and modulator of
the emitted simulated hydroacoustic signal. It includes a Fourier
spectrum analyzer, which allows in addition to spectral
characteristics, to determine statistical and other characteristics
of the input signals in real time, to analyze random signals in
the presence of significant noise, as well as the general
parameters and interrelationships between two or more signals
in a wide frequency range. The processor unit (CPU) performs
the following functions:
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—provides preliminary introduction of the attenuation
coefficients of the ultrasonic waves reflected from the bottom
mine and from the ground in the place of positioning for the
respective frequency range, which serve to determine the
intensity of the emitted simulated signal;

—registers and classifies the occurrence of sounding sonar
pulses from anti-mine sonar and determines its parameters —T,
T, ful;

—provides memorization of the received hydroacoustic signal
emitted by the anti-mine sonar in a memory block (5) ;

—ensures that the synthesizers produce a pseudo-random
continuous series of rectangular pulses to mimic reflections
from fictitious bottom formations;

[ Frequency Signal Switch

Fig.3 Block diagram of a device for masking a bottom mine

synthesizers (7) and amplifiers (8);

modulator (modulators) (9), which fills the produced simulation
signal, similar to that of reflections from the seabed in the
setting area, with the carrier frequency (Fig. 4).

or
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Fig.4 Oscillogram of reflections froma real seabed

The principle of operation of the device is based on the analysis
of the pulses emitted by the anti-mine sonar and re-emission of
masking ones, which are shifted in time, and a series of additional
signals are added to the signal reflected by the bottom mine, with
intensity of fictitious bottom formations and soil reflected with real
parameters imitating pulses throughout the field of view realized by
the directional diagram of the hydroacoustic antenna of the anti-
mine sonar.

The operation of the device for creating corresponding masking
impulse interference proceeds as follows:

- the pulses emitted by the anti-mine sonar in the direction
of the mine fall on the multi-frequency hydroacoustic antenna (1);

- the piezoceramic transducer, which has the corresponding
frequency band, converts it into an electrical signal (pulse), and the
switch (2) directs it to the corresponding receiver for processing and
amplification;
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- the signal from the corresponding sonar receiver (3) is fed
to the input of CPU (4). Unnecessary frequency components are
removed in the low-pass filter;

- in the demodulator (6) the envelope of the carrier
frequency is separated;

- in the analog-to-digital converter, the input signal is
converted into digital form, which is recorded in the memory block
(5) and the classification of the plausibility signal is performed with
pulse signals from anti-mine sonar. With a positive result, in the
processor unit its parameters necessary for the production of
imitation pulse interference are obtained, as well as the pulse
repetition frequency, whose value determines the time for emission
of a complex imitation signal (during this time the receivers are
"clogged™). In addition, the intensity (power) of the expected
reflected signal is calculated, proportional to the intensity of the
incident sonar wave, the reflection coefficient of the bottom mine to
be masked, as well as the previously introduced type of soil and
bottom formations - rocks, stones, sediments, etc .;

- CPU controls the operation of the corresponding pair of
synthesizer (7) - adjustable amplifier (8);

- the signals filled with pulses from the respective
synthesizer with a duration equal to the repetition time are fed to the
input of the respective adjustable amplifier (8), which gives the
pulses the required amplitude;

- in the modulator (9) the envelope of the pulse series is
filled with the original carrier frequency of the pulse emitted by the
anti-mine sonar;

- through the switch the pulse is fed to the hydroacoustic
antenna for emission in the sea space in the direction of the
directional diagram of the anti-mine sonar.

4. Results and discussion

Experimental model of the device for formation of
corresponding masking impulse interferences is realized on the
basis of a product of IMS-BAS — «Bottom mine GM-750», in the
housing (on the wings) on which on each side are built 2 lines of
piezoceramic transducers, creating a multi-element multifrequency
hydroacoustic antenna, which covers the entire range of operation
of anti-mine sonar - Fig.5. Electronic unit composed of those in the
block diagram (Fig. 3) elements, is placed in an airtight unit within
the housing of the mine.

-
AMzio-element maln-
frequency zomar
asteses array

2 Emez of
pieToceramic
trazzdecers

Fig.5 Bottom mine GM-750 with device for formation of corresponding
masking impulse

The use of the device for formation of corresponding masking
impulse interferences significantly reduces the efficiency of modern
anti-mine sonar for detection and classification of bottom mines,
which function on the basis of two complementary factors - the
reflected energy from the mine against the background of the
reflections from the seabed formations and the presence of a
hydroacoustic shadow after the location of the bottom mine, which
reveals not only the fact of the presence of a bottom mine or a mine-
like object, but also its approximate shape[7].

The efficiency of the offered device is confirmed by the
conducted field tests in the water area of VVarna Bay with the use of
towed side scan sonar with operating frequency 105 kHz and 500
kHz - Fig.6.
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GM-750 with jammer for
generating imitation impuls
intervention

Fig.6 Images of bottom mines on indicators of towed side scan sonars

The analysis of the obtained image of the sonar indicator
devices shows, that the scattering of the hydroacoustic shadow, the
contrast and the brightness of the illumination of the bottom mine
and the rock formations of the ground, respectively for the bottom
mine GM-750 with and without a built-in device for forming
corresponding masking impulse interferences are many times less in
favor of the former, which significantly reduces the effectiveness of
mine detection by specialized anti-mine sonar [8,9].

5. Conclusion

The device for the formation of corresponding masking pulse
interference affects the performance of the algorithms for analyzing
the sonar image, which are used in modern anti-mine sonar and
provides masking of the bottom mine by generating a complex
simulation signal, in which to the envelope of the received signal
are added elements characteristic of the pre-entered type of soil and
bottom formations — rocks, stones, sediments, etc., and subsequent
filling with the original carrier frequency of the received irradiation
pulse, with calculated intensity (power) of the expected reflected
signal, proportional to the intensity of the hydroacoustic wave
hitting the mine body, and with the reflection coefficient of the
bottom mine (depending on the height and material of the hull, the
technology of profiling the body of the mine, etc.), which is subject
to masking, and controlling the repetition rate of the pulses, the
value of which determines the time to emit a complex simulation
signal (during which time the receivers are "clogged™).

The emitted corresponding imitation pulse interference provide
a change in the actual characteristics of the sonar image to a degree,
when the device for classification of the echo signal in the sonar ot
does not register the presence of the active pulse interference, nor
does it detect a sea mine or decide that the reflections are from more
contrasting bottom objects.

The developed device is intended for use in complex port
security systems, maritime infrastructure facilities, areas of
maritime national waters and other systems for protection of critical
infrastructure sites and in conducting operations related to national
security [5-9].
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6.

The results can be used in the implementation of Work Package
2 “Intelligent Security Systems” of Project BGOSM20OP001-1.002-
0006 — Creation and Development of a Centre of Competence
“Quantum Communication, Intelligent Security Systems and Risk
Management” (Quasar), funded by the FEuropean Regional
Development Fund through the Operational Programme “Science
and education for smart growth 2014-2020".
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1. Introduction

The modern development of technologies predetermines the use
of wvarious substances and materials. Defiles small part
of them according to their physico-chemical properties are
flammable, explosive and toxic. These properties, in turn,
determines the item requirements to specialized protective
means (SPM) for the protection of firefighters involved in accidents
and neutralizing the effects of them.

2. Technical requirements for protective equipment

Protective clothing, for firefighters is specialized personal
protective means (SPPM) providing protect the torso, neck, arms
and legs fireman. [1]

An additionalspecialized personal protective equipment
(ASPPE) is for protect the head, face, wrists and feet.

Although the role of the firefighter is to put out fires, he has
many other activities where thermal protection is not required.

Therefore, finding a balance between thermal
protection, comfort and other requirements is crucial. Determining
the danger s gives an opportunity for the fire department, after a risk
assessment to make choices consistent of risks assessment.

Specialized protective means (SPM) is the sum of SPPM and
ASPPE  with  suitable  protectionof  the  respiratory
tract , where necessary degree.

The use ofinappropriate SPM may affect h and reduced
productivity and perception and has a paradoxical effect in the daily
activities of firefighters.

It is essential that the fire and rescue service at critical
infrastructure  sites carry out a risk assessment. To verify
compatibility th and ergonomics so all parts of ASPPE (respirators,
gloves, boots, etc.) And meet at Ziska Regulation (EU) 2016/425 on
personal protective equipment. To ensure protection from
nuisance is necessary firefighters and staff in maintenance to
is familiar with the selection, use, care and maintenance of all
personal protective equipment. [2] There is an increased focus on
the contamination of firefighters and / or their SPM by
smoke, particles and gases, as well as all decontamination
processes.

In order to achieve a certain level of protection and comfort of
SPPM with assessment of the probable risks, the requirements to
SPM and ASPPE are determined.

The requirements for protective clothing,
cover design and comfort and, visibility so,of heat a and flame of m
echanical and and chemical and materials.

Inerh on an assessment of risk, and the specificity of the
medium in which they are used SPM levels of protection are
divided into two levels of performance:

- Level 1: defines the minimum requirements for firefighting
clothing when working with fire outdoors and their ancillary
activities taking into account the environmental conditions of
expected operational scenarios such fire protection activities.

Level it is not applicable for protection against risks arising
from firefighting or rescue from firefighting activities in buildings,
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unless they  are combined with level 2
another and specialized and PPE.

- Level 2: defines the minimum requirements for fire fighting
clothing risks encountered etc. and firefighting and rescue of fire in
structures (buildings).

The distinction between Level 1 and Level 2 clothing is limited
to the requirements for protection against heat (X1) and flame
(X2). These levels of protection can be achieved through a single
garment or a combination of individual clothing.

A security enes are pairs is degrees of protection against ingress
of water with identification marks (Y) and resistance to water
vapor with (2).

At the high level of efficiency - Level 2 of SZS is aimed
at specialized firefighting with a large amount of radiant
heat, operations dealing with hazardous chemicals and
others. dangers.

2.1 Requirement to SPM - comfort and design

2.1.1 Black

The levels of protection of the SPM are achieved by clothing,
which may contain multilayer materials or combinations of
materials. The elements of which composition eno clothing must
meet the specified requirement, and should be tested together. To
ensure acertain level of protection, they must be worn
together. [3,4,5].

In protections eneand  from  two-piece  suit  must have
overlapping jacket and pants while. The overlap must be maintained
when both hands move over the head and when not bending from a
vertical position until the fingertips reach the ground. The
wrists and ankles should remain covered in an upright position.

Verification of the fulfillment of this requirement shall be
visually. [ 1]

In anshniya t material from which made clothing to misses
harmful substances to the inner layer and from there to the skin of
the person wearing it. [ 6,7,8,9,10,11,12]

Protective clothing should be designed so that the design there
are no sharp edges, bumps or protrusions, the reason yavashti injury
to the user.

The end of the sleeves, the lower part of the jacket and the end
of the trouser legs (overalls) should be made of material that does
not allow loosening. Also can stand stably and tightly to the body,
in order not to miss the entry of water and harmful substances.

On the clothing are stitched claimed  reflective,
fluorescent signs, tapes or Combin ation them
to provide no visibility unto them from afar.

D pockets

All pockets of the garment must be designed in such a way as to
prevent the entry of heat, flames or hot and gases and material.

The pockets are external and internal made under the following
requirements:

(a) an outer pocket made of a separate piece of material such as
the outer main sewn on the outside without piercing the outermost
layer of the garment.

b) outer - built-in pocket sewn for the inner material of the
garment without piercing the outer layer of the garment.

or

for
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Increasing the number of pockets can lead to additional weight
and insulation of the garment, which can increase the physiological
impact on the user.

Hood

It is very important to determine in what operations to use a
garment with a hood. When the garment is designed with a hood, it
can have a negative effect on the accumulation of heat or the
perception of the user (reduction of hearing and perception).

Breathable material

In order to allow passage of moisture from the garment from the
inside out the material from which is made the garment should be
"breathable”. This fabric is suitable for slaves because it does not
allow the body to be steamed.

And inspection

The clothing is made with holes and nspektsi her in order
to provide not possible to verify the protective layers or coatings
and different seams.

Closing system

The area of the closing systems must provide the same level of
protection as the rest of the garment.

The distance between the broken closing system (eg holes or
fasteners) must not lead to unprotected openings in the
garment. When using zippers, the sliding clasp shall be designed to
lock until fully closed, including when using a zipper with a quick
release mechanism. The closing system must not be opened
accidentally. The verification of the fulfillment of this requirement
is performed visually and with a manual test. [13]

3. Test methods

3.1 Heat and flame

3.1.1 Flame propagation test

All materials and structural seams are tested before and after
pre-treatment. Results are evaluated when samples are included in
the test framework.

The prefabricated component of the outer garment shall be
tested by applying the test flame to the surface of the outer material
and to the surface of the innermost lining of individual specimens.

[14,15,16]
Clothing type "bulb ", the outer garment and the innermost
lining should be testedin addition to separately and

together . The sutures are tested with three samples and they must
not be opened. In the test Obrazetsa item must be oriented so that
the seam to walk the middle line of the test specimen so that the
flame of the burner to hit directly on the seam.

The material used for the cuffs of the sleeves and legs and the

end of the jacketshall be tested separately, with the
flame directed at the outer surface of the material.
Tags, badges, reflective materials, and the like., K oito is

applied on the outermost surface of the garment is tested so only
after pretreatment in combination with the outer layer to make
possible the taking of samples. [17].

3.2. Contact heat test on garments marked X2

For level 2, three samples of component a or clothing must be
tested before and after pre-treatment. The tests are performed at
atemperature of 250° C [18]. In the net test, each sample must
have a minimum residence time of 10 s.

K lasifi cation is based on the Ilowest single result of
three they separate values and rounded to the nearest whole
second count for the result obtained.

3.3. Heat transfer test of garments marked X1/X2 at:

- Flame - The test is performed with at least three specimens
from the set of samples before and after preliminary preparation -
cleaning of the garment according to the manufacturer's
instructions [19,20]. The classification is according to the lowest
single result of the three separate values and rounded to the nearest
whole second is considered for the obtained result (Table 1) ;
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Tabl. Nel
Heat transfer Level of Level of
index implementation 1 implementation 2
HTly >9,0 >130
HTl,, — RHTI;, >3,0 >4,0

HTIl,, — time in seconds, expressed to one decimal place to
achieve an increase in the temperature of the caliper of ( 12 £ 0,1)) °
C.

HTI ,4 - times per second, expressed to one decimal place, to
achieve a temperature increase in the calorimeter of (24 £0,1)° C

Transmission - The test shall be performed with at least
three copies of the sample set before and after preliminary
preparation. [ 21,22] The tests are performed at a heat flux density
of 40 kW / m?. (Table 2)

Tabl. N2
Heat transfer index Lewel of Lewvel of
(radiation) implementation 1 implementation 2
RHTI,, >10,0 >18,0
RHTl, — RHTI,, >3,0 >4,0

3.4. Residual tensile strength of the material upon exposure
to:

- Radiation- The test is carried out at least in triplicate on
sample sets of a base and in the weft of the outermost material after
pre-treatment at a density of heat flux of 10 kW /m?2. Each
specimen must have a tensile strength > 450 N. [23,24]

- Heat resistance -and zpitvane it is carried outat a
temperature  of  (180+5)°C for a  time of 5 minutes. All
the material and the used and clothing should not ignite mor
top th and does not shrink so more than 5 %. Each layer of material
is tested separately. [25]

Closing system devices were tested at a temperature of (180 +
5) ° C for a time of 5 min., They should retain the function after the
test.

- Heat resistance of seam s clothing - test shall be carried
at a temperature of (260 + 5) °C, the seams must not melt.

3.5. Test for resistance to penetration by liquid chemicals -
The test is performed with at least three specimens from the set of
samples after pretreatment. Proveryavat filaments warp and weft,
using the time for -application of 10 s, with liquid
chemicals described in Table. 3. [26]

For each sample there must be no penetration to the inner
surface and the index of the repulsion to be > 80% classes cation
based on average result of test .

Tabl. Ne3
Temperature of
. M
Chemikal (;SO)S chemical £2 °C
H,SO, 30 20
CgHio (0-xylene) 100 20

3.6. Mechanical examination of the material from which the
garment is made

- Tensile strength

P ri testing of inanshniya material after the pretreatment, the
threads on the base and weft of fabric with a coating must withstand
a tensile strength > 450 N. [27]

The seams of the outer material during the test must have a
maximum seam tear strength > 300 N. [20]

Tear strength

When testing the outer material after pre-treatment, its warp and
weft threads shall be able to withstand a tear force > 30 N. [27]

3.7. Water penetration of clothing marked with Y1 /Y2

The finished product is tested for resistance to water ingress at
a pressure of 0,98 + 0,05 kPa / minand must achieve one of the
following efficiency levels:
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- Y1 <20 kPa, for clothing without moisture barrier;
- Y2 > 20 kPa, for clothes with a moisture barrier. [28].

3.8 Resize

Changes and size after cleaning material and nand protective
clothing should not exceed + 3% for woven and + 5% for
trikot Agen material and non-woven fabric

The performance test of the kit is not performed. Each layer of
the set must meet the requirements for resizing.

3.9. Area of visibility of the material

The minimum size of reflective material should be no less than
0,13 m 2, and the minimum size of the fluorescent material must not
be less than 0,2 m?.

The minimum area for compound material for execution
must be not less than 0.2 m?.

3.10. Comfort requirement

- Resistance to water vapor with marked Z1/ Z2

The requirements for water vapor resistance (Ret) must be in
accordance with one of the following efficiency levels for the
following indicators:

-Z1>30 m 2 Pa/ W, but not more than 45 m?Pa / W;

-Z2<30m2Pa/W.

- Clothing testing

the finished product is tested on a manikin at an exposure: 8 s at
84 kKW /m?.

In addition, additional integrated devices must be included to be
used with protective clothing testing.

In addition to tests on and clothing Level 2 or prefabricated
clothingcan be tested and instrumental mannequin with  a
precondition that the clothes are made from materials tested and
have the appropriate size [29].

The test is performed with a single cycle of pretreatment e Reha
or said fitted Kit, which with is combined to obtain a level
ofProtection X 1 or X 2. T substantially the in heat flux of 84 kW /
m “for a duration of 8s. The test must be performed with or without
underwear. The average value for the three tested garments is
reported.

Any additional integrated devices that will be used with the
clothing may be included in this test.

Thermocouples are placed on the manikin, forming
separate sections on it, as the optimal number is 130. (Fig. 1 and
Fig. 2)

o sensorsunder clothing

1,

W

-

v

—)
7

Figure 1 - test manikin with sensors located on it

Fi. 1 Mannequin with sensors
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Fig.2 Zoning

real test of fire-retardant clothing and the impact on the
manikin and the degrees of burns are shown in fig. 3 and fig 4

B mnosn

3. Conclusions

In er n streams passing to the clothes in separate tests in the
lignt of the findings of the risk assessment in
real and situations and in case of accidents hazards they have
a large effect on the body. for this it is necessary to continue the
tests in order to improve the protective qualities of the specialized
protective clothing.

According to the risk assessment for the critical infrastructure
site with the most likely severe scenarios, we propose to develop
a chamber with an integrated version of the test methods in which
the amount of oxygen in the chamber, temperature, pressure and
flow rate of different gases can be regulated and the combination
thereof. The test manikin is wearing a full set of protective clothing
and personal protective equipment, with standard equipment - for
respiratory protection. The sensors are arranged both on the outer
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side of the garment and on the inside by measuring quantities such
as temperature, moisture permeable OCT of toxic products,
static but electricity, Tamb h Oliri ability.

In conclusion, it can be said that the proposed test model,
including the synergy of hazards, will simulate situations as close as
possible to the real ones. The conclusions will be drawn for the
Grand pm Nittel value of default parameters to which protective
agents will be effective, is enabled evaluation of specific
protection and against other  hazards, for example chemical,
biological, radiological and electrical hazards.

The results are aimed at the implementation of Work Package 2
"Intelligent Security Systems" of the project BGO5M20P001-1.002-
0006 "Construction and development of a Center of Competence"
Quantum Communication, Intelligent Security Systems and Risk
Management (Quasar) ", which received funding from the European
Regional Development Fund through the Operational Program
"Science and Education for Smart Growth" 2014-2020.
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Abstract: The report discusses the basic requirements for ensuring the safety of people, facilities and buildings from the harmful effects of
the explosion. It considers the requirements of the necessary distances, ensuring the safety of people, facilities and buildings from the
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1. Introduction

One of the main issues in ensuring the safety of people,
facilities and buildings from the harmful effects of the explosion is
to ensure safe distances to sites for the production, storage and trade
of weapons, ammunition, explosives and pyrotechnic articles .

Basic requirements for planning and design of buildings for
production, storage and trade of weapons, ammunition, explosives
and  pyrotechnics are represented  in  this report (WAEP). The
requirements for risk assessment and management in the planning
and design of constructions for (WAEP) are indicated, as well as the
necessary minimum distances for ensuring the safety of people,
buildings and facilities.

2 . Basic requirements for the planning and design
of construction works for the production, storage and
trade of weapons, ammunition, explosives and
pyrotechnic articles, abbreviated as *"construction for
WAEPA"

A major issue in planning and design of construction for
WEAPA is making a qualitative and quantitative analyzes in order
to identify the type of explosion risk depending on the type and
estimated quantity of produced and/or stored WEAPA and therefore
assessment and risk management.

The basis of proper evaluation and in risk management is
identifying the dangers including ensuring the safety clearances for
people and property and outside the building for WEAPA. Risk
management also includes the identification of environmental
hazards, the quantification of the consequences, the calculation of
risks and the identification of measures to eliminate and/or reduce
the identified risks.

The minimum range of quantitative analysis and risk
management includes: dangers and minimum distances from
existing sites; type and quantity of WEAPA, location of the
buildings and facilities on the construction site for WEAPA, type of
building structures; number of potential victims and property
affected; way to evacuate.

During the development of the terms of reference for the design
of construction for WEAPA a risk assessment needs to be
prepared [1] .

3. Risk assessment and management in the
planning and design of constructions for WEAPA

When planning and designing the constructions for WEAPA it
is necessary to make an assessment of the type of explosion hazard
depending on the type and estimated quantity of the produced and /
or stored WEAPA. Table Nel shows four types of explosion hazards
according to the expected damage from the produced and / or stored
WEAPATL, 2].
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Table M2 [
Production and / or storage of WEAPA in which
Type of | there is a risk of mass explosion (mass explosion is
hazard 1 | anexplosion in which the whole body of explosives
explodes as one)
Type of Produ_ction apd / or_sto_rage of WEAPA, vyhere
hazard 2 there is a serious projectile danger, but there is no
danger of a mass explosion
Production and / or storage of GDPI, in which there
is a danger of ignition and insignificant explosion
Type of or danger of disposal, or in combination of them,
hazard 3 | but there is no danger of mass explosion, ie. in the
case of explosives which cause significant radiant
heat or which are in danger of being discharged
Production and / or storage of WEAPA, where
there is a danger of fire and / or light explosion
Type of only with local effect, ie. in the case of explosives
hazard 4 | with a low degree of danger in the event of ignition
or activation and there is no danger of discarding
fragments of significant size or in a large range
3.1. Explosive  pressure and blast wave
propagation

The explosive load is a wave pressure caused by the rapid
release of energy during a chemical reaction. The propagation of the
wave is spherical in nature and is scattered in the direction from the
place of the explosion. A scheme of blast wave propagation in open
and closed rooms is shown in fig. 1.
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Fig. 1

The first step of the risk assessment process in the event of an
explosion requires determining the load from the explosive event .
A scheme of blast wave propagation in open and closed rooms is
shown in fig. 1. The first two diagrams show the propagation of the
blast wave in open spaces, and the last diagram - indoors.
Regardless of the spherical propagation of the blast wave, it will
bring differential pressures along the length of some building
elements, such as columns. [1, 2].
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Providing protective equipment to buildings, facilities and sites
with a potential risk of explosion can significantly reduce the
likelihood that people or property located on the other side of the
protective equipment will be affected by the blast wave and quickly
leave the site of the explosion.

In fig. 2 is a diagram of the propagation of an explosive wave.

Earth surfice

Fig. 2

3.2. Minimum safe distances to urban areas and
existing sites of buildings, facilities and sites with a
potential risk of explosion, which are part of the
construction for WEAPA

In order to reduce the damages and losses from the occurrence
of an explosion in sites for WEAPA, it is necessary to locate the
constructions at safe distances to neighboring buildings and
facilities.

The minimum safety distances shall be measured in a horizontal
plane and without regard to the intersection of the terrain from the
outer edge of the building and / or the site with potential risk of
explosion to the nearest point of urbanized area and / or existing site
to which the safe distance applies. [ 3,4,5,6,7 ].

Based on the calculations for planning and design of
constructions intended for production, storage and trade of
weapons, ammunition, explosives and pyrotechnic articles, the
normative minimum distances to urban areas and existing sites of
buildings, facilities and sites with potential risk of explosion. [ 8,
9,10,111].

These distances apply only on medium terrain (dense forest,
hill, earth embankment, etc.).

In the table. Ne2 are specified distances mentioned is that most -
important in determining the safety distances there so the number of
people who reside in close proximity , the presence of activities
open fire ; the presence of gas supply transmission (highway) lines
and facilities to them, as well as the presence of railways, highways
and roads of | and Il class, waterways, stations and ports, which
would have a negative impact on the economic plan for the country.

Table Ne2

Name and | Minimum distances, m
Neo | characteristics of -
the objects Warehouses, manufacturing facilities
and  subversive territory  with
maximum exp losives
From | Up Up Up Up
10 to | to to to to
20t 30t 50t 100t | 150t
1 Urban areas, | 600 900 1100 | 1600 | 2000

industrial
buildings, with
farmyards,
workshops  and
other  working
playgrounds for
over 50 people

2 | Barracks 400 500 | 700 | 1000 | 1100
(barracks,
garages,
workshops
other

residential
administrative
buildings

them)

areas

and
farm,
and

in

3 Main  railways, | 400 700 | 900 | 1200 | 1500

highways and
roads of | and Il
class, waterways,
stations and ports

4 | Secondary 300 500 | 700 | 1000 | 1100

railways, class 11l
roads and local
roads

5 | Airports, 600 900 | 1100 | 1600 | 2000

supply
transmission
(main) lines and
facilities to them

gas

for | 300 300 | 400 | 600 | 800

and

6 Warehouses
flammable
combustible
materials

7 Quarries, open- | 600 1000 | 1000 | 1000 | 1000

cast mines and
open-air shooting
ranges

8 High voltage | 200 350 | 450 | 600 | 800

overhead power
lines, substations
and substations

9 | Separate 300 500 | 700 | 1000 | 1100

outbuildings and
villas outside
urban areas
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4. Conclusions

In conclusion, it should be noted that in order to ensure safety
so people, equipment and buildings from the harmful effects of the
explosion needed to be followed and analyzed these steps:

-Determining the type and quantity of WEAPA produced /
stored in one site

- Providing safe distances for people and property on site.

- Providing safe distances for people and property outside the
site

The basis of good site management for WEAPA is the planning
and design in the initial phase of construction, making an analysis
and identification of hazards, risk analysis and taking measures to
eliminate and reduce the impact of identified risks Fig.3.



SECURITY & FUTURE ISSUE 1/2021

HAZARD IDENTIFICATION

for people and
property out
fiihe
onstrucfion
fite for WEAPA
pnc nding safe
Histances

for propleand
preperty o the
comzirectom e
for WEAPA,
imchiding mafe
distamces

environme ntal

depanding on the
e harards

tvpe and quantiny
of WEAP A

OTHER
HAZAFRDS

| RISK ANALYSIS |

l

meazures taken to
eliminate and/or reduce
the identified rizk=

|

| PE RFORMANCE |

MONTORING
ANDREVIEW

Fig.3

The results are aimed at the implementation of Work Package 2
"Intelligent Security Systems" of the project BGO5M20P001-1.002-
0006 "Construction and development of a Center of Competence"
Quantum Communication, Intelligent Security Systems and Risk
Management (Quasar) ", which received funding from the European
Regional Development Fund through the Operational Program
""Science and Education for Smart Growth™ 2014-2020.
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Mobile antenna for underwater system for remote control "*'SOM_|""
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Abstract: Mobile hydroacoustic antennas have been developed after theoretical optimization of their directivity characteristics. The
directivity characteristics in the plane passing through their axis in radiation mode have been determined experimentally. A comparison is
made between the calculated and experimentally obtained results for the orientation characteristics.
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Introduction

The underwater site management system is designed to
control the status of underwater objects (on / off) over a
underwater acoustic channel by transmitting and receiving coded
commands [1]. The control is performed by means of
hydroacoustic signals, coded in a way that ensures a minimum
probability of false positives. Up to 19683 code combinations can
be transmitted.

Exhibition

The one-way management and control system "SOM - 1"
consists of:

- control and monitoring device with radiating underwater
acoustic antenna with connecting cable up to 25 meters long (Fig.
D;

- underwater actuators, including a underwater acoustic
receiver and a receiving underwater

acoustic antenna, installed in the underwater sites.

The system for management and control of underwater
objects has been adopted by the Bulgarian Army. in 2002. It is an
integral part of the system for integrated port security, developed
under the NATO program "Port Protection”. There is not a single
"false" operation during this period of operation.

The system is developed in three variants:

- "SOM - H" for distances up to 500m with a frequency
range of transmitted signals from (40 to 70kHz) and a level of not
less than 1500Pa per meter of the transmitting antenna;

-"SOM - M" for distances up to 1000m with a frequency range
of transmitted signals from (20 to 30)kHz with a level of not less
than 2500Pa per meter of the transmitting antenna;

-"SOM - L" for distances up to 3000m with a frequency range
of transmitte signals from (10 to 20)kHz with a level of not less
than 4000Pa per meter of the transmitting antenna.

Fig. 1. The system for management and control of underwater objects: on the left - the radiating antenna, in the center - the electronic unit
and on the right - the receiving executive device

The operation of the low-frequency version of the system
"SOM - L" showed the need to increase the distance at which it is
possible to control the condition of underwater objects. This can
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be achieved by increasing the level of the transmitted underwater
acoustic signals and by increasing the sensitivity of the receiving
devices.
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The directional characteristic of a cylindrical underwater
acoustic antenna in the vertical plane passing through its axis is
determined by the same equation as for a linear antenna array
[2,3]:

sin r\7Z(i . Sin 69 sin E?Ez'.sin 69
Rg:n | ﬂ - @Sme ),
. sin . sin ﬂ, .

where: n - number of elements that make up the antenna;

d - distance between the centers of the elements;
a - size of the individual element;

A - wavelength;

0 - angle of deviation from the normal in degrees.

Characteristics in the vertical plane of 15kHz of a cylindrical
piezo ceramic antenna based on a cylinder with an outer diameter
of 96mm and a height of 60mm at a level minus3dB depending
on the number of elements and the distance between their centers
are given in Table 1.

Table 1

d 62 70 80 90

: 2 40° 38° 34° 30°
3 26° 24° 22° 20°

4 20° 18° 16° 15°

5 16° 14° 13° 11°

6 13° 12°a 10° 9

cylinders with

Increasing the level of the transmitted underwater acoustic
signals is achieved by narrowing the pattern of the radiating
antenna of the system in the vertical plane. After analyzing the
results of Table 1, a cylindrical underwater acoustic antenna is
constructed Fig.2. The antenna includes four piezo ceramic

an outer diameter of 96mm and a height of 60mm and three
passive polyamide cylinders with a diameter 96mm and height
30mm. The dimensions of the sealed antenna of Fig. 2 without
the handle are 120 mm in diameter and 380 mm in length.

Fig. 2. General type of antenna based on four piezo ceramic and three passive cylinders

Figure 3 shows the patterns of directivity in the plane passing
through the axis of the antenna from: blue — theoretically
calculated and red — experimentally determined.

With the underwater acoustic antenna realized in this way and
by increasing the supply voltage of the final stage of the control
and monitoring device from 12V to 36V in laboratory conditions,
we registered 18000Pa per meter of the antenna.
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After taking into account the signal absorption in the range of
about 15kHz of about 1.4dB / km [4] and the attenuation due to
the expansion of the wave front - 1 / R [4] at a point at a
distance of 3000m we would register a sound
pressure of about 0.8Pa. At this value at the level of the encoded
sonar signal, the system actuator will receive the command with a
probability of false alarms of 0.1.



SECURITY & FUTURE ISSUE 1/2021

1.2

0.8

0.6

0.4

amplitude

0.2

-0.2

gradus

Fig.3. Directional diagrams in the plane passing through the axis of the antenna of Fig.2: blue - theory, red — experimental
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Conclusion

The developed four-element cylindrical underwater
acoustic antenna with 15° solution of the pattern in the vertical
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