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Abstract: At its core, business continuity management (BCM) is a process that identifies potential threats to an organization and the 

impacts on business operations that they could cause if they happen. This process provides a framework for building resilience of the 

organization and the ability to respond effectively. BCM can help organizations to reduce the negative effects and to protect  business 

reputation under adverse circumstances, whether internal or external, to reduce downtime and recovery costs. 

Like continuity, sustainability focuses on maintaining the processes and procedures that help businesses survive unexpected threats. 
Recognizing that businesses operate in an environment of constant change, sustainability focuses on how best to preserve the value in 

these complex environments. 

But effective BCM process can happen through synergy of administrative and organizational activities (strategies and plans) a nd 
operation of flexible, intelligent security systems (ISS). The innovative solutions for the development of the systems are closely related to 

the requirements formulated in the separate stages of the process of building the BCM of the organization, incl. sustainabili ty, providing 
warning and prevention of the threats, prevention of terrorist acts and thus ensuring the safety of people and the competitive advantage of 

business. Understanding the value of connecting different security systems and how they can be integrated  is a key component in 

developing more intelligent security. 

The link between risk management and BCM plays a significant role here. Risk management strategies (risk avoidance, risk acceptance or 
risk mitigation - by risk sharing or risk transfer) are responses to a “preliminary event” of perceived and assessed risks. Most BCM 

strategies and tactics focus on the processes that must occur after an event or disaster. The goals of these processes are to return the 
business to normal operation as efficiently and effectively as possible. Namely the relationship between the process of building BCM and 

ISS development is the subject of this publication. 

Keywords: Business Continuity Management, Intelligent Security Systems Development 

 

 

1. Introduction 

The current demands of the world economy have changed things for 

business. Organizations must now return online as soon as possible 
after a disaster or risk losing business or reputation. Thus, business 

continuity management (BCM) is crucial.  

But what is BCM in essence? It is a holistic management process 
that identifies potential threats to an organization and the impacts on 

business operations that those threats, if implemented, could cause. 
At the same time, BCM provides a framework for building an 

effective response that protects the interests of key stakeholders, 

reputation, brand and value creation activities. 

Sustainable business management, including at risk events (natural 
disasters and man-made crises) is focused on raising awareness; 

developing a set of strategies and training the members of the 
organization for roles and responsibilities in crisis. 

Businesses need to have plans in place for everything from a 

hurricane or flood to a bomb threat, an active shooter and an 
employee strike. Despite the development of different types of 

probable risk events, the organization needs clear communication 

channels and management chains to allow the best possible 
response to the situation in its development [1,2,3,4]. 

But in order to successfully implement the BCM framework, it is 

necessary to build, operate and manage an Intelligent Security 
System [5,6,7,8,9] (as a set of physical protection systems operating 

in a cybersecurity environment, with a high degree of integration) 
of the organization and its integration into the overall business 

management system. 

Last but not least, the following restrictions are introduced for the 

correct presentation of the topic: 

- interruptions due to technological reasons are not taken into 

account, as they are set in advance in the technological 
documentation of the equipment of the organization; 

- the security requirements set by the national operators of the 

organization are not taken into account, because applying the 
national and international requirements and standards, in 

accordance with the specifics of its mission, goals and tasks the 

relevant elements of the security systems are established and 
maintained. 

2. Business continuity management - framework 

2.1 Business continuity management – ISO approach 

Various national approaches are known in international theory and 

practice in the field of business continuity management, but all of 
them are based on ISO 22301 - Security and resilience - Business 

continuity management systems - Requirements. In line with and in 
support of better and correct implementation of BCM, a series of 

guidelines have been developed, the main ones being as follows  

 ISO 22313 - Security and resilience — Business 

continuity management systems — Guidance on the use of ISO 
22301; 

 ISO 22316 - Security and resilience — Organizational 

resilience — Principles and attributes; 

 ISO 22317- Societal security — Business continuity 
management systems — Guidelines for business impact analysis 

(BIA); 

 ISO 22318 - Societal security — Business continuity 

management systems — Guidelines for supply chain continuity; 

 ISO 22330 - Security and resilience — Business 
continuity management systems — Guidelines for people aspects of 

business continuity; 
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 ISO 22331 - Security and resilience — Business 
continuity management systems — Guidelines for business 

continuity strategy. 

2.2 Basic key elements of BCM 

BCM programs must include a number of key elements to ensure 
that the organization is well positioned for success and that planning 

documents are properly developed and regularly updated and 

improved to lead to success. 

The key elements of BCM programs include, but are not limited to:  

 Management: The structure and the team created for the 
development and management of the activity.  

 Use of good practices: The ways in which the current 

processes of management and planning of the organization's BCM 
are compared with expert approaches and industry standards. 

 Continuity strategy: It is a detailed plan that assesses the 

possible risks to an organization and how it can be recovered if 

those risks become a reality. 

 Documentation of the plan: Excerpts from the plan in 
terms of volume and content to which all participants have access. 

 Tactical execution : The ways in which the organization 

plans to recover from certain types of incidents. 

 Training: The types of staff training for the correct 
understanding of the Business Continuity Plan and its role in it. 

 Testing: Creating simulations of a crisis event and testing 
the reaction of staff in the implementation of the business continuity 

plan. 

 Maintenance: Introduce changes to the plan, if necessary, 
in order to improve its effectiveness. 

 Monitoring: Comparing the implementation of current 

standards and expert advice with the way the plan works. 

2.3 What are the risks to the business continuity? 

Also called business continuity events, business continuity risks are 

the most common events that can lead to disruption of the 
organization's business (natural and man-made crises). Identifying 

these risks is a vital part of business continuity planning, namely: 
terrible weather; natural disasters (tornadoes, floods, blizzards, 

earthquakes, fires, etc.); physical security threat; appropriation 
(theft) of a product of the organization; supply chain problems; 

threats to staff and employee safety; incidents at the organization's 

facilities; destruction of equipment or property of the company; 
power outages; server crashes; failures in public and private 

services (communications, transport, safety, etc.); environmental 
disasters, including spills of hazardous materials; network outages; 

human error / human hazards; stock market crashes; cyberattacks 
and hacking activity. 

Each of these events can lead to major challenges for an 

organization, such as danger or injury to staff and others, equipment 
damage, brand injury and loss of income and net worth. Business 

continuity management and planning address and reduce the impact 

of these contingencies. 

2.4 BCM Lifecycle 

Successful BCM helps organizations identify their key products and 
services and the threats to them. It also helps to quickly restore 

functionality by helping to protect market share, brand, image and 
reputation. To be successful, BCM must be seen as an integral part 

of the ongoing processes of the overall management of the 

organization. The involvement of senior management is critical to 
the success of BCM because of its impact on the allocation of 

resources and the culture of the organization and is essential to the 
life cycle of BCM. 

The BCM life cycle (fig. 1) is a summary of best business practices 
based on the core requirements of ISO 22301[10]. These practices 

offer a solid foundation for sustainability while offering the 
flexibility to adapt to changes in the organization.  

 

Figure 1: BCM lifecycle (based on ISO 22313) 

Managed by the leadership of the organization, the key activities for 

the BCM life cycle can be formulated, as follows: 

 Conducting business impact analysis and risk assessment; 

 Development of a business continuity strategy; 

 Establishment and implementation of business continuity 

procedures; 

 Exercise and test procedures regularly before the risk 
event occur. 

 

3. Framework for possible integration 

3.1 Business impact analysis and Risk Assessment for 

physical protection systems requirements development 

Using formulation in  item 8.2.2 “The organization shall use the 
process for analysing business impacts to determine business 

continuity priorities and requirements” [10], the organization shall 
identify the resources and assets for which security building is 

required and the inclusion as a priority for support. 

The planning of the readiness of the organization for each type of 
event that has been found to have a negative impact on the business 

is done with the help of Business impact analysis. This provides a 

way to predict how an event will affect business and to formulate 
risk reduction strategies, including the construction of physical 

protection systems (peripheral and risk areas). Understanding which 
assets will be affected, what processes need to change, and what 

additional security and protection systems need to be built and 
maintained allows organizations to reduce costs and losses from 

downtime. 

At the same time, in accordance with item 8.2.3 “The organization 

shall implement and maintain a risk assessment process” [10].  

We shall not forget that the organization's risk management is a 
process that is: 

• intrinsic to the economic object (organization); 

• carried out by managers at all levels in the organization;  

• applied as a first step in determining the development strategy of 

the organization; 
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• applied throughout the organization and for each of its levels, 
including the adoption of a package of opinions on organizational 

risk; 

• designed to identify potential events that, if they occur, will affect 
the organization, as well as to manage risk within a reasonable 

propensity to take risky actions; 

• able to provide reasonable security to the organization's 

management. 

Last but not least, according to item 8.2.3 Risk assessment [11] to 

“… select an appropriate method for identifying, analyzing and 

evaluating risks…” [11], we need to turn to ISO 31000 [12], 

through which we define the principles for risk management and 

related work guides. 

As a result of the risk assessment and BIA, the management of the 

organization receives information about the assets, the impact on 

which the probable risk events may cause business interruption for a 

longer period and lead to significant losses, including reputation and 

a long recovery period (if it is possible to recover at all). This is a 

starting point for building a physical protection system (PPS) 

(development of the required structure and composition), as an 

element of the intelligent security system. (fig. 2). 

 

 

 

 

 

 

 

 

 

 

Figure 2: BIA and development of a physical protection system 

3.2 Exercise and Test and requirements development for 

Redesign of PPS 

Business continuity exercises are an important and ongoing 

initiative. The plan should be tested regularly using pre-defined 

strategies and scenarios. Testing focuses may vary depending on 

what details, conditions, frequency, business functions, or 

supporting information processing need to be tested. The testing 

strategy should include test objectives and related measurement 

indicators, scenarios, summaries, planning and improvements. It is 

the emerging need for improvements in business continuity 

management that will give an input signal to the need and scope of 

redesigning existing physical security systems and changing the 

integration scheme in the overall flow of business security 

management. 

Based on appropriate scenarios that are well planned with clearly 

defined aims and objectives the responsible authorities develop 

teamwork, competence, confidence and knowledge for those who 

have roles to perform in relation to disruptions. As a result post-

exercise reports are developed which contain outcomes, 

recommendations and actions to implement improvements. 

Last but not least, in accordance with item 8.5 “The organization 

shall implement and maintain a programme of exercising and 

testing to validate over time the effectiveness of its business 

continuity strategies and solutions” [10] organization should 

propose changes and improvements, including physical protection 

systems (fig. 3). 

 

 

 

 

 

 

 

 

 

Figure 3: Exercise and Test and redesign of a physical protection 

system 

This is where the link between the key activity “Exercise and Test” 
of the BCM life cycle and the “Redesign” phase of the PPS life 

cycle takes place (phase 3). 

In Phase 3, an assessment shall be made to determine whether the 
system meets the requirements for change, namely: 

 Confirmation of the functioning of the PPS in accordance 

with the requirements set in the process of its design and 
development; 

 Identification of possible shortcomings of the system in 
the design or its implementation, which must be considered in order 

to provide adequate corrective actions; 

 Analysis of possible improvements that may be needed to 
overcome the deficiencies and improve the functionality of the 

system; 

 Re-evaluate the effectiveness of the PPS on an annual 
basis to take into account any changes in the objectives, 

functionalities of the system or the requirements to it.  

4. Conclusion 

This approach is only an initial step towards developing a proposal 
for dynamic contact between the business continuity management 

process and the construction and development of intelligent security 

systems. Here it is crucial to know and properly apply the standards 
of the International Organization for Standardization (ISO), the 

Technical Committee - TC 292 “Security and resilience”, as 
currently 41 pcs. are active. Also, the models of intelligent security 

systems work together with the elements of the security system of 
an organization, built in accordance with the requirements of 

national operators and license holders (according to the specifics of 

the organization), international and European organizations in the 
field and not lastly, the technical regulations for the operation of the 

equipment. 
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The use of the elements “Business impact analysis and Risk 
Assessment” and “Exercise and Tes” for requirements for design 

and redesign development helps to treat the act of threat as a set of 
risk factors that may affect the assets of the organization, each of 

which is able to change the security and protection system of 
elements of the organization. The appropriate technical level of the 

elements of the physical protection system and their integration into 

the overall security system of the organization allows precise 
distribution of functions between management and staff of the 

organization related to the timely planning of the necessary means 
to build and develop security in general.  
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