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Abstract: This article analyzes the air defense relevance of LSS-type threats. Summaries possible attack scenarios. The air defences have to 

face new types of challenges in addition to the traditional threat like so-called the LSS (Low Slow and Small) threat by micro, mini drones 

(including so-called COTS drones) and small UAS systems. The properly heterogeneous sensor and intervention systems need to be 
integrated if we are to create effective air defences against LSS-type threats. The layered air defence have to can integrate almost all 

effectors with their sensors and other sensor systems into flexible and effective C2 system. 
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1. Introduction 

According to the Bonus Military Balance 2019 content analysis 

[1], the west countries (the developed world, including leading 
NATO member states) neglected the full development of air 

defences in the post-Cold War decades. The focus of the 
developments has essentially been focused on two areas: ballistic 

missile defence (mainly theater missile defence) and the air 
defences of expeditionary forces. (defence against not a peer or 

near-peer competitors) 

Based on the experience of recent years and the analysis of the 

conflicts of our time, it is easy to see that air defences have to face 
new types of challenges in addition to the traditional threat. (fixed 

and rotary-wing platforms, ballistic missiles, cruise missiles, 

uninhabited aerial vehicles of all classes, precision-guided 
munitions, rockets, artillery, and mortar rounds as well) 

Table 1: Classification by Strategic Concept of Employment for Unmanned 

Aircraft Systems in NATO (Class I). 

 Weight 
Operational 

altitude 
Range Payload 

Micro ≤ 2 kg 50-100 m 0,6 ≤ 0,5 kg 

Mini ≤ 20 kg 1000 m 10-20 ≤ 10 kg 

Small 
weight ≥ 20 

kg 
1500 m 50 km ≤ 50 kg 

What are these challenges again? This has recently been called 

the LSS (Low Slow and Small) threat by experts and is essentially 
understood by experts as micro, mini drones (including so-called 

COTS1 drones) and small UAS systems. In my article, I am going to 
summarize the characteristics of this threat and the possibilities for 

improving air defences.  

2. Show the topic, describe the scientific problem 

2.1 Typical UAS missions 

In recent conflicts and crises, where UAS application has been 

observed, UAS systems have performed the following combat 
tasks:  

-ISR (Intelligence, Surveillance, and Reconnaissance) missions; 

                                                             
1 COTS - commercial off the shelf 

- ISR missions combined with long range fire (artillery 

support); 

- Direct attack (air strike with explosions); 

- Swarm direct attack (massive, synchronized air strike with 
explosions); 

The differentiated mission (combat task) of LSS targets depends 

on your military technical capabilities. Small-category devices are 
practically identical to pilot-led aerial attack devices. Integrated into 

COMAO (Composite Air Operations), they are usually designated 

for a deception, ISR or EW mission. Devices belonged to mini and 
micro class are typically not used as part of COMAO. Their duties 

are typically ISR, or attack usually for propaganda and disruptive 
purposes 

2.2 Problems with types LSS-targets 

For LSS targets, the difficulty can be perceived in all four 

segments of active air defence: detection, tracking, identification 
and intervention (destruction) as well. Very hard to detect and track 

small UAS in land cutter and with slow speed and hover. 

For effective detection have to use heterogeneous types of 

sensor systems and so-called effectors (hard and soft weapon 
systems). Planners should take into account the fact that can be also 

collateral damage to the intervention. 

Table 2: Vulnerability of Air Defence Units from different types of drones 

 
Distance 

from object 

Effector with 
counter drone 

capabilities 
Sensor 

Counter micro 
(nano) drones 

≤ 500 m 

There is no 
effective 
solutions 
(small 
weapons, 
jammers, etc.) 

Electro optical; 

Counter mini 
drone 

≤ 2 km 

High Power 
Laser; 

“Hunter-killer” 
drone; 

Gun/Smart 

munition; 

Light tactical 
radars; 

Electro optical; 

Counter small 
drone 

≤ 5 km 

SHORAD 
missile; 

High Power 
Laser; 

High Power 
Microwave; 
 

3D tactical radars; 

Electro optical; 

 

2.3 Short analysis of application of LSS technology in 

contemporary conflicts 

Ukraine 

The ongoing conflict in eastern Ukraine is already showing an 

extensive development in the use of drones in analyzed category, 
affecting the official Ukrainian armed forces and pro-government 

non-state (civilian) groups, organizations and separatist forces alike.  

Fig. 1 Scenarios of LSS attack on defended object 
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According to military observers and content on a large number of 
social media and video-sharing sites, the Ukrainian government and 

pro-government groups use such drones in significantly greater 
quantities in their crisis management operations than the opposing 

parties. These sorties mainly consisted of general reconnaissance, 
surveillance and often artillery adjust firing. 

As an interesting fact, we can observe that the Ukrainian 
government, sensing the limited possibilities and extent of 

obsolescence of the armed forces' reconnaissance systems, has 
turned to commercially available non-military drones, similar to the 

strategy of terrorist organizations. With these initiatives, pro-
government forces are attempting to provide Ukrainian security 

forces with additional information in their fight against the 
separatists.  A major initiative is the People's Project.com Ukraine's 

military and civilian crowd funding project, which provides 

substantial instrumental and human resources support to Ukrainian 
government forces, including several UAV drone projects. 

There are kind of "warfare-military start-up" activities, i.e. 

private companies are making innovative developments, drone 
modifications, even upgrades combined with redesigns, all aimed at 

expanding operational capabilities: increased range and payload, 
increased interference protection, development of control systems, 

and so on. Separatist forces, like the methods of terrorist 

organizations, see small drones as essentially armed platforms, in 
addition to reconnaissance and surveillance missions, and the use of 

"larger" military unmanned aerial devices of Russian origin can also 
be observed. 

Many images have been posted on social media showing 

explosives (grenades) being used as a kind of bomb on drones, and 
have often been used. This is probably the first time we have 

observed the use of counter drone weapons systems (electronic 

jamming devices) in armed conflict. 

Syria 

There have also been a significant number of small drone 
applications in the armed component of the crisis in Syria, including 

significant deployments related to non-state actors. The source  
cited 38 different unmanned systems in 2015 and 2016, including a 

significant amount of heavily armed, modified hobby drones. [2] 

ISIS drone activities 

The Islamic State's "drone strategy" is relatively well described.  
The overall concept of the use of small commercial drones has 

evolved gradually. The initial applications focused essentially on 
discovery and information gathering. Later, in the battle for Mosul, 

which began in October 2016, drones were used with a more 
nuanced, differentiated target system. They were used in large 

numbers against the pesmerga and the Iraqi Security Forces both in 
open terrain and in urban operational environments, where the fact 

that ground personnel operating among civilians, mosques and 

houses of sympathizers made it even more difficult to combat 
drones. 

By analyzing the objectives of drone operations, it is clear that 

the priority has been given to maximal loss/destruction in the 
enemy's human, technical, infrastructure, mental resources and 

effective support for propaganda objectives. To meet these 
priorities, three forms of drone deployment combat were used: 

reconnaissance/surveillance operations to obtain relevant 
information; direct attack of designated targets with improvised 

explosive devices, bombs (strike measurement); coordination and 
support of suicide bombings in order to cause maximum casualties. 

3. The potential answers of air defence systems 

Classic and even extended air defences are not capable of 
effectively countering all potentially imaginable earlier mentioned 

threats. In future air and air defence operations, it seems clear that a 
new type of threat needs to be new responded to. 

 

Conventional aerial target detecting, tracking and destruction 
with conventional radar, fire control systems and missiles 

(ammunition) is not enough. For detection often do not requires a 

reflected radar wave, but for example signals from the control unit.  
The intervention does not necessarily have to attack the UAS 

platform, success can be achieved by paralyzing the control system. 
(Fig 2.) This short example above shows that properly 

heterogeneous sensor and intervention systems need to be integrated 
if we are to create effective air defences against LSS-type threats. 

 

Fig. 2 Process of counter UAS and control system 
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Here's a look at what technologies-based weapon systems can 
be considered as so-called effectors. (Table 3) 

To sum up layered air defence have to can integrate almost all 

effectors with their sensors and other sensor systems into flexible 
and effective C2 system. 

3. Conclusions 

According to a well-sounding saying, the 20th century vehicle 
was the car, while the 21st century's vehicle would be the drone. 

Drones allow us to separate the device from humans, so our devices 
can be operated without a direct human presence (remote 

monitoring, remote control, autonomous operation and a 
combination thereof). This trend is also true of warfare. They are an 

increasing segment of air warfare on the unmanned aircraft platform 
(UAVs, drones), although initially only replaced manned aircraft: 

e.g. RQ-4 Global Hawk unmanned reconnaissance aircraft flew 

instead of pilot-led aircraft in surveillance-reconnaissance 
operations, or MQ-1 Predator multitasking unmanned aircraft 

Hellfire missiles were used to strike instead of classic fighter 
bombers during crisis management in Afghanistan. 

Practical examples have shown that cheap drones and 

improvised bomb-load modifications cannot provide the real, 
destructive efficiency expected of conventional weapon systems. It 

is easy to see that this cannot be a realistic expectation, but it does 
bring a range of benefits that terrorist organizations cannot 

disseminate. We can also include material issues, since it depends 

on many things, but in simple terms we can say that from a few 
hundred thousand forints we can build a system capable of terrorist 

attack from free commercially available devices, including 
improvised explosive devices. In addition to relative cheapness, a 

significant argument is that it allows for a mass-modified 
application, which, also due to the quantitative factor, can cause 

significant disruption to the operations of conventional forces, in the 
daily lives of the population. 

Due to advances in technology and mass production, increasing 
price standards have already made drones a potential destructive 

tool in the mid-1990s (Aum Shinrikyo, Japan). This beginning was 
followed in less than two decades by drone operations, which can 

be considered almost mass use. As presented in our paper, based on 
the drone application strategy followed by the Islamic State, we can 

filter from planned and carried out deployments the experience that 
arming drones could be carried out even with small industrial 

options. The strategic concept of the use of small drones developed 
gradually, with initial actions focused on detection and information 

gathering later followed by drone applications with a more 

differentiated target system. 

In our view, the illegal, terrorist use of small drones has only 
entered its initial phase. Available with ever-evolving technical 

capabilities, drones will enable the development of ever-increasing 
combat capabilities, and the Internet will provide an unlimited, 

uncontrollable framework for technological transfers already today. 
"Swarming," the use of drone swarms, will be one of the biggest 

challenges in the coming days. This puts the mass application in a 

higher dimension, as it is still difficult to imagine that up to tens of 
drones simultaneously carry out an air strike in concert or in 

communication with each other, analogously with the so-called 
COMAO operation carried out by the classical Air Force. 
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