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Abstract: The article deals with the steganography system which hides text inside images without losing data in components of RGB model 

The secret message is hidden in the cover image using Least Significant Bit (LSB) algorithm. The comparative results for the proposed 
algorithm are very promising for blue components of image. To evaluate steganography system properties are used the measures like Signal-

to-Noise Ratio (SNR), Peak Signal-to-Noise Ratio (PRSN), Mean Squared Error (MSE) and Structural Similarity Index for measuring 
(SSIM). The aim of the study is to determine whether there is a change in the qualitative characteristics of the stego image, when it  is hidden 

the same information, but in a different color channel, to determine which color channel shows the most invisibility to others and is it 

advisable to be used in the transmission of confidential information. 
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1. Introduction 

Development and improvement of information and 
communication technologies create the establishment of a global 

digital environment, they offer new opportunities for the restoration 
of personal, business and institutional communication and 

interaction, predetermining various limitations. 

A matter of ensuring the secure and hidden transmission of 
information with extremely up-to-date and subject to much 

research. 
Steganography is the art and science of hiding messages inside 

a digital medium in such a way that only the sender and the 
receiver, can view the hidden message [7],[8]. However, 

the steganographic capacity is the maximum number of bits that 

can be embedded in a given cover image with a negligible 
probability of detection by an adversary[9]. Therefore, the 

embedding capacity is larger than the steganographic capacity [10].  
Steganography modification principle [2] is used to implement the 

functions of embedding and retrieving data in the cover image, 
where the pre-existing cover images are changed during the process 

of embedding. An algorithm is used for insertion into the LSB (Last 
Significant Bit) for hiding information in image [1], [2], [7]. 

Through the LSB method is obtained embedding of the message 

bits in the last significant bits of the color components of individual 
pixels of the image. It is symmetrical, which means that for 

embedding and extracting a message, identical operations are 
performed in the same order. The effect of the algorithm is based on 

the fact that the secret information is stored in the last significant 
bits of the pixels of an image, without causing visible differences in 

its view [1]. It's even a way to transmit information between 
different groups with dangerous ideas for national security [6]. 

Steganalysis is used to detect the stego objects and extract the secret 

messages.  
 Fig. 1 illustrates some essential factors in Steganography.  

 

 
Fig.1 Some factors that we should consider while evaluating a 

Steganography algorithm 

2. Steganographic algorithm using the different 
color 

Color images have 3 color channels that can be interpreted in 
different ways. After preparing the cover image to hide confidential 

information in it is necessary to select an algorithm by which to 
perform the hiding. An RGB image has three channels: red, green, 

and blue. The algorithm allows to manipulate the individual color 
channels independently, hiding information separately in each of 

them or realizing combinations of the three possible color channels. 

This algorithm reduces the maximum capacity of the hidden 
information in cases where only one of the color channels (red, 

green or blue) or a combination of two of them is used. Fig. 2 shows 
a scheme of hiding information in all three color channels. 

 

Fig. 2 Hide information in the three color channels 

If 1 byte of information can be hidden in three pixels when 
using all three color channels, the same amount of information will 
be hidden in eight pixels if only one color channel is used. Fig. 3 

shows how to hide one byte of information only in the blue color 
component. 

  
Fig. 3 Scheme for hiding information in the youngest bits of the blue color 

channel 

 

Confiden-
tiality 

 

Integrity 

 

Robustness 

 

Perceptibili
ty 

 

Capacity 

Technical 

aspects of 

Steganograp
hhy 

INTERNATIONAL SCIENTIFIC JOURNAL "SECURITY & FUTURE" WEB ISSN 2535-082X; PRINT ISSN 2535-0668

61 YEAR V, ISSUE 2, P.P. 61-63 (2021)



If this algorithm is combined with an algorithm that allows 
more than one lower bit to be used in the color channel of the pixel, 

such a reduction in the size of the hidden data will not be observed. 
In this case, the capacity to hidden information in an image will 

increase proportionally, but this will be at the expense of its quality.  

The aim of the study is to determine whether there is a change 

in the qualitative characteristics of the stego image, when it has 
hidden the same information, but in a different color channel, to 

determine which color channel shows the most invisibility to others 
and it is advisable to be used in the transmission of confidential 

information. 
The characteristics studied are represented by formulas (1) and 

(2), the PSNR is based on values obtained for the MSE: 

 

Where m and n are the width and height of the image; I  (i, j) and 
K (i, j) are relevant pixels with coordinates (i, j) in the original 

stego-image. 

(2)  

 where мах = 255 for 8 bit images[1]. 

The SSIM index (Structural Similarity Index for measuring) is 

similar to the MSE and the PSNR, but is designed to improve them 
both. As an indicator it measures changes in brightness, contrast and 

structure of an image. In [3], the brightness, contrast, and the value 
of structural similarity are represented. Average value for the SSIM 

index 

(3) , 

Where α > 0, β > 0 and γ > 0 are parameters which determine 

the relative importance of the three components in the value of the 

. In the article was accepted equal importance of 

brightness, contrast and value of structural similarity, i.e. 
α = β = γ = 1 and C3 = C2/2. 

3. Experimental results. 

The proposed algorithm can work with BMP, PNG and TIFF 
file formats of images without size limitations. Since it does not 

have a block for pre-compression, the maximum amount of 
information that will be embedded in the image is determined 

depending on the size of the carrier file minus the information in the 
header file (service information), while also allocating bytes for the 

generated code of the password.  

By implementing a program system for embedding/ extracting 

text messages many tests with different size messages and images 
have been carried out. The studied algorithm is based on the LSB 

method applied and tested on BMP image formats. Test results of 
the qualitative characteristics MSE, SNR, PSNR, SSIM and E are 

analyzed. Visual analysis of the compared images shows lack of 
visual differences in visual control. Histogram analysis and the 

results of the qualitative characteristics are obtained by MATLAB.  

The amount of the stego-file is the same as that of the carrier 

file. A stego-key can be typed in the algorithm 

We have tested the proposed algorithm for around 20 different 
cover images of BMP format. Every pixel contains 24 bits (for 8-bit 

representation) each one as 8 bit components in pixel. In the 
proposed method, all the three components have been used for data 

embedding. First, each color component from a pixel is separated 
and three separate M*N matrix is obtained. The purpose of the 

study is to determine whether there is a change in the qualitative 

characteristics of the stego image, when it was hidden the same 
information, but in a different color component, to determine which 

of them shows the greatest invisibility to others and it is advisable 
to be used in the trans. Table 1 presents the results for the studied 

quality characteristics in hiding 60 kВ information. One of the least 

significant bits is used to hide the information and these settings are 
combined with the selection of the three color components of the 

individual pixels of the Parrots.bmp image alone or in combination. 

Table 1: Investigated quality characteristics when hiding 60k B text in Latin, 

using a different combination of color components in the pixels in the image 
Parrots.bmp use the one LSB 

№ LSB 

Color 

compon
ent 

MSEavr SNR PSNR E 

1.  1bit RGB  5,05765e-4 64,5345 71.2806 7,6201 

2.  1 Red 1,344 e-4 74,2082 80,9543 7.6200 

3.  1 Blue 1,3413 e-4 74,3955 81,1416 7.6200 

4.  1 Green 3,477e-4 74,2205 80,9666 7.6201 

5.  1 RG 7,579 e-5 74,2400 80,9861 7.6200 

6.  1 RB  7,587 e-5 74,3261 81,0722 7.6201 

7.  1 RG 0.000072 74,3534 81,0995 7.6200 

8.  1 BG 0.0004199 64,8525 71,5986 7,6201 

Table 1 shows the comparative results with three different color 
components and RGB combination us ing the one LSB. The results 
in Table 1 correspond to those presented in Fig. 4 and fig. 5, from 

which it can be easily established and concluded that the blue color 
channel has the best performance in combination with the use of 

only one low bit. 

 

fig.4 Diagram of quality characteristics for evaluation of the hiding of 60kB 

text in Latin, in different color channels in Parrots.bmp 
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b) 
fig.5 Presentation of original and stego image of Parrot.bmp and their 

histograms, with embedded a) 40kB and b) 60kB information 

 

Table 2 shows the comparative results with three different color 

components and RGB combination use the two LSB. 
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Table 2: Investigated quality characteristics when hiding 60k B text in Latin, 

using a different combination of color components in the pixels in the image 
Parrots.bmp use the two LSB 

№ LSB 
Color 

compon

ent 

MSEavr SNR PSNR E 

1.  2 RGB 0.0004786 64,1356 70,8817 7.6201 

2.  2 Red 3,3002 e-4 70,9295 77,6756 7.6200 

3.  2 Blue 4,2566 e-4 70,7788 77,5249 7.6201 

4.  2 Green 3,0825e-4 71,1253 77,8714 7.6200 

5.  2 RG 1,756 e-4 70,8061 77,5522 7.6200 

6.  2 RB 1,756 e-4 70,8809 77,6270 7.6200 

7.  2 RG 0.0001801 70,8915 77,6377 7,6200 

8.  2 BG 4,884 e-4 64,6990 71,4451 7.6201 

Fig. 6 presented PSNR between cover image and stego-image, 
and corresponding to the results in Table 2.  

 

fig.6 Diagram of PSNR for evaluation of the hiding of 60kB text in Latin, in 
different color channels in Parrots.bmp use the two LSB 

From above experimental results, it is apparent that each stego-
image is almost analogous to corresponding cover image and shows 
better imperceptibility. That is deterioration of the quality of images 

due to the embedding of the secret messages cannot be 
distinguished.  

Steganalysis intends to find the secret information that carries 

some stego-information by attacking the security of the used 

steganography algorithm[9]. Best images to hide information in 
them are Bitmap 24 bit images since they are considered as the 

largest and highest quality image file types. When an image has a 
high image quality and capacity, the information can be easily 

hidden[11]. 

4. Conclusion 

Data hiding is a challenging and most important task in the field 

of information security.  

The results from the research can be summarized in the 
following conclusions about the characteristics of the studied 

steganography algorithm: 

It is noticed that the blue color channel has the best qualities 
compared to the other two (red and green) when using the one LSB, 

although the difference is only one in the indicator, it is with about 
0.2% better values. But when we use the two LSB it is noticed that 

the green color channel has the best qualities compared to the other 

two (red and blue). 

The research was carried out using different dimensions of the 
hidden data. It should be noted that files larger than 60 kB can 

hardly be hidden in just one color components. 

It could be recommended when using the algorithm with 
different color channels, which is applied mainly to blue color, 

examining the best characteristics of the stego image. 

 Moreover, proposed method extracts the hidden secret message 

efficiently without using the range tables  
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