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Abstract: The development of means for stopping vehicles and vessels that pose a potential threat of criminal and terrorist activity is  one of 

the priorities in the non-lethal technologies research today. This paper summarizes and discusses the results of a study on the current state 
and prospects of technologies and systems for forced stopping different types of vehicles and vessels.  
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Introduction  
In the operations of military and law enforcement forces, it is 

often necessary to establish checkpoints, roadblocks and barriers, 
the purpose of which is to protect people and facilities in a certain 

perimeter or region from various threats, including vehicles carrying 

explosive devices. Pursuing of criminals or suspects in cars is also 
common in police practice, often endangering other traffic 

participants and passers-by. Small and medium-sized vessels pose 
an increasing threat to shipping and naval operations due to their 

use for terrorist and pirate attacks. Besides, they are often used for 
committing contraband, trafficking people and drugs and other 

crimes. With the increased access to modern equipment recently the 
danger of using unmanned land, floatable, underwater and flying 

platforms for crimes and terrorism has significantly increased. 

 In connection with the prevention or neutralization of such 
threats, significant efforts are being made in many countries to 

develop effective means of stopping dangerous vehicles and vessels. 
Efforts are focused mainly on finding solutions that increase the 

range and provide a smooth stopping by controlled deceleration, at a 
safe distance, in order to ensure the safety of passengers and 

minimize damage to the suspected vehicle/vessel. 

This paper summarizes the results of a study on the current state 
and prospects in the development of non-lethal means of stopping 

different types of vehicles and vessels. These results are part of an 
extensive study of non-lethal technologies conducted within the 

Science and Education funded project “Quantum Communication, 
Intelligent Security Systems and Risk Management” (QUASAR), 

funded by the EU Funds for Smart Growth. 
 

Results and Discussion 
Several groups of non-lethal technologies offer opportunities for 

development of effective and safe means for stopping vehicles and 
vessels: mechanical, electrical, directed energy and chemical.   

Mechanical technologies 
The technologies in this category are represented by mechanical 

obstacles and entanglement systems for restricting and stopping the 
movement of various types of vehicles, the best developed of which 

at the moment are those for stopping cars.  
Traditional car stopping systems are intended for pneumatic 

tires deflation and range from relatively simple means to stationary 

structures with mechanical control and manually placed spiked 
stripes. For mobile systems, the emphasis is on the ability for quick 

placement and minimizing the risk through structures that ensure a 
smooth release of air from the tires.   

Means of impeding the movement of the enemy have been used 

since ancient times. One of the oldest non-lethal weapons are the 
spikes used to slow down the movement of infantry, war horses, 

camels and elephants, known as 'caltrop', coming from a plant with 
a similar shape (a type of water chestnut).  The construction of 

these devices has undergone some improvement over the millennia, 
however the concept is unchanged - they all end with 4 spikes 

located on top of an imaginary 
equilateral triangular pyramid. 

When thrown to the ground they 

always stand in such a way that 
one spike is directed upwards, and 

the other three provide solid support. Today, caltrops are used by 
both the military and the police to inflate pneumatic tires of all kind 

of vehicles. The photo on the left shows tube-shaped caltrops 

designed to puncture self-adhesive car tires, which have been used 
for decades by special forces and law enforcement agencies in the 

USA. The opening in the center allows air to escape, even if the 
other end of the pipe is compacted by soft soil. Modern caltrops are 

made of high quality steel with a powder coating for corrosion 
protection. The design shown in the right allows for connecting the 

caltrops through a cord in groups of up to 500 pieces and more. [1] 
Causing immediate, irreparable and catastrophic damage to 

pneumatic tires, they are very effective as barriers for vehicles.  

Spiked strips are effective and widely used means of preventing 
or stopping the movement of cars. Usually a strip consists of metal 

blades with a length of 35 to 75 mm, directed upwards. The spikes 
can be solid or hollow, with the cavities designed to detach from the 

strap and remain stuck in the tires, allowing air 
to escape more smoothly. For example, the 

stopping strips developed under the US Non-
Lethal Weapons Program are manually 

positioned and have hollow spikes that cause 

tires to fall within 10 s. [2] Similar 
devices are used by various US units 

to protect forces, checkpoints and 
access points. In many mobile 

constructions, like those of the 
company „Magnumspike‟ (pictures down) [3], the metal spikes are 

placed on a folding metal structure stored in briefcase or on a base 

of rigid polymer which is rolled into a roll. 
Manual installation of such systems, especially on roads and 

highways with heavy traffic, is connected with serious risk for the 
safety of service personnel, so the 

recent developments are focused on 
systems ensuring remotely 

controlled deployment. One of 
these innovative products is 

„PSEMC‟s NightHawk system [4] 

which is portable and reusable. It fits in a small suitcase, which is 
placed by the road and is remotely controlled from a safe distance 

via wireless connection. The strip is positioned for less than 2 s, and 
after the vehicle has passed through it, it is retracted through the 

remote control into the briefcase for the same time, without 
endangering other vehicles and leaving spikes on the road. [5] 
Police departments in the US already have a number of such 

systems in use and report an impressive success rate. 
There are also different variants of permanent obstacles that are 

built into the road or mounted on it, representing sections with a 
base of steel or high-strength polymer, and spikes. This type of 

strips has a mechanical control, through which the spikes are raised 
or lowered. Most obstacles have spikes pointing in one direction, 

but there are also strips with the ability to change the direction. This 
type of obstacles is used at entrances and exits of highways and 

parking lots, but can also be very useful in protecting the perimeter 

of critical infrastructure sites.  
Devices that can stop cars regardless of the type of their tires are 

also an effective non-lethal solution for obstructing the movement 
of vehicles. Such systems have structures made of ropes or nets of 

high-strength materials that grip the front of the car or entangle its 
wheels, allowing the „arrest‟ of vehicles of different sizes. Some of 

these nets are combined with spikes for greater effect, and many of 
them have strength and construction that allow multiple use. These 
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systems are of two types: vertically arranged - for capturing the 
front of the car and horizontal nets for tangling the wheels.  

The devices of the first type are quite diverse in construction. 
The photo on the left shows the barrier network of the Swedish 

company „SCAMA‟. [6] The U.S. Non-Lethal Weapons Program 
includes a „General Dynamics‟ Portable Barrier to Vehicles (right), 

a pre-deployed, mechanically activated reusable system. It is able to 

stop a small vehicle 
traveling at speeds of up 

to 45 miles per hour. In 
stand-by mode, the 

capture module is located in a container that does not obstruct 
traffic. When activated, the net rises in less than 2 seconds, forming 

a soft barrier that 'arrests' the car and passengers. The system is used 
by various forces in the USA, recently it has been deployed in 

portable and permanent installations in many other countries. [7]  
One example of horizontally placed nets is the VLAD 

lightweight vehicle stop device. It is a portable, detachable strip 

with disposable metal spikes that can be deployed in less than 1 
minute to pierce and lock the front wheels of a small vehicle. It is 

also part of the US Non-Lethal Weapons Program, intended for use 
by different forces. [7] An electro-mechanical system for remote 

deployment of the net has also been 

developed for protection of valuable assets, 
facilities and military bases. [8] An 

advanced quickly deployable system of this 
type is the X-Net of the British company 

„QinetiQ‟. The unique design allows complete stopping of motor 
vehicles ranging from small cars to 10-ton trucks. The tire gripper 

uses a combination of metal spikes and strips of high-strength, dark-
colored material which is difficult to be seen on the asphalt. When 

passing a car, the spikes get stuck in the tire, lifting the pad and 

wrapping it around the wheels and axle, immobilizing the car after 
only a few turns of the wheels. The net is strong enough to be 

removed and reused. The positioning device is remotely activated 
and the net is fully unfolded in about 1 s. [9] The system has been 

deployed by military, police and other units around the world.  
For protection against threats on water, systems for stopping 

small to medium-sized vessels are being developed, mainly using 

ropes and nets to entangle the propellers of vessels with outboard 
engines. These systems rely on either pre-positioning the barrier or 

launching it while moving. The effectiveness of the latter depends 
exclusively on the precise positioning which is a difficult task 

especially at high-speed pursuing.  
The RGES craft propulsion system was developed as part of the 

Non-Lethal Weapons Program and is used by the US Coast Guard. 
It is a net that can be pre-set (stationary), launched or thrown from 

the board of a vessel. It can tangle and stop the propeller of a vessel 

with an engine up to 250 hp travelling at speeds up to 50 knots. [7]  
The device can contribute to the security of 

ports, protection of forces and pursuit of 
suspicious vessels. One of the versions has 

been developed for deployment as a barrier 
around a valuable asset or facility (such as 

ship, port, etc.).  
A range of new vessel stopping systems is offered by the British 

company „BCB International‟, using hand-held or vessel-mounted  

compressed air launchers. Specialized 
ammunition is fired on the path of the 

vessel, placing a floating obstacle (rope or 
net) in front of it. When the boat passes 

over the obstacle, it gets entangled in the 
propeller and causes delay and stopping 

without harming the vessel and the passengers. The systems are 

capable of „arresting‟ vessels weighing up to 3 tons and speeding up 
to 45 knots per second. [10] 

 

Electrical technologies  
Over the last two decades, various concepts for stopping cars 

with the help of electricity have been studied however most of them 

have not been implemented in practice due to technical problems.  

One of the few successful projects - the pre-deployable electric 
vehicle stopper (PEVS) - was developed within the Non-Lethal 

Weapons Program of the US DoD. Long-term efforts have been 
focused on improving the design and creating reliable, efficient and 

safe devices. [11] A prototype with a scalable effect, low cost and 
easy maintenance has been created in 2019 and undergone extensive 

testing. The developed technology allows the device located on the 

ground to 'hit' a vehicle with 500-600 thousand volts of electricity, 
which goes to the chassis and disrupts the engine functioning. 

Several minutes later the car can be started again. [12] 
A new direction in the development of non-lethal technologies 

is the creation of wireless electrical weapons using „channels‟ of 
electrically conductive media, such as liquid or ionized gas, instead 

of cable. Weapons using liquids (electrified water cannons) are 
designed to be used in riot control, while plasma weapons can also 

be used against equipment. The basic principle is the use of a laser 

beam to produce ionized gas, through which the electric charge can 
be transmitted to the target. Some of these weapons are essentially 

a combination of electric weapons and directed energy weapons, but 
the latter radiate energy from another source.  

The American company „Xtreme Alternative Defense Systems‟ 
(XADS) announced in 2004 the creation of the world's first electric 

weapon StunStrike capable of hitting targets at a distance of up to 

15 m. The device shoots a stream of ionized gas at the target, which 
transmits a discharge with power capable of hitting a person or a car 

by disrupting its electrical system. It is intended for different ranges 
and applications, incl. detonating improvised explosive devices and 

approaching anti-tank grenades. The system is programmable, so it 
can be set to provide maximum security or fast effect depending on 

the needs. [13] This non-lethal weapon is created for use by police, 
special services and the military in urban conditions operations. 

Another weapon that works with a laser-induced plasma channel 

(LIPC) is developed by „Ionatron‟. The interaction of air and laser 
light at a certain wavelength causes light to 

break down into „fibers‟ which form a plasma 
channel that conducts energy like a virtual 

conductor. LIPC works in direct visibility, 
which allows the propagation of electrical 

impulses to be directed to a specific target. The 

„Artificial flash‟ is intended to deactivate people or electronic 
circuits, including those of vehicles. [13] 

Although the two last described weapons seem quite promising, 
no information about them published after 2008 can be found in the 

global network. Interestingly, according to a recent source - a 
marketing study for the period 2016-2025 [14], the companies 

created these weapons have currently joined their efforts on such 
technology under a contract with the US army and the equipment is 

expected to be available very soon. The source claims that voltage 

of 106 to 109 V could be passed through the plasma channel. So 
called „Electrolaser‟ could find applications in short range weapons 

for police and army, and once the effect is scaled it can be used in 
aircraft and long range systems. It could easily immobilize a target 

vehicle or human and can be adjusted to be non-lethal or lethal 
through varying the voltage.   

 

Directed energy technologies  
Directed energy weapons cause damage to the target by emitting 

highly focused energy. It should be emphasized that the use of 
directed energy is considered to be the most promising direction in 

the development of weapons, including non-lethal ones, as these 
technologies offer a number of advantages over others, such as long 

range, accuracy, immediate delivery of the effect to the target and 
ability to regulate the effect.  

The most promising kind of directed energy technologies for 

stopping vehicles is high-power microwaves (HPM). Weapons 
based on this technology are in principle lethal, however they have 

some non-lethal applications, one of which is deactivating vehicles' 
on-board computer systems in critical infrastructure protection, 

border and police checkpoints, pursuit and capture of 
suspects/fugitives in vehicles, traffic control, security of large-scale 

events, etc. Installed on a ship, such systems may be used to 
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obstruct or force the stopping of small vessels. Different device 
variants are being studied, as far as radio frequency pulses can be 

generated using different technologies. According to experts, these 
systems can provide minimal damage to the vessel and a negligible 

risk of injury to the crew compared to mechanical vessel stoppers.  
High-power microwave weapons deliver an 'explosion' of 

energy designed to disrupt or destroy electronic equipment circuits. 

Weapons that operate in the range of radio waves and microwaves 
use electromagnetic pulses from two types of generators – narrow 

band and ultrawide band. The latter emit in a wide frequency range, 
but with low energy density and are convenient when it is not 

possible to accurately identify the characteristics of the object, in 
particular its operating frequencies. [15] In broadband weapons, the 

radiation is generated by an explosive or electromagnetic generator, 
while narrow-range weapons are electrically powered and aimed at 

specific targets. [16] Broadband weapons with directed energy are 

often called „electromagnetic pulses‟ (EMP). According to some 
research, [17] short bursts of high-power microwave energy can be 

fatal to electronics without affecting people working with the 
equipment, but could have side effects on civilian electronic 

infrastructure, incl. hospital equipment and cardiac pacemakers. 
The development of HPM weapons faces significant technical 

difficulties such as focusing the beams, reducing their energy per 

unit area with increasing distance, non-discriminatory impact 
(affecting all unprotected electronic systems within their range), 

absorbing the beams of conductive materials incl. from moisture in 
the air, relatively simple countermeasures, etc. [18, 19] In other 

words, the main challenge is to generate a sufficiently directed and 
sufficiently powerful pulse from a sufficiently compact source. For 

this reason, many are skeptical about the practical implementation 
of HPM weapons, but efforts are continuing in several countries.  

One example of such device is the RF multi-frequency vehicle 

stopping system (RFVS) developed under the US Non-Lethal 
Weapons Program. The system provides multiple radio frequencies 

that interfere with the car's electronics and cause the engine to stop. 
[7] RFVS uses high-power magnetron tubes to generate intense RF 

pulses that prevent the motor from restarting while it is running. 
The effects on the target vehicle are short-term and generally 

reversible. Because, like all directed energy weapons, the system 

delivers energy at the speed of light, it does not need to be pre-
deployed. Another advantage is the unlimited stock of 'ammunition' 

it has. Tests have shown high efficiency against more than 80% of 
potential targets, including both cars and large vehicles. [20] 

In the last few years, there have been reports in the global net of 
several prototypes of car stoppers for police use that 'confuse' car 

electronics systems without destroying them. Such is, for example, 
the device developed by the company „E2V‟, which works by 

sending a radio frequency pulse at a distance of up to 50 m. [21] 
Vehicle stoppers for military forces protection have been developed 
by the German company 'Diehl Defense' and already operate in 

more than a dozen countries. One of them - a system for stopping 
vehicles carrying improvised explosive devices HPEM Counter 

IED, based on an armored vehicle, was successfully tested in 
Afghanistan in 2011. [22] These devices are recently operating in 

several countries. 
A high-power radio frequency (HPRF) vessel stopping device is 

under development within the US Non-Lethal Weapons Program. It 

is intended to provide increased range and the ability to aim at 360 
degrees in the case of multiple targets. To increase the efficiency 

against the respective outboard engines, 
various HPM sensitivity tests are 

performed to help determine various 
effective waveform parameters, such as 

pulse frequency and width, required power, 

or energy. Such a source can be integrated 
into a number of potential platforms. 

Concepts include the deployment on naval and coast guard ships, as 
well as unmanned aerial vehicles and aircraft. [23, 24]  

The increasing use of UAVs to carry out attacks has led to the 
intensive development of counteraction systems. Jamming of radio 

communications between a drone and its remote pilot is often used 

as an alternative to the drone physical destruction to prevent a 
hostile activity. [25, 26]  For these purposes, systems based on RF 

HPM, which are much more powerful and operate in a wider 
frequency range than commercially available devices, are in 

development. The first documented successful use of high-power 
radio frequency microwave weapon against electronic equipment is 

marked in 2019 with the removal of an Iranian drone from the US 

Marine Corps using the LMADIS light integrated marine air 
defense system. The system consists of two off-road vehicles, one 

serving as a control unit and the other equipped with sensors and 
jamming equipment. Typically, the system can 

be used to jam electronics, resulting in a return 
to base or landing elsewhere by default. 

However, it is powerful enough to destroy the 
electronics of a small drone at a short distance, 

causing it to fall. According to [27], removing drones with the use 

of LMADIS is cheaper and easier than the use of artillery and 
requires less accuracy than using lasers. The disadvantages of the 

system are that it is relatively ineffective against fully autonomous 
drones, and can also cause „confusion‟ in the communications of 

friendly aircraft. This system can find significant application in 
regions where small drone strikes are becoming more frequent, 

besides it can be seen as the initial phase of an ambitious project 

that has the potential to change the future of war.    
Recently, the focus is on creating stopping systems with a more 

universal application. For example, the British „Teledyne e2v‟ has 
developed a device called RF Safe-Stop, promoted on the company‟ 

website as the most modern existing contactless jamming system. 
According to it [28], the system is able to cause controlled stopping 

of moving targets on land, air and water, at a safe distance, without 
incidental damage. The technology has been successfully tested on 

drones, boats, motorcycles, cars and trucks. RF Safe-Stop is 

produced in full and light versions, offering stopping capabilities of 
up to 400 m for UAVs, up to 50 m for armored and civil vehicles 

and over 50 m for light boats.  
Efforts in the United States are also yielding impressive results 

in this regard - according to a recent interview [12] with the director 
of the Non-Lethal Weapons Directorate, there is already a device 

which is powerful enough to stop everything which has electronics 

at a distance of hundreds of meters.  
 

Chemical technologies  
In the context of stopping vehicles, the potential of certain 

chemical technologies is also being considered. For example, in the 

US DoD' Non-Lethal Weapons Program for Fiscal 2015 [29], 
candidates for such applications include fast-acting low-volume 

combustion modifiers (for engine suffocation and combustion 
inhibitors), rapidly hardening synthetic concrete, solid epoxy foams, 

and other materials that will cause stopping the engines. 

One of the concepts studied in the past is adhesive foam. It is a 
non-reactive liquid that is stored under high pressure. When 

released, the atmospheric pressure causes it to expand to several 
dozen times its storage capacity and its mechanical characteristics 

allow it to adhere tightly to the object. In the 
1990s, this concept was intended for anti-

personnel use, but due to the risk of 
suffocation if foam covers the mouth and 

nose, interest has shifted to exploring its 

ability to stop cars. Weapons are later being developed on this basis 
to stop vehicles - the foam must stop the engine and block the driver 

in the cab. A foam restraint system has been developed that consists 
of low-profile containers, each containing a sufficient amount of 

substances to generate extremely quickly several cubic meters of 
high-strength foam. Theoretically, the foam immediately 

deactivates the vehicle, blocking the fuel supply to the engine and 
the steering and absorbing the kinetic energy of the car. [30] The 

system can be activated automatically (via pressure sensors or light 

barriers) or by remote control.  
Concepts of non-lethal weapons to prevent people and vehicles 

from accessing certain area also include substances that can create a 
slippery surface on which controlled movement is difficult or 
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impossible. Various types of chemicals have been studied, focusing 
primarily on water-active polymers that were harmless to the 

environment and health, easy to clean and provide satisfactory 
results. The disadvantage is that their effectiveness decreases in 

heavy rain, high temperatures and humidity. [31] The prototypes 
were many times more slippery than ice, inspiring hope that the 

system could be used to protect an area or building from crowds or 

equipment - for example, to prevent the enemy from using a 
strategic section of the railway line without destroying it 

permanently. However, slippery foam can be neutralized by simple 
countermeasures, such as throwing sand on the surface covered with 

it. These technologies seem not been particularly suitable for police 
activities, as they would hinder not only targets but also the police 

officers, however they have been studied for other applications. [32] 
 There is not official information in the global net concerning 

any current research programs on anti-materiel chemical substances 

of the type described.  A possible reason could be that there is no 
consensus between the international law experts about the legal 

status of such means under the Chemical Weapons Convention.  

 

Conclusions 
Improving the existing and creating new means of stopping 

potentially dangerous vehicles and vessels is one of the highest 
priorities in the field of non-lethal weapons. As a result of the 

efforts, a wide range of equipment based on various technologies 
have been developed, ranging from relatively simple means to high-

tech systems, in stand-alone configurations or integrated in various 
delivery platforms, including remotely controlled.  

Data on available mechanical systems for stopping different 
types of vehicles show that they are very efficient, provided they are 

located on time and in the right place. The main problem to be 

solved in future systems of this type is increas ing the passengers 
safety by finding ways to ensure controlled and smooth speed 

reduction. The development of mobile systems focuses on the 
accurate and fast placement of obstacles, inc luding through remote 

control, with a view to the personnel safety.  
From the available information, it can be concluded that 

attempts to exploit the potential of electrical and chemical 

technologies have not yet yielded satisfactory results.  
As an alternative to mechanical means, the possibilities for 

using pulses of directed energy that affect the electronics controlling 
the engine are being intensively studied. Despite the promising 

advantages of these technologies, the developed systems still have 
significant technical problems, such as the safe stopping of fast-

moving cars, controlling the range and area of effect, the equipment 
size, inapplicability to older generations of cars, and more. In 

addition, these technologies can cause some damage to people or 

infrastructure in their area of operation. Like the most non-lethal 
technologies that are new and unknown to society, those with 

directed energy will probably also provoke negative public 
reactions which could complicate their deployment.   

As far as the alternative technologies are not yet sufficiently 
tested and accessible, they could find place in military operations in 

near future, however are unlikely to replace the more traditional 

mechanical devices used in the in law enforcement soon. 
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