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Abstract: At its core, business continuity management (BCM) is a process that identifies potential threats to an organization and the 

impacts on business operations that they could cause if they happen. This process provides a framework for building resilience of the 

organization and the ability to respond effectively. BCM can help organizations to reduce the negative effects and to protect  business 

reputation under adverse circumstances, whether internal or external, to reduce downtime and recovery costs. 

Like continuity, sustainability focuses on maintaining the processes and procedures that help businesses survive unexpected threats. 
Recognizing that businesses operate in an environment of constant change, sustainability focuses on how best to preserve the value in 

these complex environments. 

But effective BCM process can happen through synergy of administrative and organizational activities (strategies and plans) a nd 
operation of flexible, intelligent security systems (ISS). The innovative solutions for the development of the systems are closely related to 

the requirements formulated in the separate stages of the process of building the BCM of the organization, incl. sustainabili ty, providing 
warning and prevention of the threats, prevention of terrorist acts and thus ensuring the safety of people and the competitive advantage of 

business. Understanding the value of connecting different security systems and how they can be integrated  is a key component in 

developing more intelligent security. 

The link between risk management and BCM plays a significant role here. Risk management strategies (risk avoidance, risk acceptance or 
risk mitigation - by risk sharing or risk transfer) are responses to a “preliminary event” of perceived and assessed risks. Most BCM 

strategies and tactics focus on the processes that must occur after an event or disaster. The goals of these processes are to return the 
business to normal operation as efficiently and effectively as possible. Namely the relationship between the process of building BCM and 

ISS development is the subject of this publication. 

Keywords: Business Continuity Management, Intelligent Security Systems Development 

 

 

1. Introduction 

The current demands of the world economy have changed things for 

business. Organizations must now return online as soon as possible 
after a disaster or risk losing business or reputation. Thus, business 

continuity management (BCM) is crucial.  

But what is BCM in essence? It is a holistic management process 
that identifies potential threats to an organization and the impacts on 

business operations that those threats, if implemented, could cause. 
At the same time, BCM provides a framework for building an 

effective response that protects the interests of key stakeholders, 

reputation, brand and value creation activities. 

Sustainable business management, including at risk events (natural 
disasters and man-made crises) is focused on raising awareness; 

developing a set of strategies and training the members of the 
organization for roles and responsibilities in crisis. 

Businesses need to have plans in place for everything from a 

hurricane or flood to a bomb threat, an active shooter and an 
employee strike. Despite the development of different types of 

probable risk events, the organization needs clear communication 

channels and management chains to allow the best possible 
response to the situation in its development [1,2,3,4]. 

But in order to successfully implement the BCM framework, it is 

necessary to build, operate and manage an Intelligent Security 
System [5,6,7,8,9] (as a set of physical protection systems operating 

in a cybersecurity environment, with a high degree of integration) 
of the organization and its integration into the overall business 

management system. 

Last but not least, the following restrictions are introduced for the 

correct presentation of the topic: 

- interruptions due to technological reasons are not taken into 

account, as they are set in advance in the technological 
documentation of the equipment of the organization; 

- the security requirements set by the national operators of the 

organization are not taken into account, because applying the 
national and international requirements and standards, in 

accordance with the specifics of its mission, goals and tasks the 

relevant elements of the security systems are established and 
maintained. 

2. Business continuity management - framework 

2.1 Business continuity management – ISO approach 

Various national approaches are known in international theory and 

practice in the field of business continuity management, but all of 
them are based on ISO 22301 - Security and resilience - Business 

continuity management systems - Requirements. In line with and in 
support of better and correct implementation of BCM, a series of 

guidelines have been developed, the main ones being as follows  

 ISO 22313 - Security and resilience — Business 

continuity management systems — Guidance on the use of ISO 
22301; 

 ISO 22316 - Security and resilience — Organizational 

resilience — Principles and attributes; 

 ISO 22317- Societal security — Business continuity 
management systems — Guidelines for business impact analysis 

(BIA); 

 ISO 22318 - Societal security — Business continuity 

management systems — Guidelines for supply chain continuity; 

 ISO 22330 - Security and resilience — Business 
continuity management systems — Guidelines for people aspects of 

business continuity; 

SECURITY & FUTURE ISSUE 2/2021

42

mailto:panevski@ims.bas.bg


 ISO 22331 - Security and resilience — Business 
continuity management systems — Guidelines for business 

continuity strategy. 

2.2 Basic key elements of BCM 

BCM programs must include a number of key elements to ensure 
that the organization is well positioned for success and that planning 

documents are properly developed and regularly updated and 

improved to lead to success. 

The key elements of BCM programs include, but are not limited to:  

 Management: The structure and the team created for the 
development and management of the activity.  

 Use of good practices: The ways in which the current 

processes of management and planning of the organization's BCM 
are compared with expert approaches and industry standards. 

 Continuity strategy: It is a detailed plan that assesses the 

possible risks to an organization and how it can be recovered if 

those risks become a reality. 

 Documentation of the plan: Excerpts from the plan in 
terms of volume and content to which all participants have access. 

 Tactical execution : The ways in which the organization 

plans to recover from certain types of incidents. 

 Training: The types of staff training for the correct 
understanding of the Business Continuity Plan and its role in it. 

 Testing: Creating simulations of a crisis event and testing 
the reaction of staff in the implementation of the business continuity 

plan. 

 Maintenance: Introduce changes to the plan, if necessary, 
in order to improve its effectiveness. 

 Monitoring: Comparing the implementation of current 

standards and expert advice with the way the plan works. 

2.3 What are the risks to the business continuity? 

Also called business continuity events, business continuity risks are 

the most common events that can lead to disruption of the 
organization's business (natural and man-made crises). Identifying 

these risks is a vital part of business continuity planning, namely: 
terrible weather; natural disasters (tornadoes, floods, blizzards, 

earthquakes, fires, etc.); physical security threat; appropriation 
(theft) of a product of the organization; supply chain problems; 

threats to staff and employee safety; incidents at the organization's 

facilities; destruction of equipment or property of the company; 
power outages; server crashes; failures in public and private 

services (communications, transport, safety, etc.); environmental 
disasters, including spills of hazardous materials; network outages; 

human error / human hazards; stock market crashes; cyberattacks 
and hacking activity. 

Each of these events can lead to major challenges for an 

organization, such as danger or injury to staff and others, equipment 
damage, brand injury and loss of income and net worth. Business 

continuity management and planning address and reduce the impact 

of these contingencies. 

2.4 BCM Lifecycle 

Successful BCM helps organizations identify their key products and 
services and the threats to them. It also helps to quickly restore 

functionality by helping to protect market share, brand, image and 
reputation. To be successful, BCM must be seen as an integral part 

of the ongoing processes of the overall management of the 

organization. The involvement of senior management is critical to 
the success of BCM because of its impact on the allocation of 

resources and the culture of the organization and is essential to the 
life cycle of BCM. 

The BCM life cycle (fig. 1) is a summary of best business practices 
based on the core requirements of ISO 22301[10]. These practices 

offer a solid foundation for sustainability while offering the 
flexibility to adapt to changes in the organization.  

 

Figure 1: BCM lifecycle (based on ISO 22313) 

Managed by the leadership of the organization, the key activities for 

the BCM life cycle can be formulated, as follows: 

 Conducting business impact analysis and risk assessment; 

 Development of a business continuity strategy; 

 Establishment and implementation of business continuity 

procedures; 

 Exercise and test procedures regularly before the risk 
event occur. 

 

3. Framework for possible integration 

3.1 Business impact analysis and Risk Assessment for 

physical protection systems requirements development 

Using formulation in  item 8.2.2 “The organization shall use the 
process for analysing business impacts to determine business 

continuity priorities and requirements” [10], the organization shall 
identify the resources and assets for which security building is 

required and the inclusion as a priority for support. 

The planning of the readiness of the organization for each type of 
event that has been found to have a negative impact on the business 

is done with the help of Business impact analysis. This provides a 

way to predict how an event will affect business and to formulate 
risk reduction strategies, including the construction of physical 

protection systems (peripheral and risk areas). Understanding which 
assets will be affected, what processes need to change, and what 

additional security and protection systems need to be built and 
maintained allows organizations to reduce costs and losses from 

downtime. 

At the same time, in accordance with item 8.2.3 “The organization 

shall implement and maintain a risk assessment process” [10].  

We shall not forget that the organization's risk management is a 
process that is: 

• intrinsic to the economic object (organization); 

• carried out by managers at all levels in the organization; 

• applied as a first step in determining the development strategy of 

the organization; 
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• applied throughout the organization and for each of its levels, 
including the adoption of a package of opinions on organizational 

risk; 

• designed to identify potential events that, if they occur, will affect 
the organization, as well as to manage risk within a reasonable 

propensity to take risky actions; 

• able to provide reasonable security to the organization's 

management. 

Last but not least, according to item 8.2.3 Risk assessment [11] to 

“… select an appropriate method for identifying, analyzing and 

evaluating risks…” [11], we need to turn to ISO 31000 [12], 

through which we define the principles for risk management and 

related work guides. 

As a result of the risk assessment and BIA, the management of the 

organization receives information about the assets, the impact on 

which the probable risk events may cause business interruption for a 

longer period and lead to significant losses, including reputation and 

a long recovery period (if it is possible to recover at all). This is a 

starting point for building a physical protection system (PPS) 

(development of the required structure and composition), as an 

element of the intelligent security system. (fig. 2). 

 

 

 

 

 

 

 

 

 

 

Figure 2: BIA and development of a physical protection system 

3.2 Exercise and Test and requirements development for 

Redesign of PPS 

Business continuity exercises are an important and ongoing 

initiative. The plan should be tested regularly using pre-defined 

strategies and scenarios. Testing focuses may vary depending on 

what details, conditions, frequency, business functions, or 

supporting information processing need to be tested. The testing 

strategy should include test objectives and related measurement 

indicators, scenarios, summaries, planning and improvements. It is 

the emerging need for improvements in business continuity 

management that will give an input signal to the need and scope of 

redesigning existing physical security systems and changing the 

integration scheme in the overall flow of business security 

management. 

Based on appropriate scenarios that are well planned with clearly 

defined aims and objectives the responsible authorities develop 

teamwork, competence, confidence and knowledge for those who 

have roles to perform in relation to disruptions. As a result post-

exercise reports are developed which contain outcomes, 

recommendations and actions to implement improvements. 

Last but not least, in accordance with item 8.5 “The organization 

shall implement and maintain a programme of exercising and 

testing to validate over time the effectiveness of its business 

continuity strategies and solutions” [10] organization should 

propose changes and improvements, including physical protection 

systems (fig. 3). 

 

 

 

 

 

 

 

 

 

Figure 3: Exercise and Test and redesign of a physical protection 

system 

This is where the link between the key activity “Exercise and Test” 
of the BCM life cycle and the “Redesign” phase of the PPS life 

cycle takes place (phase 3). 

In Phase 3, an assessment shall be made to determine whether the 
system meets the requirements for change, namely: 

 Confirmation of the functioning of the PPS in accordance 

with the requirements set in the process of its design and 
development; 

 Identification of possible shortcomings of the system in 
the design or its implementation, which must be considered in order 

to provide adequate corrective actions; 

 Analysis of possible improvements that may be needed to 
overcome the deficiencies and improve the functionality of the 

system; 

 Re-evaluate the effectiveness of the PPS on an annual 
basis to take into account any changes in the objectives, 

functionalities of the system or the requirements to it.  

4. Conclusion 

This approach is only an initial step towards developing a proposal 
for dynamic contact between the business continuity management 

process and the construction and development of intelligent security 

systems. Here it is crucial to know and properly apply the standards 
of the International Organization for Standardization (ISO), the 

Technical Committee - TC 292 “Security and resilience”, as 
currently 41 pcs. are active. Also, the models of intelligent security 

systems work together with the elements of the security system of 
an organization, built in accordance with the requirements of 

national operators and license holders (according to the specifics of 

the organization), international and European organizations in the 
field and not lastly, the technical regulations for the operation of the 

equipment. 
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The use of the elements “Business impact analysis and Risk 
Assessment” and “Exercise and Tes” for requirements for design 

and redesign development helps to treat the act of threat as a set of 
risk factors that may affect the assets of the organization, each of 

which is able to change the security and protection system of 
elements of the organization. The appropriate technical level of the 

elements of the physical protection system and their integration into 

the overall security system of the organization allows precise 
distribution of functions between management and staff of the 

organization related to the timely planning of the necessary means 
to build and develop security in general.  
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Contemporary Low Slow and Small (LSS) threat from the air defence view  
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Abstract: This article analyzes the air defense relevance of LSS-type threats. Summaries possible attack scenarios. The air defences have to 

face new types of challenges in addition to the traditional threat like so-called the LSS (Low Slow and Small) threat by micro, mini drones 

(including so-called COTS drones) and small UAS systems. The properly heterogeneous sensor and intervention systems need to be 
integrated if we are to create effective air defences against LSS-type threats. The layered air defence have to can integrate almost all 

effectors with their sensors and other sensor systems into flexible and effective C2 system. 
Keywords: LSS-THREAT, AIR THREAT, DRONES, TRENDS OF AIR DEFENCE CAPABILITIES, CONTEMPORARY CONFLICTS 

 

1. Introduction 

According to the Bonus Military Balance 2019 content analysis 

[1], the west countries (the developed world, including leading 
NATO member states) neglected the full development of air 

defences in the post-Cold War decades. The focus of the 
developments has essentially been focused on two areas: ballistic 

missile defence (mainly theater missile defence) and the air 
defences of expeditionary forces. (defence against not a peer or 

near-peer competitors) 

Based on the experience of recent years and the analysis of the 

conflicts of our time, it is easy to see that air defences have to face 
new types of challenges in addition to the traditional threat. (fixed 

and rotary-wing platforms, ballistic missiles, cruise missiles, 

uninhabited aerial vehicles of all classes, precision-guided 
munitions, rockets, artillery, and mortar rounds as well) 

Table 1: Classification by Strategic Concept of Employment for Unmanned 

Aircraft Systems in NATO (Class I). 

 Weight 
Operational 

altitude 
Range Payload 

Micro ≤ 2 kg 50-100 m 0,6 ≤ 0,5 kg 

Mini ≤ 20 kg 1000 m 10-20 ≤ 10 kg 

Small 
weight ≥ 20 

kg 
1500 m 50 km ≤ 50 kg 

What are these challenges again? This has recently been called 

the LSS (Low Slow and Small) threat by experts and is essentially 
understood by experts as micro, mini drones (including so-called 

COTS1 drones) and small UAS systems. In my article, I am going to 
summarize the characteristics of this threat and the possibilities for 

improving air defences.  

2. Show the topic, describe the scientific problem 

2.1 Typical UAS missions 

In recent conflicts and crises, where UAS application has been 

observed, UAS systems have performed the following combat 
tasks:  

-ISR (Intelligence, Surveillance, and Reconnaissance) missions; 

                                                             
1 COTS - commercial off the shelf 

- ISR missions combined with long range fire (artillery 

support); 

- Direct attack (air strike with explosions); 

- Swarm direct attack (massive, synchronized air strike with 
explosions); 

The differentiated mission (combat task) of LSS targets depends 

on your military technical capabilities. Small-category devices are 
practically identical to pilot-led aerial attack devices. Integrated into 

COMAO (Composite Air Operations), they are usually designated 

for a deception, ISR or EW mission. Devices belonged to mini and 
micro class are typically not used as part of COMAO. Their duties 

are typically ISR, or attack usually for propaganda and disruptive 
purposes 

2.2 Problems with types LSS-targets 

For LSS targets, the difficulty can be perceived in all four 

segments of active air defence: detection, tracking, identification 
and intervention (destruction) as well. Very hard to detect and track 

small UAS in land cutter and with slow speed and hover. 

For effective detection have to use heterogeneous types of 

sensor systems and so-called effectors (hard and soft weapon 
systems). Planners should take into account the fact that can be also 

collateral damage to the intervention. 

Table 2: Vulnerability of Air Defence Units from different types of drones 

 
Distance 

from object 

Effector with 
counter drone 

capabilities 
Sensor 

Counter micro 
(nano) drones 

≤ 500 m 

There is no 
effective 
solutions 
(small 
weapons, 
jammers, etc.) 

Electro optical; 

Counter mini 
drone 

≤ 2 km 

High Power 
Laser; 

“Hunter-killer” 
drone; 

Gun/Smart 

munition; 

Light tactical 
radars; 

Electro optical; 

Counter small 
drone 

≤ 5 km 

SHORAD 
missile; 

High Power 
Laser; 

High Power 
Microwave; 
 

3D tactical radars; 

Electro optical; 

 

2.3 Short analysis of application of LSS technology in 

contemporary conflicts 

Ukraine 

The ongoing conflict in eastern Ukraine is already showing an 

extensive development in the use of drones in analyzed category, 
affecting the official Ukrainian armed forces and pro-government 

non-state (civilian) groups, organizations and separatist forces alike.  

Fig. 1 Scenarios of LSS attack on defended object 
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According to military observers and content on a large number of 
social media and video-sharing sites, the Ukrainian government and 

pro-government groups use such drones in significantly greater 
quantities in their crisis management operations than the opposing 

parties. These sorties mainly consisted of general reconnaissance, 
surveillance and often artillery adjust firing. 

As an interesting fact, we can observe that the Ukrainian 
government, sensing the limited possibilities and extent of 

obsolescence of the armed forces' reconnaissance systems, has 
turned to commercially available non-military drones, similar to the 

strategy of terrorist organizations. With these initiatives, pro-
government forces are attempting to provide Ukrainian security 

forces with additional information in their fight against the 
separatists.  A major initiative is the People's Project.com Ukraine's 

military and civilian crowd funding project, which provides 

substantial instrumental and human resources support to Ukrainian 
government forces, including several UAV drone projects. 

There are kind of "warfare-military start-up" activities, i.e. 

private companies are making innovative developments, drone 
modifications, even upgrades combined with redesigns, all aimed at 

expanding operational capabilities: increased range and payload, 
increased interference protection, development of control systems, 

and so on. Separatist forces, like the methods of terrorist 

organizations, see small drones as essentially armed platforms, in 
addition to reconnaissance and surveillance missions, and the use of 

"larger" military unmanned aerial devices of Russian origin can also 
be observed. 

Many images have been posted on social media showing 

explosives (grenades) being used as a kind of bomb on drones, and 
have often been used. This is probably the first time we have 

observed the use of counter drone weapons systems (electronic 

jamming devices) in armed conflict. 

Syria 

There have also been a significant number of small drone 
applications in the armed component of the crisis in Syria, including 

significant deployments related to non-state actors. The source  
cited 38 different unmanned systems in 2015 and 2016, including a 

significant amount of heavily armed, modified hobby drones. [2] 

ISIS drone activities 

The Islamic State's "drone strategy" is relatively well described.  
The overall concept of the use of small commercial drones has 

evolved gradually. The initial applications focused essentially on 
discovery and information gathering. Later, in the battle for Mosul, 

which began in October 2016, drones were used with a more 
nuanced, differentiated target system. They were used in large 

numbers against the pesmerga and the Iraqi Security Forces both in 
open terrain and in urban operational environments, where the fact 

that ground personnel operating among civilians, mosques and 

houses of sympathizers made it even more difficult to combat 
drones. 

By analyzing the objectives of drone operations, it is clear that 

the priority has been given to maximal loss/destruction in the 
enemy's human, technical, infrastructure, mental resources and 

effective support for propaganda objectives. To meet these 
priorities, three forms of drone deployment combat were used: 

reconnaissance/surveillance operations to obtain relevant 
information; direct attack of designated targets with improvised 

explosive devices, bombs (strike measurement); coordination and 
support of suicide bombings in order to cause maximum casualties. 

3. The potential answers of air defence systems 

Classic and even extended air defences are not capable of 
effectively countering all potentially imaginable earlier mentioned 

threats. In future air and air defence operations, it seems clear that a 
new type of threat needs to be new responded to. 

 

Conventional aerial target detecting, tracking and destruction 
with conventional radar, fire control systems and missiles 

(ammunition) is not enough. For detection often do not requires a 

reflected radar wave, but for example signals from the control unit.  
The intervention does not necessarily have to attack the UAS 

platform, success can be achieved by paralyzing the control system. 
(Fig 2.) This short example above shows that properly 

heterogeneous sensor and intervention systems need to be integrated 
if we are to create effective air defences against LSS-type threats. 

 

Fig. 2 Process of counter UAS and control system 
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Here's a look at what technologies-based weapon systems can 
be considered as so-called effectors. (Table 3) 

To sum up layered air defence have to can integrate almost all 

effectors with their sensors and other sensor systems into flexible 
and effective C2 system. 

3. Conclusions 

According to a well-sounding saying, the 20th century vehicle 
was the car, while the 21st century's vehicle would be the drone. 

Drones allow us to separate the device from humans, so our devices 
can be operated without a direct human presence (remote 

monitoring, remote control, autonomous operation and a 
combination thereof). This trend is also true of warfare. They are an 

increasing segment of air warfare on the unmanned aircraft platform 
(UAVs, drones), although initially only replaced manned aircraft: 

e.g. RQ-4 Global Hawk unmanned reconnaissance aircraft flew 

instead of pilot-led aircraft in surveillance-reconnaissance 
operations, or MQ-1 Predator multitasking unmanned aircraft 

Hellfire missiles were used to strike instead of classic fighter 
bombers during crisis management in Afghanistan. 

Practical examples have shown that cheap drones and 

improvised bomb-load modifications cannot provide the real, 
destructive efficiency expected of conventional weapon systems. It 

is easy to see that this cannot be a realistic expectation, but it does 
bring a range of benefits that terrorist organizations cannot 

disseminate. We can also include material issues, since it depends 

on many things, but in simple terms we can say that from a few 
hundred thousand forints we can build a system capable of terrorist 

attack from free commercially available devices, including 
improvised explosive devices. In addition to relative cheapness, a 

significant argument is that it allows for a mass-modified 
application, which, also due to the quantitative factor, can cause 

significant disruption to the operations of conventional forces, in the 
daily lives of the population. 

Due to advances in technology and mass production, increasing 
price standards have already made drones a potential destructive 

tool in the mid-1990s (Aum Shinrikyo, Japan). This beginning was 
followed in less than two decades by drone operations, which can 

be considered almost mass use. As presented in our paper, based on 
the drone application strategy followed by the Islamic State, we can 

filter from planned and carried out deployments the experience that 
arming drones could be carried out even with small industrial 

options. The strategic concept of the use of small drones developed 
gradually, with initial actions focused on detection and information 

gathering later followed by drone applications with a more 

differentiated target system. 

In our view, the illegal, terrorist use of small drones has only 
entered its initial phase. Available with ever-evolving technical 

capabilities, drones will enable the development of ever-increasing 
combat capabilities, and the Internet will provide an unlimited, 

uncontrollable framework for technological transfers already today. 
"Swarming," the use of drone swarms, will be one of the biggest 

challenges in the coming days. This puts the mass application in a 

higher dimension, as it is still difficult to imagine that up to tens of 
drones simultaneously carry out an air strike in concert or in 

communication with each other, analogously with the so-called 
COMAO operation carried out by the classical Air Force. 
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1. Introduction 

Information has always played a decisive role in the history of 

civilization and has served as a basis for decision-making at all 

levels and stages of development of society and the state. In the 
history of social development can be distinguished several 

information revolutions related to radical changes in the field of 
production, processing and transmission of information, which led 

to radical transformations of social relations. As a result of such 
transformations, society has acquired in a sense a new quality. 

We are witnessing a significant increase in the role, place and 
impact of information in the life of the individual, society, state. 

Information today has become a powerful real tangible resource, 

having even greater value than natural, financial, labor and other 
resources. Information has become a commodity that is sold and 

bought. Information in the present plays a paramount role as a non-
traditional weapon, information wars arise, develop and end. The 

cross-border information network Internet is developing and 
entering our lives extremely fast. 

The possibilities for production (creation), processing, storage 

and dissemination of information are becoming increasingly 
important. This is not just about the amount of information, ie. for 

quantity, but also for its qualitative side - structuring and its 
transformation into knowledge and cognition. In the field of 

national security, a large amount of information needs to be 
processed, which is why “the ability of the national information 

resource to control and form the most important information flows 
on a regional and global scale must be taken into account. 

The development of information and communication 

technologies covers all spheres of society - economy, social life, 
culture, science and education, political life. Citizens and society 

are increasingly relying on reliable and reliable information on the 
Internet. The state annually increases the number of services and the 

amount of information it provides to citizens and businesses 
through the Internet. 

This report will briefly look at traditional practical approaches 
to intelligence gathering.  

.2. Collection and systematization of intelligence 
information 

Open source intelligence (OSINT) is one of the methods of 

obtaining information about special services. It includes searching, 
selecting and collecting information obtained from publicly 

available sources and its analysis. 
According to Central Intelligence Agency (CIA) analyst 

Sherman Kent, who spoke back in 1947, politicians receive up to 80 
percent of the information they need to make peacetime decisions 

from open sources. Later, General Samuel Wilson, head of the 
Intelligence Department of the United States Department of 

Defense from 1976 to 1977, noted that "90 percent of intelligence 

comes from open sources and only 10 percent is at the expense of 
the agency."[1] 

Open sources include: 
• Mass media - newspapers, magazines, radio, television; 

• Public government reports, official budget data, collection and 
analysis of industry reports, press conference materials, various 

public statements, hearings, legislative debates and speeches; 

• Information obtained from professional and academic reports 

presented at scientific conferences, symposia, professional 
associations, dissertations and theses and expert reports; 

• Professional and academic reports, reports, articles; 

• Visits to exhibitions and fairs; 
• Internet, in particular social sites, video hosting, directories, 

blogs, forums 
It is necessary to pay attention to another important emphasis on 

the directions in which the acquisition of information is important in 
terms of: 

• the collection of political, economic and military information 

necessary for the assessment of the military-economic and moral-
political potential of the countries-objects of intelligence activity; 

• obtaining special intelligence information related to specific 
areas of economics, science and technology, military affairs. It is 

usually intended for a narrower circ le of specialists and serves as a 
material in the development of strategic plans (for economic 

pressure, for any kind of "sanctions", etc.) 
In the practice of all intelligence centers around the world, 

information obtained by intelligence agents is considered 

indispensable. This approach remains a crucial tool for overcoming 
the barriers erected by states to protect national interests. "On the 

way to getting the most important information ..." Sherman Kent 
wrote, theoretically justifying the importance of intelligence for the 

United States ... there are often insurmountable obstacles. They are 
deliberately created by other countries, and in order to overcome 

them, methods are needed that are often unfamiliar to the average 
person. These methods consist of obtaining information by illegal 

means."[2] 

The benefits of intelligence are obvious. Everyone, except the 
carrier of information, can analyze it, summarize and draw 

conclusions, ie. to receive the necessary information from the set of 
indirect data. They are used to solve tasks that are impossible to 

accomplish, by staff members of the special services or by technical 
means, difficult or impractical, although this does not preclude their 

joint work. 

Intelligence centers show great interest in the small weaknesses 
of man, caught in their field of vision and try to use his 

shortcomings or vices, to deceive him, scare, use, as the German 
expert J. Yosten writes. 

The Internet can be considered an indispensable source of 
information. The data obtained from the network are used in the 

field of education, business, medicine, entertainment and recreation, 
etc. But the Internet is not just an informational Klondike. 

Cyberspace has long been an arena of network espionage, involving 

various intelligence agencies and special services working for 
government, business and the criminal world. 

The question arises why the World Wide Web is a space for 
acquiring foreign secrets? The answer is simple and clear: because 

the Internet has everything. Everything - this is all information 
about public and state institutions, organizations, business structures 

and individuals. 
Globalization provides unprecedented access to tools such as 

the Internet, satellite communications, electronic funds transfer, 

easy international movement, exchange of official documents and 
more. Unfortunately, these opportunities are becoming the main 

tools used by criminal groups and terrorist organizations to achieve 
their goals. The development of modern global processes makes it 

possible to connect geographically remote groups, better 
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coordination, easier communication and realization of information 
goals. 

The Internet is used in various ways by terrorist organizations. 
They can be combined in two main directions. 

The first direction shows that the Internet has become a useful 
channel of communication that allows terrorists and their followers 

to spread propaganda and instructions. 

The Internet may not be used, but rather attacked by terrorists in 
the so-called cyber-terrorism. According to many researchers and 

politicians, who describe the connection between terrorism and the 
Internet mainly as cyber-terrorism or cyber-war (so-called attacks 

on communication and computer networks). No less threatening are 
the numerous Internet applications that terrorists take advantage of. 

The information age influences not only the targets and 
weapons chosen by terrorists and criminal organizations, but also 

the ways in which these groups work and structure their individual 

units. Several of the most dangerous terrorist organizations use 
information technology (IT) - such as computers, software, 

telecommunications devices, and the Internet - to better organize 
and coordinate. 

The rapid development of equipment and technology in recent 
decades has led to even faster development of technical means and 

systems in intelligence. Enormous resources are being invested in 

the creation of intelligence tools and systems in all developed 
countries. Hundreds of companies in many countries work in this 

field. This branch of business has long taken its place in the general 
system of Western economies and has its own solid legal basis. 

 All leading experts agree that the value of information in the 
use of special technical means (electronic surveillance, tracking and 

eavesdropping) in the investigation of certain forms of serious 
crime or terrorist acts is unquestionable. This method is extremely 

important for the protection of national security in modern 

conditions. 
The method "obtaining information through special technical 

means and channels" covers a set of opportunities and practices. 
Conventionally, the method of "obtaining information through 

special technical means and channels", according to the American 
classification, is divided into several separate groups: 

• Audio surveillance: 

- Eavesdropping on telephone calls; 
- Control of calls made over the Internet (VoIP); 

- Control of conversations in the room. 
• Visual surveillance: 

- Hidden video surveillance devices; 
- Built-in video system in vehicles; 

- Surveillance Drones. 
• Tracking surveillance: 

- Global positioning systems (GPS systems); 

- Mobile devices; 
- Radio Frequency Identification (RFID) devices; 

- Biometric information technologies (retinal scanning of the 
eyes when visiting airports, etc.). 

• Traffic surveillance: 
- Monitoring of computer information; 

- Monitoring the use of computer systems. 

3. Results and discussion 

The development of communication technologies on the one 

hand and their use by people with different interests, including for 
criminal purposes, has led to the paradox of the world community 

choosing which priority to be: security or insecurity, security or 
human rights. 

The security dilemma organically stems from the peculiarities 
of the emerging modern world, including its systemic nature. 

Therefore, the dilemma of security of man and society is of 
scientific interest. 

There is no doubt that the change of epochs causes a change in 

the security system: therefore, with the emergence of new dangers 
and threats, new factors of development, there is a need for a new 

security paradigm and its security system. 

Above all, the definition of the dilemma of security of man and 
society with a set of values and ideals that change the external and 

internal environment is indisputable. There are different views here. 
For example, the basic idea of the US national security strategy is 

that the establishment of global and, in particular, American 
security is impossible without America's leadership in the world, 

without its economic and military superiority over other countries. 

Hence the strengthening of the role of the state in America's 
national security system. In other words, it is increasingly viewed 

through the prism of the triad "individual security - state security - 
international security" (this model has become particularly 

important in the light of the events of September 11, 2001). scheme 
the individual "relinquishes more and more of his care for his own 

security to the state." 

4. Conclusion 

Before us is the paradox of modern liberal civilization - the 

freedom and security of the individual are becoming increasingly 
dependent on the state, the pressure of the latter on the individual 

continues to grow, due to the emergence of new information 
technologies and technical systems that threaten the foundations of 

the earth. civilization. The dilemma for the security of the 
individual and the state here is that the distinction between the 

private and the public is becoming increasingly difficult, and this 
contributes to the legitimate conquest by the state of the bridgehead 

"freedom for the individual." 

Today, stronger measures need to be taken to combat threats to 
national security and crime in Bulgaria. An example of this was 

given by the United States with its Patriot Act of 2001, 
characterized by a marked increase in the fight against terrorism and 

a range of restrictions on citizens' rights. 
An essential and important ingredient in the fight against crime, 

creating risks and threats to national security and public order, is the 

control of traffic data and the use of their unsuspected possibilities 
for adequate counteraction to any crime. 

Each country must proceed from the specific legal and criminal 
situation in the country, and not simply from abstract notions of 

"human rights". At the same time, the main condition for the 
protection of citizens' rights is a strong state power based on law.  

5. References 

1. Greene, Kate. Reality Mining. Sandy Pentland is using data 

gathered by cell phones to learn about human behavior. – In: 
MIT Technology Review February 19, (2008) 

http://www2.technologyreview.com/news/409598/tr10-reality-

mining/ 
2. Greenwald, Glenn. NSA taps in to internet giants' systems to 

mine user data, secret    files reveal. – In: The Guardian 6 June 
(2013). http://www.guardian.co.uk/world/2013/jun/06/us-tech-

giants-nsa-data 
3. Kent, Sherman. Strategic intelligence for American world 

policy. Princeton University Press, (1966). 

4. Kondratiev, Alexander. Based on open sources. - In: Military 
industrial courier. MIC, September 16, (2009), № 36 (302) 

5.   Uniting and Strengthening America by Fulfilling Rights and 
Ensuring Effective Discipline Over Monitoring Act of 2015 or 

the USA FREEDOM Act of 2015. 
https://www.congress.gov/bill/114th-congress/house-bill/2048 

6. Marks, Paul. Pentagon sets its sights on social networking 
websites. - In:                          New Scientist [онлайн]. June 9, 

(2006) https://www.newscientist.com/article/mg19025556-200-

pentagon-sets-its-sights-on-social-networking-websites/ 
 

 

SECURITY & FUTURE ISSUE 2/2021

50

http://www2.technologyreview.com/news/409598/tr10-reality-mining/
http://www2.technologyreview.com/news/409598/tr10-reality-mining/
http://www.guardian.co.uk/world/2013/jun/06/us-tech-giants-nsa-data
http://www.guardian.co.uk/world/2013/jun/06/us-tech-giants-nsa-data
https://www.congress.gov/bill/114th-congress/house-bill/2048
https://www.newscientist.com/article/mg19025556-200-pentagon-sets-its-sights-on-social-networking-websites/
https://www.newscientist.com/article/mg19025556-200-pentagon-sets-its-sights-on-social-networking-websites/


Examples of nuclear security measures for nuclear facilities 
 

Dimitar Dimitrov  

Bulgarian Academy of Sciences - Institute of Metal Science Equipment and Technologies with Hydroaerodynamics Centre  

“Acad. A Balevski”, Sofia, Bulgaria 

E-mail: ddimitrov@ims.bas.bg 

 

Abstract: The lifetime of a nuclear facility extends from the earliest planning stages through to its decommissioning. It is important to 

consider nuclear security early in the design of new facilities and during partial redesigns or modifications, as it can result in nuclear 

security for these facilities that is more efficient, more effective and better integrated with other safety, safeguards, operational and other 
measures. Nuclear security measures are also important during commissioning and operation, they should not cease at decommissioning, as 

they are important in addressing the protection of the remaining quantities of nuclear material or other radioactive ma terial, which has 
accumulated during the operations stage.  

KEYWORDS: NUCLEAR AND RADIOACTIVE MATERIAL, NUCLEAR FACILITY, NUCLEAR SECURITY, NUCLEAR SECURITY 

MEASURES  

 

1. Introduction 

Nuclear facilities have often been designed without giving sufficient 
consideration to nuclear security until late in the design stage or 

after operational and safety features had already been determined. 
Nuclear security measures were added later, often resulting in the 

application of measures that were not integrated or fully compatible 

with measures relating to safety, safeguards, and operations. 

Moreover, implementing new or additional security measures after 
a nuclear facility is in operation may be difficult and costly. 

Considering security requirements early in new designs, partial 
redesigns and modifications can result in nuclear security that is 

more efficient and effective as well as better integrated with other 
measures in the facility. 

Various requirements apply to a nuclear facility during all stages in 
its lifetime, including nuclear safety, nuclear security, safeguards 

and operational requirements. As stated in [1], "Security measures 
and safety measures have to be designed and implemented in an 

integrated manner to develop synergy between these two areas and 
also in a way that security measures do not compromise safety and 

safety measures do not compromise security." 

A balance should be achieved between these various requirements. 
Ideally, the measures implemented to meet these requirements 

should complement each other, but in some cases, the measures 

implemented may conflict with one another.  

2. Eight stages in the lifetime of a nuclear facility  

The lifetime of a nuclear facility is divided into the following eight 
stages: planning, siting, design, construction, commissioning, 

operation, cessation of operation and decommissioning. 

2.1 The planning stage for a nuclear facility includes activities such 
as conceptual design and obtaining required approvals prior to 

receiving authorization to begin formal siting and design stages. 

2.2 The siting stage for a nuclear facility generally comprises the 
consideration of candidate sites, taking into account various factors 

such as available infrastructure and workforce as well as 

geographical and security considerations. This would then be 
followed by a detailed evaluation of the candidate sites. The 

evaluation may culminate in a request for, and approval of, a 
selected site. 

2.3 In some cases, the design stage is an iterative process - from 

conceptual design through to final design - that ultimately results in 
a request for approval to construct a nuclear facility. In other cases, 

generic designs may be developed and approved prior to the siting 

stage. 

2.4 The construction stage comprises site preparation, the 
manufacture, acquisition and assembly of the components of the 

nuclear facility, the installation of components and equipment, and 
the performance of associated tests. 

2.5 The commissioning stage comprises the process of making 
systems and components of facilities operational, along with 

initiating associated nuclear security activities, and verifying that 
the systems, components and activities are in accordance with the 

design and have fulfilled the required criteria. 

2.6 The operation stage includes all routine and emergency 
operations of the facility once it is commissioned. 

2.7 The cessation of operation stage describes a planned condition 

at a nuclear facility in which facility operations have ceased either 

permanently in preparation for decommissioning or for an extended 
period of time for major modifications, maintenance or repair.  

2.8 The decommissioning stage includes the administrative and 

technical actions taken to remove the nuclear material and other 
assets from the facility. 

Nuclear security measures can be removed from the facility when 

no nuclear material and other radioactive material remain and there 

is no longer the potential for unauthorized removal of nuclear 
material or an act of sabotage that causes unacceptable radiological 

consequences. 

Although not explicitly defined as a stage, there are periods during 
the lifetime of a nuclear facility when it could be undergoing some 

type of modification during one of the stages. This typically occurs 
during the operation stage but may occur in other stages as well. 

These modifications could lead to a need for increased or altered 

nuclear security measures. 

One such example is if the operator of a site with one nuclear power 
plant were to receive approval to construct a second power plant on 

the same site while continuing operation of the original three.  

During construction, part of the site would be in the design stage 
through to the commissioning stage, while the other three would 

remain in the operation stage. Ultimately, when the new plant enters 
operation, the facility would enter a stage in which all four power 

plants were in the operation stage. 

A second example is if, during the operation stage of a nuclear 

facility, modifications affecting physical protection measures were 
to be completed, such as changing a security boundary, addition of 

new target locations, removal of a target location, or installation of 
a new perimeter intrusion detection system. While the facility 

remained in the operation stage, the modifications to the physical 
protection equipment may be designed, constructed, tested and 

implemented. 
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3. Security measures during each stage 

Below, the major nuclear security actions for each stage of the 

lifetime of a nuclear facility for the country, the competent authority 

and the operator are set out. These actions apply to new facilities as 
well as existing ones, although existing facilities may already have 

completed some of these actions. 

 In addition, some actions assigned in this section to the country 
could be delegated to the competent authorities, as appropriate. All 

aspects of nuclear security, including information security and 
computer security [2, 3], should be maintained during all relevant 

stages in the lifetime of a nuclear facility. 

STAGE 1: Planning stage goals  

Measures to address applicable regulatory nuclear security 

requirements for the new nuclear facility should be identified during 
the planning stage.  

Major decisions will be made during this stage, and the importance 

of nuclear security should be recognized and reflected in these 
decisions.  

Nuclear security goals at this stage: 

(a) Ensuring that the nuclear security requirements are met that are 
set out in the legal and regulatory framework, as applicable to the 

proposed facility and the type and quantity of nuclear material and 
other radioactive material expected to be in use or storage at the 

facility; 

(b) Ensuring the integration of nuclear security requirements with 
operational goals and safety requirements in the facility design 

specifications; 

(c) Identifying nuclear security roles and responsibilities and 

assigning them to the various competent authorities and 
organizations involved in nuclear security at the facility; 

(d) Establishing a framework for communication among all relevant 

stakeholder organizations (e.g. those responsible for nuclear safety, 
nuclear security, safeguards and facility operations); 

(e) Identifying and developing nuclear security competencies (e.g. 

human resources and technical capabilities) needed to implement 

nuclear security measures; 

(f) Raising awareness of security issues among all relevant 
stakeholder organizations. 

STAGE 2: Siting stage goals  

The location of the nuclear facility is identified during the siting 

stage. The siting of a nuclear facility has the potential to increase or 
decrease its vulnerability to external security threats as well as to 

increase or decrease the potential consequences that could result 

from malicious acts.  

During site selection, nuclear security considerations should be 
evaluated alongside safety and other considerations, such as seismic 

activity, geology, meteorology and hydrology.  

Nuclear security goals at this stage: 

(a) Any local or regional threats that could impact the facility; 

(b) Security interfaces and interdependencies with existing nearby 
nuclear facilities; 

(c) Topography that may enhance or increase the vulnerability of 
the security of site; 

(d) Potential impact of radiological releases to the environment or 

populated areas (e.g. population centres, critical infrastructure, 
airports and other transport assets, and international borders); 

(e) The availability of sufficient response forces to respond in a 

timely manner to a nuclear security event; 

(f) Free space for site reconfiguration, including expansion, if 
security needs increase. 

STAGE 3: Design stage goals 

Measures required to meet applicable regulatory nuclear security 

requirements should be integrated into the overall design during the 
design stage. Potential conflicts between safety and security 

measures should be identified and minimized during the design 

stage, and measures should be implemented in a manner to 
strengthen synergy between these two areas where possible.  

For example, access control measures for sensitive areas in the 

facility need to account for both safety and security considerations. 

Nuclear security goals at this stage:  

(a) Developing nuclear security designs that meet regulatory 
requirements for nuclear security and accounting for the national 

design basis threat or representative threat statement as well as the 

preliminary facility analyses; 

(b) Characterizing and evaluating the nuclear facility to determine 
the required protection levels for the facility for the protection of 

nuclear material and the possible radiological consequences of 
sabotage; 

(c) Planning for nuclear security areas in the facility (e.g. limited 

access area, protected area, inner area and vital area) in order to 
provide defence in depth; 

(d) Identifying locations and types of critical nuclear security asset, 
such as the central alarm station and guard stations; 

(e) Identifying and resolving conflicts between regulatory 

requirements for nuclear security and those for other disciplines as 
early in the design stage as practicable. 

STAGE 4: Construction stage goals 

During the construction stage of a nuclear facility, the operator 

should take measures to ensure that the facility nuclear security 

measures are implemented as designed during the various stages of 
construction.  

At or near the end of construction, nuclear security measures should 

be tested to determine that they are installed and operate in a 
manner that addresses the applicable regulatory requirements and 

the design basis threat or representative threat statement.  

Nuclear security goals at this stage: 

(a) Ensuring that the construction and installation of nuclear 

security measures meet design requirements; 

(b) Preventing the introduction of contraband to the construction 
site as well as any tampering with facilities or equipment that could 

aid in the execution of a malicious act after the facility becomes 
operational; 

(c) Isolating construction activities from other operational facilities 

(e.g. those located on the same site) and addressing interim security 
vulnerabilities which may be introduced to nearby facilities during 

the construction stage; 

(d) Conducting preparatory activities, such as establishing an 

organization or organizations that will be responsible for nuclear 
security at the facility during and after construction, training 

security personnel and developing plans and procedures for nuclear 
security at the facility; 

(e) Conducting testing of physical protection equipment and other 

systems and components that contribute to nuclear security 
following installation to ensure that they meet functional, 

operational and performance requirements. 

STAGE 5: Commissioning stage goals  

During the commissioning stage, the operator should demonstrate 

that the facility as constructed meets the design specifications, 
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including that the combination of nuclear security measures in place 
meets the applicable regulatory requirements.  

This stage also includes administrative and technical actions taken 

to introduce the nuclear material into the facility. [4] 

Nuclear security goals at this stage: 

(a) Validating that the facility's nuclear security plans, operating 

procedures, assessment procedures, contingency and emergency 
procedures adequately address applicable regulations, the design 

basis threat or representative threat statement; 

(b) Verifying that all physical protection equipment and other 
systems and components that contribute to nuclear security 

functions are in place and meet the design requirements; 

(c) Implementing compensatory nuclear security measures to 
provide protection for the material until the nuclear security 

measures are fully operational if nuclear security measures are not 

fully implemented upon arrival of the nuclear material into the 
nuclear facility; 

(d) Familiarizing all facility personnel with nuclear security 

processes and procedures; 

(e) Developing a commissioning protocol to provide evidence that 
the nuclear facility, as constructed, meets the design specifications 

and complies with applicable regulatory requirements for nuclear 
security; 

(f) Describing and evaluating the nuclear security measures 
described in the nuclear security plan through assessments, 

including performance testing; 

(g) Establishing a formal process to evaluate the impacts on nuclear 
security from proposed operational changes, changes in nuclear 

safety measures or facility modifications prior to their 
implementation; 

(h) Establishing a formal process to evaluate the impacts on facility 

operations and on nuclear safety from proposed changes to nuclear 

security measures prior to their implementation; 

(i) Identifying and correcting deficiencies in nuclear security 
processes and procedures. 

STAGE 6: Operation stage goals 

During the operation stage, sustained, effective nuclear security 

should be maintained. The elements of nuclear security are 
described in a nuclear security plan, the development of which was 

mentioned in the previous two stages. [5] 

The nuclear security plan should form the basis for oversight by the 

competent authority and is part of the license or authorization of the 
facility. Any major modifications to the facility's nuclear security 

measures should be subject to review and approval by the 
competent authority.  

Nuclear security goals at this stage: 

(a) Ongoing evaluations of nuclear security measures through 

inspections and performance testing, including exercises; 

(b) Maintaining a formal process to evaluate the impacts on nuclear 

security from proposed operational changes, changes in nuclear 
safety measures or facility modifications prior to their 

implementation; 

(c) Maintaining a formal process to evaluate the impacts on facility 
operations and on nuclear safety from proposed changes to nuclear 

security measures prior to their implementation; 

(d) Ensuring that any compensatory measures are implemented to 

address non-compliance with requirements or failure of nuclear 
security measures; 

(e) Maintaining a strong nuclear security culture; 

(f) Responding to changes in the threat environment, as appropriate, 
through changes to the nuclear security system; 

(g) Implementing sustainability and quality assurance programmes. 

STAGE 7: Cessation of operation stage goals  

As long as a risk of unauthorized removal of nuclear material or of 

sabotage leading to unacceptable radiological consequences 

remains, nuclear security measures should continue to be 
implemented on the site, although they should be tailored to the 

changing nature of operations on the site.  

This applies whether the facility has ceased operation permanently, 
in preparation for decommissioning, or for an extended period of 

time for major modifications, maintenance or repair. 

Nuclear security goals at this stage: 

(a) Modifying nuclear security measures in situations where nuclear 
material inventories are relocated, removed, increased or otherwise 

changed, as needed; 

(b) Accounting for impacts on nuclear security of reduction or 

reassignment of personnel resources; 

(c) Supporting cessation activities by bringing in new entities and 
personnel to the facility, including contractors, as appropriate; 

(d) Evaluating possible changes to nuclear security measures to 

account for changes to the facility that may impact the potential for 
sabotage; 

(e) Reconfiguring security areas following changes to the facility 
configuration to ensure that adequate nuclear security measures 

continue to be in place, as appropriate; 

(f) Evaluating process operations equipment and structures to 
identify quantities of nuclear material or other radioactive material 

accumulated in hold-up during the operations stage. 

STAGE 8: Decommissioning stage goalsз  

The decommissioning stage involves activities that will ultimately 

lead to the removal of all nuclear material and other radioactive 
material from the facility. However, as long as a risk of 

unauthorized removal of nuclear material or of sabotage leading to 
unacceptable radiological consequences remains, nuclear security 

measures should be maintained.  

The application of these measures should be based on a graded 
approach, taking account of the category of nuclear material and its 

potential for sabotage leading to unacceptable radiological 

consequences. 

Nuclear security goals at this stage: 

(a) Re-evaluating nuclear security requirements as the inventory of 
nuclear material and the potential radiological consequences 

associated with sabotage change; 

(b) Re-evaluating process operations equipment and structures to 
identify hold¬up quantities of nuclear material or other radioactive 

material accumulated in them during the operations stage; 

(c) Balancing safety and security objectives during 

decommissioning, for example, it may be required to delay 
decommissioning for dose reduction purposes (safety) versus the 

immediate removal of nuclear material and/or sensitive information 
for security purposes; 

(d) Reducing nuclear security measures during the period while 

nuclear material and contaminated equipment is being removed 
from the nuclear facility, while continuing to meet regulatory 

requirements based on a graded approach; 

(e) Ensuring proper disposal of sensitive information and security 

related equipment; 
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(f) Managing changes in the workforce or organizations that impact 
nuclear security at the facility, such as workforce reductions; 

(g) Encouraging personnel to remain vigilant with regard to security 

awareness and nuclear security culture during decommissioning.  

5. Conclusion  

There are well known risks associated with the use of nuclear 
material and nuclear facilities. From a nuclear security perspective 

the two primary risks are those associated with unauthorized 
removal of nuclear material, for potential use in a nuclear explosive 

device, and with sabotage of the material and/or facility resulting in 

Unacceptable Radiological Consequences (URC).  

The management of these risks is the primary basis for nuclear 
security in relation to nuclear material and nuclear facilities.  If a 

country has made the decision to accept nuclear material and 
nuclear facilities within its borders, it is also accepting the 

responsibility to protect those materials from unauthorized removal 
and the facilities and materials from sabotage resulting in a release 

of radionuclides. 

The country’s physical protection regime should be reviewed and 

updated regularly to reflect changes in the threat and advances made 
in physical protection approaches, systems, and technology, and 

also the introduction of new types of nuclear material and nuclear 
facilities. 
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1. Introduction 

 
 Emotional Intelligence is not a new concept. It dates back 

to the last decade of the 20th century. Arguably the most iconic 

author on the subject is Daniel Goleman who claims that “…high 
IQ is no guarantee of success, happiness, or virtue, but until 

Emotional Intelligence, we could only guess why.” [1] Today 
theories and practices of Emotional Intelligence are widely accepted 

and are applied by thousands of managers across the World. That is 
a fact and it would not be so if they did not show sufficient results. 

But they do. So if we can agree that business managers and military 
leaders and commanders have similar responsibilities and duties 

when subordinate personnel is considered and as long as we stay 

within the boundaries of routine operations, we can assume that 
managers and military leaders and commanders will often have 

similar tasks and problems in their field of work. And if that is the 
case, then a logical question arises – Can Emotional Intelligence be 

applied by military leaders as successfully as their civilian 
counterparts? In the following pages, we will try to answer that 

particular question. 

 

2. Problem discussion 

 
 A small military unit’s leader such as a platoon leader or a 
company commander can be compared to a person hired in the 

middle management class in almost any business organization. That 
is the case if we take under consideration the number of 

personnel/employees the military leader/manager has direct 

responsibility for.  By accepting that there are many similarities 
between managers and military commanders in the daily 

interactions with subordinates and that such a parallel is based on a 
reasonable amount of equivalency between the two professions, we 

reach the point where we need to see how the prominent features of 
a successful middle management personal and small military unit’s 

leaders can be compared. 

 
 

Fig. 1 Components of Emotional Intelligence. 

 

2.1 Self-Awareness 

 People who possess the quality of Self-Awareness have a 

deep understanding and hold over their own emotions, their strong 
sides, weak points, needs, and emotions. These people are neither 

too critical of the actions of others nor are they too much of an 

optimist when it comes to people’s behavior. The self-aware type of 
person is mostly a honest one – with themselves and with the people 

they interact with. People who are self-aware understand where they 
are headed and why. They would not make compromises with their 

values and go against their ideals. They know that this would create 
internal struggles ahead and cause problems later. 

               Most importantly, self-aware leaders know how their inner 
workings and feelings affect themselves and what effect they have 

on the individuals surrounding them. For example, if a person is 

self-aware, they would know that closing deadlines bring out their 
worst characteristics, put time in more detailed planning, and finish 

the task in advance rather than letting the deadline creep in. This 
method can be applied by business managers as well as military 

commanders as long as both categories of decision-makers know 
themselves and the way their minds function in difficult or 

unfamiliar situations.  
               It is proven that the mood of the leader is transmitted to 

their subordinates. [2] So if the leader military or not, permits the 

situation to negatively affect their feelings, this would affect the 
physiological climate of the team or unit they are in charge of. 

Which will then lead to loss of productivity. Loss of productivity 
may result in failure, which in business costs money and in warfare 

costs lives. This is why Self-Awareness is the first trait that we 
discuss when talking about Emotional Intelligence and its 

correlations with leadership.  

 
2.2 Self-Regulation 

 Emotions are generated by our brains based on a number 
of internal and external factors. So they are a product of the 

biological process and viewed as such are inevitable. This however 
does not mean that we cannot control them. In the context of 

Emotional Intelligence, Self-Regulation is described as an internal 
dialog that a person has with themselves. A person who leads this 

kind of dialog is afflicted by a bad tamper or emotional impulse as 

often as all people are. But an individual who possesses the skill to 
communicate with themselves in such a way controls their emotions 

and feelings, and even uses them in their favor. They are in control 
and make the conscious decision of what face they are showing to 

the outside world and do not let emotions force their hand. 
               Let us imagine a situation where a manager is a witness of 

how a team of their employees makes a poor presentation in front of 

the board of directors of the enterprise. If the managers do not 
possess the ability to self-regulate, they can and most certainly will 

start to shout and might even break a piece of furniture as soon as 
the directors walk out of the conference room. For comparison, a 

manager who can self-regulate will note the poor performance in a 
calm manner, then they would take time to consider their emotional 

status and the reasons for this failure. They would ask themselves 
questions such as “Is this a result of lack of efforts?”, “Are there 

external factors in play?” and “What is their part in this affair?” 

After finding the answers, a good manager would bring the team 
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together and they would discuss the consequences of the poor 
performance, analyze the problem and present a working solution.  

               We can easily imagine a similar situation where we have a 
platoon on the firing range, demonstrating their skills in front of the 

brigade commander and the position their platoon leader would find 
themselves if the troops perform lower than expected. But why is 

Self-Regulation so important for a good leader? People who self-

regulate are reasonable and are capable of building a suitable 
working environment based on trust and equity. Such an 

environment reduces friction and increases productivity and 
performance. Self-regulation travels down the ladder and chain of 

command. If the leader is known for their calm demeanor, the 
subordinates are prone to act accordingly in any situation, which is 

important when it comes to business ventures and it is crucial in 
military operations. 

 
2.3 Motivation 

 Motivation is a common trait among efficient leaders in 

all fields of work. A leader who possesses that characteristic can be 

distinguished from the rest. Such individuals aim at surpassing all 

expectations – those of others and their own. When talking about 

Motivation, we need to talk about the cornerstone on which it is 

built – achievements. Most people are motivated by external factors 

such as money, status, or impressive title or rank. On the other 

hand, those who have it in them to lead, are motivated by their 

desire for achievements for the sake of the achievements 

themselves. 

               How can we identify those who are motivated by their 

strive toward the achievement and not by the reward? The first 

thing we should note is their behavior and dedication to the work. 

Those people who seek challenges tend to seek self-improvement. 

They are proud of what they have achieved and try tirelessly to find 

ways to do things better. The second thing that marks an individual 

as achievement-driven is their tendency to ask questions regarding 

the ways things are done and the models that are followed. Critical 

thinking and the desire to implement new methods and apply new 

approaches in their work is what sets these people apart from the 

reward-motivated. 

               To better illustrate this point, we would review the actions 

taken by a manager in a cosmetics company. The manager was 

frustrated by the time it took for the numbers from the active sales 

personnel to be collected and processed. The manager created an 

automatic system that remained the sales personnel to send the data 

at the end of each business day. That decreased the time it took for 

the information to be gathered and analyzed from weeks to hours, 

which was a great improvement by any standard. 

               Today the military forces across the World implement all 

kinds of automatic systems, but that does not mean that perfection 

has been achieved. That inevitably applies when considering the 

lower echelons. The lower you are in the chain of command, the 

more concrete the regulations you have to follow are. The lack of 

freedom when managing a unit blocks the potential improvements 

that small unit leaders may bring to increase the effectiveness of the 

system. 

               Another trait that shows that a person aims at success is 

that they constantly try raising the bar and measure their progress. 

Everyone who is self-aware and motivated would be aware of their 

limits, but they would not be satisfied by achieving mediocre goals. 

It is only natural that such people track and note their own progress, 

but also that of their team or unit so that they can compare and 

measure it. Individuals who lack Motivation on the other hand, 

often have no idea how their work compares against that of their 

peers and people occupying similar positions. 

               An interesting fact is that a person with a high level of 

Motivation does not lose focus when facing hard times or meets 

with failure. When dealing with such negative outcomes, some 

managers would blame the circumstances or take it as their personal 

fault. But motivated leaders take it as a challenge and a chance to 

prove themselves by turning the course of events in their favor. 

               The last thing that indicates the level of motivation a 

person possesses is their loyalty to the organization or unit. People 

who do the work only because they extract satisfaction from the 

results or what they have achieved, tend to stay in the same 

structure or organization even when offered a better paying position 

in another company.  

               We can claim with confidence that Motivation is typical 

for a strong leader because if a leader is constantly raising the bar 

and pushing themselves to perform better and achieve greater 

results, they would do the same with their subordinates and given 

the chance – with the organization itself. The desire to out-perform 

and to track progress is contagious. It spreads and by doing so raises 

the standards and the overall success of the organization.  

 

 
Fig. 2 Connections between the components of Emotional 

Intelligence and performance. 

 

2.4 Empathy 

 Empathy is something we associate with the relations we 

have with family and friends. It is not commonly correlated with 

workplace relations. The general public would not consider 

empathy as an attribute of any leadership, it just does not belong in 

the business world.  

               But empathy should not be mistaken for sentiment. It does 

not mean that a leader should take the emotions and feelings of 

subordinates as their own or will try to please everyone. This would 

be a living nightmare and every action or decision would be next to 

impossible. Empathy means considering the feelings and emotions 

of subordinates as one of the factors in the decision-making process, 

which will lead to better and more intelligent decisions.  

               A real-life example of Empathy in action presented itself 

when two real-estate firms declared a merging. This lead to the 

doubling of employees' positions. One section chief gathered their 

subordinates and held a melancholic speech highlighting the fact 

that many would soon be dismissed. The section chief of a similar 

structure in the other company openly declared their concerns and 

guaranteed their subordinates that they would do what they can to 

provide information as soon as possible and promised fair treatment 

during the merging.  

               The difference between the actions of the two sections 

chiefs was rooted in Empathy. The first one was preoccupied with 

their own feelings and doubts and failed to consider those of their 

subordinates. The second chief tapped in the emotions of their 

employees and responded in the best possible way. It is no surprise 

that the second chief managed to keep most of their section intact, 

while the other ceased to exist after the merging of the firms was 

completed. This happed not because a higher authority made such a 

decision, but because the employees felt the lack of support and 

clarity from the position of the direct supervisor made the 

employees choose to leave the firm before the merging even started. 
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               Similar situations may occur in a military unit, for 

example, if the unit is regularly tasked with difficult and high-risk 

missions, while other units of the same battalion are not. This can 

cause tension which would most likely have a negative effect on the 

emotional status of the personnel. If the leader does not take into 

account the feeling and emotions that the troops are dealing with 

while planning the next operation, they might find themselves with 

a unit that is no longer a team, but people put together by a 

formality. Unlike firm employees, military personnel can’t quit their 

job whenever they like, but if the climate in the unit is not suitable 

and they do not feel appreciated they can try to transfer to a 

different unit or leave the service at the earliest opportunity. 

               “When employees believe they are being treated fairly – 

when they feel heard when they understand how and why important 

decisions are made, and when they believe they are respected – their 

companies will benefit.” [3] Leaders’ Empathy is one of the things 

that hold groups together and what makes individuals feel an 

important part of something bigger. Taking time to listen to 

subordinates and understanding their emotional needs can yield 

long-term benefits such as developing a sense of belonging that is 

of extreme importance when facing difficult situations or the 

hardships of military service. 

 

2.5 Social Skills 

 Understanding social skills might seem simple enough. 

Generally speaking, social skills are often viewed as acting in a 

friendly manner or being polite to people, but as a component of 

Emotional Intelligence, they are more than that. Not that individuals 

with developed Social Skills frequently have negative interactions 

with others, but the way they are communicating and the positive 

messages they send are pointed and with purpose. Considering this 

aspect as part of the behavior of managers and leaders, one can be 

sure that good working relations help in convincing the superiors, 

the peers, and the subordinates and making them more likely to 

agree with one’s point of view or proposition.  

               People with good Social Skills tend to have a wide circle 

of contacts and the ability to find common ground with others thus 

creating relations. This way of thinking and acting is not just 

socializing, it aims at crafting a network that could be used when 

needed. Successful leaders understand that working alone is not 

only difficult but if one is pursuing a goal, achieving it without the 

support of the people involved in the work process is almost 

impossible. 

               Social Skills are a result of practicing and applying other 

components of Emotional Intelligence, so when giving examples of 

good Social Skills at action, they would seem familiar. When 

leaders use their Social Skills to better manage their teams – that is 

their Empathy working. The same thing applies when they use their 

Self-Awareness, Self-Regulation, and Empathy to persuade 

someone to accept their point of view. Relying on their Social 

Skills, managers know not only how to convince or affect someone, 

but the best time to do so in order to produce maximum result and 

create a well-performing team or unit. 

               In 1993, a chief of a planning department in a computer 

manufacturing company was convinced that the future of the 

company was the Internet. The chief used his contacts with 

employees in other departments and sections and created an 

informal virtual network that was not regulated by the company's 

top management. Then they proceeded with registering the 

company as a participant in the annual conference of the Internet 

industry. In less than a year, the head of the company created a new 

Internet department and the chief of the planning department was 

appointed to run it.  

               With the constant modernization of the Armed Forces and 

the new threats to national security, highly motivated small unit’s 

leaders and commanders with good Social Skills would be the 

perfect candidates for leading newly formed units tasked with 

testing new equipment or training for the execution of 

unconventional tasks or missions. Such commanders and leaders 

would aim at achieving results by increasing performance and 

pushing their subordinates hard towards success. 

 

 
 
Fig. 3 Result of completing the cycle of Emotional Intelligence. 

 

3. Conclusions 

 
 What Goleman says about the correlation between IQ and 

success may not be an axiom, but one can clearly see that there is 

reason in his theories on Emotional Intelligence. “We’ve known for 

years that Emotional Intelligence improves results – often by an 

order of magnitude.” [4] 

               Based on the examples and suggestions given above, we 

can claim with a degree of confidence that a parallel between 

business managers working with people and military commanders 

and leaders serving in a tactical unit can be drawn. So if the civilian 

organizations can benefit from implementing the components of 

emotional intelligence in their affairs, so can the Armed Forces.  

               A small unit’s commander who is self-aware and 

motivated, capable of self-regulation, exercises empathy and 

possesses social skills can achieve more than their peers and create 

a healthy working environment for their subordinates. 

               By including topics connected to the practical applications 

of Emotional Intelligence in officer’s training, we can observe its 

effects on the unit’s performance in the not-so-distant future. 
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the reasonable use of firearms.That is the main reason why the focus on this paper is on the tactical and security related procedures, which 

include a number of activities related to the process of preparation and taking up arms, the process of immediate use of weapons and the 
final process of disarmament. 
Keywords: POLICE AUTHORIZATIONS, POLICE OFFICERS, USE OF FIREARMS, TACTICAL PROCEDURES, SECURITY 

ASSESSMENT 
 

1. Introduction 

The police, as a state body, is authorized and in charge of 
maintaining public order and peace. This position of the police 

arises from the established powers, which are necessary for the 
performance of its basic function, which is to maintain internal 

security and preserve the constitutionality and legality of the social 

order [1]. Among most of the police duties, the authorization to use 
means of coercion stands out by its weight, because their 

application directly restricts, and in severe cases violates the 
constitutionally guaranteed human rights and freedoms, and 

especially the right to freedom of movement, bodily integrity and of 
life. The seriousness of the consequences that can result from the 

use of means of coercion, and especially from the use of firearms, 

categorizes the police profession as a high-risk and responsible 
profession, in which the lives of people on the one hand and the 

lives of police officers on the other hand can be easily endangered 
[2]. Therefore, the use of firearms by the police should be seen as 

an exception in its conduct, and not as a rule, because it is an 
authorization whose use almost without exception has serious 

consequences. 
Due to the great importance and significance of the use of 

firearms in everyday police work, the assumption is justified that 

the use of firearms is an extremely serious and responsible activity 
that requires professional experience, knowledge and skills, but also 

great concentration in crucial moments (stress control, fear). That is 
why many studies have been conducted in which firearms are 

analyzed from different aspects (sociological, criminological, 
psychological, legall, tactical-security, educational, etc.), and thus 

various theses and questions about its legality, justification, 
usability, proportionality, limitation, efficiency, etc. [3] [4] [5]. 

 

2. Legal basis for the use of firearms 
Firearms, as the most severe form of coercion, have stricter 

legal restrictions on their use than other means of coercion. This 
means that during the performance of their official duties, police 

officers may use firearms only in cases when otherwise and by 
using other means of coercion is impossible [6]:  

 to protect their own life or the lives of other people; 

 to prevent the commission of a crime for which a prison 

sentence of at least four years may be imposed; 

 to prevent the escape of a person who have committed a 

crime for which a sentence of ten years or a heavier 

sentence may be imposed or a person for whom a warrant 
has been issued for such a crime; 

 to prevent the escape of a person deprived of liberty due 

to a crime committed from the previous point or a person 
for whom a warrant has been issued for escape from 

serving a prison sentence for such crimes, and 

 To prevent an attack on a facility or person being under 

protection. 

Taking into consideration the legal basis, it can be said that any 

use of firearms is considered potentially deadly, as it can kill or 
seriously injure the participants involved in the attack or the 

individuals who accidentally found themselves at the scene of an 
armed shootout. In such complex and uncertain situations, the 

police practice shows that the decision for its application is always 
difficult and complicated because at the same time care should be 

taken not to endanger one's own life, the lives of other colleagues, 
citizens, but also the lives of people who are conducting the attack. 

Firearms, as the most severe form coercion, is a serious 

challenge to the expertise, ethics and ability of every police officer, 
and therefore it is in the interest of the state to define the legal basis 

as accurately as possible so that citizens can experience the police 
as a figure of security and protection, not as an immediate and 

direct threat to their lives [7]. 
 

3. Tactical and security procedure during the use 

of firearms  
3.1. General tactics and safety rules 
When using firearms, the legal regulations should be well 

known. Furthermore, the police officers have a huge responsibility 

to anticipate, understand and apply all security and tactical 
procedures and activities as long as they are conducted reasonably 

and adequately. This implies the application of an appropriate 

tactical approach that is in accordance with the prescribed security 
procedures, as consequences can easily occur as a result of 

improper and inadequate use of firearms [8]. In practice, this means 
that in a very short period of time they have to perform a number of 

tactical activities and actions related to the process of preparation 
and taking up arms, the process of direct (physical) manipulation of 

weapons, the executive process of disarmament. While carrying out 
these three interrelated processes, police officers need to maintain a 

high level of concentration and demonstrate motor skills to quickly, 

efficiently and safely execute all crucial elements of the overall 
tactical process [9]. Depending on the conditions and the reasons 

why the firearm is used, one should always strive for the final 
outcome to be favorable, i.e. not to allow unnecessary damage, 

because the bullets can cause severe bodily injuries or take human 
lives. To prevent this from happening, police officers must make 

logical judgments and make decisions that are consistent with the 

current security environment, and therefore must strictly adhere to 
certain rules for the safe handling of firearms. We are talking about 

the application of four basic safety rules [10]: 
Rule 1: Treat each weapon as if it were loaded. There should be 

no exceptions to this rule whatsoever, as it is always assumed that 
the weapon is loaded. If you come in contact with the weapon, you 

should check if there is ammunition inside. The check is performed 

SECURITY & FUTURE ISSUE 2/2021

58

mailto:ivanovskijonce78@gmail.com


by removing the frame (charger), pulling (blocking) the cover in the 
rear position and inspecting the opening of the tube. In case you 

need to check a weapon that is unfamiliar how it works, it should be 
done only in the presence of a person who is trained to handle that 

weapon. 
Rule 2: Never point a firearm at something you do not want to 

destroy. You should never allow the tube opening to pass through 

any part of your own body or any other body. Basically it is very 
difficult to find a completely safe direction, except maybe the back 

of the shooting range. In other words, firearms should be aimed at 
something that will absorb and retain the bullet in the case of an 

accidental firing. 
Rule 3: Do not put your finger on the trigger until you intend to 

shoot with a firearm. Many police officers think that the finger 
should be constantly on the trigger so that they can fire the weapon 

faster, which is not true, because it can be fired equally quickly if 

the finger is outside the trigger frame. This rule is often violated in 
situations when the weapon is returned to the holster and therefore 

causes wounds and injuries to the body. 
Rule 4: Be always sure about your target and what lies behind 

it. Before the weapon is used, the target must be clearly visible and 
positively identified. This rule requires police officers to be firmly 

convinced and confident that there are no random observers in the 

area around the threat and behind it, i.e. citizens. In most cases 
when firearms are used, the reaction time is very short, so it is 

crucial to properly assess the situation before making a final 
decision on action. 

 

3.2. Preparation, pulling out, using and returning the 

weapon in the holster 
Police officers carry weapons while performing their 

professional duties [11]. Firearms (semi-automatic pistol) as well as 
other equipment are on the service belt. The holster in which the 

weapon is placed is always on the side of the hand with which the 
shot is fired, while the holster with a spare frame is carried on the 

opposite side of the belt. This placement of the gun and the spare 

frame at all times should ensure their availability and the possibility 
of quick use regardless of the conditions in which it operates . 

When starting the procedure of pulling the weapon out of the 
holster, the main priority is to bring it to the firing position, i.e. to 

aim at the final target. To achieve this, several consecutive steps are 
required through which the tactical task will be performed 

efficiently and safely (Fig.1) [12]: 

 

 
 Fig. 1 Pulling out a gun from the holster 

 

First step.  The hand that shoots covers the handle of the gun, 

the thumb unbuttons the holster, and the finger that shoots is 
straight along the outside of the holster. The other hand comes in 

contact with the service belt to facilitate the extraction process. 
While performing these initial interventions with the gun, a 

preparatory firing position is taken and the threat is identified with 
both eyes. 

Second step. The firing hand lifts the pistol out from the holster, 
then immediately directs the opening of the barrel at the auxiliary 

hand to make a firm grip with both hands. While establishing a 

proper grip with both hands, the gun is aimed at the ground at a 45-
degree angle. In this position the auxiliary hand grabs the cover and 

pulls back (repeats) to charge the gun. 
Third step. The hand that pulls the trigger and the other hand 

together point the gun directly at the target, i.e. to a position of 
complete alignment of the front and rear sight. During this process, 

the finger that is supposed to pull the trigger is placed outside the 
frame of the gun. 

Fourth step. Direct the opening of the gun straight towards the 
target (aim at the target) and pull the trigger with your finger. After 

firing, the gaze is kept on the threat for a short time to provide a 
realistic insight into the shot, and then the finger is removed from 

the trigger. 

After pulling out the gun from the holster, the procedure for 
safe return of the weapon follows. In order to facilitate the process 

of putting the gun back in the holster, it is necessary to perform the 
sequence of steps in the opposite direction. When returning the 

pistol, it is very important to remove the finger with which the 
trigger is pulled at the same moment when the target is no longer a 

threat and to activate all safety mechanisms. 
 

3.3. Tactical views on the use of firearms 
The specific manner and conditions in which firearms are used 

impose the need to establish appropriate tactical attitudes for firing. 
To achieve accuracy and ensure timely feedback, police officers 

must have a stable and balanced firing position. This means that 
before the weapon is aimed at the target, police officers must 

involve the whole body, i.e. provide skeletal support (simultaneous 
involvement of multiple groups of joints), muscle contraction 

(synchronized work of multiple muscle groups), full body 
kinesthetics (harmonized work and body function) and natural 

target point (alignment and centering of targets after a shot) [13]. 

When firearms are used, tactical attitudes can be formed for 
shooting in a standing, kneeling and lying position. Which of these 

shooting positions will be used at a given time depends on the 
security circumstances and situation in which the police officers are. 

In a standing position, the most acceptable for tactical and combat 
shooting are the positions "isosceles triangle" and "vivar position" 

because they provide good stability, balance and maximum 

involvement of the whole body (Fig. 2) [14]. 
 

 
Fig. 2 Standing positions for shooting "isosceles triangle" and 

"viver" 

 
Tactical attitude shooting in the kneeling position can be from a 

low and high kneeling position. When a low shooting position is 
applied, then positions are formed on one or both legs by leaning on 

the knee with the arm, sitting on one or both heels, and when a high 
shooting position is used, then the body is kept upright all the time, 

regardless of the position of the shooting legs (Fig. 3). 
 

 
Fig. 3 Squatting positions for shooting in low and high position 

 
When the body is brought to a supine position, shooting 

positions can be performed by lying on the abdomen, side and back 
(Fig. 4). 
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Fig. 4 Lying postures for shooting the abdomen, side and back 

 

       3.4. Tactical movements with firearms 

       When the legal requirements for the use of firearms are met, 

police officers apply a variety of tactical movements in space in 
order to quickly, efficiently and safely overcome the resulting 

danger. If we take into account that when performing police tasks, 
most of the time is spent in tactical movement with firearms and 

less in shooting, then these movements must be well practiced, 

because it will enable a timely and quick reaction (taking a safe 
shelter, running, lying down, twisting, changing running direction, 

etc.). When performing a tactical movement with a firearm, the 
position of the body is constantly changing and adjusting depending 

on the configuration of the terrain, the degree of danger, weather 
conditions, equipment and in such changing circumstances, the 

movements are usually performed in a standing or lying position 
[15] [16]. 

        If the tactical movement with a firearm is performed in a 

standing position, then it is performed with a straight line 
movement forward, backward and sideways and with alternating 

change of direction of movement in one side and the other (Fig 5). 
During the whole time this process is repeated, the weapon is raised 

to shoulder height and it is ready for use. 
 

Fig. 5 Tactical movement with a firearm in a standing position  

 
In the supine position, the tactical movement with a firearm is 

performed in several ways, with crawling lowly on the abdomen, 

side, back and crawling of the forearms and palms (Fig. 6). When 
crawling in the supine position, the weapon is held with the stronger 

hand in the direction of the determined target. 
 

 
Fig. 6 Tactical movement with a firearm in a supine position 

 

4. Conclusion 
In most of their work, police officers use their powers to act in 

police interventions in cases where there are reasons for suspicion 
that a crime has been committed or the public order has been 

disturbed, and it often happens that in those interventions they use 
means for coercion. Due to the nature and severity of these 

situations, which can be extreme and extremely tense, the need to 
use firearms inevitably arises. Given that this means of coercion 

directly endangers the rights and freedoms of all human beings, 

proper and professional action should enable the narrowing of the 
space for discretionary decision-making, and increase the tactical 

and security efficiency that is crucial to exclude illegality and 
criminal liability of the police. Therefore, in the daily police action, 

the knowledge of the legislation regarding the use of firearms 
should help for a timely tactical response that includes the 

application of a number of activities and actions with weapons in 
order to protect the personal safety of police officers and protect the 

life and health of the policemen and citizens.  
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Abstract: The article deals with the steganography system which hides text inside images without losing data in components of RGB model 

The secret message is hidden in the cover image using Least Significant Bit (LSB) algorithm. The comparative results for the proposed 
algorithm are very promising for blue components of image. To evaluate steganography system properties are used the measures like Signal-

to-Noise Ratio (SNR), Peak Signal-to-Noise Ratio (PRSN), Mean Squared Error (MSE) and Structural Similarity Index for measuring 
(SSIM). The aim of the study is to determine whether there is a change in the qualitative characteristics of the stego image, when it  is hidden 

the same information, but in a different color channel, to determine which color channel shows the most invisibility to others and is it 

advisable to be used in the transmission of confidential information. 
Keywords: STEGANOGRAPHY, LSB, RGB, IMAGE  

 

1. Introduction 

Development and improvement of information and 
communication technologies create the establishment of a global 

digital environment, they offer new opportunities for the restoration 
of personal, business and institutional communication and 

interaction, predetermining various limitations. 

A matter of ensuring the secure and hidden transmission of 
information with extremely up-to-date and subject to much 

research. 
Steganography is the art and science of hiding messages inside 

a digital medium in such a way that only the sender and the 
receiver, can view the hidden message [7],[8]. However, 

the steganographic capacity is the maximum number of bits that 

can be embedded in a given cover image with a negligible 
probability of detection by an adversary[9]. Therefore, the 

embedding capacity is larger than the steganographic capacity [10].  
Steganography modification principle [2] is used to implement the 

functions of embedding and retrieving data in the cover image, 
where the pre-existing cover images are changed during the process 

of embedding. An algorithm is used for insertion into the LSB (Last 
Significant Bit) for hiding information in image [1], [2], [7]. 

Through the LSB method is obtained embedding of the message 

bits in the last significant bits of the color components of individual 
pixels of the image. It is symmetrical, which means that for 

embedding and extracting a message, identical operations are 
performed in the same order. The effect of the algorithm is based on 

the fact that the secret information is stored in the last significant 
bits of the pixels of an image, without causing visible differences in 

its view [1]. It's even a way to transmit information between 
different groups with dangerous ideas for national security [6]. 

Steganalysis is used to detect the stego objects and extract the secret 

messages.  
 Fig. 1 illustrates some essential factors in Steganography.  

 

 
Fig.1 Some factors that we should consider while evaluating a 

Steganography algorithm 

2. Steganographic algorithm using the different 
color 

Color images have 3 color channels that can be interpreted in 
different ways. After preparing the cover image to hide confidential 

information in it is necessary to select an algorithm by which to 
perform the hiding. An RGB image has three channels: red, green, 

and blue. The algorithm allows to manipulate the individual color 
channels independently, hiding information separately in each of 

them or realizing combinations of the three possible color channels. 

This algorithm reduces the maximum capacity of the hidden 
information in cases where only one of the color channels (red, 

green or blue) or a combination of two of them is used. Fig. 2 shows 
a scheme of hiding information in all three color channels. 

 

Fig. 2 Hide information in the three color channels 

If 1 byte of information can be hidden in three pixels when 
using all three color channels, the same amount of information will 
be hidden in eight pixels if only one color channel is used. Fig. 3 

shows how to hide one byte of information only in the blue color 
component. 

  
Fig. 3 Scheme for hiding information in the youngest bits of the blue color 

channel 
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If this algorithm is combined with an algorithm that allows 
more than one lower bit to be used in the color channel of the pixel, 

such a reduction in the size of the hidden data will not be observed. 
In this case, the capacity to hidden information in an image will 

increase proportionally, but this will be at the expense of its quality.  

The aim of the study is to determine whether there is a change 

in the qualitative characteristics of the stego image, when it has 
hidden the same information, but in a different color channel, to 

determine which color channel shows the most invisibility to others 
and it is advisable to be used in the transmission of confidential 

information. 
The characteristics studied are represented by formulas (1) and 

(2), the PSNR is based on values obtained for the MSE: 

 

Where m and n are the width and height of the image; I  (i, j) and 
K (i, j) are relevant pixels with coordinates (i, j) in the original 

stego-image. 

(2)  

 where мах = 255 for 8 bit images[1]. 

The SSIM index (Structural Similarity Index for measuring) is 

similar to the MSE and the PSNR, but is designed to improve them 
both. As an indicator it measures changes in brightness, contrast and 

structure of an image. In [3], the brightness, contrast, and the value 
of structural similarity are represented. Average value for the SSIM 

index 

(3) , 

Where α > 0, β > 0 and γ > 0 are parameters which determine 

the relative importance of the three components in the value of the 

. In the article was accepted equal importance of 

brightness, contrast and value of structural similarity, i.e. 
α = β = γ = 1 and C3 = C2/2. 

3. Experimental results. 

The proposed algorithm can work with BMP, PNG and TIFF 
file formats of images without size limitations. Since it does not 

have a block for pre-compression, the maximum amount of 
information that will be embedded in the image is determined 

depending on the size of the carrier file minus the information in the 
header file (service information), while also allocating bytes for the 

generated code of the password.  

By implementing a program system for embedding/ extracting 

text messages many tests with different size messages and images 
have been carried out. The studied algorithm is based on the LSB 

method applied and tested on BMP image formats. Test results of 
the qualitative characteristics MSE, SNR, PSNR, SSIM and E are 

analyzed. Visual analysis of the compared images shows lack of 
visual differences in visual control. Histogram analysis and the 

results of the qualitative characteristics are obtained by MATLAB.  

The amount of the stego-file is the same as that of the carrier 

file. A stego-key can be typed in the algorithm 

We have tested the proposed algorithm for around 20 different 
cover images of BMP format. Every pixel contains 24 bits (for 8-bit 

representation) each one as 8 bit components in pixel. In the 
proposed method, all the three components have been used for data 

embedding. First, each color component from a pixel is separated 
and three separate M*N matrix is obtained. The purpose of the 

study is to determine whether there is a change in the qualitative 

characteristics of the stego image, when it was hidden the same 
information, but in a different color component, to determine which 

of them shows the greatest invisibility to others and it is advisable 
to be used in the trans. Table 1 presents the results for the studied 

quality characteristics in hiding 60 kВ information. One of the least 

significant bits is used to hide the information and these settings are 
combined with the selection of the three color components of the 

individual pixels of the Parrots.bmp image alone or in combination. 

Table 1: Investigated quality characteristics when hiding 60k B text in Latin, 

using a different combination of color components in the pixels in the image 
Parrots.bmp use the one LSB 

№ LSB 

Color 

compon
ent 

MSEavr SNR PSNR E 

1.  1bit RGB  5,05765e-4 64,5345 71.2806 7,6201 

2.  1 Red 1,344 e-4 74,2082 80,9543 7.6200 

3.  1 Blue 1,3413 e-4 74,3955 81,1416 7.6200 

4.  1 Green 3,477e-4 74,2205 80,9666 7.6201 

5.  1 RG 7,579 e-5 74,2400 80,9861 7.6200 

6.  1 RB  7,587 e-5 74,3261 81,0722 7.6201 

7.  1 RG 0.000072 74,3534 81,0995 7.6200 

8.  1 BG 0.0004199 64,8525 71,5986 7,6201 

Table 1 shows the comparative results with three different color 
components and RGB combination us ing the one LSB. The results 
in Table 1 correspond to those presented in Fig. 4 and fig. 5, from 

which it can be easily established and concluded that the blue color 
channel has the best performance in combination with the use of 

only one low bit. 

 

fig.4 Diagram of quality characteristics for evaluation of the hiding of 60kB 

text in Latin, in different color channels in Parrots.bmp 
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b) 
fig.5 Presentation of original and stego image of Parrot.bmp and their 

histograms, with embedded a) 40kB and b) 60kB information 

 

Table 2 shows the comparative results with three different color 

components and RGB combination use the two LSB. 
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Table 2: Investigated quality characteristics when hiding 60k B text in Latin, 

using a different combination of color components in the pixels in the image 
Parrots.bmp use the two LSB 

№ LSB 
Color 

compon

ent 

MSEavr SNR PSNR E 

1.  2 RGB 0.0004786 64,1356 70,8817 7.6201 

2.  2 Red 3,3002 e-4 70,9295 77,6756 7.6200 

3.  2 Blue 4,2566 e-4 70,7788 77,5249 7.6201 

4.  2 Green 3,0825e-4 71,1253 77,8714 7.6200 

5.  2 RG 1,756 e-4 70,8061 77,5522 7.6200 

6.  2 RB 1,756 e-4 70,8809 77,6270 7.6200 

7.  2 RG 0.0001801 70,8915 77,6377 7,6200 

8.  2 BG 4,884 e-4 64,6990 71,4451 7.6201 

Fig. 6 presented PSNR between cover image and stego-image, 
and corresponding to the results in Table 2.  

 

fig.6 Diagram of PSNR for evaluation of the hiding of 60kB text in Latin, in 
different color channels in Parrots.bmp use the two LSB 

From above experimental results, it is apparent that each stego-
image is almost analogous to corresponding cover image and shows 
better imperceptibility. That is deterioration of the quality of images 

due to the embedding of the secret messages cannot be 
distinguished.  

Steganalysis intends to find the secret information that carries 

some stego-information by attacking the security of the used 

steganography algorithm[9]. Best images to hide information in 
them are Bitmap 24 bit images since they are considered as the 

largest and highest quality image file types. When an image has a 
high image quality and capacity, the information can be easily 

hidden[11]. 

4. Conclusion 

Data hiding is a challenging and most important task in the field 

of information security.  

The results from the research can be summarized in the 
following conclusions about the characteristics of the studied 

steganography algorithm: 

It is noticed that the blue color channel has the best qualities 
compared to the other two (red and green) when using the one LSB, 

although the difference is only one in the indicator, it is with about 
0.2% better values. But when we use the two LSB it is noticed that 

the green color channel has the best qualities compared to the other 

two (red and blue). 

The research was carried out using different dimensions of the 
hidden data. It should be noted that files larger than 60 kB can 

hardly be hidden in just one color components. 

It could be recommended when using the algorithm with 
different color channels, which is applied mainly to blue color, 

examining the best characteristics of the stego image. 

 Moreover, proposed method extracts the hidden secret message 

efficiently without using the range tables  
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Abstract: The report discusses the main tools and methods for destroying explosives and materials. A comparison of blasting methods is 

made. The requirements for ensuring safe working conditions during the destruction of explosives and materials are considered. 
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1. Introduction 

The buildings for production and storage of explosives and 

materials are subject to numerous requirements in terms of 
construction of buildings, quantity of explosive materials, as well as 

distances from sites to neighboring buildings and facilities. These 
requirements arise from the risks and hazards, as well as from the 

damage that would occur in the event of an unwanted explosion of 
explosives and materials. [1,2,3] 

The conditions and procedures for production, marketing, 

acquisition, storage and use, scrapping and destruction of explosive 
substances, pyrotechnic devices, weapons, as well as utilization of 

weapons and ammunition are regulated by the Law on Weapons, 
Ammunition, Explosives and fireworks products (WAEFP) . 

Utilization of weapons is a process of irreversible 
transformation by dismantling, in which the respective arms are 

crumbling to the constituent its elements, which then are fit for use 
for the purpose. Disposal of ammunition is a process of irreversible 

transformation via destroying of individual constituent elements 

with the subsequent use of waste propellant, explosive substances, 
empty packaging, ferrous and non-ferrous metals. 

The report examined the main means and methods to dispose of 
explosive substances, pyrotechnic devices, weapons and 

ammunition themselves and need to respect the basic rules for 
safety in activities related to their destruction. [ 4.5 ] 

 

2. Basic ways of exploding ammunition, 

explosives, materials and pyrotechnics 
In practice these are established methods for blasting of 

WAEFP: 
-through and preparation of militants and their transportation; 
-Detonation with detonator capsule and fire-conducting cord 

(fire explosion); 
-Blasting with detonating cord; 
-Blow blasting with an electric detonator (electric blasting) 
 

 
 

 
 

 

 
 

 
 

 
 

 
 
                                             Fig. 1  

 
-Blasting with non-electrical systems (capsule detonators 

waveguide). (figure 1) 
The training of militants is carried out at the site of the blasting. 

The boxes are made on the surface, in special booths or sheds or in 
special chambers. 

Waterproof or waterproof explosives are used to work in 
flooded conditions. 

 

2.1. Detonating with a detonator capsule and a 

fire-conducting cord (fire explosion); 

 
Detonation with detonator capsule fire cord (fire explosion) is 

allowed only in cases where no other method of detonation can be 

applied. 
The blast uses an ignition tube that can be used for underwater 

detonation. In the process of production of WAEFP it is planned to 

use a clamping device, a special rope, a detonator. This method is 
applicable for detonation of both single and mass charges. 

Sections of fire cord are prepared with length that provides 
sufficient time for the lighting of all sections and for moving the 

blastings on a safe distance or shelter without use of vehicles 

Fire blasting is prohibited: 
1. in case of blasting works in underground conditions; 

2. in case of blasting of more than one drilling charge; 

3. in case of detonation of charges covered with protective 
devices; 

4. when shooting boreholes and blasting holes; 
5. when the withdrawal of the detonator is difficult 
 

2.2. Detonation with detonating cord; 
When detonating with a detonating cord, the sections are joined 

together only in the ways specified by the manufacturer in the 

instructions for use (Fig. 2). 
 

 

 
 

 
 

 
 

 
 

 

 
 

 
 
                                              Fig. 2 

2.3 Detonation with electric detonator (electric 
detonation); 

The electric method for activating an explosive charge is 

effective for detonating a whole group of charges at a specific time. 
The use of electric blasting is carried out in an environment in 

which there are no stray currents, leakage currents and in the 
vicinity of electrical equipment, cables and other sources of 

electricity and hazardous electromagnetic radiation. There should be 
no additional safety measures such as switching off the power 

supply, measuring the level of strays and leakage currents, use of 

electric detonators with high electrical resistance, etc. (figure 3) 
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                                               Fig.3 

The initiation of the blasting net by a detonating cord may be 

performed with a detonator capsule, an electric detonator, or other 
means of detonation. 

Electrodetonators shall be detonated by means of detonating 
devices providing a direct current with a pulse force and energy not 

less than that specified for the respective type of electrodetonators 

in the standard or instruction manual. 
The main wires are connected directly to the terminals of the 

detonator without the use of additional wires. 
All electrical equipment, cables, sockets and other power supply 

wires located within the danger zone where the electric blasting 
network is installed shall be disconnected from the moment the 

militants are trained until the detonation is completed. 

3. Methods for destruction of explosives and 

materials 

The methods for destruction of explosives and materials are 

chosen depending on the type of explosive and its quantity. 
In practice there are two basic methods for destroying in bang 

substances, ammunition for weapons and pyrotechnic products, 

namely: 
-by blasting;          
-by incineration.          
By blasting to destroy explosive substances which do not have 

lost the ability to be detonated - projectiles, mines, aerial bombs, 
martial parts for missiles, front parts of reactive grenades and fuses, 

lighters, capsules, electric detonators, and other means for blasting 

explosive substances. 
Through combustion is destroyed explosive substances lost their 

ability to detonate - propellant, pyrotechnic means and 
compositions and munitions for weapons with a caliber up to 15 

mm. 

The method of disposal of explosives and materials must 

comply with the most appropriate method specified in the 
instructions for use. The destruction of explosive materials must be 

carried out in compliance with the requirements for explosion and 
fire safety and environmental protection. 

For the destruction of explosives and materials, a site shall be 

established, which shall be provided at a safe distance, but not less 

than 1000 m from settlements, industrial and construction sites or 
warehouses for explosives. The site and 10 m around it are cleared 

of combustible materials so that there is no danger of subsequent 
fire. 

 
 

3.1. Destruction by blasting 

Blasting destroys capsule detonators, electric detonators, 
detonating cord delay devices and other means of detonation, firing 

explosive devices, explosives and detonating cords that have not 

lost their detonation properties, as well as exuded nitroester 
explosives. (figure 4) 

Explosives are detonated by electric detonators or non-electrical 
systems and with the help of munitions of suitable explosives. 

When detonation minutes capability of destroying explosive 
materials is reduced, they detonate in the pits, as they are placed 

directly on the explosive material and the pits are backfilled with 

sand or soil. In the same way, the detonator cord delay devices, 
detonators and explosive devices are destroyed. 

 
 

 
 

 
 

 

 
 

 
 

 
 

 

 
 

 
 

 
                                               Fig.4 

 

3.2. Destruction by incineration 

The destruction of explosives is necessary to comply with the 

weather, it is not appropriate burning explosives in rain, wind, fog 
and reduced visibility. 

Combustion destroys fire-conducting cords, cartridges for group 
or single ignition of fire-conducting cords, explosives, which have 

lost their detonation properties, waveguides, gunpowder, 
pyrotechnic compositions and products thereof. 

It is not appropriate to destroy detonators, electric detonators, 

detonator cord delay devices and other detonators by burning 
capsules. 

Explosives, blasting cords, ammoonitions for block or a single 
ignition of the safety fuses and pyrotechnics are burned separately 

on fires of combustible materials. The explosive cartridges are 
spread on the stake in a row so that they do not touch. (figure 5) 

 
 

 

 
 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
                                          Fig. 5 
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4. Safety when using explosives and detonation 
operations 

Explosives, according to the degree of danger are divided into 
five groups: 

First group - Explosives with nitroesters content over 15% / 

dynamite /, hexogen, tetryl, nitropenta, octagen. When working 
with explosives from this group, activities with frozen and exuded 

explosives are not allowed. 
Second group - Ammonium nitrate explosives, TNT, mixtures 

of TNT with nitro compounds, explosives with nitroesters content 
up to 15%, phlegmatized hexogen, detonating cord and others. 

Third group - gunpowder, pyrotechnic compositions, fire-
conducting cord and means for its ignition. 

Fourth group - blasting cap, retardants for detonating cord and 

other means of blasting. 
Fifth group - explosives, piercing hail products. 
Only specially trained people are involved in the production and 

use of explosives and materials. Persons who come into contact 

with the listed substances must study the safety measures and take 
action in accordance with the given commands. [ 6, 7, 8] 

Commands include: 
-preparation (the substance is preparing for ignition); 
-fire (ignition pipe ignites); 
-distance; 
-feedback (this signal is given after the explosives and charges 

have been detonated or neutralized). 
Explosives with different hazard groups are stored and 

transported separately. [ 9, 10, 11 ] The joint transportation/transfer 
/of explosives is allowed in compliance with the following 

requirements: 
a / the means of detonation shall be placed in the front of the 

vehicle in special tightly closing boxes; 
b / the packages with the explosives are separated from the 

boxes with the means for detonation in a way, excluding their 

contact; 
c / the packages with explosive materials shall be fastened in 

such a way as to prevent shocks and friction during their 
transportation. 

Each batch of explosives is accompanied by instructions for 

use, which contain data on the class, hazard group, conditions of 
use, warranty period, rules for safe operation during storage, use 

and destruction. [ 12 ] 
The explosives should be used, stored and destroyed at respects 

than the requirements specified in the instruction manual. 
Explosives are not allowed to be thrown, dragged, overturned, 

hit or rubbed. 

5. Conclusions 
In order to ensure the safety of people, facilities and buildings, 

it is necessary to know the means and methods of destruction of 
explosives and materials. The main issue related to the exploitation 

of explosives and materials is not only their production process, but 

also the process of their destruction. 
To reduce the risk of an unwanted explosion during the 

operation of explosives, it is necessary to strictly follow the 
manufacturer's instructions, as well as the destruction to be carried 

out by qualified personnel who are trained for this activity.  

 
The results are aimed at the implementation of Work Package 2 

"Intelligent Security Systems" of the project BG05M2OP001-1.002-

0006 "Construction and development of a Center of Competence" 
Quantum Communication, Intelligent Security Systems and Risk 

Management (Quasar) ", which received funding from the European 

Regional Development Fund through the Operational Program 
"Science and Education for Smart Growth" 2014-2020. 
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Abstract:  In order to determine the total spatial and temporal scale of the propagation of anthropogenic sources of noise, it is necess ary to 

identify them, which can be achieved by comparing underwater and sea surface observation data. For this purpose, it is necessary to 
determine the direction to the noise object in a function of time. In the development of a passive hydro-acoustic system positioned on the 

seabed for the detection, classification and determination of the direction to an underwater object, an adaptive processor sh all be designed, 

examined and experimented to dynamically determine the weighting factors of a two-element antenna grille according to the criteria of the 
minimum of the average square error and the maximum of the signal noise ratio. 
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1. Introduction

The planned measures in the Program of Measures to the 

Marine Strategy for Environmental Protection in the Sea Waters of 

the Republic of Bulgaria envisage the monitoring under indicator 
D11C1.1 in fulfillment of the requirements of the RDMS to be 

performed on the basis of the analysis of data and information to be 
collected in the national "noise" register. The register will describe 

all human activities that generate impulse sounds in the sea area of 
the Republic of Bulgaria. Data on noise emissions from different 

types of ships will be collected from ship manufacturers / owners or 
specialized information systems (eg national AIS system, etc.), as 

well as from measurements by underwater noise monitoring 

stations. Data and information on anthropogenic activities will be 
collected continuously throughout the year and the noise register 

will be periodically updated. As a result of human activities in the 
marine environment, various types of fields are excited such as 

sound, light, electromagnetic, thermal, hydrodynamic, etc. Of all 
these fields, the sound field is distributed over the longest distances 

from the source [3,4]. That is why great attention is paid to the 
assessment of the energy impact of  sound waves on marine species. 

A harmful underwater sound field is one in which exposure causes 

temporary or permanent damage to the fauna of the marine 
ecosystem. In theory, when such a field is created as a result of 

human activity, it is referred to as harmful anthropogenic noise. 
Anthropogenic noise is recognized as a serious stress factor for 

most marine mammals, many marine fish, crustaceans and other 
marine organisms. In addition to legally regulated activities that 

create anthropogenic noise in marine areas, short-term sound 

anomalies are possible, such as the sound of leaking gas in the event 
of a pipeline breach, or an uncharacteristic level of anthropogenic 

noise in protected or prohibited areas and water activities, noise 
from the use of bottom trawls for fishing, etc., which may cause 

significant harmful effects. Their timely registration and response to 
the authorities authorized by law can significantly reduce the 

harmful consequences [5]. 

2. Assumptions and ways to solve the problem

As an element of an underwater monitoring system in the 

national marine areas, Institute of Metal Science, Equipment and 
Technology with Hydroaerodynamic Center at Bulgarian Academy 

of Sciences /IMS-BAS/ has developed a prototype of "Audio 
recording system for underwater monitoring with rapid notification 

of detected sound anomaly" /ARSUM/ (Fig. 1), designed for 
recording, classification and recording of sounds from biological 

sources (marine mammals, fish, shrimp, etc.), anthropogenic noise - 

pulsed (as a result of seismic surveys, laying pylons for wind farms 
and platforms on the seabed, use of pulsed sonar, underwater 

communications, underwater explosions, etc. ) or long-term (caused 
by shipping, dredging, leaks in underwater gas and oil pipelines, 

actions of power plants, acoustic signals from artificial radiation 
[6]. When detecting, recording and classifying a sound anomaly (eg 

sound of a leaking gas in the event of a pipeline breakage, noise 

from the use of bottom trawls for fishing or an uncharacteristic level 

of anthropogenic noise in protected or prohibited areas and for 
certain activities in the water area and etc.) a fragment of the 

information is recorded, with a duration sufficient for the 

classification of the event [7]. This fragment is transmitted 
wirelessly in an autonomous beacon from the device kit, where it is 

overwritten. Upon completion of the information transfer process, 
the radio beacon floats and transmits the critical information via 

radio to a shore, ship or air base station acting as an operations 
center. It is then used as a radio beacon to indicate the location of 

the event. 

Fig. 1 General configuration of an experimental sample of ARSUM 

When conducting tests with "Audio recording system for 

underwater monitoring with rapid notification of detected sound 
anomaly" it was concluded that its effectiveness is significantly 

increased when in addition to the information about the presence of 
classified noise in the area of the device is determined and the 

direction to it, and subsequently the vector of motion of the noise 

source is determined, even with tolerances in accuracy [8]. 
For this purpose, an experimental model of the product was 

developed, and in place of the hydrophone was mounted a linear 
antenna array of two hydrophones (for experiments - 2 

microphones) - Fig.2.  
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Fig.2 Electronic equipment located in the central airtight body  

 

In order to achieve good accuracy characteristics, it was 
necessary to make a comparative assessment of applicable adaptive 

methods of beamforming using a linear antenna array for broadband 
signal processing [9]. 

3. Results and discussion 

Two methods for adaptive beam formation based on the two-
element linear antenna array shown in Fig. 3. 

 

 
 

 Fig.3 Two element ULA. 
 
Adaptive beamforming methods calculate the weights 𝑤1 and 

𝑤2 based on statistics of the signal received from the individual 

elements. 

The first method, called "Sub band MVDR Beam former", 
forms the spatial beam by the method of minimal dispersion in the 

distortion of a broadband signal, using the technique of processing 
in sub bands. This type of diagram formation is also called the 

Capon method of beam formation [1, 2]. 

The second method "Sub band Phase Shift Beam former" 
processes the broadband signal in sub bands by introducing phase 

delays. 
The aim of the study is to analyze their ability to detect a 

broadband signal against the background of their own noise and 
interference. The comparison of the two methods is performed by 

computer implementation of the algorithm shown in Fig. 4. 

 
 

Fig.4 Algorithm for simulation of adaptive diagram formation by the 

methods “Sub band Phase Shift Beam former” and “Sub band MVDR Beam 
former” 

 
In the simulation model, as a broadband signal (Fig. 3), a signal 

with linear frequency modulation with length 2 s, carrier frequency 

2 kHz and frequency deviation 1 kHz is used, whose angular 
position relative to the perpendicular to the phase center of the 

antenna is 20°. The intrinsic noise of the antenna is Gaussian with a 
rms value equal to 0.3 of the amplitude value of the broadband 

signal. 
 

 
Fig.5 Spectrogram of noise signal and noise at the output of an antenna 

element 
 

 

Synthesis of a broadband signal 

Synthesis of own noise 

Synthesis of interference signal 

Formation of the signals of the antenna elements 

at given angular parameters of the broadband 

and interference signals 

Forming the antenna diagram by the method 
"Subband Phase Shift” „Beamformer" 

Forming the antenna diagram by the method 

"Sub band MVDR Beamformer" 

Comparison of the two methods by analysis of 

the formed directivity diagrams and spectrograms 

of the output signals 
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In the model, two interference signals with amplitudes twice as 
large as the broadband signal with angular positions of 10° and 30° 

are superimposed on the broadband signal and noise - Fig. 6. 

 
 

Fig.6 Spectrogram of a broadband signal with superimposed noise and 

two interference signals 
 
Two non-directional microphones with a frequency band from 

20 Hz to 20 kHz located at a distance of 10 cm are used as elements 
of the antenna array. The processing of the received signals is 

performed in eight frequency bands with medium frequencies 1000, 
1250, 1500, 1750, 2000, 2250, 2500, 2750 Hz. For the purposes of 

the research the formation of the beam in a frequency band with 

medium frequency 1 kHz is analyzed. The obtained radiation 
patterns as a result of the operation of the two beamformers are 

shown in Fig. 7. 

 
 

Fig.7 Directivity pattern formed by "Sub band Phase Shift Beamformer" 

and "Sub band MVDR Beamformer". 

 

The main maximum of the directivity diagram is electronically 

directed in the direction of the 20° signal. 
In the absence of an interference signal, the quality of operation 

of the two beam generators is identical. The advantage of "Sub band 
MVDR Beamformer" is manifested in the presence of interference. 

In this case, the average value by which the level of the output 
signal from the "Sub band MVDR Beamformer" beam generator 

exceeds the level of the "Sub band Phase Shift Beamformer" beam 

generator is 3.02 times. 
Spectrograms of the output signals from the two beam 

generators are shown in Fig. 8 and Fig. 9. 

 
Fig.8 Spectrogram of the output signal of the antenna during 

interference in beam formation by "Sub band Phase Shift Beamformer" 

 

 
Fig.9 Spectrogram of the output signal of the antenna in case of 

interference during radiation formation through “Sub band MVDR  
 

5. Conclusion 

The effectiveness of the actions taken by the authorized bodies 
in response to information received from the "Audio recording 

system for underwater monitoring with rapid notification of 

detected sound anomaly" is significantly higher when data on the 
directions to the detected and classified events are included. The 

need to determine the direction of the noise object as a function of 
the time of the passive sonar system requires to study and 

experiment an adaptive processor for dynamic determination of the 
weights of the two-element antenna array according to the criteria 

for minimum square error and maximum noise ratio of the signal.  

Beam formation is used to amplify the signal against the 

background of noise. In real systems, the presence of interference 
signals received on side sheets leads to a strong masking of the 

signal by the target of interest [9]. In this case, the use of the 
method of minimum dispersion in signal distortion allows to form 

zeros in the directional characteristic in directions that coincide with 
the interference signal. 
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Abstract: The development of means for stopping vehicles and vessels that pose a potential threat of criminal and terrorist activity is  one of 

the priorities in the non-lethal technologies research today. This paper summarizes and discusses the results of a study on the current state 
and prospects of technologies and systems for forced stopping different types of vehicles and vessels.  
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Introduction  
In the operations of military and law enforcement forces, it is 

often necessary to establish checkpoints, roadblocks and barriers, 
the purpose of which is to protect people and facilities in a certain 

perimeter or region from various threats, including vehicles carrying 

explosive devices. Pursuing of criminals or suspects in cars is also 
common in police practice, often endangering other traffic 

participants and passers-by. Small and medium-sized vessels pose 
an increasing threat to shipping and naval operations due to their 

use for terrorist and pirate attacks. Besides, they are often used for 
committing contraband, trafficking people and drugs and other 

crimes. With the increased access to modern equipment recently the 
danger of using unmanned land, floatable, underwater and flying 

platforms for crimes and terrorism has significantly increased. 

 In connection with the prevention or neutralization of such 
threats, significant efforts are being made in many countries to 

develop effective means of stopping dangerous vehicles and vessels. 
Efforts are focused mainly on finding solutions that increase the 

range and provide a smooth stopping by controlled deceleration, at a 
safe distance, in order to ensure the safety of passengers and 

minimize damage to the suspected vehicle/vessel. 

This paper summarizes the results of a study on the current state 
and prospects in the development of non-lethal means of stopping 

different types of vehicles and vessels. These results are part of an 
extensive study of non-lethal technologies conducted within the 

Science and Education funded project “Quantum Communication, 
Intelligent Security Systems and Risk Management” (QUASAR), 

funded by the EU Funds for Smart Growth. 
 

Results and Discussion 
Several groups of non-lethal technologies offer opportunities for 

development of effective and safe means for stopping vehicles and 
vessels: mechanical, electrical, directed energy and chemical. 

  

Mechanical technologies 
The technologies in this category are represented by mechanical 

obstacles and entanglement systems for restricting and stopping the 
movement of various types of vehicles, the best developed of which 

at the moment are those for stopping cars.  
Traditional car stopping systems are intended for pneumatic 

tires deflation and range from relatively simple means to stationary 

structures with mechanical control and manually placed spiked 
stripes. For mobile systems, the emphasis is on the ability for quick 

placement and minimizing the risk through structures that ensure a 
smooth release of air from the tires.   

Means of impeding the movement of the enemy have been used 

since ancient times. One of the oldest non-lethal weapons are the 
spikes used to slow down the movement of infantry, war horses, 

camels and elephants, known as 'caltrop', coming from a plant with 
a similar shape (a type of water chestnut).  The construction of 

these devices has undergone some improvement over the millennia, 
however the concept is unchanged - they all end with 4 spikes 

located on top of an imaginary 
equilateral triangular pyramid. 

When thrown to the ground they 

always stand in such a way that 
one spike is directed upwards, and 

the other three provide solid support. Today, caltrops are used by 
both the military and the police to inflate pneumatic tires of all kind 

of vehicles. The photo on the left shows tube-shaped caltrops 

designed to puncture self-adhesive car tires, which have been used 
for decades by special forces and law enforcement agencies in the 

USA. The opening in the center allows air to escape, even if the 
other end of the pipe is compacted by soft soil. Modern caltrops are 

made of high quality steel with a powder coating for corrosion 
protection. The design shown in the right allows for connecting the 

caltrops through a cord in groups of up to 500 pieces and more. [1] 
Causing immediate, irreparable and catastrophic damage to 

pneumatic tires, they are very effective as barriers for vehicles.  

Spiked strips are effective and widely used means of preventing 
or stopping the movement of cars. Usually a strip consists of metal 

blades with a length of 35 to 75 mm, directed upwards. The spikes 
can be solid or hollow, with the cavities designed to detach from the 

strap and remain stuck in the tires, allowing air 
to escape more smoothly. For example, the 

stopping strips developed under the US Non-
Lethal Weapons Program are manually 

positioned and have hollow spikes that cause 

tires to fall within 10 s. [2] Similar 
devices are used by various US units 

to protect forces, checkpoints and 
access points. In many mobile 

constructions, like those of the 
company „Magnumspike‟ (pictures down) [3], the metal spikes are 

placed on a folding metal structure stored in briefcase or on a base 

of rigid polymer which is rolled into a roll. 
Manual installation of such systems, especially on roads and 

highways with heavy traffic, is connected with serious risk for the 
safety of service personnel, so the 

recent developments are focused on 
systems ensuring remotely 

controlled deployment. One of 
these innovative products is 

„PSEMC‟s NightHawk system [4] 

which is portable and reusable. It fits in a small suitcase, which is 
placed by the road and is remotely controlled from a safe distance 

via wireless connection. The strip is positioned for less than 2 s, and 
after the vehicle has passed through it, it is retracted through the 

remote control into the briefcase for the same time, without 
endangering other vehicles and leaving spikes on the road. [5] 
Police departments in the US already have a number of such 

systems in use and report an impressive success rate. 
There are also different variants of permanent obstacles that are 

built into the road or mounted on it, representing sections with a 
base of steel or high-strength polymer, and spikes. This type of 

strips has a mechanical control, through which the spikes are raised 
or lowered. Most obstacles have spikes pointing in one direction, 

but there are also strips with the ability to change the direction. This 
type of obstacles is used at entrances and exits of highways and 

parking lots, but can also be very useful in protecting the perimeter 

of critical infrastructure sites.  
Devices that can stop cars regardless of the type of their tires are 

also an effective non-lethal solution for obstructing the movement 
of vehicles. Such systems have structures made of ropes or nets of 

high-strength materials that grip the front of the car or entangle its 
wheels, allowing the „arrest‟ of vehicles of different sizes. Some of 

these nets are combined with spikes for greater effect, and many of 
them have strength and construction that allow multiple use. These 
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systems are of two types: vertically arranged - for capturing the 
front of the car and horizontal nets for tangling the wheels.  

The devices of the first type are quite diverse in construction. 
The photo on the left shows the barrier network of the Swedish 

company „SCAMA‟. [6] The U.S. Non-Lethal Weapons Program 
includes a „General Dynamics‟ Portable Barrier to Vehicles (right), 

a pre-deployed, mechanically activated reusable system. It is able to 

stop a small vehicle 
traveling at speeds of up 

to 45 miles per hour. In 
stand-by mode, the 

capture module is located in a container that does not obstruct 
traffic. When activated, the net rises in less than 2 seconds, forming 

a soft barrier that 'arrests' the car and passengers. The system is used 
by various forces in the USA, recently it has been deployed in 

portable and permanent installations in many other countries. [7]  
One example of horizontally placed nets is the VLAD 

lightweight vehicle stop device. It is a portable, detachable strip 

with disposable metal spikes that can be deployed in less than 1 
minute to pierce and lock the front wheels of a small vehicle. It is 

also part of the US Non-Lethal Weapons Program, intended for use 
by different forces. [7] An electro-mechanical system for remote 

deployment of the net has also been 

developed for protection of valuable assets, 
facilities and military bases. [8] An 

advanced quickly deployable system of this 
type is the X-Net of the British company 

„QinetiQ‟. The unique design allows complete stopping of motor 
vehicles ranging from small cars to 10-ton trucks. The tire gripper 

uses a combination of metal spikes and strips of high-strength, dark-
colored material which is difficult to be seen on the asphalt. When 

passing a car, the spikes get stuck in the tire, lifting the pad and 

wrapping it around the wheels and axle, immobilizing the car after 
only a few turns of the wheels. The net is strong enough to be 

removed and reused. The positioning device is remotely activated 
and the net is fully unfolded in about 1 s. [9] The system has been 

deployed by military, police and other units around the world.  
For protection against threats on water, systems for stopping 

small to medium-sized vessels are being developed, mainly using 

ropes and nets to entangle the propellers of vessels with outboard 
engines. These systems rely on either pre-positioning the barrier or 

launching it while moving. The effectiveness of the latter depends 
exclusively on the precise positioning which is a difficult task 

especially at high-speed pursuing.  
The RGES craft propulsion system was developed as part of the 

Non-Lethal Weapons Program and is used by the US Coast Guard. 
It is a net that can be pre-set (stationary), launched or thrown from 

the board of a vessel. It can tangle and stop the propeller of a vessel 

with an engine up to 250 hp travelling at speeds up to 50 knots. [7]  
The device can contribute to the security of 

ports, protection of forces and pursuit of 
suspicious vessels. One of the versions has 

been developed for deployment as a barrier 
around a valuable asset or facility (such as 

ship, port, etc.).  
A range of new vessel stopping systems is offered by the British 

company „BCB International‟, using hand-held or vessel-mounted  

compressed air launchers. Specialized 
ammunition is fired on the path of the 

vessel, placing a floating obstacle (rope or 
net) in front of it. When the boat passes 

over the obstacle, it gets entangled in the 
propeller and causes delay and stopping 

without harming the vessel and the passengers. The systems are 

capable of „arresting‟ vessels weighing up to 3 tons and speeding up 
to 45 knots per second. [10] 

 

Electrical technologies  
Over the last two decades, various concepts for stopping cars 

with the help of electricity have been studied however most of them 

have not been implemented in practice due to technical problems.  

One of the few successful projects - the pre-deployable electric 
vehicle stopper (PEVS) - was developed within the Non-Lethal 

Weapons Program of the US DoD. Long-term efforts have been 
focused on improving the design and creating reliable, efficient and 

safe devices. [11] A prototype with a scalable effect, low cost and 
easy maintenance has been created in 2019 and undergone extensive 

testing. The developed technology allows the device located on the 

ground to 'hit' a vehicle with 500-600 thousand volts of electricity, 
which goes to the chassis and disrupts the engine functioning. 

Several minutes later the car can be started again. [12] 
A new direction in the development of non-lethal technologies 

is the creation of wireless electrical weapons using „channels‟ of 
electrically conductive media, such as liquid or ionized gas, instead 

of cable. Weapons using liquids (electrified water cannons) are 
designed to be used in riot control, while plasma weapons can also 

be used against equipment. The basic principle is the use of a laser 

beam to produce ionized gas, through which the electric charge can 
be transmitted to the target. Some of these weapons are essentially 

a combination of electric weapons and directed energy weapons, but 
the latter radiate energy from another source.  

The American company „Xtreme Alternative Defense Systems‟ 
(XADS) announced in 2004 the creation of the world's first electric 

weapon StunStrike capable of hitting targets at a distance of up to 

15 m. The device shoots a stream of ionized gas at the target, which 
transmits a discharge with power capable of hitting a person or a car 

by disrupting its electrical system. It is intended for different ranges 
and applications, incl. detonating improvised explosive devices and 

approaching anti-tank grenades. The system is programmable, so it 
can be set to provide maximum security or fast effect depending on 

the needs. [13] This non-lethal weapon is created for use by police, 
special services and the military in urban conditions operations. 

Another weapon that works with a laser-induced plasma channel 

(LIPC) is developed by „Ionatron‟. The interaction of air and laser 
light at a certain wavelength causes light to 

break down into „fibers‟ which form a plasma 
channel that conducts energy like a virtual 

conductor. LIPC works in direct visibility, 
which allows the propagation of electrical 

impulses to be directed to a specific target. The 

„Artificial flash‟ is intended to deactivate people or electronic 
circuits, including those of vehicles. [13] 

Although the two last described weapons seem quite promising, 
no information about them published after 2008 can be found in the 

global network. Interestingly, according to a recent source - a 
marketing study for the period 2016-2025 [14], the companies 

created these weapons have currently joined their efforts on such 
technology under a contract with the US army and the equipment is 

expected to be available very soon. The source claims that voltage 

of 106 to 109 V could be passed through the plasma channel. So 
called „Electrolaser‟ could find applications in short range weapons 

for police and army, and once the effect is scaled it can be used in 
aircraft and long range systems. It could easily immobilize a target 

vehicle or human and can be adjusted to be non-lethal or lethal 
through varying the voltage.   

 

Directed energy technologies  
Directed energy weapons cause damage to the target by emitting 

highly focused energy. It should be emphasized that the use of 
directed energy is considered to be the most promising direction in 

the development of weapons, including non-lethal ones, as these 
technologies offer a number of advantages over others, such as long 

range, accuracy, immediate delivery of the effect to the target and 
ability to regulate the effect.  

The most promising kind of directed energy technologies for 

stopping vehicles is high-power microwaves (HPM). Weapons 
based on this technology are in principle lethal, however they have 

some non-lethal applications, one of which is deactivating vehicles' 
on-board computer systems in critical infrastructure protection, 

border and police checkpoints, pursuit and capture of 
suspects/fugitives in vehicles, traffic control, security of large-scale 

events, etc. Installed on a ship, such systems may be used to 
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obstruct or force the stopping of small vessels. Different device 
variants are being studied, as far as radio frequency pulses can be 

generated using different technologies. According to experts, these 
systems can provide minimal damage to the vessel and a negligible 

risk of injury to the crew compared to mechanical vessel stoppers.  
High-power microwave weapons deliver an 'explosion' of 

energy designed to disrupt or destroy electronic equipment circuits. 

Weapons that operate in the range of radio waves and microwaves 
use electromagnetic pulses from two types of generators – narrow 

band and ultrawide band. The latter emit in a wide frequency range, 
but with low energy density and are convenient when it is not 

possible to accurately identify the characteristics of the object, in 
particular its operating frequencies. [15] In broadband weapons, the 

radiation is generated by an explosive or electromagnetic generator, 
while narrow-range weapons are electrically powered and aimed at 

specific targets. [16] Broadband weapons with directed energy are 

often called „electromagnetic pulses‟ (EMP). According to some 
research, [17] short bursts of high-power microwave energy can be 

fatal to electronics without affecting people working with the 
equipment, but could have side effects on civilian electronic 

infrastructure, incl. hospital equipment and cardiac pacemakers. 
The development of HPM weapons faces significant technical 

difficulties such as focusing the beams, reducing their energy per 

unit area with increasing distance, non-discriminatory impact 
(affecting all unprotected electronic systems within their range), 

absorbing the beams of conductive materials incl. from moisture in 
the air, relatively simple countermeasures, etc. [18, 19] In other 

words, the main challenge is to generate a sufficiently directed and 
sufficiently powerful pulse from a sufficiently compact source. For 

this reason, many are skeptical about the practical implementation 
of HPM weapons, but efforts are continuing in several countries.  

One example of such device is the RF multi-frequency vehicle 

stopping system (RFVS) developed under the US Non-Lethal 
Weapons Program. The system provides multiple radio frequencies 

that interfere with the car's electronics and cause the engine to stop. 
[7] RFVS uses high-power magnetron tubes to generate intense RF 

pulses that prevent the motor from restarting while it is running. 
The effects on the target vehicle are short-term and generally 

reversible. Because, like all directed energy weapons, the system 

delivers energy at the speed of light, it does not need to be pre-
deployed. Another advantage is the unlimited stock of 'ammunition' 

it has. Tests have shown high efficiency against more than 80% of 
potential targets, including both cars and large vehicles. [20] 

In the last few years, there have been reports in the global net of 
several prototypes of car stoppers for police use that 'confuse' car 

electronics systems without destroying them. Such is, for example, 
the device developed by the company „E2V‟, which works by 

sending a radio frequency pulse at a distance of up to 50 m. [21] 
Vehicle stoppers for military forces protection have been developed 
by the German company 'Diehl Defense' and already operate in 

more than a dozen countries. One of them - a system for stopping 
vehicles carrying improvised explosive devices HPEM Counter 

IED, based on an armored vehicle, was successfully tested in 
Afghanistan in 2011. [22] These devices are recently operating in 

several countries. 
A high-power radio frequency (HPRF) vessel stopping device is 

under development within the US Non-Lethal Weapons Program. It 

is intended to provide increased range and the ability to aim at 360 
degrees in the case of multiple targets. To increase the efficiency 

against the respective outboard engines, 
various HPM sensitivity tests are 

performed to help determine various 
effective waveform parameters, such as 

pulse frequency and width, required power, 

or energy. Such a source can be integrated 
into a number of potential platforms. 

Concepts include the deployment on naval and coast guard ships, as 
well as unmanned aerial vehicles and aircraft. [23, 24]  

The increasing use of UAVs to carry out attacks has led to the 
intensive development of counteraction systems. Jamming of radio 

communications between a drone and its remote pilot is often used 

as an alternative to the drone physical destruction to prevent a 
hostile activity. [25, 26]  For these purposes, systems based on RF 

HPM, which are much more powerful and operate in a wider 
frequency range than commercially available devices, are in 

development. The first documented successful use of high-power 
radio frequency microwave weapon against electronic equipment is 

marked in 2019 with the removal of an Iranian drone from the US 

Marine Corps using the LMADIS light integrated marine air 
defense system. The system consists of two off-road vehicles, one 

serving as a control unit and the other equipped with sensors and 
jamming equipment. Typically, the system can 

be used to jam electronics, resulting in a return 
to base or landing elsewhere by default. 

However, it is powerful enough to destroy the 
electronics of a small drone at a short distance, 

causing it to fall. According to [27], removing drones with the use 

of LMADIS is cheaper and easier than the use of artillery and 
requires less accuracy than using lasers. The disadvantages of the 

system are that it is relatively ineffective against fully autonomous 
drones, and can also cause „confusion‟ in the communications of 

friendly aircraft. This system can find significant application in 
regions where small drone strikes are becoming more frequent, 

besides it can be seen as the initial phase of an ambitious project 

that has the potential to change the future of war.    
Recently, the focus is on creating stopping systems with a more 

universal application. For example, the British „Teledyne e2v‟ has 
developed a device called RF Safe-Stop, promoted on the company‟ 

website as the most modern existing contactless jamming system. 
According to it [28], the system is able to cause controlled stopping 

of moving targets on land, air and water, at a safe distance, without 
incidental damage. The technology has been successfully tested on 

drones, boats, motorcycles, cars and trucks. RF Safe-Stop is 

produced in full and light versions, offering stopping capabilities of 
up to 400 m for UAVs, up to 50 m for armored and civil vehicles 

and over 50 m for light boats.  
Efforts in the United States are also yielding impressive results 

in this regard - according to a recent interview [12] with the director 
of the Non-Lethal Weapons Directorate, there is already a device 

which is powerful enough to stop everything which has electronics 

at a distance of hundreds of meters.  
 

Chemical technologies  
In the context of stopping vehicles, the potential of certain 

chemical technologies is also being considered. For example, in the 

US DoD' Non-Lethal Weapons Program for Fiscal 2015 [29], 
candidates for such applications include fast-acting low-volume 

combustion modifiers (for engine suffocation and combustion 
inhibitors), rapidly hardening synthetic concrete, solid epoxy foams, 

and other materials that will cause stopping the engines. 

One of the concepts studied in the past is adhesive foam. It is a 
non-reactive liquid that is stored under high pressure. When 

released, the atmospheric pressure causes it to expand to several 
dozen times its storage capacity and its mechanical characteristics 

allow it to adhere tightly to the object. In the 
1990s, this concept was intended for anti-

personnel use, but due to the risk of 
suffocation if foam covers the mouth and 

nose, interest has shifted to exploring its 

ability to stop cars. Weapons are later being developed on this basis 
to stop vehicles - the foam must stop the engine and block the driver 

in the cab. A foam restraint system has been developed that consists 
of low-profile containers, each containing a sufficient amount of 

substances to generate extremely quickly several cubic meters of 
high-strength foam. Theoretically, the foam immediately 

deactivates the vehicle, blocking the fuel supply to the engine and 
the steering and absorbing the kinetic energy of the car. [30] The 

system can be activated automatically (via pressure sensors or light 

barriers) or by remote control.  
Concepts of non-lethal weapons to prevent people and vehicles 

from accessing certain area also include substances that can create a 
slippery surface on which controlled movement is difficult or 
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impossible. Various types of chemicals have been studied, focusing 
primarily on water-active polymers that were harmless to the 

environment and health, easy to clean and provide satisfactory 
results. The disadvantage is that their effectiveness decreases in 

heavy rain, high temperatures and humidity. [31] The prototypes 
were many times more slippery than ice, inspiring hope that the 

system could be used to protect an area or building from crowds or 

equipment - for example, to prevent the enemy from using a 
strategic section of the railway line without destroying it 

permanently. However, slippery foam can be neutralized by simple 
countermeasures, such as throwing sand on the surface covered with 

it. These technologies seem not been particularly suitable for police 
activities, as they would hinder not only targets but also the police 

officers, however they have been studied for other applications. [32] 
 There is not official information in the global net concerning 

any current research programs on anti-materiel chemical substances 

of the type described.  A possible reason could be that there is no 
consensus between the international law experts about the legal 

status of such means under the Chemical Weapons Convention.  

 

Conclusions 
Improving the existing and creating new means of stopping 

potentially dangerous vehicles and vessels is one of the highest 
priorities in the field of non-lethal weapons. As a result of the 

efforts, a wide range of equipment based on various technologies 
have been developed, ranging from relatively simple means to high-

tech systems, in stand-alone configurations or integrated in various 
delivery platforms, including remotely controlled.  

Data on available mechanical systems for stopping different 
types of vehicles show that they are very efficient, provided they are 

located on time and in the right place. The main problem to be 

solved in future systems of this type is increas ing the passengers 
safety by finding ways to ensure controlled and smooth speed 

reduction. The development of mobile systems focuses on the 
accurate and fast placement of obstacles, inc luding through remote 

control, with a view to the personnel safety.  
From the available information, it can be concluded that 

attempts to exploit the potential of electrical and chemical 

technologies have not yet yielded satisfactory results.  
As an alternative to mechanical means, the possibilities for 

using pulses of directed energy that affect the electronics controlling 
the engine are being intensively studied. Despite the promising 

advantages of these technologies, the developed systems still have 
significant technical problems, such as the safe stopping of fast-

moving cars, controlling the range and area of effect, the equipment 
size, inapplicability to older generations of cars, and more. In 

addition, these technologies can cause some damage to people or 

infrastructure in their area of operation. Like the most non-lethal 
technologies that are new and unknown to society, those with 

directed energy will probably also provoke negative public 
reactions which could complicate their deployment.   

As far as the alternative technologies are not yet sufficiently 
tested and accessible, they could find place in military operations in 

near future, however are unlikely to replace the more traditional 

mechanical devices used in the in law enforcement soon. 
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Abstract: The object of the paper is the dynamic adsorption of new type generated gas mask carbons for respiratory protection, based on 

apricot shells and the impact of the protective properties of some poisonous gases or warfare poisonous substances. A study performed 
examined the impact on the breakthrough times of different quantities of K2CO3 (2 mass.% - 8 mass. %)  and ТЕDA in the capacity of 

additives to the impregnation composition of the standard ASC Whetlerite type and newly obtained carbons.  
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1. Introduction 

Impregnated activated carbons represent a basic component of 
gas mask equipment, gas respirators, powered air purifying 

respirators and filter absorbers. In order to provide an effective 
protection against the warfare poisonous gaseous, some industrial 

toxic substances, and also because of the slight effect of aging 
processes during their storage and utilization as promising elements 

in the composition of the active phase of new type of gas carbons 
(carbon catalyst) are considered Cu, Zn, Mo, Ag, and are referred 

also potassium carbonate (К2СО3) and the organic compound like 

TEDA are considered [1-4]  
Due to the high number of chemical warfare, potentially 

terroristic poisons and industrial toxic substances and various 
mechanisms of their detoxification from carbon catalysts, in order 

to test their protective properties, it is necessary to choose 
representative of the three mechanisms of toxic substances 

detoxification.  
In the rescue services and armies of many countries for this aim 

Cl3CNO2 is chosen (for toxic substances which are neutralized by 

physical adsorption), HCN (for poisonous substances via 
chemisorptions) and carbon dichloride oxide-COCl2 (for the toxic 

substances that are detoxification by catalytic sorption [5-7].  
The inclusion of alkaline carbonate - K2CO3 as supplements in 

the impregnation composition, leading to the development of meso- 
and micro-porosity can essentially affect the protection properties of 

the gas mask carbons [3,8] against the representative highly toxic 

compounds such as COCl2 and HCN.  Although COCl2 has partially 
lost its significance as a combat poisonous substance, it is 

considered as an individual or mixed type potential terrorist-poison 
substance with a high probability of use, due to its high toxicity. In 

addition to its industrial production, small amounts from the toxic 
gas can be generated as a result of decomposition and combustion 

processes of organo-chlorine compounds. 
The chlorinated solvents used for oil removal in aim to clean 

metals from different oil impurities, for example car breaks cleaners 

can be also converted to phosgene by the UV rays and arc welding 
processes. 

The goal of the presented work is the examination of the impact 
on the protective properties (in particular the breakthrough times of 

different quantities of K2CO3 (2mass% - 8 mass %) and ТЕDA as 
additives of new synthesized type gas carbons to the vapor of 

COCl2.  

2. Experimental 

A. Samples 
The activated carbon used in the studies is a commercial 

product (signified as ACVM), obtained based on apricot shells 
through vapor gas activation (973 К), specific with its 

granulometric size 1.0 – 1.5 mm. 
 

For the activated carbons (gas carbon catalyst) preparation was 
used different impregnation solutions: copper carbonate, zinc oxide, 

molybdenum oxide and silver nitrate. They were dissolved in 

aqueous solution of ammonium carbonate and ammonium 

hydroxide (25%). Potassium carbonate was added and TEDA was 

added to the impregnation solutions. 
Samples of gas mask carbons VSZC, VSZC-A2, VSZC-A4, 

VSZC-A6, VSZC –A8, VSZM and VSZMA2 were obtained using 

the standard impregnation procedure for obtaining carbon catalysts 
[8,9]  

The selected gaseous (Cl3CNO2, COCl2, HCN) are 
representative for all toxic substances, which can be neutralized and 

detoxificated by the following mechanisms: 
⮚ Physical adsorption, by the volumetric filling of the 

micropores, particularly for the Cl3CNO2. Although it is not 

considered  a  warfare substance, it is representative of the so-called 
well-absorbed toxic substances in testing of warfare toxic 

substances of gas mask carbons, including  respiratory protective 
equipment [10].  

⮚ Catalytic adsorption, combined with the chemisorptions 
of the semi-products of the impregnate components. Representative 

poisonous substance is COCl2, referring to the acid gases, which 
hasn’t lost its use as a chemical weapon, used especially in various 

poisonous formulations. 

⮚ Chemisorption of toxic substances combined with 
catalytic sorption. Representative toxic substance selected is HCN, 

which apart from combat purposes has wide industrial application.  
 The samples obtained through standard impregnation 

procedure for carbon catalysts obtaining are presented in Table 1.  

Table 1 carbon catalysts obtained [10]. 

Sample type signification  

ACVM - 

VC5W ASC Whetlerite type Cu/Cr/Ag 

VC5W-A2 ASC Whetlerite type Cu/Cr/Ag + 2 % K2CO3 

VC5W-T ASC Whetlerite type Cu/Cr/Ag +TEDA 

VSZ ASZ type Cu/Zn/Ag 

VSZ-A2 ASZ type Cu/Zn/Ag + 2 % K2CO3 

VSZC ASZC type Cu/Zn/Cr/Ag  

VSZC-A2 ASZC type Cu/Zn/Cr/Ag + 2% 

K2CO3 

VSZC-A4 ASZC type Cu/Zn/Cr/Ag + 4% 

K2CO3 

VSZC-A6 ASZC type Cu/Zn/Cr/Ag + 6% 

K2CO3 

VSZC-A8 ASZC type Cu/Zn/Cr/Ag + 8% 

K2CO3 

VSZC-T ASZC type Cu/Zn/Cr/Ag +TEDA 

VSZM ASZM type Cu/Zn/Mo/Ag 

VSZM-A2 ASZM type Cu/Zn/Mo/Ag + 2% 

K2CO3 

VSZM - Т ASZM type Cu/Zn/Mo/Ag + TEDA 

 

SECURITY & FUTURE ISSUE 2/2021

75



The specific surface of the samples were determined using low 
temperature nitrogen adsorption of N2 (77K) by the BET method. 

Data from the adsorption-textural parameters and distribution 
curves (micro- and mesopore size) are presented in [10,11]. The 

total volume of the pores (Vt) was determined based on the Gurvich 
rule [12] at the relative pressure p/po of 0.95. The volume of the 

mesopores (VMES) was estimated based on the Dubinin 

Radushkevich equation [13] (table 2).  

III. Results and Discussion 

A. Adsorption – textural characteristics 

Based on the results for adsorption textural parameters (table 1) 
it can be seen that the impregnation procedure leads to increase of 

microporous heterogeneity, respectively specific surface of the 

impregnated samples compared to the initial activated carbon 
ACVM. 

 Table 2.  Specific surfaces and basic texture parameters of 

cu/zn/cr/mo/ag gas mask carbons 
 

 
 

The study of the protection properties (in particular the 
breakthrough times) was carried out with highly poisonous 

substances COCl2 [14] synthesized by us. 

B. Adsorption  – dynamic studies 

The pre-dried (378 K, 2 hours) carbon catalysts were loaded in 
glass dynamic sorption pipes and were exposed to the steam-air 

flow from toxic substances, passing through the samples,  regarding 

the following set parameters: 

Table 3. Test parameters set [8] 

Layer thickness of the studied sample 3.0 cm 

Internal diameter of the dynamic pipe 2.0 cm 

Volumetric velocity of the vapor gas flow 1.57 l/min 

Relative humidity of the flow 50% 

Temperature 293 + 3 K 

Inlet concentration of Cl3CNO2 5 ml/l 

Concentration of registration of the Cl3CNO2 
breakthrough 

15 ml/m3 

Inlet concentration of HCN 3± 0.3mg/l 

Concentration of registration of the HCN 

breakthrough 
10 ml/m3 

Concentration of registration of the (CN)2 
breakthrough 

5 ml/m3 

 

In the gas technique, the protective action of breakthrough time 
(tB) is defined as the time for which the concentration of poisonous 

substances in the steam-air flow after the sorbent layer reaches a 
preset value for the relevant experimental conditions. 

The breakthrough time of the samples for the toxic substances 
Cl3CNO2 and HCN was investigated in our previous study [8]. 

A. The breakthrough time of the samples exposed to the vapor of 

COCl2 

The breakthrough time of the vapors of the chloropicrin under 
the conditions set, for the studied samples are given on figure 1.  

According to the currently adopted mechanism [15] COCl2 can 
be neutralized by physical adsorption combined with impregnation. 

COCl2 is hydrolyzed from the pre-adsorbed water vapor from the 
air generating HCl and carbon dioxide -CO2. Afterwards hydrogen 

chloride reacts with Cu and Zn (predominant basic carbonates) 
complexes to form Cu and Zn chlorides.  

The last one has a negative effect on the possibilities of 

impregnates to further protection for example against HCN. 
From table 1 it can be seen that the initial activated carbon-

ACVM has an about two times shorter breakthrough time than the 
same parameter for all examined gas carbon samples. This strongly 

proves the role of the impregnated gas carbons in the process of 
disposing of the vapor of COCl2. 

 

Fig1. Breakthrough time (tв) of the initial activated carbon and 

the impregnated samples 

Based on the obtained results and the comparison of the all gas 

type carbons, it can be concluded that the higher values of 
breakthrough time are shown by the samples of the ASC Whetlerite. 

Samples from the ASZС type (without samples with high content of 
К2СО3 т.е > 4 mass% have a breakthrough time a little lower than 

the samples from ASC Whetlerite and ASZM type, but higher tB 
than the samples from ASZ-type. 

Monitoring the impact of the modifier TEDA and K2CO3 on the 

breakthrough time of the investigated gas carbons was studied. 

COCl2 reacts with the primary amines, to which TEDA does not 

relate to. The results obtained Fig.1 show that for all type samples, 
also for the impregnates having TEDA to the composition leads to 

decrease of the service time (tВ), compared to the samples without 
TEDA. Therefore, despite its high alkalinity, TEDA does not 

promote the hydrolysis of COCl2 in the pores of gas masks. The 
inclusion of K2CO3 (2 mass%) in all types of gas carbons except the 

sample  VSZM-A2 (ASZM type carbons) leads to a slight increase 
of breakthrough time. 

The inclusion of alkaline carbonates K2CO3 in the impregnation 
composition leads to:  

● pH increasing, which leads to the improvement of the 

catalytic function of additives with respect to the hydrolysis of 
COCl2. К

+ ions from the potassium carbonate improves the catalytic 

function of the carbon surface [17].  
● K2CO3 reacts with the released HCl (hydrochloric acid) 

thus protecting the Cu and Zn- compounds (mainly basic 
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carbonates) of the impregnates.  Thus the catalytic function remains 
for the longer period, respectively the breakthrough time is 

prolonged. Especially Zn(CO3)2(OH)6, protected with К2СО3 from 
HCl, also prolongs the reaction time with HCl, respectively the 

service time (tB) of the gas carbons from the type ASZC (2 mass% 
K2CO3). 

 For the VSZM-A2 sample probably Мо cause an effect 

interfering with the function of К2СО3. 
The impact of the breakthrough time was studied with regard to 

the increasing content of К2СО3 (> 2 mass%). For the sample 
VSZС-A4 (4 mass% К2СО3) it can be seen a slightly decreasing 

breakthrough time - about 4.1% compared to VSZС. The tendency 
remains and is strongly expressed in samples VSZС-A6 and VSZС-

A8, decreasing with 11% and 19.2% respectively. Therefore, an 
increase of the К2СО3 content with more than 2 to 4 mass%, leads 

to a decrease in breakthrough time of the sample type ASZC 

compared to VSZC, reaching about 20% for VSZC-A8. 
The results obtained of the gas carbons catalyst, containing 

К2СО3 in the impregnant composition for COCl2 detoxification, can 
be summarized in two groups, the first one is the samples, 

comprising К2СО3 < 4 mass%, and the other one for the samples 
with К2СО3 > 4 mass%. 

For samples, comprising К2СО3 < 4 mass%, we can assume that 

the hydrolysis (including the components of the impregnates, as 
well as on the surface of the initial activated carbon, promoted with 

К+ , do not proceed separately, but in a synergetic mechanism in 
COCl2 hydrolysis. The weak physical adsorptions probably occurs 

not only at К2СО3 2 mass%, but also at 4 mass% (but probably 
much less significantly).  

For the second modified gas carbons, comprising more than 4 
mass% content К2СО3, the catalytic process of hydrolysis weakens, 

based on the synergistic effect of the impregnates and the surface of 

the initial carbon weakens (due to the optimal values pH, 
corresponding to potassium carbonate mass content (2 до 4 mass% 

К2СО3). The physical adsorption of COCl2 from the gas carbon is 
completely stopped. 

IV. CONCLUSION 
 

The protective properties of the obtained gas carbons (carbon 

catalyst) was studied, including the modified samples on the 
representative toxic substance (COCl2) with catalytic detoxification 

combined with chemisorptions of the products of vapor conversion 
of the toxic substance was studied.  

From the examined types of the carbon catalysts in terms of 
vapor of COCl2, the highest breakthrough time (tB) was observed in 

the ASC Whetlerite type samples, and the lowest for the initial 

samples –ACVM.  
The protective properties of the synthesized new type gas 

carbons (including the modified samples) of the newly obtained 
carbon catalysts were established, providing a sufficient level of 

protection against the studied toxic substances.  
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