
Possible approach for standard operating procedures  development for intelligent security 

systems functioning 

 
Valeri Panevski 

Institute of Metal Science Equipment and Technologies with Hydro- and Aerodynamics Centre “Acad. A Balevski” 

at the Bulgarian Academy of Sciences, 67 Shipchenski Prohod Street, 1574 Sofia, Bulgaria 

panevski@ims.bas.bg 

 
Abstract: Standard Operating Procedures are a common guide to the organization's activities. Their development and use are an integral 

part of a successful management system of an organization, as it provides staff with information on the proper per formance of a job and 
facilitates consistency in achieving the desired end result. 

Standard Operating Procedures describe the exact steps needed to perform the organization's security tasks and are important both for 

maintaining the level of competence of the staff performing a particular job and for training new employees. To reduce errors within 
organisation in terms of security-related activities and the mission-critical processes is the basis of this paper. 
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1. Introduction 

Today's applied research and development should be publicly 
available and usable for the development of modern products or 

services. Therefore, long-term availability of research data is 
essential for the economics of the production process with a focus 

on the timely application of research. However, the availability of 

information is not enough in itself, but its quality must be verifiable.  
Measures to ensure subsequent use and/or reproducibility should 

include the entire life cycle of the research, from experimental 
design to data generation, quality control, statistical analysis, 

interpretation and validation of results. Consequently, high-quality 
records, representing a set of documents to verify the origin of the 

data, are essential elements that can act as a certificate for potential 
users. These records also provide optimization in the traceability 

and transparency of processes, thus improving the reliability of the 

results. 

In recent years, standards for data analysis and documentation 
have been promoted by initiatives of associations of research and 

business organizations, such as the Centers of Competence (CoC), 
which are under construction in our country. Notwithstanding what 

has been done so far, what is still largely lacking in academic 
research in the scope of its applicability are agreed procedures for 

complex routine research work processes. In this case, well-

designed documentation, such as Standard Operating Procedures 
(SOPs), offers clear guidance and instructions specifically 

structured to avoid deviations as an absolute necessity for 
reproducibility in the security area of the organization. 

Through the establishment of CoC, it is expected to contribute 

to the improvement of the coordination of security and 
sustainability efforts, through the use of trusted partnerships in the 

private and public sector and the provision of technical assistance 

and assessments, incl. and risk assessment, of national stakeholders 
as well as critical infrastructure owners and operators throughout 

the country. Last but not least, the provision of information by the 
CoC on the identified gaps, together with a study of emerging 

technologies, is expected to help critical infrastructure operators to 
seek future security capabilities (both in the short and long term).  

Therefore, in the following lines I would like to present a 

variant of a standardized work process, which frames the 

development of SOPs, ensuring the functioning of the Model of 
Intelligent Security System (MISS) [1÷5], developed in the 

conditions of the Centers of Competence “Quantum 
Communication, Intelligent Security and Risk Management 

Systems (Quasar)”, to be used as a starting point for appropriate 
research documentation development.  

 

 

2. Definition, types and benefits of SOPs for the 
security of the organization 

 
2.1 Definitions 

Definition of standard operating procedure:  

- “established or prescribed methods to be followed 
routinely for the performance of designated operations or in 

designated situations”; [6] 

-  “Standard operating procedure (SOP), also called 
standing operating procedure, set of written guidelines or 

instructions for the completion of a routine task, designed to 

increase performance, improve efficiency, and ensure quality 
through systemic homogenization”; [7] 

-  „Standard Operating Procedures (SOPs) are formal, 

written guidelines or instructions for incident response that typically 
have both operational and technical components“. [8] 

Simply put, SOPs facilitate the execution of business tasks by 

personal. They present the content of a complex task, how to 

approach and what to do in case of unusual circumstances, which is 
of great importance in the field of security and protection of the 

organization. 

 

2.2 Types of SOPs 

There are different types of SOPs [9], depending on the 
organization’s mission and the following list provides examples of 

them:  

 Operational SOP: The standard procedures for working 

with standard equipment or performing repetitive technical activity 
are outlined; 

  Administrative SOP: The typical function or program 

responsibilities within a specific job are explained; 

  Analytical SOP: Documentation of the exact steps and 
methods in performing a repetitive process;  

 Methodic SOP: A complete description of the test system 

or test method;  

 Safety SOP: Detailed description of all precautions to 

ensure a safe working environment;  

 Infection Control SOP: Enter the correct protocol to 
ensure that devices, equipment and facilities are cleaned in 

accordance with best practices;  

 Change Control SOP: Provide guidance on implementing 
and ensuring required organizational changes;  
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 Quality Assurance SOP: Detailed description of the steps 
for maintenance and quality control; 

 Complaint Management SOP: Description of ways to deal 

with complaints, from receipt through addressing to archiving. 

SOPs communicate between the members of the team of an 
organization at all levels - from senior management to the executive 

staff. In this regard, a practical way of thinking about SOP is to 

categorize them as technical SOPs or management SOPs. 

Technical SOPs describe in detail how a task should be 
performed. They often take the form of a recurring work order, a 

preventive maintenance work order or an order for inspection. 
Sometimes they also describe how stakeholders can deal with 

possible difficulties, if they arise. Technical SOPs can vary 
depending on the hierarchical level in the organization where they 

are performed, namely department, asset, facility and business 

function. 

Management SOPs describe how all other SOPs are created, 
updated, distributed and controlled. In essence, SOPs outline the 

processes and procedures for defining, documenting and 
implementing standard operating procedures. 

Therefore, management SOPs provide guidance on how 

managers at different levels of the organization should develop 
technical SOPs. They outline who is responsible for reviewing, 

approving, implementing and revising the SOP. In addition, 

management SOPs summarize the process of auditing technical 
SOPs for accountability. 

This also means that management SOPs need to be checked and 

revised as often as technical SOPs. They can provide data on 
compliance with security standards and help manage the regular 

cycle of writing, approving and reviewing the SOPs used. The 
documentation of the standard operating procedures is a solid proof 

of the effectiveness of the current security and protection plans 

within the scope of the overall management system of the 
organization. 

 

2.3  Benefits for the organization from the development and 

implementation of SOP 

In the absence of appropriate procedures, organizations run the 
risk of their security personnel performing tasks in a way that could 

potentially jeopardize their business. In this regard, the benefits of 

developing and implementing SOPs can be systematized as follows: 

 Proof of compliance with organizational, national and EC 
regulatory requirements; 

 Reducing the level of improper communication between 

employees, with responsibilities in the field of security and 
protection of the organization; 

 Providing checklists to audit the effectiveness of security 

and protection processes; 

 Optimization workflows and improvement efficiency by 

minimizing errors and reducing the amount of false alarms that 
occur arbitrarily; 

 Eliminate unproductive steps that lower security and 

protection; 

 Create new operating system settings, including security 
and protection; 

 Improving the efficiency, trust and legal protection of 

security and protection activities; 

 Tracking and measuring organizational skills; 

 Optimizing the involvement and training of new 

employees in the field of security and protection of the 
organization.. 

Creating and monitoring multiple and different SOPs in an 
organization can be a challenge. The management process becomes 

even more difficult with the development of organizations. That is 
why the digital introduction of the developed SOPs is an important 

moment in the functioning of the management system of the 
organization [10]. 

Advantages of using digitized SOPs:  

 Simplify audits: Cloud checklists provide digital audit 
trails and are available 24/7 for control; 

 Improves decision making: Digital dashboards provide 

information about work, time and other insightful indicators; 

 Increases efficiency: Processes are continuous and 
complete on schedule, because everyone always has their 

smartphone in their pocket; 

 Improves quality control:Operations are performed 

correctly, consistently and quickly,  

 Improves employee skills: Employees are more easily 
updated and trained in new procedures; 

 Saves time: Managers can very easily determine when 

SOPs need to be changed.  

Moreover, tracking information, internal controls and business 
processes are easier when SOPs are digitized using standard 

operating procedure software, especially when, for example, 

structures and activities with security and security responsibilities 
are involved. 

Due to the benefits realized by the business community from 

the digitalization of the process of development and implementation 
of SOP, there is an increased demand for SOP software. Although 

this software has specific features, they are all used to improve the 
workflow. 

Modern SOP software has features such as, but not limited to: 

Integrated workflow; Sharing and permissions; Team training; 

Template library; Intuitive design; PDF manuals; Real-time 
reporting; Personalized registrations; Approval workflows; 

Feedback tools; Team cooperation; Document management; 
Immediate visibility in current work processes; Workflow tracking; 

Support for multiple devices; Decision points; Process capture, 
control, analysis; Control of the approval process; Online portal for 

round-the-clock access; Simulation and testing and Training of 

employees[11]. 

According to certain sources [11], the group of advanced SOP 
softwares, which are currently used by organizations in the 

international aspect and give good results, may include: 
SweetProcess; Tallyfy; EtQ; Way We Do; SOP Express; JobRouter; 

SystemHub; Dozuki; Process Street; Zavanta. 

 

3. SOPs model for MISS functioning 

 

3.1 Functional model of the intelligent security system 

Developed by the members of Work Package 2 “Intelligent 
Security Systems” under the CoC “QUASAR” project, the MISS of 

the Critical Infrastructure (CI) schematically describes the purpose 

and activities of security (if necessary and protection), the personnel 
who perform them and the interconnections and the consequences 

of these activities [12]. The purpose of MISS is through technical 
[13,14,15], organizational and other measures and activities to be: 

identified threats, proposed response and response to prevent 
unauthorized access to/unauthorized impact on the protected area 

/protected areas of the CI/ object of the CI. 

Actions to prevent/counteraction unauthorized access are 

planned in advance, based on scenarios corresponding to the 

 

INTERNATIONAL SCIENTIFIC JOURNAL "SECURITY & FUTURE" WEB ISSN 2535-082X; PRINT ISSN 2535-0668

82 YEAR V, ISSUE 3, P.P. 81-84 (2021)



location and depth of penetration, specifics of the landscape and the 
remoteness of the region from the main communications and from 

the local structures for security and protection, to prevent adverse 
effects from accidental people and taking measures to neutralize 

violators and ensure security and protection of vulnerable assets. 
The size of different levels of protection is determined by the risk 

level, the response time, the technical means available and the 

characteristics of the area. 

MISS consists of two parts: 

 Organizational part; 

 Technical part. 

For the purposes of this paper, the model of the technical part 
will be considered in the following lines.  

The model of the technical part is reproduced schematically, 

through the prism of the structure and content of the MISS’purpose, 

by: 

 model of the territory of the CI location - it includes the 
development of a model on the territory of a key asset of the 

organization, considering in detail the peripheral security zone. The 
model covers all elements of the territory, risks and threats 

assessment and equipment of security components (including 
protection, if necessary); 

 model of risks and threats against CI - aims to analyze the 

possibilities for impact on the critical objective / critical asset on the 

basis of developed scenarios and risk assessment; 

 model of the equipment for security and protection of CI - 
is built in order to specify the types and amount of equipment, 

depending on the ability of risk factors (terrorist acts or devastating 
effects caused by nature) to affect the CI. 

The models assign the parameters determined by the probable 

means of influence by terrorists/damaging factors of natural 

disasters, the characteristics of the technical equipment for 
monitoring and warning of the reaction forces - transport, 

Communications and Information Systems, armaments, assessment 
of the territory and determination of time for reaching critical 

points, etc. 

Based on the model of the technical part is the proposed 
functional diagram of MISS (Figure 1). This scheme is the basis of 

the version of SOPs, providing the technical part of the modes of 

operation, training of staff to maintain and develop capabilities, 
training of new staff, as well as review and optimization of the 

system. Depending on the size of the CI, it is appropriate to develop 
a Manual that contains various SOPs, ensuring the proper technical 

functionality of MISS, consisting of a large number of deployed or 
stationary physical protection subsystems (peripheral and internal).  

3.2 SOPs variant for MISS functioning 

The CI's security policy is a well-thought-out system of 

principles that guides management decisions to achieve rational 

results. It is a declaration of intent and is applied as a procedure or 
protocol. 

The declarations in each policy, incl. in the field of security, 

they must be able to become SOPs. Combined with a matrix of 
responsibility and delegation of authority, these SOPs must ensure 

real work to be done on a daily basis in the field of security. In 
addition, these SOPs need to be developed in such a way that they 

can be revised and improved without changing security policy. 

Also, these SOPs must provide the opportunity to be hierarchically 
separated to cover all subsystems of the CI’s security system. 

Table 1 presents the framework of SOPs ensuring the 

functioning of the MISS. 

 

 

Figure 1: Functional diagram of the MISS 

Table 1: List of SOPs for MISS functioning  

 

On this basis, in the next stages of the development of the topic, 
according to the Work Program of WP2, from the project CoC 

“QUASAR”, the approach will be refined and enriched. 

 

The compatibility between the MISS functional diagram and the 

developed SOP framework providing the functionality is presented 
in Figure 2. 

 

4. Conclusion 

SOPs are developed and implemented, depending on the 

mission, by government organizations, private business and 
academic organizations (by scientists and engineers from all 

sciences, technologies, engineering and mathematical disciplines). 
SOPs can also be extremely valuable in the field of security of the 

CI. 

In this regard, the purpose of developing SOPs is to ensure that 
all employees of the CI in the field of security perform their tasks in 

the same way, which is necessary as a condition for obtaining the 
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expected output of the process - security, and thus ensuring the 
Business Continuity Management of the CI. 

Therefore, by presenting a basic final version of standardized 

operational procedures for the functioning of ISS, the contribution 
of the CoC QUASAR to improving the security of national CIs is 

expected to be extended. 

 

 

Figure 2: Compatibility between the process of functioning of MISS and 
the development of SOPs 
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