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Abstract: Risk assessments are not a one-off action, but there are no formal guidelines on when and how often a risk assessment should be 

carried out. Changing factors affect the risk assessment parameters. The strongest influence of these changes is the probabil ity of an 

accident. The article describes the main parameters of a model that is built on the basis of an asset and the incident scenarios defined for it . 
An analysis of the changes in the probability of an accident has been made. Dependencies are derived to determine the appropriate periods 

for checking the risk factors. These periods must ensure an acceptable level of risk, which is within acceptable levels for the organization. 
Keywords: PROBLEM SOLVING, CONTROL METHODS, AND SEARCH; RISK MANAGEMENT; INFORMATION SECURITY 

 

1. Introduction 

The risk management standards ISO31000 [1] and ISO 31010 
[2], as well as the risk management standard for Information 

Security (IS) - ISO / IEC 27005: 2018 [3] define the stages and 
activities in the risk management process. . It is necessary for each 

asset to identify all threats and vulnerabilities to the asset. 
Vulnerability is mapped to each threat and thus incident scenarios 

are identified. In this sense, an incident means a threat that has 

attacked a vulnerability and led to a negative impact on the asset. 

This must take into account how often the threat is realized and 
how easily the vulnerability can be exploited [3]. This analysis 

should take into account the applicable statistics on the probability 
of threat, the motivation and capacity of the intended sources of 

threat, factors that characterize random sources of threat, individual 
vulnerabilities and cumulative vulnerabilities, applied control 

mechanisms and their effectiveness. 

After determining the scenarios for an incident, using 

qualitative and quantitative methods, the levels of probability of 
realization of scenarios are determined, as well as the levels of 

impact that each incident may have on the asset [4]. 

The level of risk is determined by the probability of each 
scenario and the impact of the incidents. It is a snapshot of the risk 

to the asset because the assessment was made under certain 
conditions for the asset. Over time, the conditions for the asset 

change and it is therefore possible that the probability of an accident 

and the impact of the incident may change [4]. 

The risk assessment process sheds light on the circumstances 
and other factors that may change or invalidate the risk assessment. 

According to standard EN 31010: 2010 [2], these factors must be 
specifically identified for periodic monitoring and review so that the 

risk assessment can be updated as necessary. 

The standard ISO / IEC 27004: 2017 [5] stipulates that 
organizations must set specific deadlines for monitoring, measuring, 

analyzing and evaluating the necessary measures and the life cycle 

of individual data support measures. 

The risk management standards provide recommendations that 
in the event of significant changes in the subject matter of the 

organization, improvements made to the organization, problems 
arising from the task, incidents or omissions, it is necessary to 

perform extraordinary checks of risk factors and re- risk assessment 
for an asset. However, there are no formal guidelines in the 

standards on how often inspections and risk assessments should be 

performed. Many specific parameters have an impact on the use of 
different assets. In addition, each asset has a different impact on the 

level of risk. For these reasons, there are no clear and definite rules 
in the standards for determining the periodicity of inspections of 

operating conditions and changed risk factors. 

When building information security management systems, in 
most cases the inspection periods are recommended by experts 

based on statistics from insurance companies and state statistical 

organizations.The literature review did not find data for analysis 
and methods for determining the periods for checking the risk 

factors for different assets. 

The purpose of the present study is, based on an established 
analytical model of the process of change of risk factors [4], to 

determine the periodicity of the necessary checks for changes in risk 
factors. The specified period of the performed inspections must 

ensure an increase of the risk below certain limits. 

The article is structured in 4 parts: introduction, analysis of the 
influences of the changed risk factors on the probability of 

realization of an incident, assessment of the periodicity of the 

inspections of the risk factors and the risk assessment and 
conclusion. 

 

2. Analysis of changes in risk factors 

In order to derive the dependence on the periodicity of the 

inspections of the risk factors, an analysis of the changes of the risk 
factors has been performed and the probabilistic characteristics of 

these factors, which change most dynamically, have been 

formulated [4]. We will consider some more important statements 
from this analysis. 

 

2.1. What are the risk factors? 

The standard ISO / IEC 27005 [3] defines that the risk factors 

that affect the value of risk are the value of assets, impacts, threats, 
vulnerabilities, probability of occurrence. 

Risk factors need to be monitored to verify identified threats, to 

determine whether there are new threats, to determine vulnerability 

levels, to verify established incident scenarios, and to check for new 
links between threats and vulnerabilities. In addition, it is necessary 

to check the applied controls and evaluate their effectiveness. 

Proper and timely conduct of inspections of risk factors ensures 
accurate and up-to-date determination of risk levels for all assets 

and adequate implementation of information security management 
policies. 

 

2.2. Initial conditions of the analysis 

The conducted analysis is made on data for an organization with 
an introduced risk management system for information security. 

After performing the initial risk assessment, the standards require 
constant monitoring of the system. In such a case, in determining 

the period until the next inspection for an asset, it may rely on the 

following state of the risk management system: 

• The asset is identified by group and type; 

• All threats to the asset have been identified; 

• At the time of the inspection, all identified vulnerabilities have 
been defined; 

• All threat-vulnerability relationships have been identified and 

all incident scenarios have been identified; 
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• During the inspection the level of probability of an accident
(realization of a threat) was established or confirmed; 

• The impacts of an incident with the asset have been

determined; 

• After the inspection, the level of risk for this asset is calculated
or confirmed; 

• The limit level of acceptable risk and therefore the limit level
of probability of an accident has been confirmed. 

Based on these available data, we need to determine when to 

carry out the next risk check and, if necessary, recalculate the level 
of risk for the asset. 

In the process of changing the level of risk, the greatest 

influence is exerted by the probability of an accident. In addition, 
this element of the level of risk changes most dynamically. From 

this point of view, it is important to study the rate of change and the 

levels of change in the level of probability of an accident. It is also 
assumed that the dynamics of the emergence of new scenarios is 

less than the dynamics of changes in the described scenarios and 
will not affect the objectives of the analysis [4]. 

2.3. Analysis of changes in the probability of an 

accident [4] 

An analysis of changes in the probability of an accident has 
been made [4]. The analysis is based on a mathematical model in 

which the following parameters are used: 

n - Number of incident scenarios (threat to vulnerability) for the 

asset in question. We assume that this number is constant within 

one year; 

q - the probability of a change in conditions in a particular 

scenario; 

K - Number of changes in probability characteristics during the 

year. This number applies to all scenarios and is a random variable. 
It is characterized by the fact that all scenarios are equally exposed 

to danger and changes in probabilistic characteristics occur 
independently of each other. Such a random variable is 

characterized by a binomial probability distribution. It is known that 

at small values of the probability q the binomial distribution 

approaches the Poisson distribution. To facilitate the analyzes, we 

use the Poisson distribution with parameter λ = nq [6], the 

mathematical expectation λ and the variance also λ; 

X - a continuous random variable that represents the magnitude 

of the addition to the probability of an asset incident. This addition 

occurs as a result of changes in the conditions for the 
implementation of the scenarios. The hypothesis that this random 

variable has an exponential distribution with intensity ξ is often 

accepted [7]. 

The sum of the additions (changes in probabilities) during the 
year is also a random variable and the asset may be at risk if this 

value exceeds a certain critical level [4]; 

I0 - the initial level of probability of an incident with the asset 

for the period between two inspections. This level is defined when 

assessing the risk for the asset and due to accidental changes in the 
risk factors for this asset, it can be changed until the next 

inspection; 

t - time between two checks of risk factors; 

It - the resulting, accumulated value of the probability of an 

accident at time t. 

These parameters will also be used in determining the allowable 
time between risk factor checks. 

We will consider the conclusions and dependencies that are 
made on the basis of the analysis. 

The appearance of changes in risk factors will lead to the 

formation of an addition to the probability at the end of the period. 

This quantity is the sum of a random number K(t) of random 

variables Х1, Х2, ...XK(t). 

In this case, the probability of an accident at the end of the 
period will be determined according to equation (1) [4]: 

(1)

The random variables Х1, Х2, ...XK(t) are assumed to be 

independent and with the same distribution with mathematical 

expectation μ and variance σ2
.

After application and conversion, the total value of the 

probability of an accident is determined as a mathematical 
expectation by equation (2) [4]: 

(2)  , 

Where: E(It) - represents the total level of probability of an 

incident with the asset, which is accumulated for time t; I0  is the 

initial level of probability of an asset incident; λ is the rate of 

change of conditions; λt is the average rate of accumulation of 

additives; μ - makes sense of the addition to the probability of an 

accident. This shows how much the probability of an accident 
changes on average. 

Then, for a time t after the risk assessment of an asset, the risk 

factors must be checked and, if necessary, the level of risk must be 
re-determined. The performed inspection serves as a starting point 

for determining a new period for performing the next inspection of 
the risk factors. 

3. Determining the periodicity of inspections of
risk factors and risk assessment. 

The purpose of the following analysis is to define an analytical 

expression to determine over what period of time the risk factors for 
incidents should be checked. This period should ensure that the risk 

to the asset increases to acceptable, acceptable limits. 

Above in Eq. (2) we found the total value of the probability of 
an accident as a mathematical expectation of the probability of an 

accident at time t. Assume that the moment t coincides with the 

moment of the next investigation of the risk factors. Eq. (2) can then 
be interpreted as the total value of the probability of an incident at 

the end of the period between two risk factor checks. For the upper 

limit of the increase in the probability of an accident, we can use the 
acceptable value of the level of probability approved by the 

organization, which we will denote by Ilimit. This value is 

determined and approved in the last risk assessment for the asset. 
Then the mathematical expectation of the probability of an incident 

at time t will correspond to equation (3): 

(3)

If we denote the addition to the probability of an accident for 

the period t as ΔImax = Ilimit - I0 we will get equation (4) 

(4)

The value ΔImax  can be calculated because the values Ilimit and 

I0 are defined by the risk analysis for the asset. 

On the other hand, λ = nq is a parameter of the Poisson 

distribution and makes sense of the average number of changes in 

risk factors per year for n asset events. Then:  

(5)

INTERNATIONAL SCIENTIFIC JOURNAL "SECURITY & FUTURE" WEB ISSN 2535-082X; PRINT ISSN 2535-0668

95 YEAR V, ISSUE 3, P.P. 94-97 (2021)



Assume that the statistics show an average time for a threat to 

occur for an asset. We can denote this time by tstat and use it in the 

following analyzes. 

One of the parameters of Eq.(5) is the probability of changes in 

the conditions q. It makes sense to average the number of changes 

to the conditions for 1 year. When using tstat  we can conclude that: 

(6)

The Eq.(5) for ΔImax also includes the mathematical expectation 

of the size of the additives μ, which shows how much on average 

the probability of an accident changes in a change of conditions. If 

we use tstat and assume that during this time an incident occurs with 

100% probability, then for time t an incident occurs with probability 

μ. Then: 

(7)

After substituting equation (6) and equation (7) in equation (5) 

we obtain equation (8): 

(8)

From Eq. (8) we can express the value of time t by Eq. (9) and 

Eq. (10): 

(9)

Or 

(10)

This is in fact a time when, as a result of changes in risk factors, 
the probability of an accident will reach the limit, acceptable level 

of Ilimit . 

In Eq. (9) and Eq. (10) are used the value tstat , which is not 

available for many assets. In addition, it is an integral quantity that 

depends on the intensity of all threats to an asset.  

Given the available average time data for the occurrence of each 

of the threats to an asset, we can approach the value of tstat  in two 

ways: 

• For less responsible assets, we can calculate an arithmetic
mean between all available statistics on the occurrence of a threat to 

the asset; 

• For responsible and high-value assets, it is imperative that we

use for tstat at least the time to threat. In this way we will provide an 

opportunity for inspections in a short period of time and detection 

of possible changes in the most dynamically changing threats. 

If it is not possible to determine such a statistical value tstat , an 

expertly determined value may be used. 

All other values are determined by the last risk assessment for 
the information asset. 

From Eq.(10) it can be concluded that the larger number of 

scenarios found for an asset and the smaller difference Ilimit - I0 

between the acceptable and the identified level of probability of an 

accident, lead to the need for less time between inspections of risk 
factors. 

The formula can be used to dynamically calculate the next 

period for verification and analysis of risk factors. 

We can summarize that the parameters on which the inspection 
period depends are: 

• Speed of change of risk factors; 

• The type of asset that affects the rate of change;

• The level of the calculated probability of an accident;

• The limits for determining the unacceptable risk. This will
determine the probability limit, which, if exceeded, should reduce 

the time between inspections; 

• The ratio of the level of the calculated and the permissible

level of impact of an incident on the asset. The closer we get to the 
level of tolerable impact, the shorter the inspection period should 

be. 

It should be noted that in the calculation of the period between 
the checks with the derived formula, probabilistic parameters are 

involved, which were calculated or confirmed during a previous 
check. These probabilistic parameters are calculated taking into 

account the characteristics of the work of the particular 
organization. This means that the calculated period is a function of 

both the statistical parameter for the asset and the context and 

conditions of operation of the asset in the particular organization.  

If the parameters involved in the formula are selected or 
calculated accurately, it can be argued that the formula will allow a 

more accurate determination of the time until the next check. This 
will lead to higher efficiency of risk monitoring for an asset such as: 

• Unnecessarily frequent checking of the risk for the asset,

which is associated with time and money, will be avoided; 

• Inspections over a very long period of time will be avoided. 

The unnecessarily long period between inspections implies the 
danger of missing changes in the risk factors, which can lead to an 

unacceptable increase in risk and to the occurrence of an incident 
with IS. 

An advantage of the formula is also the ability to use it to 

calculate the change in risk at any time after the last check. For this 
we need to rework formula (8) as a function of time: 

(11)

In this form, formula (11) gives the value of the probability of 

realization of a scenario at the end of the period until the next 

check. If instead of the time until the check t, we set the current 

time tcur , and the value of the probability of an accident at the 

moment tcur , we denote by Icur, we will get: 

(12)

In this equation, tcur makes sense of the time from the last check 

of the risk factors, where the probability I0 is determined, to the 

current moment when we will determine Icur. 

We can use this formula to automate the risk monitoring service 

processes for an asset. Thus, based on the latest verified risk factors 

for the asset and using data from the statistics on the intensity of 
threats, we can calculate the current value of the risk for the asset. 

These data can be very useful in the IS risk management process. 

4. Conclusion

The material discusses conclusions and dependencies derived 
from an analysis of changes in risk factors [4]. The influences of the 

speed and magnitude of the changes of the risk factors in 
determining the risk for the information security of an asset are 

considered [4]. 

The analyzes and conclusions made were used to formulate 

dependencies, through which to determine the appropriate periods 
for checking the risk factors. A formula is derived that allows an 

approximate recalculation of the inspection period depending on the 
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risk characteristics of an asset. These periods will ensure an 
acceptable level of risk that is within acceptable levels for the 

organization. 

An analysis of the influence of the calculated probabilistic 
characteristics of the asset on the size of the period between the 

checks of the risk factors is made. 

The calculation of the time until the next inspection of the risk 

factors will allow to avoid the used until now expertly determined 
permanent inspection periods. 

The defined formula for determining the period until the next 

verification of risk factors can be used in the risk monitoring 
process. For example, it can be applied in an algorithm for 

continuous monitoring of risk factors [8]. 

In addition, the derived formula allows, at some time from the 
previous check, to calculate the accumulated risk additive. This will 

allow a deterministic assessment of the level of risk at any time. 

The analysis uses the context (setting) and characteristics of the 

information security risk assessment process, but the conclusions 
can be used for the purposes of risk assessment in other risk 

management systems. 
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