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Multi-Domain Operations – A New Approach in Warfare?
János Csengeri
University of Public Service, Hungary
csengeri.janos@uni-nke.hu
Abstract: In this paper, the author studies the so-called Multi-Domain Operations, which is a relatively new term in military science. The
study focuses on the origin, definition and elements of multi-domain operations. Since the terminology is developing – or at least changing –
quite fast from multi-domain battle across multi-domain operations to all-domain operations besides terms like cross-domain
operations/effects, this emerging process need to be studied. The paper examines if this term describes a new approach of warfare or it is an
old concept in a new guise.
Keywords: MULTI-DOMAIN, CROSS-DOMAIN, ALL-DOMAIN, JOINT, MILITARY OPERATIONS, WARFARE

1. Introduction
The very beginning of the Multi-Domain Operations (MDO)
thinking can be originated from 2011, when General Martin E.
Dempsey (former commander of U.S. Army Training and Doctrine
Command –TRADOC – 2008-2011, later chairman of the Joint
Chiefs of Staff) issued the question: “What‟s after „joint‟? And the
experiences reach back to the early 2000s, when the activities of
armed forces covered not only land, sea and airspace, but outer
space and the full spectrum of electromagnetic sphere, which was
already a five dimensional model of warfighting.
Four interrelated trends are shaping competition and conflict:
adversaries are contesting all domains, the electromagnetic
spectrum (EMS), and the information environment; smaller armies
fight on an expanded battlefield that is increasingly lethal and
hyperactive; nation-states have more difficulty in imposing their
will within a politically, culturally, technologically, and
strategically complex environment; and near-peer states more
readily compete below armed conflict making deterrence more
challenging. This last as it is articulated and emphasised: China and
Russia in competition and in armed conflict.



How does the military force compete to enable the defeat of
an adversary‟s operations to destabilize the region, deter the
escalation of violence, and, should violence escalate, enable a
rapid transition to armed conflict?



How does the military force penetrate enemy anti-access and
area denial systems throughout the depth of the support areas
to enable strategic and operational manoeuvre?



How does the military force dis-integrate enemy anti-access
and area denial systems in the deep areas to enable
operational and tactical manoeuvre?



How does the military force exploit the resulting freedom of
manoeuvre to achieve operational and strategic objectives
through the defeat of the enemy in the close and deep
manoeuvre areas?



How does the military force re-compete to consolidate gains
and produce sustainable outcomes, set conditions for longterm deterrence, and adapt to the new security environment?

MDO solves the five problems through the combined
application of three tenets: calibrated force posture, multi-domain
formations, and convergence.

The development of this current operational concept started in
2014 led by General David G. Perkins, commander of TRADOC
from 2014 until 2017. The document, which introduced the new
concept in a truly articulated way, was prefaced by the then
commander who asked the question: “Win in a Complex World –
But How?”. The novelty in this relatively fresh concept is that the
joint force conducts operations in all domains parallel, highly
synchronised and as a result synergistic effects can be created. [1]

Calibrated force posture is the combination of capacity,
capability, position, and the ability to manoeuvre across strategic
distances. The appropriate balance of capabilities across the Total
Force provides cohesive, fully capable forward presence forces and
expeditionary forces able to deploy within strategically relevant
time periods. Forward presence forces consist of Army forward
deployed and rotational units and capability sets. The persistence of
forward presence forces is a foundational element of dynamic
employment of the military force as it enables joint strategic
manoeuvre with critical combat, sustainment, protection, and
mission command capabilities.

2. The Issues and Tenets of MDO
As it is frequently stated in international relations there are only
two states of existence: competition and armed conflict. In
competition, the military (joint) force expands the competitive
space through active engagement to counter coercion,
unconventional warfare, and information warfare directed against
partners. These actions simultaneously deter escalation, defeat
attempts by adversaries to “win without fighting,” and set
conditions for a rapid transition to armed conflict. In armed conflict,
the military (joint) force defeats aggression by optimizing effects
from across multiple domains at decisive spaces to penetrate the
enemy‟s strategic and operational anti-access and area denial
systems, dis-integrate the components of the enemy‟s military
system, and exploit freedom of manoeuvre necessary to achieve
strategic and operational objectives that create conditions
favourable to a political outcome. In the return to competition, the
military force consolidates gains and deters further conflict to allow
the regeneration of forces and the re-establishment of a regional
security order aligned with strategic objectives.

Multi-domain formations possess the combination of capacity,
capability, and endurance that generates the resilience necessary to
operate across multiple domains. Multi-domain formations can
conduct independent manoeuvre, employ cross-domain fires, and
maximize human potential.
Convergence is the rapid and continuous integration of
capabilities in all domains, the EMS (Electromagnetic Spectrum),
and the information environment that optimizes effects to
overmatch the enemy through cross-domain synergy and multiple
forms of attack all enabled by mission command and disciplined
initiative. [2]

3. The Development of Thinking about Warfare in
Multiple Domains
It was recognised in 2017, when the concept was called MultiDomain Battle, that the new approach must cover a much more
complex environment: AirLand Battle gave us a battlefield

To achieve these strategic objectives, the military force and
partners, must solve five operational problems:
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framework of deep, close, and rear to frame the problem of how the
U.S. military would fight outnumbered and win. Multi-domain
battle‟s framework must allow victory in an even more complex
world. Multi-domain battle is developing an expanded battlefield
framework to fight across the breadth and depth of enemy
capabilities, seamlessly reaching from battlefield to home station
and across multiple domains. [3]

domain formations, capable of operating across land, sea, air, space
and cyberspace, conduct information operations, and contest the
electromagnetic spectrum (EMS). MDO describes manoeuvring
across these domains as convergence, with tactical commanders
needing to understand how their actions shape other domains, and
exploiting successes, or guarding against vulnerabilities that may
emerge in them. By manoeuvring across domains, military forces
seek to penetrate enemy anti-access and area denial (A2AD)
systems, disintegrate them, exploit the breakdown of enemy
cohesion to defeat their units in detail, and then set the terms to
return to competition in a favourable position. [6]

Initially, for the first couple of years of the MDO concept, it
was called Multi-Domain Battle (MDB), following the naming of
the previous method of warfare the AirLand (and AirSea) Battle –
ALB and ASB. By 2018, the concept was quite settled and was renamed as we mentioned earlier: Multi-Domain Operations, and
there were numerous reasons. First, if the concept is to be truly joint
and multi-service, we need clarity and alignment in how we talk.
The Air Force talks of Multi-Domain Operations and Multi-Domain
Command and Control, while Army talks of Multi-Domain Battle –
often covering similar, if not the same, ideas and capabilities. What
they are committed to are the ideas of converging capabilities across
the joint force with continuous integration across multiple domains.
Second, it cannot be done alone. The armed services can win battles
and campaigns, but winning wars takes the whole of government. It
helps the entire effort if our interagency partners are comfortable
with and conversant in our warfighting concepts and doctrine. And
third, it is never just about the fight. When it comes to combat, there
is no one better than the combined weight of the military and the
allies and partners. However, the operating environment is evolving
and nation-state-level competition has reemerged, as evidenced by
recent actions by both Russia and China. The importance of
winning the “competition” that precedes and follows conflict is
essential. However, the use of Multi-Domain Battle seems to
indicate this concept was only for the conflict phase. While there
are battles within competition, winning them is pointless if they are
in isolation to the larger context of deliberate operations supporting
national strategy. [4]

In 2016, the U.S. Air Force has already articulated its multidomain command and control (C2) concept as a way to improve
operations across the air, space and cyberspace domains. [7] The
Army evolved MDB into MDO in 2018 and is now working to
make MDO a truly joint and multi-service concept that could
eventually be codified into doctrine. [8] Furthermore, by 2020 it can
be found that after the Army‟s initiative the Marine Corps, Air
Force and Navy are embracing the concept, as well. From the kill
chains that has been using today the emphasis moves to a much
faster kill web. Under the Joint All-Domain Command and Control
(JADC2) initiative the high-speed data communications network
has been pursuing, which is a key element of this evolved concept.
[9]

4. The Critique of MDO
As it is usual, the MDO as a concept has its doubts and
critiques. At first glance, it could be asked if there is any difference
from joint warfare or joint operations. This basic reflection can be
found in many publications: “Warfare has rarely been confined to
land, sea, or air alone. … The unified application of military power
across domains has resulted in decisive tactical, operational and
strategic advantage.” [10]
Another critique is for concept developing and as such the
probability of choosing the proper threats and assumptions: “…this
makes sense only if Russia and China actually plan to attack nearby
nations, and if American policymakers would be willing to go to
war to throw them out. The new Army report and, more broadly, the
U.S. military's vision of the future are based on strategic and
political assumptions that may or may not hold. As is always the
case, assumptions are the foundation of any vision of the future but
also its greatest potential weakness.” [11] As this view shows,
during this particular concept development in order to work well the
so called near-peer or peer-on-peer adversary should act as the spirit
of the idea demands.

The predecessor of MDO is usually identified as the thirtyseven years ago raised, so called AirLand Battle, or at least
connected with it. AirLand Battle was a shift from a focus on lowintensity, small-unit, decentralized counterinsurgency operations to
larger-scale operations, heavily dependent on sophisticated
technology for decisive operations fighting outnumbered in the U.S.
European Command Theater. Although Multi-Domain Operations
shares common traits with AirLand Battle, there are important
differences that deserve attention before dismissing Multi-Domain
Operations as a blast from the past. Introduced in 1982, then refined
in 1986 and again in 1993, the AirLand Battle concept replaced the
Active Defense doctrine of the immediate post-Vietnam War years.
The tenets of Army operations that comprised AirLand Battle were
built on Carl von Clausewitz‟s Principles of War – specifically,
initiative, depth, agility and synchronization – and informed by
observations from the 1973 Yom Kippur War. AirLand Battle
doctrine focused on the 3D and technology impacts on modern
warfare that called for rapid, integrated air and ground maneuvers
and viewed a battlefield extended in geographic dimensions and in
time. [5]

Other experts sometimes articulate less direct criticism that is
more like a strong proposal but a strong proposal that planners
should consider carefully: “Kinetic effects are unlikely to present an
issue in the representation of Multi- Domain Operations. …
Nonkinetic effects present issues when representing combat
operations. Regardless, Multi-Domain Operations demands
representation of nonkinetic effects. Nonkinetic effects often
involve unique human interactions that are not consistent or
predictable. Representing nonkinetic effects at a minimum requires
adjudication from subject-matter experts. If time permits, the range
of possible nonkinetic effects may be used to conduct sensitivity
analysis.” [12]

Others not just say that AirLand Battle is the predecessor but it
has been exceeded and in the context of new and upcoming
international environment a new warfighting concept must been
created. Under its current posture, military forces would struggle to
enter theatre within a politically relevant timeframe, and
sustainment capabilities would be under serious threat, if Russia
were to launch an incursion into Eastern Europe. The concept calls
forces to have a calibrated force posture, with forward and
rotational deployments, and pre-positioned stock, so that the
military force can compete and deter adversaries below the
threshold of armed conflict and be ready to fight if necessary. The
second tenet of MDO is that the military must maintain multi-

5. Conclusions
Creating or developing military operating concepts is necessary
when major changes occur in technologies, ideas and/or
organisation. However, it is also required when the security
environment changes. Nowadays, both scenarios necessitate the
development of a relatively new or refreshed military operational
model. Technology advanced so much in the last two decades, that
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organisation and idea must follow the improvement. Cyber
capabilities, energy weapons, EMS effects, drones, robots and
precision weapons designate the development of the future‟s
military structures and theories of operations. The boundaries of
services is going to melt down and the only thing that will matter is
the desired effects. These effects can be attained through domain,
more precisely through multi-domain efforts. Also, the security
environment concludes that the Alliance should be prepared to deter
or counter the peer-on-peer or neer-peer adversaries.

[5]

S. King, & D. B., Boykin IV (2019). DISTINCTLY
DIFFERENT DOCTRINE: Why Multi-Domain Operations
Isn’t AirLand Battle 2.0. Army Magazine, 69(3), 18–21.

[6]

J. Watling & D. Roper (2019). European Allies in US MultiDomain Operations. Royal United Services Institute for
Defence and Security Studies, London

[7]

J. Knowles (2016). Multi-Domain Operations. Journal of
Electronic Defense, 39(11), 6.

Multi-domain operations mean not just actions in multiple areas
of warfare but well orchestrated, parallel military manoeuvres, fire
and non-kinetic engagements against the adversary conducted via
cross-domain manner (for instance: from surface to air; or from air
through EMS domain against a surface based target). The different
activities in different domains must be synchronised and this
synchronisation ought to be established in minutes or seconds
instead hours or days. In order to perform such a seamless and
smooth connection amongst units of different domains a shared
command and control, or rather more complex C4ISR (Command,
Control, Communications, Computer, Intelligence, Surveillance and
Reconnaissance) system is required with joint and up to date
databases, which can make available continuous situation awareness
and target folders.

[8]

J. Antal (2019). The US Army and the Multi-Domain
Operations Concept: Fire Without Manoeuvre is Indecisive.
Manoeuvre Without Fire is Fatal. Military Technology,
43(10), 22–24.

[9]

M. Watters (2020). Multi-Domain Ops. Journal of
Electromagnetic Dominance, 43(9), 12.

To operate jointly is fairly premature phenomenon in military
thinking. We do not want to refer back to the middle ages, but just
to the last century, to the age of modern warfare. There were
initiations and also instances of temporary or permanent joint task
forces even among different nation‟s military which were called
combined task forces in order to solve a particular military issue.
Probably the most credible instance of a joint unit is the United
States‟ Expeditionary Strike Groups, however these elements are
under the subordination of Maritime Command, therefore these are
not joint forces, but definitely multi-domain forces, however some
advancements are still needed. We can mention the Marine AirGround Task Forces which are composed of a command element, a
ground combat element, an aviation combat element and a logistics
combat element as well, but this is still not that capability of which
a true multi-domain force should possess in the middle of the 21st
Century.

[13] Headquarters, Department of the Army (1993): Field Manual
100-5. Washington D.C.

[10] S. W. Miller (2019). Cross/Multi-Domain Operations and
Manoeuvre Warfare. Military Technology, 43(5), 8.
[11] S. Metz (2018). The U.S. Army Has a Vision for the Future. Is
It the Right One? World Politics Review (19446284), 1–3.
[12] W. H. Viegas (2018). New Battlefield Realities Create
Challenges. Army Magazine, 68(11), 13–15.

[14] Joint Air Power Competence Centre (2019): Readahead –
Shaping NATO for Multi-Domain Operations of the Future.
Joint Air & Space Power Conference, Kalkar, Germany
[15] D. G. Perkins (2017): Preparing for the Fight Tonight: MultiDomain Battle and Field Manual 3-0. Military Review, 97(5),
6–13.
[16] Z. Krajnc, E. Vallus (2021): Contemporary Low Slow and
Small (LSS) Threat from the Air Defence View. International
Scientific Journal Security & Future 5(2), 46-48.
[17] Z. Krajnc (2019): A légierő nem konvencionális alkalmazása.
In: Z. Krajnc - A légtér igénybevételének specifikumai a
közszolgálat sajátos igényeinek megfelelően. Dialóg Campus,
Budapest, Hungary, 46-54.

As the situation can be evaluated, a new operational concept is
needed to be developed. The development of the multi-domain
operations concept has started at the US Army and nowadays other
nations‟ militaries are getting interwoven by the lines of this new
way of thinking. Nonetheless, finishing and to polish the concept an
Alliance-wide effort is needed especially in order to creating an
operating doctrine which could be a basis for multinational multidomain operations. It is welcomed that Joint Air Power Competence
Centre (JAPCC) – the Air Power excellence centre of the NATO –
organised a conference in the topic in 2019, further and deeper
negotiations and brainstorms are required to progress with the idea
of MDO.
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Possible approach for standard operating procedures development for intelligent security
systems functioning
Valeri Panevski
Institute of Metal Science Equipment and Technologies with Hydro- and Aerodynamics Centre “Acad. A Balevski”
at the Bulgarian Academy of Sciences, 67 Shipchenski Prohod Street, 1574 Sofia, Bulgaria
panevski@ims.bas.bg
Abstract: Standard Operating Procedures are a common guide to the organization's activities. Their development and use are an integral
part of a successful management system of an organization, as it provides staff with information on the proper per formance of a job and
facilitates consistency in achieving the desired end result.
Standard Operating Procedures describe the exact steps needed to perform the organization's security tasks and are important both for
maintaining the level of competence of the staff performing a particular job and for training new employees. To reduce errors within
organisation in terms of security-related activities and the mission-critical processes is the basis of this paper.
Keywords: STANDARD OPERATING PROCEDURES, INTELLIGENT SECURITY SYSTEMS

1.

Introduction

2. Definition, types and benefits of SOPs for the
security of the organization

Today's applied research and development should be publicly
available and usable for the development of modern products or
services. Therefore, long-term availability of research data is
essential for the economics of the production process with a focus
on the timely application of research. However, the availability of
information is not enough in itself, but its quality must be verifiable.
Measures to ensure subsequent use and/or reproducibility should
include the entire life cycle of the research, from experimental
design to data generation, quality control, statistical analysis,
interpretation and validation of results. Consequently, high-quality
records, representing a set of documents to verify the origin of the
data, are essential elements that can act as a certificate for potential
users. These records also provide optimization in the traceability
and transparency of processes, thus improving the reliability of the
results.

2.1

Definitions

Definition of standard operating procedure:
“established or prescribed methods to be followed
routinely for the performance of designated operations or in
designated situations”; [6]
“Standard operating procedure (SOP), also called
standing operating procedure, set of written guidelines or
instructions for the completion of a routine task, designed to
increase performance, improve efficiency, and ensure quality
through systemic homogenization”; [7]
„Standard Operating Procedures (SOPs) are formal,
written guidelines or instructions for incident response that typically
have both operational and technical components“. [8]

In recent years, standards for data analysis and documentation
have been promoted by initiatives of associations of research and
business organizations, such as the Centers of Competence (CoC),
which are under construction in our country. Notwithstanding what
has been done so far, what is still largely lacking in academic
research in the scope of its applicability are agreed procedures for
complex routine research work processes. In this case, welldesigned documentation, such as Standard Operating Procedures
(SOPs), offers clear guidance and instructions specifically
structured to avoid deviations as an absolute necessity for
reproducibility in the security area of the organization.

Simply put, SOPs facilitate the execution of business tasks by
personal. They present the content of a complex task, how to
approach and what to do in case of unusual circumstances, which is
of great importance in the field of security and protection of the
organization.

2.2

Types of SOPs

There are different types of SOPs [9], depending on the
organization’s mission and the following list provides examples of
them:

Through the establishment of CoC, it is expected to contribute
to the improvement of the coordination of security and
sustainability efforts, through the use of trusted partnerships in the
private and public sector and the provision of technical assistance
and assessments, incl. and risk assessment, of national stakeholders
as well as critical infrastructure owners and operators throughout
the country. Last but not least, the provision of information by the
CoC on the identified gaps, together with a study of emerging
technologies, is expected to help critical infrastructure operators to
seek future security capabilities (both in the short and long term).


Operational SOP: The standard procedures for working
with standard equipment or performing repetitive technical activity
are outlined;

Administrative SOP: The typical function or program
responsibilities within a specific job are explained;

Analytical SOP: Documentation of the exact steps and
methods in performing a repetitive process;

Therefore, in the following lines I would like to present a
variant of a standardized work process, which frames the
development of SOPs, ensuring the functioning of the Model of
Intelligent Security System (MISS) [1÷5], developed in the
conditions of the Centers of Competence “Quantum
Communication, Intelligent Security and Risk Management
Systems (Quasar)”, to be used as a starting point for appropriate
research documentation development.


Methodic SOP: A complete description of the test system
or test method;

Safety SOP: Detailed description of all precautions to
ensure a safe working environment;

Infection Control SOP: Enter the correct protocol to
ensure that devices, equipment and facilities are cleaned in
accordance with best practices;

Change Control SOP: Provide guidance on implementing
and ensuring required organizational changes;
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Quality Assurance SOP: Detailed description of the steps
for maintenance and quality control;

Creating and monitoring multiple and different SOPs in an
organization can be a challenge. The management process becomes
even more difficult with the development of organizations. That is
why the digital introduction of the developed SOPs is an important
moment in the functioning of the management system of the
organization [10].


Complaint Management SOP: Description of ways to deal
with complaints, from receipt through addressing to archiving.
SOPs communicate between the members of the team of an
organization at all levels - from senior management to the executive
staff. In this regard, a practical way of thinking about SOP is to
categorize them as technical SOPs or management SOPs.

Advantages of using digitized SOPs:

Simplify audits: Cloud checklists provide digital audit
trails and are available 24/7 for control;

Technical SOPs describe in detail how a task should be
performed. They often take the form of a recurring work order, a
preventive maintenance work order or an order for inspection.
Sometimes they also describe how stakeholders can deal with
possible difficulties, if they arise. Technical SOPs can vary
depending on the hierarchical level in the organization where they
are performed, namely department, asset, facility and business
function.


Improves decision making: Digital dashboards provide
information about work, time and other insightful indicators;

Increases efficiency: Processes are continuous and
complete on schedule, because everyone always has their
smartphone in their pocket;

Improves quality control:Operations
correctly, consistently and quickly,

Management SOPs describe how all other SOPs are created,
updated, distributed and controlled. In essence, SOPs outline the
processes and procedures for defining, documenting and
implementing standard operating procedures.


Improves employee skills: Employees are more easily
updated and trained in new procedures;

Saves time: Managers can very easily determine when
SOPs need to be changed.

Therefore, management SOPs provide guidance on how
managers at different levels of the organization should develop
technical SOPs. They outline who is responsible for reviewing,
approving, implementing and revising the SOP. In addition,
management SOPs summarize the process of auditing technical
SOPs for accountability.

Moreover, tracking information, internal controls and business
processes are easier when SOPs are digitized using standard
operating procedure software, especially when, for example,
structures and activities with security and security responsibilities
are involved.

This also means that management SOPs need to be checked and
revised as often as technical SOPs. They can provide data on
compliance with security standards and help manage the regular
cycle of writing, approving and reviewing the SOPs used. The
documentation of the standard operating procedures is a solid proof
of the effectiveness of the current security and protection plans
within the scope of the overall management system of the
organization.

Due to the benefits realized by the business community from
the digitalization of the process of development and implementation
of SOP, there is an increased demand for SOP software. Although
this software has specific features, they are all used to improve the
workflow.
Modern SOP software has features such as, but not limited to:
Integrated workflow; Sharing and permissions; Team training;
Template library; Intuitive design; PDF manuals; Real-time
reporting; Personalized registrations; Approval workflows;
Feedback tools; Team cooperation; Document management;
Immediate visibility in current work processes; Workflow tracking;
Support for multiple devices; Decision points; Process capture,
control, analysis; Control of the approval process; Online portal for
round-the-clock access; Simulation and testing and Training of
employees[11].

2.3 Benefits for the organization from the development and
implementation of SOP
In the absence of appropriate procedures, organizations run the
risk of their security personnel performing tasks in a way that could
potentially jeopardize their business. In this regard, the benefits of
developing and implementing SOPs can be systematized as follows:

According to certain sources [11], the group of advanced SOP
softwares, which are currently used by organizations in the
international aspect and give good results, may include:
SweetProcess; Tallyfy; EtQ; Way We Do; SOP Express; JobRouter;
SystemHub; Dozuki; Process Street; Zavanta.


Proof of compliance with organizational, national and EC
regulatory requirements;

Reducing the level of improper communication between
employees, with responsibilities in the field of security and
protection of the organization;

Providing checklists to audit the effectiveness of security
and protection processes;

Optimization workflows and improvement efficiency by
minimizing errors and reducing the amount of false alarms that
occur arbitrarily;

3.

SOPs model for MISS functioning

3.1

Functional model of the intelligent security system

Developed by the members of Work Package 2 “Intelligent
Security Systems” under the CoC “QUASAR” project, the MISS of
the Critical Infrastructure (CI) schematically describes the purpose
and activities of security (if necessary and protection), the personnel
who perform them and the interconnections and the consequences
of these activities [12]. The purpose of MISS is through technical
[13,14,15], organizational and other measures and activities to be:
identified threats, proposed response and response to prevent
unauthorized access to/unauthorized impact on the protected area
/protected areas of the CI/ object of the CI.


Eliminate unproductive steps that lower security and
protection;

Create new operating system settings, including security
and protection;

Improving the efficiency, trust and legal protection of
security and protection activities;


are performed

Tracking and measuring organizational skills;


Optimizing the involvement and training of new
employees in the field of security and protection of the
organization..

Actions to prevent/counteraction unauthorized access are
planned in advance, based on scenarios corresponding to the
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location and depth of penetration, specifics of the landscape and the
remoteness of the region from the main communications and from
the local structures for security and protection, to prevent adverse
effects from accidental people and taking measures to neutralize
violators and ensure security and protection of vulnerable assets.
The size of different levels of protection is determined by the risk
level, the response time, the technical means available and the
characteristics of the area.
MISS consists of two parts:


Organizational part;



Technical part.

For the purposes of this paper, the model of the technical part
will be considered in the following lines.
The model of the technical part is reproduced schematically,
through the prism of the structure and content of the MISS’purpose,
by:

model of the territory of the CI location - it includes the
development of a model on the territory of a key asset of the
organization, considering in detail the peripheral security zone. The
model covers all elements of the territory, risks and threats
assessment and equipment of security components (including
protection, if necessary);

Figure 1: Functional diagram of the MISS
Table 1: List of SOPs for MISS functioning


model of risks and threats against CI - aims to analyze the
possibilities for impact on the critical objective / critical asset on the
basis of developed scenarios and risk assessment;

model of the equipment for security and protection of CI is built in order to specify the types and amount of equipment,
depending on the ability of risk factors (terrorist acts or devastating
effects caused by nature) to affect the CI.
The models assign the parameters determined by the probable
means of influence by terrorists/damaging factors of natural
disasters, the characteristics of the technical equipment for
monitoring and warning of the reaction forces - transport,
Communications and Information Systems, armaments, assessment
of the territory and determination of time for reaching critical
points, etc.
Based on the model of the technical part is the proposed
functional diagram of MISS (Figure 1). This scheme is the basis of
the version of SOPs, providing the technical part of the modes of
operation, training of staff to maintain and develop capabilities,
training of new staff, as well as review and optimization of the
system. Depending on the size of the CI, it is appropriate to develop
a Manual that contains various SOPs, ensuring the proper technical
functionality of MISS, consisting of a large number of deployed or
stationary physical protection subsystems (peripheral and internal).
3.2

On this basis, in the next stages of the development of the topic,
according to the Work Program of WP2, from the project CoC
“QUASAR”, the approach will be refined and enriched.

SOPs variant for MISS functioning

The CI's security policy is a well-thought-out system of
principles that guides management decisions to achieve rational
results. It is a declaration of intent and is applied as a procedure or
protocol.

The compatibility between the MISS functional diagram and the
developed SOP framework providing the functionality is presented
in Figure 2.

The declarations in each policy, incl. in the field of security,
they must be able to become SOPs. Combined with a matrix of
responsibility and delegation of authority, these SOPs must ensure
real work to be done on a daily basis in the field of security. In
addition, these SOPs need to be developed in such a way that they
can be revised and improved without changing security policy.
Also, these SOPs must provide the opportunity to be hierarchically
separated to cover all subsystems of the CI’s security system.

4.

Conclusion

SOPs are developed and implemented, depending on the
mission, by government organizations, private business and
academic organizations (by scientists and engineers from all
sciences, technologies, engineering and mathematical disciplines).
SOPs can also be extremely valuable in the field of security of the
CI.

Table 1 presents the framework of SOPs ensuring the
functioning of the MISS.

In this regard, the purpose of developing SOPs is to ensure that
all employees of the CI in the field of security perform their tasks in
the same way, which is necessary as a condition for obtaining the
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Abstract: The key role of the United States in Polish security policy makes the Polish authorities strive for possibly close allied relations
with the US. In order to consolidate the allied bond and increase the defense and deterrence capabilities against Russia, Poland proposed
building a permanent base for the US Armed Forces on its territory in the strength of a division. This project was too ambitious and for this
reason it was impossible to implement in the current political and military conditions. The main reason was the concern about escalating
tensions on the NATO-Russia line. There was also no inter-alliance agreement around the project, and some NATO countries openly
opposed the "Fort Trump" concept. Experts were not convinced that the permanent stationing of a large group of American forces in Poland
would be the most effective solution to the current threats. For these reasons, "Fort Trump" was not created, and the decisions made to
increase the American military presence in Poland were much less ambitious than the proposals and expectations of the Polish authorities.
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training of troops. The MON also offered USD 1.5-2 billion to
expand the existing military and transport infrastructure.
President Andrzej Duda joined with great determination the
promotion of the concept of locating a permanent US military base
in Poland. He proposed to President Donald Trump to name the
base "Fortrm Trump" in honor of his contribution to the security of
Central and Eastern Europe. This proposal undoubtedly targeted the
narcissistic personality of Donald Trump.
The arguments and incentives presented by the Polish
authorities to convince the American administration to build a
permanent US base included, in particular:
- Successively increasing military threat from Russia;
- Conviction that the Founding Act on Mutual Relations,
Cooperation and Security between NATO and the Russian
Federation, which limited the possibility of building large
NATO installations on the territory of new member states, was
not binding due to Russia's repeated violation of its provisions;
- Permanent US base as an important factor in deterring Russia;
- Reducing the disproportion between the military potential of
Russia and NATO in Central and Eastern Europe;
- The need to balance the deployment of NATO infrastructure
in favor of the countries of the eastern flank of the Alliance;
- Thanks to the base located in Poland, securing the area of the
entire NATO eastern flank;
- Support for the concept of an American base in Poland by
other states of NATO's eastern flank,
- Readiness to transfer up to USD 2 billion by Poland for the
development of military infrastructure for American soldiers;
- Convergence and support by Poland of the main directions of
the US foreign and security policy;
- Clearly pro-American attitudes of Polish authorities and
society;
- Allocating by Poland the required by NATO 2% of GDP for
defense, unlike most allies, including rich Germany that hosts a
large American contingent;
- Supporting by Poland in recent decades American-led military
missions in Afghanistan and Iraq;
- Multibillion-dollar contracts for the purchase of American
armaments and military equipment for the Polish Army;
- Possibility of intensifying investment and trade cooperation
between Poland and other CEE countries with the US, including
in the energy sector;
- Ideological closeness between the PiS authorities and the
administration of President Donald Trump;
- Distrust and disputes of the Polish and American authorities
with the leaders of the European Union and Western European
powers, including Germany and France.
US Secretary of Defense James Mattis approached the Polish
proposal with restraint. He replied that the American administration
would analyze the offer in detail and would conduct talks with
Poland regarding specific elements of the proposal. President
Trump also showed restraint towards the project, but thanked
President Duda for the proposal and assured the further deepening
of bilateral relations between Poland and the US.

1. Introduction
After the Cold War, the Polish authorities strove for the closest
relations with the United States, which are treated as the main
external guarantor of security. In 2018, they proposed to the
American administration an ambitious plan to locate on Polish
territory a permanent military base for a division. This was
primarily motivated by the need to tighten military relations with
the United States in the context of the increasing threat posed by
Russia, and distrust to security guarantees of Western European
allies. This proposal opened a debate in Poland, America and
Europe on the legitimacy and sensibility of such action. Ultimately,
the project was not implemented, and instead there was an increase
in the US military presence on a much smaller scale and on a
permanent rotation basis.
The aim of the paper is to present, analyze and evaluate the
possibility of building a permanent military base of the United
States Armed Forces on the territory of Poland, in which a group of
troops the size of a division would be stationed. The main research
problem is the question whether the concept of "Fort Trump" was
feasible? The main thesis assumes that the Polish proposal was
definitely too ambitious and it was impossible to implement it.
During the research, the method of text source analysis was used.

2. "Fort Trump" concept
The proposal to locate a permanent US military base in Poland
resulted from Russia's increasingly assertive and controversial
military policy in Eastern Europe. During the Russo-Georgian war
in August 2008, President Lech Kaczyński, brother of Jarosław
Kaczyński, chairman of the Law and Justice party (PiS), said at a
rally in Tbilisi: "Today Georgia, tomorrow Ukraine, the day after
tomorrow the Baltic states, and then, perhaps, the time will come
for my country, Poland."1. The annexation of Crimea and the war in
Donbas deepened fears in Poland about aggression by Russia.
Russia's intensified activities in cyberspace in the form of hostility
campaigns against NATO make the countries of the Alliance's
eastern flank, including Poland, fear the possibility of even the
worst-case scenario in the form of an open war with Russia or at
least intensified hybrid actions. Since NATO does not have
sufficient potential in Central and Eastern Europe to defend itself
against aggression by Russia, and the Polish PiS authorities do not
believe in allied help from Western European allies, the remedy was
to build a permanent American military base in Poland 2.
In May 2018, the Ministry of National Defense of the Republic
of Poland (MON) sent to the United States Department of Defense
(DoD) the Proposal for a U.S. Permanent Presence in Poland3. The
offer assumed the location of an American military base in Poland,
where a contingent in the strength of a division was to be stationed
on a permanent basis. The MON proposed the Bydgoszcz-Toruń
region in the Kuyavian-Pomeranian Voivodeship for the location of
the base. According to the authors of the document, the region
meets all the requirements for infrastructure, accommodation and
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- The unjustified rewarding by the United States the Polish
authorities that gradually depart from the basic principles of a
democratic state of law.
In turn, the following arguments spoke in favor of the rotational
stationing of American troops:
- Possibility of continuous exercise of troops in the field of
mobility and logistics;
- Higher level of combat readiness of troops;
- Greater flexibility in deterrence through the ability to quickly
deploy forces to individual states of NATO's eastern flank;
- Possibility of more flexible counteraction of contemporary
hybrid and asymmetric threats;
- Ability to briefly familiarize a larger number of US soldiers
with the geographic and social conditions of the operational
area of various locations in the CEE region;
- Ability to devote more funds to developing the capacity to
host and rapidly deploy larger troops in the event of conflict and
crisis, rather than directing these funds to the construction of
permanent military installations;
- Possibility of joint training of more US soldiers with units of
the Polish Army and other CEE armies, increasing
interoperability capabilities.
The main disadvantages and costs of rotational stationing
included:
- High demand for high-readiness forces, including those
preparing for departure, stationed on site and regenerating after
rotation;
- Higher cost of rotation of soldiers with military equipment.
According to the expert opinions, the concept of locating US
troops in Poland in the number of division on the basis of
permanent stationing was too ambitious, both for political reasons
and for the availability of such forces. Basically, the authors of all
expertises considered it inappropriate to permanently transfer the
American division to Poland. Some studies advocated locating
smaller groups of ground forces, for example in the form of one or
even two armored brigades, along with supporting units. They
would be used for a rapid counter-attack against the advancing
enemy troops. On the other hand, experts were in favor of locating
in Poland commands of various levels, including the division
command or even the corps command. Moreover, they indicated the
legitimacy of the permanent stationing of smaller units in Poland,
including units of the air force, long-range artillery, air defense
forces and logistic units. They also advocated the creation in Poland
of conditions enabling the effective admission of larger groups of
NATO troops in the event of an armed conflict. This was to be
ensured by the expansion in Poland and CEE of the transport
infrastructure as well as armament and military equipment
warehouses. They also opted for the intensification of joint
exercises and training of NATO troops on the eastern flank of the
Alliance, including the Baltic Sea.

3. The legitimacy and sensibility of building a
permanent US military base in Poland
The proposal of the Ministry of National Defense of Poland
intensified the debate on the legitimacy and sensibility of building a
large base for the US Armed Forces in Poland. A number of expert
opinions on this issue have emerged in the United States and
Europe4. First of all, they focused on the form of stationing, whether
it should be permanent or rotational.
The main arguments in favor of the permanent stationing of US
troops in Poland were:
- Much more serious guarantee of security in the political and
military dimensions;
- Greater deterrence ability;
- Greater combat potential of the forces;
- The possibility of maximizing the military capabilities of the
American allies on NATO's eastern flank, including by
accelerating the process of modernizing their armies;
- The possibility for the Polish Army to use on a larger scale the
most advanced American military equipment;
- The possibility of a deeper understanding by American
soldiers of geographic and social conditions in Poland and
Central and Eastern Europe;
- Greater anchoring of US relations with Poland and CEE;
- Possibility of establishing a lasting partnership between
individual military units and implementation of advanced joint
staff and field exercises;
- Higher rate of filling officer and non-commissioned officer
positions;
- Better operational efficiency of the base in terms of finance;
- Equalization of the deployment of permanent NATO military
infrastructure in the European member states;
- Thanks to the expansion of the military logistics infrastructure,
including warehousing, securing operational activities in the
event of a conflict;
- Prefering by Poland and other CEE countries the permanent
stationing of American troops;
- More permanent nature of defense commitments;
- Additional possibilities of deepening the Polish-American
alliance also thanks to the families of soldiers who can act as
"ambassadors";
- Higher morale of soldiers thanks to avoiding many months of
separation from families.
Among the main disadvantages and costs of permanent
stationing, the following arguments were indicated:
- Political costs resulting from perceiving such action as
provocative by the authorities of Russia and Belarus, and thus
increasing tensions between NATO and these countries;
- Military costs in the form of intensified concentration of
Russian forces in CEE;
- Lack of certainty that Poland is adequately prepared for the
permanent stationing of a large grouping of the US Armed
Forces;
- The risk of loosening transatlantic relations due to the
disagreement of some Western European countries with such
action and as a result of a possible permanent transfer of some
American soldiers from Germany to Poland;
- Less financial resources for the removal of infrastructural,
logistic and legal barriers limiting the mobility of NATO forces
in Poland and between Poland and its allies;
- The risk that the amount of USD 2 billion offered by Poland
may be insufficient to accommodate American soldiers and
their families;
- The need to allocate some funds for non-military purposes,
including infrastructure for the families of soldiers,
- The risk of the US shifting financial responsibility to Poland
for maintaining the US forces in an appropriate combat
readiness;
- The need to evacuate the families of American soldiers during
the crisis, which could give Russia an unintended signal that the
Americans are withdrawing;

4. Controversies and decisions regarding the
concept of "Fort Trump"
Poland's proposal to build a permanent base for the US Armed
Forces was used by the Donald Trump administration as an
instrument of pressure on allies, mainly Germany. Washington
threatened to reduce the military contingent in Germany, including
the transfer of some soldiers to Poland. By citing the example of
Poland, President Trump tried to force the Western European allies
to increase their military spending to 2% of GDP. In addition, using
the argument of Poland's willingness to allocate USD 2 billion to
the expansion of military installations for US stationing, in 2019 he
began to promote the concept of "cost plus 50". The concept
assumes that the US allies should cover the costs of the stay of US
troops, and additionally pay 50% for the privilege of hosting them.
Its implementation would mean that some allies would have to pay
up to six times more than before. These costs could be reduced if
their security policies were consistent with American 5.
Negotiations between the MON and the DoD to increase the
number of American soldiers in Poland lasted over a year. In early
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June 2020, the British news agency Reuters released a report in
which it described the concept of "Fort Trump" as a failure.
According to Reuters, the idea of the permanent stationing of the
US Armed Forces in Poland was supposed to fail due to, among
other things, incompatibility over the issue of financing their stay
and the location of the US base on Polish territory. The Americans
were to opt for increasing the level of Poland's cost participation in
the implementation of the project. Warsaw, in turn, was to insist on
building a base in eastern Poland, which was rejected by
Washington in order not to antagonize Moscow and Minsk. The
"Fort Trump" concept was abandoned by the US administration
and, according to some American officials, was doomed to failure
from the outset 6.
Finally, on August 15, 2020, the Defense Cooperation
Agreement Between the United States of America and Poland7 was
signed, which was an extension and specification of the Joint
Declaration on Defense Cooperation Regarding the United States
Force Posture in the Republic of Poland8 of June 12, 2019. In these
agreements, it was decided to send an additional 2.000 American
soldiers to Poland, who were to join the already stationed 4.500
soldiers. These forces are to be stationed on the basis of the socalled "permanent rotation", in the form of a "heel-to-toe" tactics.
These agreements also regulate the legal and financial aspects of the
stationing of US forces and the location of individual units and
commands, including the corps' headquarters. The decision to
increase the American contingent in Poland was preceded by the
decision to reduce the contingent in Germany by 9.500 soldiers.
Such a solution, if implemented, will be detrimental to the security
interests of the whole of Europe, including Poland. There were
accusations against Polish diplomacy that was jointly responsible
for this decision, which the Polish government strongly opposed.
The takeover of power in the US by the Joe Biden administration
called into question the implementation of these decisions.
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5. Conclusion
The Polish proposal to build a permanent military base for the
American division was too ambitious and therefore impossible to
implement. This was mainly due to international circumstances,
including concerns about antagonizing Russia, increasing tensions
in its relations with NATO and the accelerated militarization of
Central and Eastern Europe. This project also aroused inter-allied
controversy, including opposition from Germany, which was afraid
of reducing the American military presence on its territory. There
was also no conviction among experts that permanent American
stationing in Poland would be more effective in strategic,
operational and financial terms than rotational stationing. Moreover,
it would be difficult for the United States to find a ready to use
division, due to the ongoing geostrategic shift towards the IndoPacific region.
Ultimately, the rotational nature of the stationing of the US
Armed Forces in Poland was maintained, ensuring its continuity.
Moreover, it was agreed to increase the size of the American
military contingent by 2.000 soldiers, which was far from Poland's
expectations, the more so as it was accompanied by a decision to
significantly reduce the total number of American soldiers in
Europe. Nevertheless, the Polish authorities presented Washington's
decision to increase the military presence in Poland to the public
opinion in Poland as a great success in Polish-American relations,
which did not correspond to the political reality. On the other hand,
current commitments do not close the possibility of a long-term
increase in the US military presence in Poland and a change of
stationing to a permanent formula, if the political and military
circumstances change.

87

SECURITY & FUTURE ISSUE 3/2021

Preventive and protective measures against insider threats in
nuclear facilities.
Dimitar Dimitrov
Bulgarian Academy of Sciences - Institute of Metal Science Equipment and Technologies with Hydroaerodynamics Centre “Acad. A
Balevski”, Sofia, Bulgaria
E-mail: ddimitrov@ims.bas.bg
Abstract: One of the main threats to nuclear facilities can involve external or insider adversaries or both together in collusion (coop
eration for an illegal or malicious purpose with another insider adversary or with an external adversary). In these case, the main effort is
to prevent and protect against unauthorized removal of nuclear material and sabotage of nuclear material and facilities by insiders. This
report applies to any type of nuclear facility - notably nuclear power plants, research reactors and other nuclear fuel cycle facilities whether in design, construction, commissioning, operation, shutdown or decommissioning.
KEYWORDS: NUCLEAR FACILITIES, MALICIOUS PURPOSES, MALICIOUS ACTS, EXTERNAL OR INSIDER
ADVERSARIES, UNAUTHORIZED REMOVAL OF NUCLEAR MATERIAL, SABOTAGE OF NUCLEAR MATERIAL AND FACILITIES BY
INSIDERS.

(a) Access: Insiders have authorized access to the areas, equipment
and information needed to perform their work. Access includes
physical access to nuclear facilities, nuclear materials and
associated systems, components and equipment and computer
systems;

1. Introduction
The Nuclear Security Fundamentals publication [1] provides the
objective and essential elements for the entire nuclear security
regime. Recommendations indicate what a nuclear security regime
should address for the physical protection of nuclear material and
nuclear facilities [2], radioactive material and associated facilities
[3], and nuclear and other radioactive material out of regulatory
control [4]. These publications recognize the particular threats that
could be posed by insiders, as well as the need to implement
specific measures against insider threats and to evaluate those
measures accordingly.

(b) Authority: Insiders are authorized to conduct operations as part
of their assigned duties and may also have the authority to direct
other employees. This authority may be used to support malicious
acts, including either physical or computer based acts such as digital
file or process manipulation.
(c) Knowledge: Insiders may possess knowledge of the facility,
associated activities or systems, ranging from limited to expert
knowledge. This may include knowledge that could enable an
insider to bypass or defeat dedicated physical protection systems
and other facility systems that contribute to nuclear security.

The objective of this report is to provide updated guidance to
competent authorities and operators, shippers, and carriers on
selecting, implementing and evaluating measures for addressing
insider threats [5]. Threats to nuclear facilities can involve external
or insider adversaries or both together in collusion (cooperation for
an illegal or malicious purpose with another insider adversary or
with an external adversary).

2.2 Motivations of insiders
Insiders may have different motivations for initiating malicious
acts, including money, ideology, revenge, ego, coercion or a
combination of these motivations.

The report applies to preventing and protecting against unauthorized
removal of nuclear material and sabotage of nuclear material and
facilities by insiders. Also applies to any type of nuclear facility notably nuclear power plants, research reactors and other nuclear
fuel cycle facilities (e.g. enrichment plants, reprocessing plants, fuel
fabrication plants, storage facilities) - whether in design, redesign,
construction,
commissioning,
operation,
shutdown
or
decommissioning.

An insider may independently develop sufficient motivation to
perform a malicious act, including as the result of a mental health
issue. An insider may also be recruited by an external adversary
seeking to exploit the insider's access, authority or knowledge. An
insider could be forced to commit a malicious act through coercion
(e.g. blackmail).

2. Identification of insider threats

An insider could hold any position within an organization, from the
highest level to the lowest. Insiders at all levels could have
sufficient motivation to perform a malicious act.

The term “adversary” is used to describe any individual performing
or attempting to perform a malicious act. An adversary could be an
insider or could be external.

2.3 Categories of insiders

The term “insider” is used to describe "an individual with
authorized access to nuclear material, associated facilities or
associated activities or to sensitive information or sensitive
information assets, who could commit, or facilitate the commission
of criminal or intentional unauthorized acts involving or directed at
nuclear material, other radioactive material, associated facilities or
associated activities to have an adverse impact on nuclear security"
[1].

An unwitting insider is an insider without the intent and motivation
to commit a malicious act who is exploited by an adversary without
the unwitting insider's awareness. For example, in a computer based
attack, an unwitting insider may not be aware that certain actions
(e.g. clicking a malicious link in an email that is disguised as being
from a trusted source) may provide information or authenticated
access to an adversary.
An insider adversary is an insider that commits malicious activities
with awareness, intent and motivation. An insider adversary may be
passive or active, and an active insider adversary may be either
violent or non-violent.

The term “external adversary” is used to describe an adversary other
than an insider.

2.1 Attributes of insiders

A passive insider adversary assists another adversary by providing
information to be used in performing a malicious act. A passive
insider adversary would not participate in the malicious act in any
other way and would likely cease involvement if there was a high
probability of being identified.

Insiders possess at least one of the following attributes that provide
advantages over external adversaries when attempting malicious
activities:
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access to a facility, sensitive information, sensitive information
assets or the facility's networks to gain assistance in facilitating or
masking malicious activities.

An active, non-violent insider adversary uses stealth or deceit to
facilitate or conduct a malicious act and may provide information to
another adversary. For example, an active, non-violent insider
adversary may attempt an abrupt or protracted theft of nuclear
material or may assist external adversaries in performing a
malicious act by disabling or ignoring alarms or by opening doors.

4. Measures against potential insider threats
Nuclear security measures used to protect against insider threats
should include both preventive and protective measures [10]. The
term “preventive measures” refers to measures used to reduce the
number of potential insiders before individuals are granted access,
to minimize opportunities for an insider to undertake a malicious act
if access is granted or to prevent a potential insider adversary from
carrying out a malicious act. The term “protective measures” refers
to measures used to detect or delay malicious acts, respond to
malicious acts or mitigate the consequences of a malicious act.

An active, violent insider adversary is similar to an active, nonviolent insider adversary but is also willing to use physical force
against personnel to facilitate or conduct a malicious act. Depending
on the circumstances, an insider adversary may move from nonviolent to violent.

3. Target identification
Target identification, as described [6], determines which material
and equipment needs to be protected from an adversary. Targets
may include nuclear material, associated areas, buildings,
equipment, components, information, systems and functions.

4.1 Implementing measures against insider threats
Preventive and protective measures should both be used to protect
against potential insider threats.

3.1 Targets for unauthorized removal

Preventive measures can be used as follows:

Nuclear material targets for unauthorized removal can be assigned
to one of three categories (I-III) according to the relative
attractiveness and characteristics of the nuclear material as well as
the potential consequences if it were used in a nuclear explosive
device.

(a) To reduce potential insider threats before allowing individuals
access by identifying undesirable behaviors or characteristics that
may indicate motivation;
(b) To further reduce potential insider threats after insiders have
gained access by identifying undesirable behaviors or
characteristics that may indicate motivation;

The identification of potential targets for unauthorized removal of
nuclear material by an insider adversary should take into account
the possibility of both abrupt and protracted theft.

(c) To minimize opportunities for malicious acts by limiting access,
authority and knowledge of insiders.

Abrupt theft is the unauthorized removal of a target or a significant
quantity of nuclear material during a single act.

Protective measures can be used as follows:

Protracted theft is the repeated unauthorized removal of potentially
small quantities of nuclear material from either a single location or
multiple locations.

(a) To detect, delay and respond to malicious acts;
(b) To mitigate or minimize the consequences of a nuclear security
event and, if necessary, locate or recover the material.

3.2 Sabotage targets

4.2 Implementing preventive measures

Sabotage targets in a facility are determined by analyzing the
potential for the facility's radioactive material inventory and waste,
including nuclear material and radioactive sources [3], to result in
unacceptable radiological consequences or high radiological
consequences.

The goal of preventive measures is to reduce the number of
potential insider threats and to minimize the opportunity for insiders
to perform a malicious act. Preventive measures should be applied
before employment, during employment and upon termination.
In addition, preventive measures include quality assurance and
specific computer security measures.

The identification of possible combinations of actions (scenarios) an
insider adversary might take to degrade facility structures, systems
and components that may result in unacceptable radiological
consequences or high radiological consequences should be part of
the target identification process [7].

Measures to be applied before employment.
Individuals applying for work that requires access to a facility
should be subject to identity verification, personal document
verification and trustworthiness assessments.

3.3 Identification of systems that contribute to nuclear
security

Measures to be applied during employment.

A target identification process should consider all systems that
could require additional protection from insider threats. Physical
protection systems, NMAC systems and safety and process control
systems should be considered as potential targets for malicious acts,
including those initiated by an insider adversary [8].

Insiders who have passed the pre-employment checks and have
been granted authorized access, including access to critical assets,
sensitive information and vital areas, should be subject to the
various measures. A security awareness programme for staff and
contractors should be developed and implemented.

An insider adversary may have authorized access to the facility or
to information about the facility and might attack other structures,
systems or components to indirectly perpetrate an attack, mask
malicious acts or aid an external adversary.

The security awareness programme should include clear security
policies, the enforcement of security practices and continuous
training. The purpose of training is to establish an environment in
which all employees are aware of security policies and procedures
so that they are able to aid in detecting and reporting suspicious or
erroneous behaviour as well as unauthorized acts. Training should
include methods to evaluate security awareness and training
effectiveness as well as processes for continuous improvement or
retraining. In addition to preparing personnel for the possibility of a
physical incident at the facility or against its assets, the training
should prepare personnel for the possibility of a cyber-attack.

The compromise of computer based systems in a facility could
adversely affect safety, the security of nuclear material or accident
mitigation. The operator should evaluate and protect computer
based systems that contain information related to safety or security
in accordance with the risk and the potential consequences of the
release of this information [9].
The operator should consider providing additional training to
employees and contractors with access to sensitive systems to raise
security awareness. External adversaries may target insiders with

Measures to be applied upon termination.
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An individual's access and authority, including computer access,
should be cancelled upon termination of the individual's position,
employment or contract.

manner, an insider adversary could be detected and defeated. Delay
may also deter insiders from attempting malicious acts.
Response measures.

Termination procedures should be established and should include
revoking physical access to the facility; using a non-disclosure
agreement to protect sensitive information; and changing encryption
keys, passwords,access codes and quality assurance programmes.

Both operations and security personnel may respond to an
irregularity (e.g. an inventory difference, an opened door that
should be locked). Typically, operations personnel respond to an
irregularity to investigate its cause. If an irregularity is suspected to
be due to a malicious act, security personnel should be notified and
should respond if necessary.

The quality assurance programmes should include all facility
systems that contribute to nuclear security to ensure adequate
protection against insider threats.

5. Comprehensive elements that reinforce preventive
and protective measures

Quality assurance should require configuration management of the
nuclear security systems to ensure that they continue to meet the
desired performance criteria of these systems and to understand any
potential consequences when changes are made to the systems, for
example by an insider.

5.1 Nuclear security culture
Nuclear security culture plays a key role in ensuring that
individuals, organizations and institutions remain vigilant and that
sustained measures are taken to counter insider threats. The
effectiveness of preventive and protective measures against insider
threats depends on the attitudes, behaviors and actions of
individuals [13].

Measures for computer based systems.
While certain measures, such as escorting, may be effective in
limiting insider access to nuclear and radioactive material, they do
not provide sufficient protection against potential insider threats to
computer and network systems; such protection may be provided by
information security measures [11, 12].

Management should promote a robust nuclear security culture to
counter insider and external threats. The nuclear security culture
creates the overall conditions for personnel to implement both
preventive and protective measures. A facility's nuclear security
culture should improve loyalty and adherence to security policies.
For example, management should emphasize the employees'
responsibility to report unusual activities or suspicious behavior
without fear of suffering disciplinary actions [14].

The facility operator should define and implement a policy
addressing the acceptable use of computer based systems. This
policy may define the approved use of computer based systems,
outline employer expectations for monitoring approved use of these
systems, provide for training and explicitly identify prohibited
actions on computing systems. The facility operator should also
consider the use of technical measures to enforce or enhance the
systems policy.

5.2 Contingency plans
The contingency plans developed by the operator should address
measures to respond to both insider and external threats. Protective
measures against insider threats should be coordinated with
contingency plans in accordance with agreed procedures. The
contingency plan should require that personnel evacuating a
building during a real or simulated emergency be controlled and
examined for contamination and nuclear material to protect against
insider threats.

4.3 Implementing protective measures
The purpose of protective measures against insider threats is to
detect, delay and respond to a malicious act after it has been
initiated and may include mitigation of consequences and recovery
of nuclear or radioactive material. When designing and
implementing protective measures, efforts should be made to ensure
that these measures are supportive of and do not have an adverse
effect on facility operations and safety. In case of conflict,
particularly with safety, a solution should be reached in which the
overall risk to the workers and the public is minimized and
sufficient security is maintained.

5.3 System maintenance and recovery programme
A maintenance and recovery programme for all facility nuclear
security systems that need to be protected may mitigate the
consequences of a malicious act by an insider adversary. The
maintenance programme should include the capability to rapidly
repair operational and other vital systems, to rapidly replace parts
that have been damaged and to implement compensatory measures
as needed. Rapid repair and replacement limit the duration of the
system outage and the time available for any subsequent malicious
actions and may mitigate the consequences of the insider
adversary's malicious act.

Detection measures.
The detection of malicious acts attempted by external adversaries
focuses on detecting the penetration of any one of a facility's
protective measures. By contrast, insiders could bypass or defeat
certain physical protection owing to their authorized access,
authority and knowledge. Operators should implement multiple and
diverse protective measures for these systems to detect potential
malicious acts performed by an insider and to provide the
information needed for investigation and analysis. The facility
operator should investigate all of the information provided by these
detection measures in a comprehensive manner. Individual signals
that seem insignificant might produce an indication of a malicious
act when examined together.

6. Evaluation of measures
6.1 Objectives and overview of the evaluation process
Evaluating the effectiveness of preventive and protective measures
against insider threats is a key component of a risk assessment that
is intended to identify systems vulnerable to insider threats.

Facility detection measures implemented against insider threats
typically include measures related to:

The results of the evaluation should be compared with previously
established criteria for the effectiveness of preventive and protective
measures. These criteria are usually established by the competent
authority and are based on the potential consequences of a
malicious act by an insider adversary and its likelihood of success.

Access control; Personnel tracking; Detection of prohibited items;
Surveillance and computer security.
Delay measures

Evaluation of the effectiveness of the preventive and protective
measures should be based on the operator's security plan. If the
evaluation indicates that the preventive and protective measures
defined in the security plan do not meet the criteria, upgrades

Multiple layers of different physical protection or procedural
measures, including compartmentalization and separation of duties,
can complicate the progress of an insider adversary by requiring a
variety of tools and skills, thus providing additional time and
opportunity for detection. By delaying the malicious act in this
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should be implemented and the evaluation should be repeated until
the criteria are met.

6.2. Evaluation of preventive measures
The implementation of preventive measures should be evaluated to
ensure that they are implemented as designed. Although difficult to
evaluate quantitatively, preventive measures can be effective in
reducing the possibility of insider threats.
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Preventive measures should be evaluated by conducting
performance testing on procedures to determine whether the
procedures are adequate to address the threat and whether
employees follow the procedures
The opportunity for an insider adversary to perform a malicious act
can be minimized by reducing the possibility for an insider to gain
the access, authority or knowledge necessary to successfully carry
out a malicious act. Credible scenarios for evaluation will
incorporate the degree to which and the manner in which
opportunity is minimized. A review should be performed to identify
what preventive measures are in place and whether they are
properly applied.

6.3 Evaluation of protective measures
The effectiveness of the measures used to detect, delay and respond
to malicious acts (protective measures) can be quantitatively or
qualitatively analyzed. The likelihood of detection and the
timeliness of response are often quantifiable and can provide a basis
for an evaluation of the effectiveness of the protective measures.
One way to evaluate the effectiveness of the protective measures
against insider threats is to develop credible scenarios, including
scenarios of collusion with other insider adversaries or with external
adversaries, as appropriate. The effectiveness of the protective
measures in countering these scenarios can then be evaluated.
The evaluation process should be repeated for credible scenarios
that require further analysis. Conclusions about the effectiveness of
protective measures should be based on the results of all the
evaluations conducted.

7. Conclusions
The process of evaluating a facility for protection against insider
threats begins with characterizing insiders according to attributes,
motivations and categories to identify potential insider threats. The
next step is target identification, which involves an evaluation of
the assets that need to be protected from unauthorized removal or
sabotage. The result of this evaluation is a prioritized list of targets.
Preventive measures should be implemented using the concept of
defence in depth and a graded approach to minimize opportunities
for the identified threats and targets to be subject to malicious acts.
Protective measures should be identified to protect targets in
protected, inner or vital areas in a prioritized manner. The measures
to detect, delay and respond to the insider threat should be increased
in depth by using the results of the evaluation.
Preventive and protective measures against sabotage and
unauthorized removal of nuclear material should be evaluated using
a method such as the development of credible scenarios. Scenarios
should be consistent with the threat assessment or DBT and may
include physical attacks, cyber-attacks or a combination of both at
the facility, along transport routes and within supply chains.
The system should be re-evaluated periodically to ensure that the
measures are effectively implemented and sustained. The timing of
the re-evaluation might be cyclic, or it might be triggered by
changes to the threat or to the facility and its operation.
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conflict. On May 9, Israeli police stormed the al-Aqsa Mosque, a
holy site for Muslims. In response, Hamas and Islamic Jihad fired
rockets at Jewish settlements, and the Israeli government's
reciprocal actions were military air strikes in the Gaza Strip, the
collapse of a 13-storey residential tower in Gaza, which has an
office used by Hamas political leadership, including and buildings
used by the international press. Due to the increased tension, the
Supreme Court postponed the court decision by one month. Things
did not calm down after Jews attacked and desecrated the al-Aqsa
Mosque, and Jewish security forces imposed a curfew, which was
accompanied by repression of nationalists after May 10, who
attacked Palestinians on May 12, but Israeli police and army
monitored only for violators on the Palestinian side, which also
shows the double standards and criteria of the Israeli government as
to who the violators and terrorists are.

1. Introduction
The Israeli-Palestinian conflict has been the longest since
British Foreign Secretary Arthur Balfour declared the Declaration
on the Establishment of a Jewish State in Palestine, known as the
Balfour Declaration, which is disapproved of among Arab countries
and the local population in the Palestinian lands. The escalation of
relations between Arabs and Jews culminated in the creation of the
state of Israel and the destabilization of the Middle East with the
Israeli army's wars with neighboring Arab states in 1948, the
hostilities of the Six Day War in June 1967, the armed conflict of
1973, known as the Yom Kippur War. At the same time, the
postponement of the decision on the question of the establishment
of a Palestinian state grew into armed uprisings within the territorial
boundaries of the Jewish state itself. Thus began the mass unrest of
1987 with the First Intifata and the Second Intifata, known as the
2000 al-Aqsa Intifata. There are many mass riots and
demonstrations against Jewish policy towards the local Arab
population, the last case being in the spring of 2021.

The reasons for this style of political behavior since the last
Israeli-Palestinian conflict by Prime Minister Benjamin Netanyahu
are rooted in the understanding that the Jewish people are the only
ones who can and have the right to live in the lands on which the
state of Israel was established. On this basis and conception of the
existence of the Jews, a Jewish law for the nation state was created
in 2018. which states that the "right to national self-determination"
in Israel is "unique to the Jewish people"; establishing Hebrew as
the official language of Israel and lowering Arabic; and he
established a "Jewish settlement as a national value" and promised
that the state "would work to promote its establishment and
development." At the institutional level, the law discriminates
against Palestinians in all forms - ethnic and religious grounds,
restricting the rights and freedoms of Palestinians, including
political rights, with the actions of the political leadership in Tel
Aviv to limit the opportunities for campaigning and arresting
Hamas political representatives. of the West Bank in the elections
scheduled for May 22, 2021 by the Palestinian Authority, which
was eventually postponed by Mahmoud Abbas due to political and
military tensions on the one hand and the growing position of
Hamas in the West Bank on the other a country that is perceived as
a defender of the interests of the Palestinians in the West Bank
rather than Fatah, which is not active in the fighting to protect the
Palestinians in East Jerusalem.

2. Preconditions for the emergence of the
Israeli-Palestinian conflict in the spring of 2021
In April 2021. мass protests began in East Jerusalem,
sparked by a lawsuit in which Palestinian families were expected to
be expelled from their homes. Mass demonstrations centered around
the Damascus Gate, the East Jerusalem district of Sheikh Jara and
the Holy Esplanade (Haram al-Sharif / Temple Mount) and the alAqsa Mosque, but Jewish police banned East Jerusalem residents
from gathering at the Damascus Gate. do not allow the believers of
the Islamic religion to enter the Old City, where the al-Aqsa
Mosque is located, as the events coincide with the Muslim holiday
of Ramadan Bayram, i.e. pilgrims are not allowed to celebrate their
religious holiday. The actions of the police provoked mass
nocturnal protests on April 13, which in turn provoked counterprotests by extreme Jewish nationalists who said Jerusalem was
their capital. Several nights, they marched around the Damascus
Gate, calling for the "death of the Arabs" accompanied by attacks
on Palestinians.

Under international pressure and again with the mediating
role of Egypt and the participation of the United States, on May 21,
2021. Israel and Hamas sign a ceasefire agreement. This allows tens
of thousands to return to their homes that were previously sheltered
in UN schools during the rocket fire and repression by Israeli
security forces. Following the cessation of hostilities, the United
Nations sent humanitarian aid to Gaza with food, medicine, medical
supplies and vaccines against Kovid-19.

On May 6, 2021. clashes between Jews and Palestinians
continue, prompted by a Israeli Supreme Court ruling to evict
Palestinians from their homes in the Sheikh Jara district of East
Jerusalem, but protests spiral out of control when far-right Knesset
member Itamar Ben-Gwirri creates parliamentary office ”in Sheikh
Jara to provoke the Palestinians. On the evening of May 7, a group
of Palestinian Arabs threw stones at police at the Shechem Gate,
which dragged them to the al-Aqsa Mosque, exacerbating the

\
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controversial, and the only solution could be the division of the
sacred land - for the Palestinians East Jerusalem, where there is a
concentrated Palestinian population. In this sense, the demarcation
of the borders of Palestine and Israel is a key factor in continuing
the peace process.

3. Why has the Israeli-Palestinian conflict
persisted for decades?
For this we can qualify the unresolved Israeli-Palestinian
conflict for decades as "eternal", and the last one is that of April and
the rise in tensions in early May 2021, where there were military
battles between the Israeli army and forces of Hamas. The reasons
for this conflict have two dimensions: on the one hand, the dispute
between Jews and Palestinians can be considered in domestic
policy, in the context of a political situation where Likud leader and
incumbent Prime Minister Benjamin Netanyahu cannot form a
political cabinet, and the possibility of escalating tensions could
unite the Jewish people through their representatives in the Xenata,
especially radically set up to form a government based on the threat
of a common enemy, the Palestinians.

4. Conclusion
It follows that the main barrier to Palestine and Israel is the
impossibility to find common ground for compromise, because both
sides in the dispute have their own understanding of the right to
exist and live in the Palestinian lands since British colonialism, and
especially Jerusalem, which is considered sacred not only to
Christians. , but also for the Jews and Muslims. With regard to nonholy lands, Jews and Muslims have embraced the theological
conception of the Palestinian lands and the ethnicity of those living
in those lands since ancient times, while the Arabs have lived in
these lands much later. This sentence is perceived as a ground for
denying the Palestinian national identity and the perception of the
Arabs as an integral part of the Arab nation and a motive for not
creating a new nation within the Israeli and Palestinian lands. In
fact, establishing a lasting and long-term peace between two nations
failed due to the Israeli government's refusal to allow a new
independent state on the one hand. On the other hand, the
unconditional political and diplomatic support of the United States
over the last eight decades (since the establishment of the State of
Israel) of Israeli governments has been accompanied by
unsuccessful attempts to resolve the Israeli-Palestinian conflict and
a peaceful solution to the longest conflict the public knows.

In this line of thought, after the escalation of the situation in
the first days of the next Israeli-Palestinian conflict, it seemed that
Netanyahu had united a large part of the political parties and the
possibility of reaching a compromise solution for the establishment
of a political cabinet. But despite the unconditional support of US
President Joe Biden, days later, State Department Chief Anthony
Blinken voiced a position in defending and respecting Palestinian
rights with the term "equal peace" between Israel and Palestine and
compliance with international law - the creation of two states as the
only means for a lasting solution to the Israeli-Palestinian conflict,
which was adopted by the US President, which led to the refusal of
some political parties to work with the Likud leader, and this
position created an opportunity to expand the range of parties
negative about Benjamin Netanyahu's rule. In fact, the anti-Likud
rhetoric and his personal leader were accompanied by the formation
of a cabinet headed by Naftali Bennett for a period of two years,
and the remaining two years will be headed by Jair Lapid with the
support of the United Arab List party representing the Arab
minority in Israel. the spirit of the signed coalition agreement. But
what the policy of the new government will be towards the
Palestinians remains to be seen, but given the public consciousness
of the Jewish people, I am not very optimistic about finding a
radical formula for solving the problem.
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Abstract: Risk assessments are not a one-off action, but there are no formal guidelines on when and how often a risk assessment should be
carried out. Changing factors affect the risk assessment parameters. The strongest influence of these changes is the probabil ity of an
accident. The article describes the main parameters of a model that is built on the basis of an asset and the incident scenarios defined for it .
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for checking the risk factors. These periods must ensure an acceptable level of risk, which is within acceptable levels for the organization.
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The purpose of the present study is, based on an established
analytical model of the process of change of risk factors [4], to
determine the periodicity of the necessary checks for changes in risk
factors. The specified period of the performed inspections must
ensure an increase of the risk below certain limits.

1. Introduction
The risk management standards ISO31000 [1] and ISO 31010
[2], as well as the risk management standard for Information
Security (IS) - ISO / IEC 27005: 2018 [3] define the stages and
activities in the risk management process. . It is necessary for each
asset to identify all threats and vulnerabilities to the asset.
Vulnerability is mapped to each threat and thus incident scenarios
are identified. In this sense, an incident means a threat that has
attacked a vulnerability and led to a negative impact on the asset.

The article is structured in 4 parts: introduction, analysis of the
influences of the changed risk factors on the probability of
realization of an incident, assessment of the periodicity of the
inspections of the risk factors and the risk assessment and
conclusion.

This must take into account how often the threat is realized and
how easily the vulnerability can be exploited [3]. This analysis
should take into account the applicable statistics on the probability
of threat, the motivation and capacity of the intended sources of
threat, factors that characterize random sources of threat, individual
vulnerabilities and cumulative vulnerabilities, applied control
mechanisms and their effectiveness.

2. Analysis of changes in risk factors
In order to derive the dependence on the periodicity of the
inspections of the risk factors, an analysis of the changes of the risk
factors has been performed and the probabilistic characteristics of
these factors, which change most dynamically, have been
formulated [4]. We will consider some more important statements
from this analysis.

After determining the scenarios for an incident, using
qualitative and quantitative methods, the levels of probability of
realization of scenarios are determined, as well as the levels of
impact that each incident may have on the asset [4].
The level of risk is determined by the probability of each
scenario and the impact of the incidents. It is a snapshot of the risk
to the asset because the assessment was made under certain
conditions for the asset. Over time, the conditions for the asset
change and it is therefore possible that the probability of an accident
and the impact of the incident may change [4].

2.1. What are the risk factors?
The standard ISO / IEC 27005 [3] defines that the risk factors
that affect the value of risk are the value of assets, impacts, threats,
vulnerabilities, probability of occurrence.
Risk factors need to be monitored to verify identified threats, to
determine whether there are new threats, to determine vulnerability
levels, to verify established incident scenarios, and to check for new
links between threats and vulnerabilities. In addition, it is necessary
to check the applied controls and evaluate their effectiveness.

The risk assessment process sheds light on the circumstances
and other factors that may change or invalidate the risk assessment.
According to standard EN 31010: 2010 [2], these factors must be
specifically identified for periodic monitoring and review so that the
risk assessment can be updated as necessary.

Proper and timely conduct of inspections of risk factors ensures
accurate and up-to-date determination of risk levels for all assets
and adequate implementation of information security management
policies.

The standard ISO / IEC 27004: 2017 [5] stipulates that
organizations must set specific deadlines for monitoring, measuring,
analyzing and evaluating the necessary measures and the life cycle
of individual data support measures.
The risk management standards provide recommendations that
in the event of significant changes in the subject matter of the
organization, improvements made to the organization, problems
arising from the task, incidents or omissions, it is necessary to
perform extraordinary checks of risk factors and re- risk assessment
for an asset. However, there are no formal guidelines in the
standards on how often inspections and risk assessments should be
performed. Many specific parameters have an impact on the use of
different assets. In addition, each asset has a different impact on the
level of risk. For these reasons, there are no clear and definite rules
in the standards for determining the periodicity of inspections of
operating conditions and changed risk factors.

2.2. Initial conditions of the analysis
The conducted analysis is made on data for an organization with
an introduced risk management system for information security.
After performing the initial risk assessment, the standards require
constant monitoring of the system. In such a case, in determining
the period until the next inspection for an asset, it may rely on the
following state of the risk management system:
• The asset is identified by group and type;
• All threats to the asset have been identified;
• At the time of the inspection, all identified vulnerabilities have
been defined;

When building information security management systems, in
most cases the inspection periods are recommended by experts
based on statistics from insurance companies and state statistical
organizations.The literature review did not find data for analysis
and methods for determining the periods for checking the risk
factors for different assets.

• All threat-vulnerability relationships have been identified and
all incident scenarios have been identified;
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• During the inspection the level of probability of an accident
(realization of a threat) was established or confirmed;

We will consider the conclusions and dependencies that are
made on the basis of the analysis.

• The impacts of an incident with the asset have been
determined;
• After the inspection, the level of risk for this asset is calculated
or confirmed;

The appearance of changes in risk factors will lead to the
formation of an addition to the probability at the end of the period.
This quantity is the sum of a random number K(t) of random
variables Х1, Х2, ...XK(t).

• The limit level of acceptable risk and therefore the limit level
of probability of an accident has been confirmed.

In this case, the probability of an accident at the end of the
period will be determined according to equation (1) [4]:
(1)

Based on these available data, we need to determine when to
carry out the next risk check and, if necessary, recalculate the level
of risk for the asset.

The random variables Х1, Х2, ...XK(t) are assumed to be
independent and with the same distribution with mathematical
expectation μ and variance σ2.

In the process of changing the level of risk, the greatest
influence is exerted by the probability of an accident. In addition,
this element of the level of risk changes most dynamically. From
this point of view, it is important to study the rate of change and the
levels of change in the level of probability of an accident. It is also
assumed that the dynamics of the emergence of new scenarios is
less than the dynamics of changes in the described scenarios and
will not affect the objectives of the analysis [4].

After application and conversion, the total value of the
probability of an accident is determined as a mathematical
expectation by equation (2) [4]:
(2)

,

Where: E(It) - represents the total level of probability of an
incident with the asset, which is accumulated for time t; I0 is the
initial level of probability of an asset incident; λ is the rate of
change of conditions; λt is the average rate of accumulation of
additives; μ - makes sense of the addition to the probability of an
accident. This shows how much the probability of an accident
changes on average.

2.3. Analysis of changes in the probability of an
accident [4]
An analysis of changes in the probability of an accident has
been made [4]. The analysis is based on a mathematical model in
which the following parameters are used:

Then, for a time t after the risk assessment of an asset, the risk
factors must be checked and, if necessary, the level of risk must be
re-determined. The performed inspection serves as a starting point
for determining a new period for performing the next inspection of
the risk factors.

n - Number of incident scenarios (threat to vulnerability) for the
asset in question. We assume that this number is constant within
one year;
q - the probability of a change in conditions in a particular
scenario;

3. Determining the periodicity of inspections of
risk factors and risk assessment.

K - Number of changes in probability characteristics during the
year. This number applies to all scenarios and is a random variable.
It is characterized by the fact that all scenarios are equally exposed
to danger and changes in probabilistic characteristics occur
independently of each other. Such a random variable is
characterized by a binomial probability distribution. It is known that
at small values of the probability q the binomial distribution
approaches the Poisson distribution. To facilitate the analyzes, we
use the Poisson distribution with parameter λ = nq [6], the
mathematical expectation λ and the variance also λ;

The purpose of the following analysis is to define an analytical
expression to determine over what period of time the risk factors for
incidents should be checked. This period should ensure that the risk
to the asset increases to acceptable, acceptable limits.
Above in Eq. (2) we found the total value of the probability of
an accident as a mathematical expectation of the probability of an
accident at time t. Assume that the moment t coincides with the
moment of the next investigation of the risk factors. Eq. (2) can then
be interpreted as the total value of the probability of an incident at
the end of the period between two risk factor checks. For the upper
limit of the increase in the probability of an accident, we can use the
acceptable value of the level of probability approved by the
organization, which we will denote by Ilimit. This value is
determined and approved in the last risk assessment for the asset.
Then the mathematical expectation of the probability of an incident
at time t will correspond to equation (3):

X - a continuous random variable that represents the magnitude
of the addition to the probability of an asset incident. This addition
occurs as a result of changes in the conditions for the
implementation of the scenarios. The hypothesis that this random
variable has an exponential distribution with intensity ξ is often
accepted [7].
The sum of the additions (changes in probabilities) during the
year is also a random variable and the asset may be at risk if this
value exceeds a certain critical level [4];

(3)

I0 - the initial level of probability of an incident with the asset

If we denote the addition to the probability of an accident for
the period t as ΔImax = Ilimit - I0 we will get equation (4)

for the period between two inspections. This level is defined when
assessing the risk for the asset and due to accidental changes in the
risk factors for this asset, it can be changed until the next
inspection;

(4)
The value ΔImax can be calculated because the values Ilimit and
I0 are defined by the risk analysis for the asset.

t - time between two checks of risk factors;

On the other hand, λ = nq is a parameter of the Poisson
distribution and makes sense of the average number of changes in
risk factors per year for n asset events. Then:

It - the resulting, accumulated value of the probability of an
accident at time t.
These parameters will also be used in determining the allowable
time between risk factor checks.

(5)
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• The type of asset that affects the rate of change;

Assume that the statistics show an average time for a threat to
occur for an asset. We can denote this time by tstat and use it in the
following analyzes.

• The level of the calculated probability of an accident;
• The limits for determining the unacceptable risk. This will
determine the probability limit, which, if exceeded, should reduce
the time between inspections;

One of the parameters of Eq.(5) is the probability of changes in
the conditions q. It makes sense to average the number of changes
to the conditions for 1 year. When using tstat we can conclude that:

• The ratio of the level of the calculated and the permissible
level of impact of an incident on the asset. The closer we get to the
level of tolerable impact, the shorter the inspection period should
be.

(6)
The Eq.(5) for ΔImax also includes the mathematical expectation
of the size of the additives μ, which shows how much on average
the probability of an accident changes in a change of conditions. If
we use tstat and assume that during this time an incident occurs with
100% probability, then for time t an incident occurs with probability
μ. Then:

It should be noted that in the calculation of the period between
the checks with the derived formula, probabilistic parameters are
involved, which were calculated or confirmed during a previous
check. These probabilistic parameters are calculated taking into
account the characteristics of the work of the particular
organization. This means that the calculated period is a function of
both the statistical parameter for the asset and the context and
conditions of operation of the asset in the particular organization.

(7)
After substituting equation (6) and equation (7) in equation (5)
we obtain equation (8):

If the parameters involved in the formula are selected or
calculated accurately, it can be argued that the formula will allow a
more accurate determination of the time until the next check. This
will lead to higher efficiency of risk monitoring for an asset such as:

(8)
From Eq. (8) we can express the value of time t by Eq. (9) and
Eq. (10):

• Unnecessarily frequent checking of the risk for the asset,
which is associated with time and money, will be avoided;
• Inspections over a very long period of time will be avoided.
The unnecessarily long period between inspections implies the
danger of missing changes in the risk factors, which can lead to an
unacceptable increase in risk and to the occurrence of an incident
with IS.

(9)
Or
(10)

An advantage of the formula is also the ability to use it to
calculate the change in risk at any time after the last check. For this
we need to rework formula (8) as a function of time:

This is in fact a time when, as a result of changes in risk factors,
the probability of an accident will reach the limit, acceptable level
of Ilimit .

(11)

In Eq. (9) and Eq. (10) are used the value tstat , which is not
available for many assets. In addition, it is an integral quantity that
depends on the intensity of all threats to an asset.

In this form, formula (11) gives the value of the probability of
realization of a scenario at the end of the period until the next
check. If instead of the time until the check t, we set the current
time tcur , and the value of the probability of an accident at the
moment tcur , we denote by Icur, we will get:

Given the available average time data for the occurrence of each
of the threats to an asset, we can approach the value of tstat in two
ways:
• For less responsible assets, we can calculate an arithmetic
mean between all available statistics on the occurrence of a threat to
the asset;

(12)
In this equation, tcur makes sense of the time from the last check
of the risk factors, where the probability I0 is determined, to the
current moment when we will determine Icur.

• For responsible and high-value assets, it is imperative that we
use for tstat at least the time to threat. In this way we will provide an
opportunity for inspections in a short period of time and detection
of possible changes in the most dynamically changing threats.

We can use this formula to automate the risk monitoring service
processes for an asset. Thus, based on the latest verified risk factors
for the asset and using data from the statistics on the intensity of
threats, we can calculate the current value of the risk for the asset.
These data can be very useful in the IS risk management process.

If it is not possible to determine such a statistical value tstat , an
expertly determined value may be used.
All other values are determined by the last risk assessment for
the information asset.
From Eq.(10) it can be concluded that the larger number of
scenarios found for an asset and the smaller difference Ilimit - I0
between the acceptable and the identified level of probability of an
accident, lead to the need for less time between inspections of risk
factors.

4. Conclusion
The material discusses conclusions and dependencies derived
from an analysis of changes in risk factors [4]. The influences of the
speed and magnitude of the changes of the risk factors in
determining the risk for the information security of an asset are
considered [4].

The formula can be used to dynamically calculate the next
period for verification and analysis of risk factors.
We can summarize that the parameters on which the inspection
period depends are:

The analyzes and conclusions made were used to formulate
dependencies, through which to determine the appropriate periods
for checking the risk factors. A formula is derived that allows an
approximate recalculation of the inspection period depending on the

• Speed of change of risk factors;
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risk characteristics of an asset. These periods will ensure an
acceptable level of risk that is within acceptable levels for the
organization.
An analysis of the influence of the calculated probabilistic
characteristics of the asset on the size of the period between the
checks of the risk factors is made.
The calculation of the time until the next inspection of the risk
factors will allow to avoid the used until now expertly determined
permanent inspection periods.
The defined formula for determining the period until the next
verification of risk factors can be used in the risk monitoring
process. For example, it can be applied in an algorithm for
continuous monitoring of risk factors [8].
In addition, the derived formula allows, at some time from the
previous check, to calculate the accumulated risk additive. This will
allow a deterministic assessment of the level of risk at any time.
The analysis uses the context (setting) and characteristics of the
information security risk assessment process, but the conclusions
can be used for the purposes of risk assessment in other risk
management systems.
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Abstract: Error-correcting codes are widely used in modern coding theory, and their applications in networks and communication cannot be
omitted. Together with the error detecting codes, they are the core of every possible transmission and communication. In coding theory,
information theory and telecommunications, error-correcting codes are used to control errors in data which are transmitted over different
communication channels. Convolutional block codes are one of the most popular error-correcting codes which are applied in many
networks. On the other side, Random Codes Based on Quasigroups (RCBQ) are cryptcodes defined elsewhere. These codes provide a
correction of a certain number of errors in the transmitted data and an information security in one algorithm. There are a few modifications
of RCBQ, but here we will consider performances of Cut-Decoding algorithm. In this paper, we investigate and compare the bit error
probability (BER) of these two codes for rate 1/4 and different values of bit-error probability in the binary symmetric channel. From the
obtained experimental results, we conclude that for lower bit-error probability in the binary symmetric channel, the RCBQs are slightly
better than convolutional codes. The advantage of RCBQs is that they have some cryptographic properties, but convolutional codes are
faster than RCBQs.
Keywords: CONVOLUTIONAL CODES, RCBQ, BIT ERROR PROBABILITY, BINARY SYMMETRIC CHANNEL
The convolutional codes are defined with three parameters: n, k and
K and each convolutional code can be written as (n, k, K). The
similarity with block codes is that they process input data of k bits at
a time and give an output of n bits for each incoming k bits. In case
of convolutional codes, the parameters n and k are quite small, but
this is not the case for block codes. Apart from their similarity, the
main difference is that the convolutional codes have memory which
is noted with the parameter K. Due to their memory, the current
output of n bits depends not only on the value of the current block
of k input bits, but also on the previous K − 1 blocks of k input bits.
Basically, this is the main principle of using memory, executing the
current values with the knowledge of the previous ones and the
states depend on each other. In other words, convolutional coding is
a widely used coding that is not based on blocks of bits, but the
output bits are determined by logic operations that connect two
parts: the present bit in a stream and previous bits. As each bit
enters at the left of the register, the previous bits are shifted to the
right while the oldest bit in the register is removed and that is how
the memory is constantly updated with the newest [3, 4].

1. Introduction
In the last several decades, coding theory together with its
error-correcting and error-detecting codes has evolved significantly.
The formal definition to declare this branch as a separate discipline
was created in 1948 when Claude Shannon announced his paper
with a title ”A Mathematical Theory of Communications”. The
primary focus of his paper is solving the problem of how to best
send an encoded information (message) from a sender to a receiver.
In his continuous work, he proved that it is possible to encode a
message where the number of extra added bits is minimal. A few
years later in 1968, Richard Hamming, who was in the same
organization as Shannon, won the Turing Award where he produced
a 3- bit code for four data bits. This code by Hamming was invented
after various failed attempts to break out a message on a paper using
the parity code. In his frustration, he said the statement: “If it can
detect the error, why can’t I correct it!”, which became his main
motivation for finding error-correcting codes. Since then, the 1950s,
coding theory has changed and now consists of different models and
codes. Today, error-correcting codes are widely used across various
computing systems and telecommunication channels [1].

There are many ways to implement encoding and decoding of
convolutional codes and some of the most used are: convolutional
codes with sliding parity bit calculation, convolutional codes as
state machines and convolutional codes with trellis structures [5].

In this paper, we compare performances of convolutional codes
and Random Codes Based on Quasigoups (RCBQs). Convolutional
codes are one of the most used and researched codes, and RCBQs
are interesting cryptcodes, proposed in [7], and they use
cryptographic properties of algebraic structure called quasigroups.
In the experiment for the purpose of this paper, binary symmetric
channels (BSC) with different bit-error probabilities are used. [2].

The simplest implementation of convolutional codes is that with
a sliding window. The sliding window is used as a memory with
length K, and this parameter is also known as constraint length. The
memory window is used to select which message bits may
participate in the parity calculations, which is done using the
operation XOR. Before the calculation of the next parity bits, the
window is moved to the right for one place. In such a case, larger
values of K provide better error-correcting capabilities and greater
redundancy [5].

The rest of the paper is organized in the following way. In
Section 2 we explain convolutional codes and their different
implementations of encoding and decoding process. For RCBQs
there are different algorithms for encoding/decoding, but in this
paper we will consider the performances using the Cut-Decoding
algorithm, proposed in [8]. Therefore, in Section 3, we describe the
encoding and decoding process of Cut-Decoding algorithm of
RCBQs. The experimental results for both codes and their
comparison are given in Section 4. At the end, we will draw some
conclusions from the conducted analysis.

For more complex error-correcting codes, the sliding window is
not recommended, and therefore the convolutional codes are usually
represented with state machines or trellis structures. As its name
says, the state machine is a finite automata which contains states
and has a starting state. In this case, the constraint length K is used
to calculate the number of states: 2K−1. For each state (including the
starting one) it is defined which is the next state if the value is 0 or
if the value is 1. Also, for each input bit, there is an output of X
(depending on the code rate) bits for each of the next states. For
this paper, we made experiments for code rate 1/4, so that when the

2. Convolutional Codes
The two main categories of error-correcting codes are block
codes and convolutional codes. Block codes work with fixed-size
blocks of bits or symbols of predetermined size. On the other hand,
convolutional codes work on bits or symbols of arbitrary length.
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state machine moves from one state to another, the output is four
bits [6].

transmission) and in each iteration we generate the sets Hi = {α | α
∈ Qr , H(D(i), α) ≤ Bmax}, for i = 1, 2, …, s and the decoding
candidate sets S0, S1, S2,…, Ss. These sets are defined iteratively and
S0 = (k1k2…kn; 𝜆), where 𝜆 is the empty sequence. In the i-th
interaction, we form set Si of all pairs (𝛿, w1w2…w4·r·i) obtained by
using the sets Si --1 and Hi as follows (wj are bits). For each (β,
w1w2…w4·r·(i-1)) ∈ Si-1 and each element α ∈ Hi, we apply the
decryption algorithm given in Fig. 1 with input (α, β). If the output
is the pair (𝛾, 𝛿) and if the sequences γ has the redundant zeros in
the right positions (according to the chosen pattern), then the pair
(𝛿, w1w2…w4·r·(i-1)c1c2...c4r) ≡ (𝛿, w1w2…w4·r·i) is an element of Si.

The most sophisticated way to explain the convolutional codes
is with trellis structures. Every convolutional code that can be
presented with a state machine, it can be presented with a trellis
structure as well. In our experiments, we use implementation with
trellis structure due to their compatibility with Matlab. Transmitted
bits track a unique, single path of branches through the trellis. So,
the output of the whole trellis is just one path. Moving within the
trellis structure is more or less the same as in state machines. The
encoding starts in the starting state, checks the current bit on the
input, chooses the right path (0 or 1) and gives the suitable four
output bits for that current input bit. The procedure ends when the
last bit from the input is being encoded [5].
During the years, many algorithms were developed for decoding
convolutional codes. The most frequently used decoding algorithm
for convolutional codes is the Viterbi algorithm. This algorithm
was developed by Andrew Viterbi in 1967 and today is still the
most suitable algorithm for decoding convolutional codes. Viterbi
algorithm performs the decoding by finding the most likely path
through the trellis. The trellis is the same as for encoding, but the
procedure is different. There are two decoding techniques of Viterbi
algorithm: Hard Decision and Soft Decision. In our experiments, we
are using the Hard Decision Algorithm. Viterbi uses the Hamming
distance in order to calculate the most likely path. The Hamming
distance gives the difference between the value in the trellis and the
value that needs to be decoded. Each branch is labeled with a metric
and in this case the metric is the Hamming distance which is
calculated separately for every branch. Except for the starting state,
all other states have a unique predecessor state. The path in the
trellis that has the least number of different bits (different bits from
the input bits in the trellis structure), is used for decoding of the
current two output bits. Once a valid path is selected as the correct
path, the decoder can recover the input data bits from the most
likely output code bits [1].

Fig. 1 TASC algorithm for encryption and decryption.
In Cut-Decoding algorithm, after transmitting through a noisy
channel, we divide the outgoing message D = D(1)D(2)...D(s) in two
messages D1 and D2 with equal lengths, and we decode them
parallel with the corresponding parameters. In this decoding
algorithm, in each iteration, we reduce the number of elements in

4. Random Codes Based on Quasigroups

(1)

the decoding candidate sets in the following way. Let 𝑆𝑖

RCBQs are designed using algorithms for encryption and
decryption from the implementation of TASC (Totally
Asynchronous Stream Ciphers) by quasigroup string transformation
[9]. These cryptographic algorithms use the alphabet Q and a
quasigroup operation * on Q together with its parastrophe /.
-

be the decoding candidate sets obtained in the ith iteration of two
parallel decoding processes, i = 1,… , s/2. Before the next iteration,
(1)

we eliminate from 𝑆𝑖

all elements whose second part does not
(2)

match with the second part of an element in 𝑆𝑖 , and vice versa. In

Encoding process

the (i+1)th iteration, the both processes use the corresponding
reduced sets. In this way, the size of the lists (decoding candidate
sets) becomes smaller.

Standard coding algorithm is first algorithm for RCBQs
proposed in [7]. In this algorithm, first the message M = m1m2 … ml
(of Nblock = 4l bits where mi ∈ Q and Q is an alphabet of 4-bit
symbols (nibbles)) is extended to a message L=L(1) L(2)... L(s) =
L1L2...Lm by adding redundant zero symbols. The produced message
L has N = 4m bits (m = rs), where L(i) are sub-blocks of r symbols
from Q and Li ∈ Q. In this way we obtain (Nblock, N) code with rate
R= Nblock /N. The codeword is produced by applying the encryption
algorithm of TASC (given in Fig. 1) on the message L. For this aim,
a key k=k1k2…kn ∈ Qn should be chosen. The obtained codeword of
M is C=C1C2...Cm, where Ci ∈ Q.
In Cut-Decoding algorithm [8], instead of using a (Nblock, N)
code with rate R, we use together two (Nblock, N/2) codes with rate
2R, that encode/decode the same message of Nblock bits. So, for
coding we apply the encryption algorithm, given in Fig. 1, on the
same redundant message L twice using different parameters
(different keys or quasigroups). The codeword of the message is
obtained with concatenation of the two codewords of N/2 bits.
-

(2)

and 𝑆𝑖

After the last iteration, if the reduced sets have only one element
with the same second component, then this component is the
decoded message. In this case, we say that we have a successful
decoding. If the decoded message is not the correct one, then we
have an undetected-error. If the reduced sets have more than one
element after the last iteration, we have more-candidate-error. In
this case we randomly select a message from the reduced sets in the
last iteration, and we take this message as the decoded message. If
in some iteration all decoding candidate sets are empty, then the
process will finish (we say that a null-error appears). But, if we
obtain one nonempty decoding candidate set in an iteration, then the
decoding continues with the nonempty set.
In [10] and [11] authors have proposed methods for decreasing
the number of null and more-candidate errors by backtracking. In
the experiments for this paper, we use the following combination of
these two methods with backtracking. If the decoding ends with
null-error, then the last two iterations are cancelled and the first of
them is reprocessed with Bmax+ 2 (the next iterations use the
previous value of Bmax). If the decoding ends with

Decoding process

In all decoding algorithms of RCBQs, after transmission
through a noisy channel, the received message D is divide in s
blocks of r nibbles. Then we choose an integer Bmax (assumed
maximum number of bit errors that occur in a block during
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more-candidate-error, then the last two iterations of the decoding
process are cancelled, and the penultimate iteration is reprocessed
with Bmax − 1. In the decoding of a message, we use at most one
backtracking for null-error and at most one backtracking for
more-candidate-error.

3. Experimental Results and Analysis
In this section we will compare the experimental results for
bit-error probabilities obtained using a convolutional code and
RCBQ when the messages are transmitted through a binary
symmetric channel. For both codes, experiments are made for code
rate ¼.
Experiments for RCBQ with Cut-Decoding algorithm are made
for code (72, 288) using the following code parameters:
-

redundancy pattern: 1100 1110 1100 1100 1110 1100 1100
1100 0000
two different keys: k1 = 01234 and k2 = 56789
quasigroup of order 16 on the set Q of nibbles given in
[12]

Fig. 2 Comparison of BER

From the results in Table 1 and Fig. 1, we can conclude that
both codes have good performances in correction of errors in the
binary-symmetric channel with the considered values of p. Namely,
in each row, experimental results for BER (BER_rcbq and BER_c)
are smaller than the bit-error probabilities in the channel.

Experiments for convolutional codes are made using trellis
structure and following parameters:
-

data bits k = 1, for each incoming bit, there are n bits
n-bit codewords, n = 4, each bit is coded with 4 bits
constraint length K = 3, number of states is 4 (2K-1)

Comparing the results obtained with RCBQ and the
convolutional code, we can see that for smaller values of bit-error
probabilities (p < 0.08) in the channel with RCBQs we obtain better
results for BER. Nevertheless, in all experiments, the time efficiency
of the convolutional codes is better than that of RCBQ. On the
other hand, the advantage of the RCBQ is that they have
cryptographic properties. Namely, if the data are encoded with
RCBQs, then the recipient can decode the message only if s/he
knows exactly which parameters (redundancy pattern, keys and
quasigroup) are used in the encoding/decoding process, even if the
channel is noiseless.

In all experiments the input is a randomly generated list with
100000 bits (the source messages) and each experiment is
performed with the following steps:
1.

The input is read from a text file (input.txt). The input is
encoded with a suitable code (convolutional or RCBQ)
and the encoded messages are written in another file
(coded value.txt).

2.

The encoded bits are read from the text file coded
value.txt and sent through a BSC. The output of the
channel is written in another file (value from channel.txt).

3.

Then the output from the channel, file channel.txt, is
decoded with a corresponding code (convolutional or
RCBQ) and the decoded messages are written in another
file called decoded value.txt.

4.

After the decoding process, decoded bits from the file
decoded value.txt are compared with the bits in the input
file input.txt, and we calculate the bit-error-probability for
the experiment.

4. Conclusion
Error-correcting codes have an important role in
communications and transmissions of data. Different types of codes
have been developed over the years, but their usage remains still the
same.
The different implementations for convolutional codes such as
sliding window, state machines and trellis structures, show one
more time that they are widely extended. Also, their compatibility
and flexibility in Matlab are another proof that they can be designed
in many ways. Convolutional codes are the basics for understanding
turbo codes, which are parallel implementation for convolutional
codes and are widely used everywhere.

The binary symmetric channel can have different probability for
incorrectly transmitted bits. Here, we will present and analyze
results for BSC with the following six different probabilities: 0.02,
0.03, 0.04, 0.05, 0.06, 0.07, 0.08 and 0.09. Experimental results for
bit-error probabilities (BER) for both considered codes are given in
Table 2. In this table, BER_rcbq denotes the bit-error probability for
RCBQ and BER_c the bit-error probability obtained by using
convolutional code. Also, the results for BER are graphically
presented on Fig. 2.

On the other hand, Random Codes based on Quasigroups are
relatively new codes, which have cryptographic properties which
are very important in data transmission nowadays. These codes
enable the correction of erroneously transmitted bits in a noisy
channel and security of transmitted messages, using a single
algorithm. Also, from the experimental result presented in this paper
we can conclude that for lower bit-error probabilities in BSC,
RCBQs have better performances in correction of errors than
convolutional codes.

Table 1: Bit-error probabilities for convolutional codes and RCBQ
p

BER_rcbq

BER_c

0.02
0.03
0.04
0.05
0.06
0.07
0.08
0.09

0.00001
0.00024
0.00142
0.00507
0.00869
0.02017
0.03459
0.05378

0.0033
0.0054
0.0081
0.0119
0.0165
0.0215
0.0270
0.0332

At the end we must note that there is no right or wrong code
since each code is better in different situations. In order to
determine which code is most appropriate for a particular purpose,
all circumstances must be taken into consideration. RCBQs have
some cryptographic properties, but the convolutional codes are
faster.
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Abstract: This paper summarizes the main results of a study on the current state and the development
of electroshock less lethal weapons used in law enforcement. Based on statistics and studies, conclusions have
been made about the taser-type devices effectiveness and safety with a view to their further improvement.
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to have been quite intrigued by the potential use of electric shock. In
1964, after the riots in New York, the US President Johnson
appealed for finding non-lethal ways to neutralize criminals.
However, the use of electric livestock which was used by farmers at
the time, was perceived by society as treating humans on an equal
footing with animals. An alternative emerged in 1965, when a
patent was filed for a weapon called by the press ‘a long-range
weapon that works like electrified super-rain’. In other words, it
was an electrified water cannon - not only dangerous, but almost
impossible to control. It turned out also unsuccessful. In the
following years, hundreds of ideas for electric weapons emerged
without their implementation finding the necessary support. A
device called ‘Taser’, patented in 1974 by a NASA scientist, also
failed, however ‘Taser’ has remained the popular name of all
devices of this type, regardless of their model and manufacturer.
The electrodes were fired with gunpowder, due to which it was
classified as a firearm by the Bureau of Alcohol, Tobacco and
Firearms, as a result the weapon use was restricted only to law
enforcement and the manufacturer went bankrupt. Almost twenty
years later, in 1993, a version of the device operating with
compressed air or nitrogen instead of gunpowder, introduced by
other inventors, was well received and after another 6 years the
weapon was advanced enough to be used in practice. [1, 2]
There are currently two main types of less lethal weapons that
produce electric shock. The first type are those with direct contact,
or the so-called ’stunning devices’ - two-electrode handguns (shock
pistols and batons) and electrified shields, or devices (belts and
cuffs) carried by prisoners and remotely activated. These weapons
carry out electric shocks through direct contact and only cause
discomfort or pain. The second type, the so-called ‘conducted
energy devices’ (pistols popular as ‘Tasers’, Taser mines and other
devices), fire electrodes connected to fine wires, causing
neuromuscular incapacity. Despite the differences in design and
effects, the term ‘electric shock weapons’ is often used for both
types of devices.
The main difference between the two types of electroshock
weapons is as follows. Stunning direct-contact weapons are
designed to cause pain by acting on sensory nerves. Individuals with

Introduction
Electroshock weapons, also called ‘electronic control weapons’
(ECWs), are the most widely used less-lethal weapons (LLWs)1 in
law enforcement worldwide, along with the pepper spray and police
batons. They are most commonly applied by police and prison
guards to control and detain individuals with aggressive behavior,
while their use in other law enforcement activities, such as crowd
control and counter-terrorism, is limited.
The benefits of the use of electroshock weapons as alternative to
firearms has been proven by law enforcement practice. Over the
years, however, a number of accidents related to conducted energy
devices known as ‘tasers’ have been reported. As a result, it is
widely believed that these weapons carry a significant risk of injury.
On the other hand, a number of investigations based on statistical
data show that these devices are not only safer than some other less
lethal weapons and tactics, but that their use leads to a significant
reduction in the number of accidents.
This paper summarizes the main results of a study on the current
state and the development of electroshock less lethal weapons used
in law enforcement, as a part of an extensive study of non-lethal
technologies. It provides a brief overview of the evolution of
electroshock devices and presents modern weapons, illustrating the
achievements and trends in the development of this type of weapon,
with an accent to conducted energy devices which are the most
common electroshock weapons recently. The available studies,
based on statistics from police practice, although they do not allow
accurate quantification of the effectiveness and safety of these
devices for a number of reasons, nevertheless allow conclusions to
be drawn about the current situation and the ways in which the
development and use of these devices could be improved.

Electroshock devices evolution and current state
Electroshock weapons are designed to deliver electric shocks
that disrupt the functions of the target, causing pain and/or
temporary disruption of human muscle function without significant
injury. Some types of electroshock weapons cause muscle
contractions that result in the loss of the ability to perform
coordinated and directed movement, including the inability of the
person to stand or hold a weapon.
The first electroshock weapon appeared in the 1930s as a
replacement for police batons. According to a 1935 article in
‘Popular Science’, electric gloves were invented that would be
enough to tame even the most rebellious offender. They were able
to produce an electric shock with 1500 to 5000 V and a temporary
paralyzing effect, without burns or other consequences. There is no
evidence that they were actually used, but scientists and police seem

higher pain tolerance have been found to have the potential to
combat this pain, making this type of device ineffective. Unlike
these ‘blunt’ electrical impulses, the Taser’s technology works with
generated impulses, which allow both the sensory and motor nerves

‘Less lethal weapons’ is a term used in law enforcement in many countries
instead of the commonly used term ‘non-lethal weapons’.

1
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to be stimulated (the sensory nerves transmit information to the
brain and the motor nerves transmit information from the brain,
which controls muscle movement). By acting on both types of
nerves, neuromuscular neutralization eliminates the pain tolerance,
causing strong muscle contractions, pain and incapacity. The
military term for this effect is ‘human electromuscular incapacity’
(HEMI). [1, 3]
Less lethal means using wires also include some devices that
have not yet found widespread practical application, such as ‘Taser
mines’ capable of firing several groups of electrodes
simultaneously, as well as electrical devices for stopping vehicles.
Wireless electroshock ammunition is also being developed for firing
from special or standard platforms. The last have a number of
advantages over wired devices, including a much longer range.
Attempts are also being made to electrify the jets of water cannons.
Some of these developments have significant potential for use in
law enforcement, provided they are realized as sufficiently
effective, safe and affordable products.

cuffs which is are placed on the leg above the ankle or on the wrist
of the prisoner. In case of non-compliance with the commands of
the officers or endangering the safety of others, the device can be
activated remotely via a wireless transmitter at a distance of about
90 m, delivering a voltage of 50,000 V, which leads to temporary
immobilization of the prisoner. [8] Such devices are used in the
USA and several other countries.
Shock shields made of high-strength transparent polycarbonate,
providing clear vision through the shield, are used to control crowds
in riots. They are designed for non-lethal actions against offenders
through a series of high-voltage electric pulses. In addition, the
shields protect officers from being hit with batons, metal rods,
stones, bricks, bottles and other
objects. [9, 10] Shields of various
shapes and sizes with integrated
electrode strips are available by many
producers. As an example of such a
device, a shield of the company ‘Stun
Tec’, USA [11], is presented on the
left, and on the right - a shield of the
group of companies ‘Mart’, Russia [12]. Both are equipped with a
coating that protects law enforcement officers not only from
mechanical impacts, but also from incendiary ‘cocktails’.

Electroshock devices with direct contact
A large number of companies around the world produce police
shock ‘pistols’ with different designs, technical characteristics and
combinations of functions. One of the most popular American
shock devices is the tactical police shock pistol JOLT 95M with a
flashlight (left). It combines a powerful stun gun (95 MV) and a
flashlight with a brightness of up to 200 lm (the latter can be used
both to illuminate the entire area
and to temporarily dazzle the
attacker, while in the meantime
the stunning function is turned
on). The pistol is compact, made
of high quality aluminum alloy and has a built-in rechargeable
battery. [4] Similar device is the tactical police shock pistol-baton
LED 12M (right), which uses the patented technology ‘triple shock’
and delivers 12 MV at the touch of a button, creating a strong and
disturbing spark. It is also equipped with a 150-lumen LED
flashlight with 5 separate modes. There is also a 3-stage protection
to prevent accidental discharge. [5] Many different types of
stunning devices from different manufacturers, mostly Chinese, are
offered in the global network at several times lower prices than the
models of American and European companies.
Another type of electroshock delivery equipment is devices
worn by the body (stunning sleeves, cuffs, belts) that are worn
around the waist, arm, wrist, leg or ankle. The devices are activated
remotely at a distance of up to 100 m depending on the type and
model and can be controlled individually or in groups. A common
type of stunning belt is available under the name ‘Remote
Electronically Activated Technology Stun Belt’ (REACT). The belt
is a 10 cm wide strap designed to be worn by aggressive prisoners
under clothing. It is powered by two 9 V batteries connected by
tines that are attached to the wearer in the lumbar region. The
device causes an electric shock of 50,000 V for 8 s and is activated
by a remote transmitter controlled by a service officer. The shock is
powerful enough to temporarily immobilize and cause muscle
weakness for about 30-45 minutes, which can lead to falling to the
ground and uncontrollable convulsions. Such a device has attracted
public attention in the United States because of its application to a
defendant during a court hearing. The ensuing lawsuit led to the ban
on the device in Los Angeles County. [6] A study by Amnesty
International found that belts are increasingly used in US
correctional facilities, sometimes accidentally activated or
intentionally used as a tool for torture. The UK-based human rights
group has called for a ban on the stunning belt, describing it as a
weapon carried by the victim. [7] Presently, the USA and South
Africa are the only two countries that still use stun belts. Proponents
of the device believe that it is very useful in preventing attempts to
escape and violence by prisoners, for example when transporting
them from one place to another. According to studies in the United
States, 40% of prisoner escapes, often related to homicides and
injuries to officers, occur during transportation. Effective (according
to producers claims) means to prevent such incidents are the shock

Electroshock devices with conducted energy (CEDs)
The effect of less lethal weapons transmitting electricity by wire
(Conducted Energy Devices) occurs when skin or clothing comes
into contact with electrodes connected to a device that activates a
high-voltage, low-ampere pulse wave circuit. Using compressed
nitrogen, they launch electrically charged probes at the object,
which are driven into clothing or skin. Upon contact with the target,
the probes release electrical pulses of about 50,000 V for up to 5 s
which cause incapacity. The maximum range of police devices is up
to 10-11m, while models for self-defense have limited range. The
target is disabled in less than 0.5 s, and the shock lasts for several
minutes. The devices have also two stunning electrodes in the front
that can be used directly (in ‘stunning’ mode) to cause pain.
Such weapons are manufactured in a number of countries but
the world leader is considered company ‘Taser International’ (now
‘Axon’). Its most famous model, the Taser X26, is used by the
police, military and other forces in the
United States and many other countries
to detain people, in security and law
enforcement operations, at checkpoints,
for forces protection, and so on. Recently, this most powerful and
best-selling product has been withdrawn from sale and replaced by
new safer models. Some new Axon’s developments [13] have been
announced as intelligent weapons. The Taser X2 device has the
option of two ‘shots’, its all-digital architecture uses a rangefinder
which allows to measure the electric charge and deliver it to the
target with maximum safety and efficiency. A pair of lasers
eliminates the uncertainty of aiming and increases accuracy by
allowing the user to see exactly where the two probes will enter the
target. In addition, it has a built-in impact cycle switch and is
equipped with an electronic log that records every action of the
device. Its effective range is 4.6 m. A compact version Taser X26P
(single shot) has also been developed, designed for law enforcement
and self-defense. The newest device Taser 7 is a two-shot device
with spiral darts that spool from the dart allowing the probes to fly
straighter. The rapid arc technology with adaptive cross connections
allows for full incapacitation even at close range. The device
connects wirelessly to the Axon network of software that includes
inventory management.
One of the most popular in Russia electroshock devices for law
enforcement, AIR M-140, is offered by the Mart Group of
Companies. It is a compact model in the form of a pistol with
additional options such as a laser targeting, LED flashlight and
display with an indication of the number of shots and the battery
charge level. The AIR-107U electroshock device is designed as a
stick with a fiberglass body. Cartridges fired at a distance of up to
4.5 m can be charged with electric or flash-bang charge. After the
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shot it can be used as a contact electroshock device. [12] Another
modern Russian weapon using Taser technology is the GARD
device of the technology company ‘Rtech-No’ (pictured). ‘The
Russian Taser’ works in a similar way to the
American original - it fires electrical charges
powered by a changeable clip. One clip
contains 10 cartridges for 5 charges with 2
shots each. The weapon has a button enabling
an independent direct contact mode without a
shot even with loaded clips, built-in laser, has
an improved power supply and user safety system. [14]
Asian companies are also trying to keep up with the competition
to develop new advanced tasers. The global network offers a large
number of models, many of them made in China and Taiwan. For
example, in [15] some devices are advertised as more powerful and
safer than the existing ones, thanks to the unique technology used
for direct power supply, in contrast to the traditional AC power
supply. Devices equipped with 4 cartridges are available that can
perform continuous launches to multiple targets at a distance of up
to 6 m, as well as multifunctional devices with the ability to fire 8
types of charges: electroshock probes with different range, cartridge
or bullet with hot pepper, rubber bullet, marking bullet, SOS signal
charge and stunning charge.

pepper spray (up to 65%) and baton (about 45%); the rest LLWs
and tactics are found to be less effective (up to 40 %).
In terms of effectiveness the taser-type of weapons have a
significant disadvantage. In order to incapacitate the target, both
darts must hit it and attach to it at a certain distance from each other.
The range at which a device can be used effectively depends to a
large extent on how quickly the darts move away from each other in
flight and how long it takes them to reach the desired distance
between them. This in turn depends on the design of the particular
device and the firing distance. In real situations, however, it is
difficult to keep the distance at which the device is most effective the officer is either too far and does not hit the target or is too close
and the darts are not fixed far enough from each other to cause the
desired effect. Such ineffective use of taser could provoke the
suspect, resulting in the situation escalation and use of firearms - a
study [22] has found that 250 fatal shootings in the period 20152017 occurred after a taser failed to incapacitate a suspect.
The public attitude towards tasers is generally negative, as they
are considered to cause many injuries and fatal outcomes. A number
of studies have been conducted on the medical effects of electroshock. Some of them, for example [23], claim that electric shock
can lead to ventricular arrhythmia, sudden cardiac arrest and death.
According to a rewiev on deaths following the use of such devices
of Amnesty International [24], in at least 50 of over 330 cases of
deaths after using tasers in the USA in the period 2001-2008, the
taser is listed as a cause or contributory factor in the death.
However, such conclusions about the role of tasers in deaths are
subject of dispute. It has been found that in most cases the fatal
outcome is not the result of an electric shock, but of other factors,
such as the use of drugs, alcohol and other substances or the
presence of heart disease. Some deaths are due to serious secondary
injuries resulting from falling to the ground caused by the muscle
incapacity. In general, studies have shown a low risk of fatal
outcome with proper use of the devices. However, a big part of
deaths after taser exposure are associated with continuous or
repeated shocks, including in healthy individuals. In addition to
people with heart disease and mental disorders, the risk groups
include children, pregnant women, the elderly, as well as those
restricted by handcuffs or other means. An analysis of medical
studies [25] concludes that there is no credible proof that tasers
induce cardiac arrest when used by law enforcement officers in the
prescribed manner. It cites studies, according to which the voltage
required to induce ventricular fibrillation has been calculated to be
15 to 42 times higher than the charge that is possible to be delivered
from the tasers, besides there have been no documented cases of VF
directly caused by the device in more than 600,000 police uses.
Based on several studies funded by NIJ, [26] concludes that CEDs
are not likely to cause cardiac complications. It also states that the
risk of a CED-related use-of-force incident is less than 0.25 % and
that it is reasonable to conclude that CEDs did not cause or
contribute to death in the large majority of cases. Statistics from
police practice show that most cases of electric shock do not lead to
serious injuries. A study of data from one of the biggest Canadian
police departments [18] found that 87% of Taser use cases caused
no or minimal injuries on suspect, 13% required treatment, incl.
1.1% hospitalization. According to another study, cited in a report
by the US NIJ [27], 99.7% of people who were shocked by tasers
did not have any or had only minor injuries, and a small number had
significant and potentially fatal injuries. In 96.7% of all CEW uses,
officers received either no or only minor injuries. [18]
According to experts, within the structure of the forces that is
most often available to police officers, the use of tasers is less
harmful than the baton or empty-hand physical control. Studies [20,
27, 28] show that the application of CEDs reduces the risk of
injuries to both officers and suspects by about 60 %, since tasers
typically are used from some distance from agressive suspects,
unlike the use of hands-on tactics which require officers to be in
close physical proximity to suspects. However, according to a study
[29], the introduction of tasers reduced the likelihood of officer
injury, but had no effect on the rate of civilian injury. The study’s
results suggest that police use of tasers - along with proper training -

Electroshock devices effectiveness and safety
Knowledge of the effectiveness of the various tactics and
weapons is crucial both in the training and practice of police
officers and in the development of new or improved less lethal
weapons for the needs of law enforcement. For the LLWs,
effectiveness is generally measured by two parameters: desired
effect (incapacity) and side effect (injury). The effectiveness of a
LLW should be seen as the ability of a weapon to end a situation the
first time it is used, without the need to re-use or apply a higher
level of force, and without harming subjects and officers. In
addition, it should be borne in mind that the effectiveness of nonlethal weapons is a function of a number of variables, including
from the skills of the particular officer to handle the weapon.
With regard to direct-contact weapons of the type of shock
pistols and batons, the available data do not allow to quantify their
ability to terminate a situation at first application, as their use is
often secondary - after the subject has been overthrown or otherwise
restricted. In general, these devices are considered relatively
ineffective, like the most weapons operating on the principle of
‘submission by pain’, as some individuals have a high tolerance to
pain. However, their prolonged application of 3-5 s, as well as their
repeated application, can lead to some impairment of muscle
function. Used properly, these weapons are quite safer compared to
other weapons and tactics. However, due to limited effectiveness in
bringing a person under control, their use can make the person more
aggressive and thus contribute to the worsening of the situation.
According to human rights organizations, this also increases the risk
of causing death or serious injury as a result of repeated use in order
to achieve compliance. There are also evidences of abuse against
persons already under control and/or as means of punishment. For
these reasons, some organizations insist for a total ban on use of
direct contact electroshock weapons and tasers in ‘drive-stun’ mode.
Statistics on the effectiveness and safety of body worn devices and
shock shields have not been found.
Unlike other types of electroshock weapons, tasers, as one of the
most controversial and discussed LLWs, have been the subject of a
number of studies, most conducted in the United States where their
use is most widespread. The conclusions here are based on studies
of police weapons and tactics based on statistics from the police
practice in the United States and Canada [16-21], as well as on
information from other sources. As the scope of present work does
not allow for their detailed presentation and discussion, the data
given here are averaged. In terms of effectiveness, only the first use
of the weapon was taken into account. According to these data,
tasers demonstrate the highest efficiency (up to 70%), followed by
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may decrease the overall use of force, but both injuries to civilians
and firearm deployment remain unchanged.
Taser-type devices have recently become one of the most
popular and widely used less lethal weapons by police in many
countries. According to data released by [30], in the United States,
their use is becoming more common at the expense of batons and
pepper spray. In view of the increasing use of such devices, the
problems of their efficiency and safety are becoming even more
important. This is achieved in two ways - by improving the design
of weapons and by adequate policies and practices for their use.
In terms of construction, CEDs are constantly being improved.
Devices with increased flight stability and accuracy, ensuring
reliable and safe attachment of the probes, have been created. To
solve the problem with the distance to the object, cartridges have
been created with the possibility of firing the electrodes at different
angles which allows effective use at close and longer distance.
Modern devices are programmed to activate cycles of up to 5
seconds, and their duration can be adjusted while the probes remain
attached to the object. Also for safety reasons, some new models
use less power, however, according to a study [22], these models
are less effective than their more powerful preceedors. Most new
devices have a function to record each activation in order to
facilitate the investigation in case of accident and to reduce abuses.
The new designs are also more compact and comfortable to carry
and use and have mechanisms that ensure the users safety.
The key to safer and more effective use of CEDs is in the
policies and practices for their use, as well as in the relevant officers
training. There is no consensus on the place of tasers in the force
continuum (generally speaking - a model of the levels of force
applied according to the degree of threat). Given the existing risks,
these devices must be used at the highest levels of the continuum,
i.e. against aggressive suspects posing an imminent danger to life or
a serious (potentially life-threatening injury) to the officers or other
persons. In other words, they should be used as an alternative to
firearms, and sometimes to other LLWs whose use in this case is
more risky. Some studies show that tasers are often used by police
around the world unjustifiably or prematurely, at low levels of the
force continuum where the use of other safer less lethal weapons
and tactics would have the same effect without endangering the
lives of suspects. In addition, human rights organizations regularly
document numerous cases of deliberate abuse of such devices by
governmental and other authorities to forcibly obtain confessions or
information from detainees, most often in developing countries. For
further improvement of the safe use of CEDs, the law enforcement
procedures and practices must reflect the recommendations of the
manufacturers and the relevant authorities connected to duration of
exposure, repeated use, use in pain compliance mode, individuals at
risk, etc. Finally, CEDs should only be implemented by
appropriately trained and highly responsible officers.
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1. Introduction

which represents the distance from origin of the separation
[4,5]line. Therefore whether the object belong to the red or green
class can be decided by the equation:
𝑤 ∙ 𝑢 ≥ 𝑏,
(1)

The problem of classification of audio signals is important task
in development and design of multisensory devices. Often such
devices operate in sleep mode in order to conserve energy, because
their main sensory devices operates in physical domain that requires
significant amount of power to operate in example radar, where the
majority of power is used to emit electromagnetic waves, or camera
/ cameras where power consumption is high because of the
processing hardware. In such cases it is often advisable all these
high consumption subsystem device to be awakened by less
consuming sensor in example acoustic or seismic[1,2]. Therefore a
relatively simple and stable method is needed in order to correctly
classify the signal and make decision to wake the primary sensor or
not. Although there are numerous such methods and architecture in
the domains of neural networks and machine learning, the
algorithms we chose for the classification is support vector
machine, combined with histogram of oriented gradients as feature
descriptor. The main reason behind this decision is the short time
needed for training as well as the ability of the classifier to be
trained on relatively accessible hardware[6,7,8].

which can be further developed into :
𝑤∙𝑢−𝑏≥ 0

(2)

Equation (2) is the decision rule. Next we can put the following
additional constrains and write the following equations
𝑤 ∙ 𝑥𝑟 − 𝑏 ≥ 1

(3)

𝑤 ∙ 𝑥𝑔 − 𝑏 ≥ −1

(4)

where 𝑥𝑟 and 𝑥𝑔 are objects belonging to the red and green class.
Equations (3) and (4) can be further derived into equation (5):
𝑦𝑖 𝑤 ∙ 𝑥𝑖 − 𝑏 ≥ 1

(5),

Which is more generalized form of the decision rule, where 𝑦𝑖
obtains values −1 or +1, depending on whether the object 𝑥𝑖
belongs to the red or green class.

2. Decision rule for SVM
For illustrative reasons we will present two dimensional case
with two classification features 𝑋𝐴 and 𝑋𝐵 , as well as two classes.
and two classes – one positive and one negative.

3. Classification features
In order to be able to differentiate between two classes a
suitable features must be selected for the objects belonging to the
classes. In classification of acoustic signals such features are
extracted from the spectrum of the signal. The problem with the
spectral representation is that the carrier frequency might be shifted.
This problem is usual solved by calculating the MFCC (mel
frequency cepstral coefficients). MFCC manages to extract the form
of the signal by applying the logarithm function on the frequency
domain, followed by smoothing in order to find the envelope of the
spectrum, then scaling it with Mel coefficients and followed by
inverse Fourier transformation. Although this method was
considered to be the most prominent in features extraction from
audio signal it requires second Fourier on every sample which is not
the most computationally efficient function. A novel method which
we consider better is the use of HOG [3](histogram of oriented
gradients). HOG is a feature extracting method which was develop
for the needs of computer vision. In general; it works by finding
contours in an image and creating histogram of this gradient’s
magnitude 𝑔 and angle 𝜃, thus providing a feature that is
independent of the carrier frequency. HOG is implemented in the
following steps:

𝑋𝐴

w
𝑋𝐵
Fig. 1 shows an separation in feature plane of objects
belonging to two different classes.

1.
2.


As it can be seen from Fig.1 every object can be put in one of
the two classes with coordinates of the object presented as a vector
with features 𝑋𝐴 and 𝑋𝐵 . Let’s introduce vector w, perpendicular to
the separation line and unknown u (the object surrounded by dashed
line). If we project the vector u onto the vector w , we will find the
distance, proportional to the direction of w. There for if apply dot
product on both vector we can compare the result with a constant 𝑏,
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creating series of Fourier samples on the signal
temporal frequency spectrogram
processing the spectrogram like an image by
applying gradient filter for the vertical component of
the signal
−1 0 1. This filter moves
horizontally through the image and in current “pixel”
of the image writes the difference between the next
and the previous ““pixel”.
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3.

4.

7. Windows with dimensions 8 (4x2) blocks are
taken from the signal and fed to the SVM classifier
during the training stage. During the processing stage
such window is moved over the spectrogram and
decision rule based on equation (5) is applied for each
window.

applying gradient filter for the horisontal component
−1
of the signal
0.
1
This filter moves vertically through the image and in
current “pixel” of the image writes the difference
between the next and the previous ““pixel”.
Finding the magnitude and the angles of the
spectrogram using formulas (6) and (7)
𝑔 = 𝑔𝑥2 + 𝑔𝑦2

(6)

𝜃 = 𝑎𝑟𝑐𝑡𝑔(𝑔)

(7)

4. Overview
Classifier based on support vector machines provide stable
results of correct detection in range between 75% and 82 %. Even
though better results can be achieved using neural networks the
latter require significantly more time to train, as well as expensive
hardware (video cards). The probability of correct classification can
be further increased by applying recursive decision filter based like
Bayes filter or another filter based in Dempster-Shafer
combinatorial rule in case the conditional probabilities are unknown
or hard to obtain. Further research will include SVM classifier with
LBP (local binary pattern) feature extraction. Unlike HOG, the LBP
extracts texture from the spectrogram. Both features can be fused to
further increasing the correct classification rate[5,6,7]. There are
two methods of doing it early and late fusion. The former is done by
combining both the LBP and HOG features, therefore using vector
with higher dimensionality, while the latter is implemented by
running the classifier twice with each of the feature vectors and the
using some sort of logic for making decision. Still computational
burden of such fusion need to be considered in order to design
classifier that is balanced between speed and accuracy.

Save the values obtained with equations (6) and (7)
into two matrices one with the values of the angles
and another with the magnitude if the gradients
Split the spectrogram into blocks and then further
split each block into four cells, as shown on Fig. 2

2014-2020.

Fig. 2 chirp generated in Matlab, the frame is split into
blocks(black thick line) and each block is split into four cells
5.

Then for each cell create histogram of nine bins each
representing the angle and its value representing the
amplitude of the gradients

gradients angles
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histogram of oriented gradients

Fig. 3 populating the histogram of oriented gradients with
values
6.

Now that we have a histogram for each cell, all the
four HOGs in a block are concatenated thus creating
32 dimensional feature vector for block and
respectively 256 dimensional feature vector for a
window moving window consisted of 8 blocks (4x2).

Fig. 3 creating 32 dimensional feature vector from HOG
descriptor
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The robotic systems can be divided (categorised) according to a
number of various aspects. In regard to the content of this article,
we will deal with the breakdown by operational domain according
to [2]. Depending on the environment in which the robotic
(remotely controlled/unmanned) systems are used, we can divide
them as follows:

1. Introduction, methodology and a means for
solving the problem
Robotic systems and applied military robots are characterized
by their ability to perform tasks in an autonomous or any other
mode, as applicable. Thus, they carry out operations vicariously for
humans. Weapons and weapon systems like this are called hybrid
man-machine systems in the context of this operational research. In
recent years, we have seen massive development in the field of
robotics in both military and civilian spheres. In the military sphere,
this mainly includes its deployment in military operations, where it
performs a diverse spectrum of tasks. These systems and their
subsystems are developed and tested intensively by military
science.







The effort of leaders in the field of military robotics and
autonomous systems is aimed at gaining the upper hand on the
battlefield, which is to be greatly aided by the aforesaid means.
Disruptive technologies are disruptive because they are able to
significantly reverse the force ratio using quite unique features such
as extreme speed of information processing and decision making,
accuracy, or low cost when compared to the use of traditional manmachine systems. [1] Ultimately, they represent an option that gives
soldiers a better chance of surviving on the battlefield. Further,
these means enhance C4I capabilities, sustainability and mobility in
military operations. So, they favour the side of the conflict that has
these systems in place more broadly. On the other hand, it is
necessary to ensure the resilience of the entire system in which the
robotic system operates, because its disruption can cause the
collapse of the entire system. Typically, this would involve cyberattacks or operating in an electromagnetic spectrum. This issue has
been evolving very dynamically, and every year we can observe
significant technical changes, innovations as well as resulting
changes in the possibilities of application.

Air domain – Unmanned Aircraft Systems, UAS;
Land domain – Unmanned Ground Systems, UGS;
Sea domain – Unmanned Maritime Systems;
Space domain – Unmanned Aerospace Systems;
Cyberspace domain – Self-acting Software.

According to the manner of controlling each system, the
machines are divided as follows:






Military robotics is an area supported within NATO, but so far
more effective work has been done by development teams and
experts at the national level than by alliance teams and working
groups both within NATO (e.g. USA) and outside (Israel, Russia,
China, India). This is demonstrated by output in the form of the
means themselves and their capabilities.
The authors' long-term work deals with the tactical level of a
conflict on land, with a focus on tactical task forces. The objective
of this article (review article) is to identify and describe the current
state applicable to the categories of UGVs operating at the tactical
level and, based on the state and trends, to present an estimate of
prospective developments for the short and the medium terms.



To reach the widest possible readership, the authors will apply
the following divisions and definitions of the subject matter of
investigation.
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Directly controlled machine – it is operated on the basis of
direct control by the operator, without its own decisionmaking capability; except for the human interface, it does
not need any interaction with the environment (e.g.
driving a car without ABS, ESP functions, direct control
of a 1st generation machine tool), because this interaction
is fully ensured by the human operator;
Controlled machine – it is operated based on immediate
instructions given by the operator, has a simple logical
decision-making capability like a finite-state machine
(e.g. an elevator stops only on the pre-set floor, an
intelligence with one-bit memory, a door hold button, a
semi-automatic car transmission, 2nd generation machine
tools, etc.);
Regulated machine – basically, it is a controlled machine
that achieves goals in a predetermined way, i.e. it
achieves the goal under different conditions, in different
ways, including an analogue resolution of the degree of
phenomenon intensity (e.g. when a new target station is
suddenly selected during the elevator ride just before such
level is reached, the elevator will prefer to pass the level
and will return without stopping immediately; or driving a
modern car equipped with an automatic transmission and
with ABS, ASR, ESP functions, etc.);
Remotely controlled/regulated machine – it is operated on
the basis of the instructions given by the operator who is
located separately from the machine. The operation of
such a machine is then strongly dependent on the
operator-machine transmission route. In all cases above,
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the human operator is a part of the control loop of the
machine (system);
A semi-autonomous machine, also referred to as a
machine with some autonomous functions, achieves the
goal in the manner it chooses (however, the methods that
can be used for selecting are still prescribed, e.g. by a
software with defined algorithms). Although the machine
can still follow the most direct path assumed, it does not
foresee such paths in any way, it always verifies the path
again and again; and in case of sudden obstacles, the
machine itself even searches (based on the humanpredefined algorithms) for the optimal path to achieve the
goal, without limiting the distance from the original
straight direction. The human operator is no longer part of
the machine's (system's) control loop, but still gives a
specific task to the machine, i.e. a goal that the machine is
supposed to achieve, and checks its achievement or
corrects its goals;
A fully autonomous machine chooses its own goals and
ways to achieve them (based on algorithms) itself; its
operation no longer requires humans, it is a robotic
system with artificial intelligence.

2. Description of the current state of military
robotics
The first area and contradiction is the categorisation by size or
weight. A variety of divisions exists. Many countries profiling
themselves in the area of military robotics have their own
classification system. In the USA, for example, the Navy and Army
apply a different classification method. India [4], China, and Israel
have established their own systems. The common element is the
division in categories, but quite often both the number of categories
and the respective weight differ. The authors have tried to find a
common intersection:


micro (in the order of hundreds of grams to
kilograms)



mini (kilograms, a few tens of kilograms)



small (hundreds of kilograms)



medium (units of tons)



big (over 10 tons)

The aforementioned fact does not have a very significant impact on
the development and use of UGVs.
There are several directions or approaches to combat UGVs that
have been more or less successful.

The robotic autonomous system (RAS), in this case UGV, in the
autonomous vehicle variant will have the following capabilities and
properties [3]:

A part of the UGV design is based on the platform of a vehicle
originally operated by humans (off-road, combat), either with a
wheeled or tracked chassis. An example of such a design is the
Wingman vehicle (within the US Army Robotic Combat Vehicle
project) with the chassis of an HMMWV vehicle or a Wiesel
tracked vehicle [5] by Rheinmetal. Another example is the Black
Knight UGV from Great Britain that uses vehicle components by
Bradley.



to collect information about the environment (e.g. creating
maps of building interiors);
 to detect objects of interest such as people and vehicles;
 to move between waypoints without assistance from human
navigation;
 to operate without human intervention for an extended
period of time;
 to avoid situations that are harmful to people, property or
itself unless they are part of its design specifications;
 to search for or remove explosives;
 to repair itself without external assistance;
 the robot can also learn independently. Autonomous
learning involves the ability to learn or acquire new
functions without external assistance, to adjust the process
of performing a task depending on the surrounding
environment, to adapt to the environment without external
assistance, to develop an ethical sense of achieving mission
goals.
In addition, it will consist of the following (general) components:
 platform;
 sensors;
 control systems;
 guidance interface;
 communication links;
 system integration functions;
 combat (or another specialized) superstructure, or a power
system (e.g. a weapon).

Other UGVs come with their own platforms, whether using wheels
or tracks. Most of them fall into the category ´mini´ or ´small´. An
example is the W-MUTT from the USA. [6].
In addition to the lethal function itself, the UGVs can integrate
sensor or carrier functions.
All types of UGVs, if equipped with a weapon station and a sensory
system, are based on already proven weapon solutions. Again, there
are several approaches. The combination of blowback and a
vehicle's centre of gravity in unstable terrain (typical for a
battlefield) represents a significant limiting factor. As a result, there
are 2 principal solutions; the use of weapons without blowback
(missiles), or weapons with blowback. This in turn places demands
on the vehicle stability and, proportionally, on the weight and size.
Therefore, manufacturers and users alike, when required to reduce
the size, must take into account the need to use missiles or smallercalibre weapons, as applicable. On the other hand, this gives the
possibility of using various less common types of ammunition, e.g.
loitering ammunition, sub-calibre or otherwise specific types of
projectiles.
Russia applies its own approach, which the authors consider as one
of the best. It has a number of UGV prototypes, some of which have
been tested in modern conflicts with varying levels of success. The
“family” of Kungas UGVs [7], which includes all categories of
UGVs, is worth noting.
The miniature UGVs, referred to as micro-UGVs [8], which due to
their size can support certain types of tactical tasks performed, e.g.
by special forces or light infantry, can be considered a separate area.
They are very small (similar to a remotely controlled toy car) and
equipped with a weapon of smaller calibre and power (e.g. a 9mm
pistol barrel with one or several projectiles in the magazine). They
are able to approach the target undetected and eliminate it at short
range.

The methodology for the compiling of this article was based on
open-source literary research. After obtaining the source base, the
information was sorted and categorized. Subsequently, comparisons
were made, and penetrations or differences were identified. Based
on the broad overview obtained, the selected examples were used to
demonstrate the representatives of those means that typically
present the given problem or issue in question.
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The humans will be able to control and interfere with the UGV
operation using virtual reality. Similarly, they will only be able to
monitor the operation of the UGV. Another qualitative step forward
will include the use of augmented reality to control or monitor the
robot's activities. Inputs and data (e.g. a base map, a common
operational picture, an anticipated manoeuvre of friendly or hostile
forces, etc.) will be displayed in the real environment. Augmented
reality will be able to use multiple inputs and sensors, over time
even those that come from different levels of command and control.

Summarizing the results of the research, the following findings can
be made:


Over the past five years, the area of military robotics has
made a major shift, particularly towards the application of
RAS;



The operational deployment of the UGVs has taken place;
so far, the Russian deployment in the Syrian conflict is
known [9], and a number of problems corresponding to
the bullets below have been encountered. Robotic systems
are deployed in Israel [10], and more advanced systems
are gradually being used [11]. But their more extended
deployment in different parts of the world, in different
types of conflicts as well as the use of robotic systems of
different levels and different origins [12] can be expected;



Weapon systems are decisive for vehicle robustness;



The autonomy of movement in rugged terrain is not fully
resolved, or rather a human being is still more efficient
than a machine in this regard [13];



Currently, most UGVs are not yet technically prepared for
fully automatic operation, especially with regard to
decision-making processes and the sensory system [14],
[15];



Localization, self-localization and terrain evaluation (e.g.
building damage, GPS signal failure in a built-up area)
limit manoeuvring [16];



In the context of artificial intelligence, we are currently
discussing so-called “weak” artificial intelligence, where
a robot - UGV responds, based on predefined algorithms,
in a machine-like manner but does not actually understand
the problem;



Combat Identification [17] needs to be refined in order to
have at least the same level of confidence as a human
operator to eliminate every potential target. This goes
hand in hand with the target prioritization that is not yet
fully mastered by current robots;



The robot is not prepared for performing the tasks of
escalation of force depending on different types of
signals, so far this is inherent only to humans. In
particular, biomimetics and bioacoustics are not at such a
level that would enable it to replace a human operator by
a robot in this respect [17], including emotional states and
intuitive responses.



An option will include “tele-presence”, i.e. inducing a feeling of
presence and experiencing such states as if the operator or the
observer were present on the battlefield.
Human-robot collaboration is already in place, for example,
when a human operator marks a target and the robot destroys it. Fire
control will also be performed in a more sophisticated way, with
human-robot collaboration in the field.
Weak artificial intelligence will be improved, and in the
medium term, there is a potential to create “strong artificial
intelligence” where the robot understands the problem. Unlike the
current situation, the robot will be able to perform a large part of the
tasks completely on its own.
Gradual steps will be taken to introduce UGVs into standard
unit structures. Realistically, and having regard to several factors
(safety, preparation of a new generation of operators, more
technologically advanced systems), it seems appropriate to
implement small semi-autonomous systems. These can function as
firing modules (e.g. replacing the profitable sets of antitank
missiles). Once successfully implemented, the semi-autonomous
vehicles can be introduced as a permanent item of the equipment of
units.
The aforesaid systems will be interconnected and will
increasingly interact with other 21st century means, e.g. loitering
ammunition that will become a standard item of combat unit
equipment. Subsequently, the autonomy of UGV-based entities will
be increasingly enhanced. Based on the current results and
experience from the so-called “swarming”, the swarms of UGVs
cooperating with UAVs will be used in combat. The UAVs (drones)
will be an integral part of such a unit.
The above development will be assisted by gaining the
capability of multispectral data fusion and by sharing the data from
remote sensory systems that may originate from other domains.

4. Conclusion
Military robotics has been undergoing a rapid evolution. It can
be assumed that the side of the conflict possessing new, modern and
resilient technology will have a significant technological advantage
on the modern battlefield. This superiority is likely to ensure victory
in the physical component of the conflict.

The ethical level [18] needs to be resolved, i.e. to what
extent the machine should perform the task autonomously
and at what point should it be controlled by a human
operator;

Support of the development and implementation into unit
structures, including operational deployment, is a means for
introducing such systems. Operational deployment enables the
ability to gain non-transferable experience and accelerate further
development. The sooner this process occurs, the more prepared
such sides will be for a new type of war.

From the aforesaid results, which are based on freely available
technical and scientific articles, it is clear that the
implementation into structures of land forces is a broader
problem than simple inclusion into a unit formation. From the
point of view of military theory, this is a major milestone.

A response in the form of an approach to the education of future
commanders is also an integral part of military science and the
development of applied military robotics. It is the upcoming
generation that will apply the theses presented in this article.

3. Perspectives for implementation, discussion
The robots, including UGVs, will operate in autonomous mode
using AI and based on pre-planned missions. These missions will be
planned by humans themselves or by humans with computer
support (AI). In any case, the humans must authorize the mission,
including the knowledge of the UGV´s behaviour in autonomous
mode. This places not only high technical and tactical demands on
the humans, but also on the ability of a holistic approach for
fulfilling the tasks and missions.
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Abstract: The performance of two automatic gain control circuits is compared in an underwater acoustic receiver: a low -power hardware
gain control and a software-controlled gain control that disables the gain change for a predetermined time interval after a valid signal level.
Binary digits “0” and “1” are transmitted using bursts of the frequencies 33kHz and 43kHz, respectively, in two modes of operation. In the
first mode, each digit is sent as one frequency burst followed by a pause. In the second mode, a frequency burst is transmitted at the
beginning of a clock interval. Experiments are conducted in shallow waters. The results show that the hardware gain control circuit is
suitable to equal time intervals between the transmitted bursts. The software gain control circuit allows arbitrary time intervals between the
transmitted bursts. Increased power consumption of the device is detected as a disadvantage of the software gain control circuit.
Keywords: AUTOMATIC GAIN CONTROL, UNDERWATER ACOUSTIC TRANSMISSION
two different frequencies, f1 and f2, respectively. In order to
provide greater attenuation of the reflected acoustic signals, short
bursts of signal are transmitted at the respective frequencies.
Frequency burst transmission allows for conducting experiments in
shallow waters. Two modes of operation are implemented. In the
first mode, each digit is sent as one burst at the specified frequency,
followed by a pause. In the second mode, the durations of digits "0"
and "1" are multiples of a clock interval. А corresponding frequency
burst is transmitted at the beginning of each clock interval. Fig.1
shows an example of signal modulation in the two modes of
operation. The durations of the digits "0" and "1" can be equal or
different.

1. Introduction
Underwater wireless communication is most commonly
performed using acoustic waves [1,2,3,6]. The underwater acoustic
channel is considered to have some of the harshest communication
conditions. Automatic gain control (AGC) is an important
component of communication receivers [4,5]. Over a wide dynamic
range of the signal at the receiver input, the AGC circuit provides
relatively constant signal level to the demodulator input (and the
analog-to-digital converter (ADC) input) for optimum operation.
We experimentally compare the performance of two automatic
gain control circuits in an underwater acoustic receiver.

2.2. Automatic gain control

2. Acoustic receiver

Two typical circuits for automatic gain control are implemented
in an underwater acoustic receiver in order to compare their
performance: a low-power hardware gain control and a softwarecontrolled gain control.

2.1. Signal modulation
For the purposes of underwater acoustic transmission, the
binary digits “0” and “1” (low and high level) are represented using

f1

f2
time

LPF
“0”

“1”
time

a)

f1

Gain
Control

Detector

Amplifier

Demodulator

f2
time

Antenna
“0”

“1”
time

b)
Microcontroller

Fig.1. Signal modulation:
a) one frequency burst with corresponding frequency for digits
“0” and “1”;
b) multiple frequency bursts with corresponding frequency for
digits “0” and “1”.

Fig.2. Low-power hardware automatic gain control. Block diagram
of the acoustic receiver.
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 Hardware gain control

2.2.1. Low-power hardware gain control

With the hardware gain control, at duration of the digits of more
than 30ms, amplitude changes at the input of the demodulator are
observed at a constant level at the input of the acoustic receiver.
The hardware gain control circuit performs stably up to 30ms
duration of "0" and "1".

A block diagram of an acoustic receiver using a low-power
hardware gain control circuit is shown in Fig.2. The signal from the
acoustic antenna goes to a variable gain amplifier where it is
amplified to a level suitable for the selected demodulator. The
demodulated signal is fed to a microcontroller for processing and
recognition. Automatic gain control is needed to obtain an
appropriate signal level at the demodulator input. For this purpose,
the signal at the output of the variable gain amplifier passes through
a detector and a low-pass filter (LPF). The detector and the lowpass filter are designed so that the voltage at the input of the Gain
Control block to depend mainly on the peak values of the
modulated signal. With this voltage, the Gain Control block adjusts
the gain of the amplifier, so that the voltage, formed at the
amplifier’s output, does not change over a wide range. Since the
microcontroller only decodes the demodulated signal, a basic lowpower microcontroller operating at a low clock frequency can be
used.

 Software gain control
With the software gain control, when the duration of the digits
changes from 5ms to 50ms, the signal amplitude at the demodulator
input remains stable at a constant level at the input of the receiver.
The software gain control circuit performs well at all tested
durations in the 5ms to 50ms range.
B) The durations of digits "0" and "1" are different
 Hardware gain control
With the hardware gain control, increasing the difference
between the durations of "0" and "1" increases the difference in the
amplifier gain. This leads to changes in the input signal of the
demodulator and, as a consequence, to incorrect decoding by the
microcontroller. Therefore, the hardware gain control circuit is not
applicable.

2.2.2. Software gain control
The acoustic receiver from the block diagram in Fig.3 uses a
software-controlled gain control circuit. The signal received from
the antenna is amplified, demodulated, and fed to an analog-todigital converter (ADC) of a microcontroller for digital conversion.
The microcontroller then decodes the signal.

 Software gain control
The software gain control performs well at different durations
of digits "0" and "1". The output amplitude of the amplifier does not
depend on the difference in the durations of digits "0" and "1".

The microcontroller controls the gain of a variable gain
amplifier by means of a digital potentiometer so as to maintain
appropriate signal amplitude at the amplifier’s output and,
accordingly, at the ADC input. The software control allows the gain
change to be disabled for a specified time interval after detecting a
valid signal level. Using an external demodulator reduces the power
consumption of the microcontroller and therefore of the receiver.
Due to the more complex software and the built-in ADC, the
microcontroller here generally consumes more power than the one
in the receiver using hardware gain control.

3.2. Transmission of multiple frequency bursts
with the respective frequency for each digit
The selected clock interval for burst transmission is equal to
20ms.
А) Transmission at longer durations of “0” and “1”, equal to
160ms.
With both gain control circuits, no difference in the gain of the
amplifier is observed at a constant level of the input signal.

3. Experiments and results
The acoustic receivers are experimentally tested in shallow
waters with a constant temperature, about 10m deep, at a
transmitter-receiver distance of 200m. 8-digit binary sequences are
transmitted multiple times underwater. The digits “0” and “1” are
transmitted using signal bursts at frequencies 33kHz and 43kHz,
respectively.

B) Transmission at different from each other durations of “0”
and “1” (multiples of the clock interval).
With both gain control circuits, no difference in the gain of the
amplifier is observed at a constant level of the input signal.

3.1. Transmission of one frequency burst for each
digit

In the mode of transmission of multiple bursts, both the
hardware and software gain controls perform well. The hardware
gain control is stable even at longer or different durations of digits
"0" and "1".

A) The durations of digits "0" and "1" are equal and vary in
the range from 5ms to 50ms.

4. Conclusion

Antenna

Amplifier

The performance of two automatic gain control circuits is
compared in an underwater acoustic receiver: a low-power
hardware gain control and a software-controlled gain control. Digits
“0” and “1” are transmitted using bursts of the frequencies 33kHz
and 43kHz, respectively, in two modes of operation. In the first
mode, each digit is sent as one frequency burst followed by a pause.
In the second mode, a frequency burst is transmitted at the
beginning of a clock interval.

DetectorDemodulator

The transmission of one frequency burst for each digit and at
equal durations of "0" and "1", up to 30ms long, allows for the use
of the low-power hardware gain control circuit. In this mode, the
software gain control circuit performs well at all tested durations in
the 5ms to 50ms range.

ADC
Digital
potentiometer

Microcontroller

With transmission of one frequency burst for each digit and at
different durations of digits "0" and "1", the software gain control
performs well. The hardware gain control circuit operates at only
small differences in the durations.

Fig.3. Software automatic gain control. Block diagram of the acoustic
receiver.
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With transmission of multiple frequency bursts at the respective
frequency for each digit, both the hardware and software gain
controls perform well. The hardware gain control is stable even at
longer or different durations of digits "0" and "1".
Increased power consumption of the acoustic receiver is
detected as a disadvantage of the software gain control circuit.
The experimental results show that the hardware gain control
circuit is suitable to equal time intervals between the transmitted
bursts. The software gain control circuit allows arbitrary time
intervals between the transmitted bursts.
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