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Abstract: National Laboratory for Security Technologies is a national research centre for integrated research and innovation 

programmes in the three pillars of technology-based security (institutional security, smart-city security and border security) for the period 

2020-2024 in Hungary. Basic research concluded in the framework of the "Secure Country - Secure Border" sub-project has identified the 
need of new methods and equipment for police during the period of temporary reintroduction of border control at the Schengen internal 

borders. Persons and their vehicles belong to the risk category on the road sections leading to internal borders can be tracked, selected and 

diverted with the use of an Automated Vehicle Divert (AVD) system. In the longer term, the system will be linked to the concept of the "safe 
country" by the further development of an integrated software system for analysing data from CCTV camera systems operating at  toll, speed- 

and border crossing points throughout Hungary, based on the vehicle registration number and characteristics while driving, and its 
integration with the AVD system.   
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1. Introduction 

The National Research, Development and Innovation Office in 

Hungary, with the policy support of the Ministry of Innovation and 
Technology has launched the National Laboratories Programme for 

the social, economic and environmental utilisation of research 

results. In the last year, 17 laboratories were established One of 
them is the National Laboratory for Security Technologies (BTNL), 

which, in line with Hungary's National Security Strategy, will 
become a national research centre for research and related 

innovation programmes under the three pillars of technology-based 
security (institutional security, smart-city security and border 

security) in the period 2020-2024. BTNL is expected to deliver 
tangible and applicable innovations. The BTNL's flagship sub-

project is the “Secure Country - Secure Border” (BiOBiH) sub-

project. It aims to develop security technologies in partnership with 
market and public actors, which can be applied in a complex system 

not only at the Schengen external and internal borders, but also 
throughout the country. The sub-project includes the development 

of a modular system of UAV competences supported by image 
analysis software, the development of an Automated Vehicle Divert 

System and the establishment of a Border Policing Research, 

Development and Equipment Qualification Unit. The horizontal 
elements of the project are cyber security and 5G data transmission 
technology.  (Fig.1) 

  

 

Fig.1. The BTNL "Secure Country - Secure Border"  
sub-project elements 

 

The “Secure Country - Secure Border” sub-project 

primarily focuses on the following areas: 
  

1. supporting the border surveillance with „smart” and 

autonomous systems (UAVs, AI supported image analyses);  

2. using autonomous means to locate missing or wanted persons 
in different circumstances;  

3. enhancing personal security with the support of artificial 
intelligence, pre-screening and detection of persons committed 

unlawful acts;  
4. detection and tracking travelling criminals with the help of 

intelligent systems;  
5. detection and apprehension of persons committed unlawful 

acts and support of the reintroduction of the border checks at 

internal state borders by using automated vehicle divert systems on 
main roads. 

 

2. The support of the reintroduction of the border 

checks at internal borders 

In Hungary, in the framework of the flagship project 

called "Development of public services for good governance" 

(project number: KÖFOP-2.1.2-VEKOP-15-2016-00001), a basic 
research was conducted on the support for the temporary 

reintroduction of border control at internal borders. It improved 
theories on the human resources and equipment needs for police 

use, the necessary training system and possible technical solutions 
to support border checks and border surveillance [1].  Hungary 

became a full member of the Schengen area on 21th of December in 

2007, thus border controls were lifted on the Hungarian-Slovenian, 
Hungarian-Austrian and Hungarian-Slovakian border sections. The 

roads crossing the border, the former border crossing points, 
became freely accessible. Border controls were replaced by in-land 

controls as a compensatory measure. However, in the event of a 
serious threat to the security of the country or territory of the 

Member States or due to severe shortcomings in the implementation 
of Schengen external border control, Hungary is allowed or obliged 

to reintroduce the border control temporarily at its internal borders 

for a period of two months, six months or up to two years on the 
basis of the Schengen Borders Code [2]. During the temporary 

reintroduction both activities of border control (border checks and 
border surveillance) shall be carried out. Selective and 

differentiated border checks based on risk analysis shall not lead to 
undue delays in checking the border traffic. Technical assistance 

shall be limited to the use of mobile equipment border guards.  

The research found that prior to Hungary's full Schengen 

membership, considering the date of 1st February 2006, the country 
had 58 border crossing points, mobile units, criminal investigation 

services and immigration centres along the 1.111 km long Schengen 
internal border, with a total of 3,660 border guards, from which 

2,178 were carrying out border control. Using theoretical modelling 
based on mathematical calculations, the research defined the 

requirements of human resources for border control, which, with 

continuous control at one position over time, is given by the 5.2 
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multiplier number. For the surveillance of a 38 km long border 
section, 54 police officers are needed. Following this calculation 

total number of 1563 officers shall be deployed for the entire 1100 
km long Hungarian internal border section. Border checks can be 

carried out with 31 police officers at smaller crossing points 
(operating with 4 lanes) in continuous operation and 94 police 

officers at larger crossing points (operating with 14 lanes). 

Considering the needs of the internal section 6 large and 52 smaller 
border crossing points should be operated. This would mean a 

demand of 3,739 police officers as passport controllers at any time. 
However, this number of staff should have to be supported by 

technical means. 

3. Automated Vehicle Divert system to support border 

checks 
The basic research specified that a technical equipment 

system for pre-screening the traffic could effectively assist in 

screening vehicles primarily exiting from Hungary, but also 
supporting in-land controls based on risk analysis [3]. The 

designated checkpoint could be a part of the area of the former 
border crossing points - or a car park suitable for checks. New 

camera system monitoring the entire vehicle traffic - or using 

existing road CCTV cameras - should be installed at a distance of 
one kilometre before the border checkpoint, which would check the 

registration number of the passing vehicle in databases relevant for 
the police and filter them based on the pre-set risk data.  

Control phases: 

- pre-screening phase 

- vehicle diverting phase 

- confirmation phase 

During the pre-screening phase in order to be able to use 

the selection support, the officer carrying out the check should have 
prior information on the vehicles to be selected by the smart CCTV 

system. This can be achieved by installing another camera set to 

confirm the passing vehicles at the specific police checkpoint. 
Between the mentioned two CCTV sets a digital information panel 

with a variable interface should be installed for indicating the 
registration number of the vehicle to be checked at the next exit. 

This panel shall be placed after the pre-screening camera set, at a 
distance that allows diverting the vehicle safely.  If the selected 

vehicle has ignored the order for divert from the road, the system 
sends an immediate alert to the police units on standby to start the 

interception of the vehicle. (Fig. 2). 

 

 

Fig.2. Automated Vehicle Divert System in operation [4] 

 

Minimum infrastructure required for highway 

applications: 

- Smart (programmable) CCTV camera system for pre-
screening 

- Variable interface digital information panel to display 
diverting from the road to the checkpoint 

- Confirmation camera system 

- Mobile devices enabling biometric identification for border 
control 

- Fleet of police vehicles for interception 
 

In connection with the reintroduction of border control, it 

has been estimated that the passenger traffic at Hungary's internal 

Schengen land borders could exceed 100.000.000 persons per year. 
This level of traffic could only be checked by a combination of a 

properly developed risk analysis and a supporting pre-screening and 
vehicle diverting system. 

4. Software development for Automated Vehicle 

Divert system 

Based on the above mentioned, as applied research, the 

AI-supported image analyses research team of the “Secure Country 

- Secure Border” sub-project is developing a software for road 
CCTV cameras used for law enforcement purposes in a network. 

The software shall be able to identify vehicles based on parameters 
provided by the police, to alert, to track vehicles and to predict the 

next locations of occurrence based on the calculation of the 
expected direction and time of travel. Image analysis means not 

only reading of vehicle registration numbers, but also identification 

and analyses of type, chassis, other unique vehicle marks and 
detection of changes, where applicable. This software will be able 

to run on UAV cameras too. In the medium term, the software will 
be able to serve the Travel Forecast System for border police, which 

supports border check activities by determining the expected border 
crossing point and time of exit based on travel patterns and by 

sending automatic online alerts. 

In addition to software development, hardware integration 
will also be carried out, which will be resulted in the creation of the 

AVD (Automated Vehicle Divert) system. AVD system is primarily 

designed for fixed installation on motorway sections leading 
towards the internal borders, but also includes a mobile system that 

can be installed anywhere supporting the in-land controls or traffic 
controls. The development aims at the creation of a prototype.  The 

"signal" responsible for diverting a vehicle from the road is induced 
in response to data already channelled and analysed by existing 

software and performs the vehicle divert. The objective is to analyse 

the image information from the installed CCTV road cameras using 
artificial intelligence and to profile the vehicles for classification 

based on the defined risk criteria. The project is currently in the 
applied research phase, where the technical requirements are being 

defined and the detection and vehicle identification requirements 
are being agreed. 

5. Conclusion 

The capacity-building effect of the Automated Vehicle 

Divert system can be an added value for enhancing the security of 
the Schengen area. In the longer term, the integration of CCTV 

camera systems on the road network and at border crossing points 
with a functioning software will allow the analysis of the necessary 

data. It should be underlined, that the aim is not to identify the 

individuals. This automated solution can provide the necessary 
vehicle data for the police as a road "early warning" system, 

supporting to the selection and control of vehicles that fit defined 
risk profiles. 
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