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The Influence of Distance Learning on Vocational Subject of the First year Students at the
University of Defence – Results of the Comparative study
Ludek Rak1, Pavel Zahradnicek1, Jan Nohel1, Ĺudovit Hradsky1
University of Defence1
ludek.rak@unob.cz
Abstract: The University of Defence students are ground “stones” for safety studies in future. Their education process is the basic step for
ensuring security for the Czech Republic in the next decades. The article deals with the very current topic - the success rate of distance
education of first-year students of the University of Defence in Brno in vocational-oriented subjects in a long-term context. The article
formulates the results of the study. The study is to focus on the first year of study that th e students of both University faculties completed
according to the currently valid study program.
By comparing the results achieved by students in all first years of study (the group consisted of more than 500 respondents), we have gained
a relatively straightforward and objective answer to the question concerning the effectiveness of distance learning from a long-term
perspective. The first semester of the university studies was realised in distance learning compared to the standard system d ominated by fulltime teaching joined with practices and seminars. The second semester was realized, as usual, students were returned to the s tandard study
program.
Keywords: DISTANCE-STUDY, EDUCATION-PROCESS, RESULTS OF STUDY; SECURITY OF CZECH REPUBLIC IN FUTURE.
a high level, but also to enhance their teaching competencies. In real
life, however, it is very common that lecturers at universities are
experts specialised in a certain field, but lack any deeper education.
Students are perceived as active subjects of the educational process.
Cf. [5] . They are required to apply acquired knowledge in practice;
high demands and requirements are placed on them in terms of selfmotivation and self-education. Where students can choose the
educational content and, to a certain extent, the way they acquire it,
such students must accordingly bear the necessary degree of
responsibility for the results of their study activities. In addition,
students are also allowed to evaluate subjects and teachers in
accordance with the Methodology 17+ (Government Decree No.
107/2017 of 8 February 2017). On the other hand, it should be noted
that, due to the pandemic, the research sample of the students of
2021, who are the subject of this research, had only one week to
acclimatise and accept the university method of teaching and
studying.

1. Introduction
The pandemic situation caused by COVID 19 was the reason
why the Government of the Czech Republic gradually ordered
distance teaching in all forms of studies and education, from
primary schools to universities. This in turn affected the studies of
security fields in the Czech Republic, the guarantors of which
include the faculties and institutes of the University of Defence.
More or less immediately, teachers had to familiarise themselves
with online communication technologies they had never used
before. It was necessary to give lessons through open, or only
rudimentarily secured systems. This meant, with regard to the
security of information, that it was only possible to provide nonclassified information, so only lectures based on non-classified
literary sources could be given. Teachers had to cope with a
situation in which it was necessary to quickly gain the required
professional competencies and insight, without face-to-face training
or consultations, into all aspects of distance education. Owing to the
substance of certain lectures that could not be given, the tuition
sequence was disrupted. Another problem, in particular, that
gradually became apparent was the impossibility of using practical
education methods. Students could not verify their newly acquired
knowledge in practice, the methodological “principle of illustration”
[1] was considerably reduced, while the principle of “connection
between school and life” [2] described by modern pedagogy was
completely undermined. After the pandemic‟s abatement and the
return of students to schools it would be highly reassuring to report
that almost a year (i.e. two semesters of university studies) of
education with a high proportion of mainly distance learning had
had no impact on the educational objectives of students; however,
a number of studies regrettably argue that in certain aspects the very
opposite is true. Although the mentioned studies, e.g. [3] [4] , are
focused on the education of pupils and students of primary and
secondary schools, the study results can be analogically
successfully applied to university education, specifically to the field
of security.

The case study takes the form of an independent comparison of
two sets of respondents over the entire academic years 2019–2025.
The common feature of both groups was the fact that they tried
to earn a credit on the course „Preparation in the Battlefield‟ in the
given academic year. The subject is a fixed part of several fields of
study that are taught at two faculties of the University of Defence
focused on security studies. In both years, students have to attend
all the parts of the course – i.e. attendance at lectures, exercises, and
seminars is compulsory. In the first case, i.e. in 2019, all teaching
took place in classrooms and included a large (60%) unit of
practical training. In the second case, distance education was
predominant due to the pandemic. Practical training also took place
through distance education.
Table 1. Plan of study: Preparation in the Battlefield
Winter term

Academi
c year

2. Methodology
The educational process at universities is generally not given
sufficient methodological attention in the Czech Republic (Šima &
Pabian, 2013). The Czech education system focuses on acquiring
sufficiently qualified and professionally competent teachers, who
engage in teaching with the opportunity to participate in designing
the goals and contents of higher education in various forms, while
using adequate methods for conducting each lesson. Cf. [5]. Such
teachers should be able not only to improve their own skills in the
course of improving their own qualifications in the given field to

Summer term

Distance
learning*

Lectures,
Exercises

Practic
e

Distance
learning*

Lectures,
Exercises

Practice

2019–
2020

0 hours

34 hours

34
hours

0 hours

34 hours

34 hours

20202021

70 hours

0 hours

0 hours

0 hours

34 hours

34 hours

*[6], [7], [8].
So compared to the total time allocated in 2019–2020, which
was 136 hours, 1.5% more time was spent teaching in the
subsequent year that was affected by the pandemic. In addition,
students were given a two-hour lecture as a preparation for
the credit test. Practical training did not take place; instead, students
worked on projects which were discussed and presented by them
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through [7]. During lectures, exercises, and seminars the following
means were used for education purposes: software programmes [6]
and [7], videos of practical trainings done by previous-year students
by means of [8], escape game in the environment [7],
supplementary lectures and consultations in various “rooms” [7].

Winter semester 2020
60
40

None of the students was a member of both research samples.
All students had finished secondary school education, were duly
enrolled for studies, and met all the prerequisites for studying the
subject. Only a small portion of students (up to 5%) had personal
experience with the relevant subject due to previous practice in the
Army of the Czech Republic. The research sample did not include
students who finished their studies of the subject prematurely. In
each year the course was taught in two cycles, depending on the
given faculty. But the schedule of the course was identical for both
faculties, there was no difference except for the size of student
groups. The sizes of student groups are stated in Table 1. The
education process was carried out by the same lecturer, who is also
the guarantor of the course. In both semesters of each year, the
course was completed by a credit test.

20
0

FVL

Fig. 1 Results of the Test in the Winter Semester of Distance
Education in 2020.
3.2. The results of the test in the winter semester of distance
education in 2021
Both faculties received similar evaluations. The FVL average
was 11.80, and the FVT average was 12.01. As for FVT, regardless
of the better results, I see an absence of outstanding students, which
is because this subject is more or less marginal for them: they are
generally more interested in studying technical subjects. In contrast,
a wider range of results is visible among FVL students. This is
given by the large differences between students and the varying
degrees of interest in the subject, which is due to the large number
of different specialisations that students start studying after their
first year.

Table 2. Research sample
Faculty of
Military
Leadership
(FVL)

Faculty of
Military
Technologies
(FVT)

Total per year
(one set of
respondents)

2020

156

90

246

2021

160

108

268

TOTAL

216

198

FVT

In both years, students had at their disposal study texts covering
the entire subject. In 2019–2020 they were given the texts in written
form, and in 2021–2022 electronically. In addition, in 2022 they
were given presentations for lectures and videos on the platform [8]
in order to use them during their studies of the subject.

The overall results are expressed in a graph.

Winter semester 2021
40
30
20
10
0

The benchmark of mastering the required amount of knowledge
was the credit test. The credit test took place in the programme [8].
In both semesters of both academic years the test took place in the
same manner, namely by answering 15 questions randomly selected
from a battery of 120 questions. 50% of them were dichotomous.
The remaining 50% of questions were polytomous. In all cases the
author of the tests tried to ensure that it was not possible to easily
use information available on the internet to answer the questions. In
other words, the objective of the examination was to make students
use the knowledge they had acquired. Moreover, the test was
limited in time and the questions were selected randomly. The test
contained 10 questions that required theoretical knowledge, while
the remaining 5 questions involved the practical application of
acquired knowledge in a particular case.

7

8 8,67 9

10 10,3 11 11,3 12 13 14 15

FVL

FVT

Fig. 2 Results of the Test in the Winter Semester of Distance
Education in 2021.
Again, a minimum of 13 correct answers was required to pass
the test. The percentage of success of the individual faculties was
37% for FVL, i.e. 58 students, and 35% for FVT, which was only
38 students. Overall, the test can be seen as relatively unsuccessful.

3. Results
The testing of students brought to light a number of interesting
findings. This was also because tests were performed in the
programme [6], which contains a relatively large number of
evaluation features. This factor proved very important for the
lecturer to obtain objective feedback, especially with certain kinds
of questions. In particular, a difference could be clearly seen in the
ability to apply acquired knowledge in those questions that required
the students to show their skill at applying acquired knowledge in
practice.

A deeper analysis of the questions showed that students
achieved the highest error rate in the five application questions
mentioned above. On average, only 82% of students answered them
correctly; with only 70.5% correctly answering the most difficult
question.
3.3. Results of the summer semester of 2020
In this semester, students are supposed to have already fully
mastered the study material, which is given by clearly formulated
study outputs. The average examination score for individual
faculties was 13.16 for FVL and 13.21 for FVT. Slightly better
results were shown by students of the Faculty of Military
Technologies, which confirms the trend described above. Students
of the Faculty of Military Leadership had a much higher number of
absolutely correct tests again, but as far as lower results are
concerned, the proportionality of their results to the results of FVT
declined. In total, 131 students of FVL, which is 83.97%, and 75

3.1. Results of the winter semester of 2020
In this year students achieved evaluation results corresponding
to the difficulty of the test. The overall average for individual
faculties was 12.64 for FVL and 12.58 for FVT. In other words, 143
students met the success criterion (which was 13 correct answers in
the test), i.e. 58% tests were passed at the first attempt. Although
not as evident in total numbers, the ratio is more clearly seen in the
graph and in the proportion of successful to unsuccessful students.
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students of FVT, which is 83.97%, passed the test at the first
attempt.

dramatic decline was seen in application questions, which are,
moreover, polytomous. Except for the best students and two others,
everyone who did not achieve a full score made mistakes in
answering these questions.

Summer semester 2020

3.5. Overall evaluation

60
40
20
0

Overall, the results show that the success rate of students
dropped by almost 40% at the end of the summer semester. Students
managed to deal quite well with the educational material conveyed
to them by distance learning methods instead of lectures, but even
several months after the epidemic restrictions had been lifted, they
were unable to apply the gained experience outside model cases.
FVL

Although at the time of publishing the winter semester results
the study author considered the main issue to be the problematic [9]
acclimatisation of students in the university environment and their
self-motivation skills, after these results were achieved and the
practical part of the training was completed, it seemed that the main
problem lay elsewhere. During distance education, students were
unable to understand the contents of topics in context. They had
a problem with questions, which they did not ask to the required
extent, partly due to technical problems and partly to shyness.
Despite problems gaining the credit in the winter semester, they did
not devote themselves to the subject and failed to retain a lot of
knowledge. The reasons are the gap of more than four months
between the beginning of summer practical training and the end of
the winter semester, as well as the fact that they failed to master the
whole issue as required. However, the study author regards as the
main cause of the decline in results the fact that certain fundamental
teaching principles were denied during the education. This
withholding concerned the following principles:

FVT

Fig. 3. Results of the test in the summer semester 2020
Closer examination of the success rate in answering individual
questions showed that no particular problem area could be
identified: mistakes were made rather due to a lack of attention or
lack of knowledge, or misunderstanding some of the questions.
However, the rate of mistakes in answering all questions did not
show any significant differences.
3.4. Results of the test in summer semester 2021
Although, as stated above, towards the end of the summer
semester attendance-based education began again, and students
were allowed to start undergoing practical training in the subject,
the results of the final test clearly showed a decline in their
knowledge. During the entire practical part, the students asked a
large number of questions concerning elementary matters that they
were supposed to have already mastered in the preceding semester,
or that were included in the prerequisites for the subject and
knowledge of which was required from the students automatically.
Despite comparatively greater efforts made during their own
practical training, students were unable to achieve a better than
average evaluation, unlike students in previous years. And an
average evaluation was achieved by only the best of them. It was
evident that students had problems with e.g. the practical
application of topography, as well as resilience to the adverse
weather and personal discomfort which accompanies training.



“Principle of illustration” – through [7] the author of the
lectures was unable to introduce to the students an adequate
number of aids they usually use during lectures;



“Principle of activity” [2] – due to the absence of feedback,
resulting from the fact that a large group of students had to
switch off their cameras in the programme [8], it was very
difficult or even impossible for the lecturers to estimate the
current state of mind of students in the group, as well as how
they were responding to the lecture or how they understood the
given subject;

Students also did not pass the final test in the appropriate
manner. The results of students from both faculties were much
worse than before. For FVL, the average score dropped to 12.21 as
compared to the previous year, and the test was only passed by 69
students, which is only 43%. For FVT, there was also a decline: the
average of correct answers dropped to a score of 12.36, which
means that only 46 students, i.e. 42%, passed the test at the first
attempt.



The “Principle of consistent and systematic work” [2] was
broken by disruption to the schedule of the academic year due
to the pandemic. There was a much too long a gap between the
theoretical foundation built in the winter semester and
the practical experience at the end of the summer semester;



“Principle of connection between school and life” [2] –
students did not have an opportunity to check the knowledge
gained in the winter semester in practice;

Results of summer s. 2021



“Principle of activity and creativity” – during lectures given
through [8], students could not participate in shaping the
lecture. Although the lecturer was available through the
programme [7], over the course of the lecture students asked a
minimal number of questions and failed to understand the
matter, thereby undermining this principle.

60
40

20

The breach of all the principles described above due to the
switch to distance learning resulted in a decline in the knowledge of
students at the end of studying the subject. The teaching principles
described above are constantly valid and are accepted by the broad
scientific community. Their breach due to distance education
resulted in a full or partial failure to understand the subject, which
was partially compensated during final training on the course, when
the students showed a good theoretical knowledge of the required
topics. However, they were unable to master the knowledge
transmitted in lectures well enough to be able to apply most of it in
specific cases.

7
7,5
8
8,5
9
9,5
10
10,5
11
11,5
12
12,5
13
13,5
14
14,5
15

0

FVL

FVT

Fig. 4. Results of the test in the summer semester 2021
A deeper analysis of the students‟ answers revealed a
substantial decline in their ability to apply acquired knowledge in
practical cases. Most of the answers to theoretical questions and the
student error rate did not differ from the preceding year. However, a
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[12] RAK, Luděk, ZAHRADNÍČEK, Pavel. PŘEPRACOVANÁ
KONCEPCE PŘÍPRAVY V POLI STUDENTŮ
UNIVERZITY OBRANY. In: doc. Ing. Peter SPILÝ, PhD.
NÁRODNÁ A MEDZINÁRODNÁ BEZPEČNOSŤ 2020.
Akadémia ozbrojených síl generála M. R. Štefánik: Akadémia
ozbrojených síl generála M. R. Štefánika, 2020, s. 382-391.
ISBN 978-80-8040-589-2.

4. CONCLUSIONS
Thanks in part to the pandemic situation and technological
developments in connection with distance education, it is likely
there will be a significant increase in the total number of distance
teaching hours within the university system in the Czech Republic
in future. However, when deciding whether distance teaching is
acceptable for a given course, it is necessary to take into account the
fulfilment of educational principles. For example, not using distance
teaching at moments when, based on any criterion, basic valid
educational principles are not fulfilled or are restricted, in particular
those principles associated with the possibility of obtaining
feedback from students. Conversely, this method could be better
used to give lectures on actually chosen topics with a more
supplementary character, prioritising attendance-based education
instead for the basic topics necessary for understanding the
fundamental relationships, and for giving the most important
lectures. For the time being, the study results published above are
only partial, and will be complete after the end of the study.
Nevertheless, it is evident that the unplanned switch to a distance
form of education due to the COVID-19 pandemic has had a serious
impact on the education of a future generation of workers in the
security sector.
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Automated Vehicle Divert system for border police in Hungary
József Balla1, Ádám Kalmár1
National Laboratory for Security Technologies , National University of Public Service, Budapest, Hungary1
kalmara@baranya.police.hu
Abstract: National Laboratory for Security Technologies is a national research centre for integrated research and innovation
programmes in the three pillars of technology-based security (institutional security, smart-city security and border security) for the period
2020-2024 in Hungary. Basic research concluded in the framework of the "Secure Country - Secure Border" sub-project has identified the
need of new methods and equipment for police during the period of temporary reintroduction of border control at the Schengen internal
borders. Persons and their vehicles belong to the risk category on the road sections leading to internal borders can be tracked, selected and
diverted with the use of an Automated Vehicle Divert (AVD) system. In the longer term, the system will be linked to the concept of the "safe
country" by the further development of an integrated software system for analysing data from CCTV camera systems operating at toll, speedand border crossing points throughout Hungary, based on the vehicle registration number and characteristics while driving, and its
integration with the AVD system.
Keywords: SECURE COUNTRY, SECURE BORDER, LABORATORY FOR SECURITY TECHNOLOGIES, SCHENGEN, INTERNAL
BORDERS, AUTOMATED VEHICLE DIVERT SYSTEM
1. supporting the border surveillance with „smart” and
autonomous systems (UAVs, AI supported image analyses);
2. using autonomous means to locate missing or wanted persons
in different circumstances;
3. enhancing personal security with the support of artificial
intelligence, pre-screening and detection of persons committed
unlawful acts;
4. detection and tracking travelling criminals with the help of
intelligent systems;
5. detection and apprehension of persons committed unlawful
acts and support of the reintroduction of the border checks at
internal state borders by using automated vehicle divert systems on
main roads.

1. Introduction
The National Research, Development and Innovation Office in
Hungary, with the policy support of the Ministry of Innovation and
Technology has launched the National Laboratories Programme for
the social, economic and environmental utilisation of research
results. In the last year, 17 laboratories were established One of
them is the National Laboratory for Security Technologies (BTNL),
which, in line with Hungary's National Security Strategy, will
become a national research centre for research and related
innovation programmes under the three pillars of technology-based
security (institutional security, smart-city security and border
security) in the period 2020-2024. BTNL is expected to deliver
tangible and applicable innovations. The BTNL's flagship subproject is the “Secure Country - Secure Border” (BiOBiH) subproject. It aims to develop security technologies in partnership with
market and public actors, which can be applied in a complex system
not only at the Schengen external and internal borders, but also
throughout the country. The sub-project includes the development
of a modular system of UAV competences supported by image
analysis software, the development of an Automated Vehicle Divert
System and the establishment of a Border Policing Research,
Development and Equipment Qualification Unit. The horizontal
elements of the project are cyber security and 5G data transmission
technology. (Fig.1)

2. The support of the reintroduction of the border
checks at internal borders
In Hungary, in the framework of the flagship project
called "Development of public services for good governance"
(project number: KÖFOP-2.1.2-VEKOP-15-2016-00001), a basic
research was conducted on the support for the temporary
reintroduction of border control at internal borders. It improved
theories on the human resources and equipment needs for police
use, the necessary training system and possible technical solutions
to support border checks and border surveillance [1]. Hungary
became a full member of the Schengen area on 21th of December in
2007, thus border controls were lifted on the Hungarian-Slovenian,
Hungarian-Austrian and Hungarian-Slovakian border sections. The
roads crossing the border, the former border crossing points,
became freely accessible. Border controls were replaced by in-land
controls as a compensatory measure. However, in the event of a
serious threat to the security of the country or territory of the
Member States or due to severe shortcomings in the implementation
of Schengen external border control, Hungary is allowed or obliged
to reintroduce the border control temporarily at its internal borders
for a period of two months, six months or up to two years on the
basis of the Schengen Borders Code [2]. During the temporary
reintroduction both activities of border control (border checks and
border surveillance) shall be carried out. Selective and
differentiated border checks based on risk analysis shall not lead to
undue delays in checking the border traffic. Technical assistance
shall be limited to the use of mobile equipment border guards.
The research found that prior to Hungary's full Schengen
membership, considering the date of 1st February 2006, the country
had 58 border crossing points, mobile units, criminal investigation
services and immigration centres along the 1.111 km long Schengen
internal border, with a total of 3,660 border guards, from which
2,178 were carrying out border control. Using theoretical modelling
based on mathematical calculations, the research defined the
requirements of human resources for border control, which, with
continuous control at one position over time, is given by the 5.2

Fig.1. The BTNL "Secure Country - Secure Border"

sub-project elements
The “Secure Country - Secure Border” sub-project
primarily focuses on the following areas:
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multiplier number. For the surveillance of a 38 km long border
section, 54 police officers are needed. Following this calculation
total number of 1563 officers shall be deployed for the entire 1100
km long Hungarian internal border section. Border checks can be
carried out with 31 police officers at smaller crossing points
(operating with 4 lanes) in continuous operation and 94 police
officers at larger crossing points (operating with 14 lanes).
Considering the needs of the internal section 6 large and 52 smaller
border crossing points should be operated. This would mean a
demand of 3,739 police officers as passport controllers at any time.
However, this number of staff should have to be supported by
technical means.

- Mobile devices enabling biometric identification for border
control
- Fleet of police vehicles for interception
In connection with the reintroduction of border control, it
has been estimated that the passenger traffic at Hungary's internal
Schengen land borders could exceed 100.000.000 persons per year.
This level of traffic could only be checked by a combination of a
properly developed risk analysis and a supporting pre-screening and
vehicle diverting system.

4. Software development for Automated Vehicle
Divert system

3. Automated Vehicle Divert system to support border
checks

Based on the above mentioned, as applied research, the
AI-supported image analyses research team of the “Secure Country
- Secure Border” sub-project is developing a software for road
CCTV cameras used for law enforcement purposes in a network.
The software shall be able to identify vehicles based on parameters
provided by the police, to alert, to track vehicles and to predict the
next locations of occurrence based on the calculation of the
expected direction and time of travel. Image analysis means not
only reading of vehicle registration numbers, but also identification
and analyses of type, chassis, other unique vehicle marks and
detection of changes, where applicable. This software will be able
to run on UAV cameras too. In the medium term, the software will
be able to serve the Travel Forecast System for border police, which
supports border check activities by determining the expected border
crossing point and time of exit based on travel patterns and by
sending automatic online alerts.

The basic research specified that a technical equipment
system for pre-screening the traffic could effectively assist in
screening vehicles primarily exiting from Hungary, but also
supporting in-land controls based on risk analysis [3]. The
designated checkpoint could be a part of the area of the former
border crossing points - or a car park suitable for checks. New
camera system monitoring the entire vehicle traffic - or using
existing road CCTV cameras - should be installed at a distance of
one kilometre before the border checkpoint, which would check the
registration number of the passing vehicle in databases relevant for
the police and filter them based on the pre-set risk data.
Control phases:
-

pre-screening phase

-

vehicle diverting phase

-

confirmation phase

In addition to software development, hardware integration
will also be carried out, which will be resulted in the creation of the
AVD (Automated Vehicle Divert) system. AVD system is primarily
designed for fixed installation on motorway sections leading
towards the internal borders, but also includes a mobile system that
can be installed anywhere supporting the in-land controls or traffic
controls. The development aims at the creation of a prototype. The
"signal" responsible for diverting a vehicle from the road is induced
in response to data already channelled and analysed by existing
software and performs the vehicle divert. The objective is to analyse
the image information from the installed CCTV road cameras using
artificial intelligence and to profile the vehicles for classification
based on the defined risk criteria. The project is currently in the
applied research phase, where the technical requirements are being
defined and the detection and vehicle identification requirements
are being agreed.

During the pre-screening phase in order to be able to use
the selection support, the officer carrying out the check should have
prior information on the vehicles to be selected by the smart CCTV
system. This can be achieved by installing another camera set to
confirm the passing vehicles at the specific police checkpoint.
Between the mentioned two CCTV sets a digital information panel
with a variable interface should be installed for indicating the
registration number of the vehicle to be checked at the next exit.
This panel shall be placed after the pre-screening camera set, at a
distance that allows diverting the vehicle safely. If the selected
vehicle has ignored the order for divert from the road, the system
sends an immediate alert to the police units on standby to start the
interception of the vehicle. (Fig. 2).

5. Conclusion
The capacity-building effect of the Automated Vehicle
Divert system can be an added value for enhancing the security of
the Schengen area. In the longer term, the integration of CCTV
camera systems on the road network and at border crossing points
with a functioning software will allow the analysis of the necessary
data. It should be underlined, that the aim is not to identify the
individuals. This automated solution can provide the necessary
vehicle data for the police as a road "early warning" system,
supporting to the selection and control of vehicles that fit defined
risk profiles.

6. Acknowledgement

Fig.2. Automated Vehicle Divert System in operation [4]
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- Smart (programmable) CCTV camera system for prescreening
- Variable interface digital information panel to display
diverting from the road to the checkpoint
- Confirmation camera system
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1. Introduction

2. Prerequisites and ways to solve the problem.

Escapes from places of imprisonment in modern conditions are
not decreasing and are becoming more daring, technically
facilitated, resourcefully realized. Their implementation endangers
the penitentiary institution security, the health and life of both the
offenders themselves and the prison staff, the police and the
citizens. This requires them to be seriously studied in psychological
terms in order to improve the system of measures for their
forecasting and timely anticipation of neutralization at the stage of
their preparation or after their successful implementation. In this
context, a precise psychological analysis of the motives of the
fugitives is essential.

In the presence of a conflict of different motives, the decision to
escape from a penitentiary institution is influenced by all personal
factors, character, temperamental and intellectual characteristics of
the convict, the mental states they experience and the specific
situation.
The struggle of motives is also a process of mental
analysis and evaluation of all pros and cons [9] for the realization of
an escape from a particular prison, prison dormitory or pre-trial
detention. In the context of the described process, a significant part
of the motivational components are consciously reflected, but due to
the active emotional background and the intense action of mental
defences, this may not be complete and cause some deviations and
errors. Despite the comment made, the motive, including that for
prison escape, is a sufficiently conscious motive. It plays an
important role in the regulation of individual criminal activity. In
this regard, B. Minchev points out that the individual who carries
out law-abiding or criminal activity always has the choice to include
one or another motive in the next act of experience [4].

At the heart of different types of human behaviour and activities
are certain motives which represent the personal meaning of the
actions taken by the subject. Motives embody needs, which
transform, change and enrich along with them [12].
The leading motives and needs among escape perpetrators
are those of self-preservation, self-affirmation, identification,
increasing self-esteem, achieving retribution and justice.

In a particular situation and the intense motivation and
stressful mental states caused thereby, even in the absence of
appropriate personality traits such as impulsivity, low stress
resistance, weak self-control and increased aggression, escape can
be realized. This is confirmed by numerous examples from our own
psychodiagnostic, counselling and management practice in places of
detention [2].

The motive is a kind of motivation, functioning on a
conscious level. The motive content may be an object, value,
activity, inclination. Motives perform the functions to stimulate and
direct the activity of the individual and to set the meaning of his
actions [4].
Escapes from places of imprisonment are a special type of
offenses directed against justice in the implementation of which the
motives present the basic needs of the individual for selfpreservation,
self-realization,
self-affirmation,
autonomy,
identification, recognition. They are realized to a certain extent, but
their full reflection can take place later, when the captured offender
is released from the tension, excitement and stress that inevitably
accompany the realization of the main stages of a particular escape.
The high dissatisfaction of the failed fugitive with the negative
development of the events becomes an additional stimulus for their
fuller and more thorough comprehension, in the hours of isolation,
when they have a significant reserve of free time.

Mental states, and frustration in particular, also play a
motivating role in escapes, but they are still caused by a
complicated, conflict or crisis situation, in which other prisoners
and penitentiary staff usually take an active part. The important fact
that the interaction of the fugitive offender with the situation and
their mental states largely depends on their value orientations, selfesteem and character should not be ignored. These basic, integral
and sustainable personal characteristics collaborate with each other
and with the specific situations in which the individual escapes
carried out in the different categories of penitentiary institutions
develop.

The motive is a subjective phenomenon related to the
individual characteristics and attitudes of the person and his sociopsychological traits [12]. The individual psychological
characteristics of escape perpetrators are their extraversion, level of
neuroticism, impulsiveness, persistence, rigidity, narcissism. The
socio-psychological characteristics of fugitives reveal their
tolerance for risk and adventurous attitudes and the expressiveness
of their autonomy.

The motives for escape are related to acute personal
problems of prisoners, but they arise, intensify and modify as a
result of the specific situation. It may further be dramatized due to
the personal structure of the fugitive, which is, for example, of the
hysterical type [2]. Representatives of this character are overly
sensitive to emerging difficulties, tend to view them as too
dangerous and insurmountable and act very aggressively without
objectively existing threats.

W. Schutz connects the motives of human social
behaviour with the needs for identification (accession), control and
openness [7]. The perpetrator of escapes from the places of
imprisonment purposefully seeks to identify with their role and with
the prison subculture, but when this is blocked they strengthen their
control over the situation, begin to prepare their offense, reduce
their contacts or selectively communicate only with persons having
a certain relation to the realization of their own intentions.

The leading motive in some of the escapes is the desire of
the detainees to escape persecution. It acquires special significance
in the loss of funds as a result of the participation of convicts in
gambling, in borrowing, theft and illegal use of other people's
property. In all these cases, direct accountability is sought, and
verbal threats and blackmail quickly escalate into direct aggression,
public humiliation or complete dependence [10,8,1]. Convicts who
find themselves in such a situation feel threatened, anxious,
insecure and frustrated. They are ready to take final action,
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regardless of the possible negative consequences, and try to use all,
albeit minimal, advantages of any situation that has arisen in the
penitentiary institution where they are located, in order to escape.

The whole described scenario takes place at a time when there
are many prisoners in the open-air place in the prison in the town of
Pleven. It was their presence and empathy for the situation that
further stimulated the deceased prisoner to take ruthlessly
provocative and reckless actions [1].

In certain cases, the escape is motivated by the threat of
rape or other sexual perversions. This motive is especially relevant
among some juveniles and young convicts, among those imprisoned
for the first time and among outsider offenders who are unable to
effectively protect themselves from sexual assault [11,1]

One of the reasons for escape is related to showing
solidarity with other prisoners and imitating their behaviour [11]. A
severe escape attempt was made in the Bulgarian penitentiary
system in 1974, when two inmates, in a homosexual relationship,
tried to escape in solidarity, taking an officer hostage to help them
overcome the guards [1].

The modern criminal contingent’s violence, the search for
alternatives for self-affirmation, domination, entertainment,
strengthening one's own status in the prison community intensify
the manifestations of sexual violence among prisoners. This trend is
evolving against the background of prisoners’ population reduction,
overcrowding reduction in prisons and prison dormitories, and a
persistence of a deficit of meaningful activities to engage the
excessive leisure time of convicts.

The outraged officer did not agree to cooperate, as a result
of which he was inflicted with numerous slit wounds all over his
body with specially sharpened and split parts of sewing scissors. He
later died of his injuries. The study of the escape in question
showed that its perpetrators had a long-term homosexual
relationship and were strongly attached to each other. For this
reason, their actions were very supportive, synchronized and biased.

A serious motive for escape commitment is the longing
for freedom, relatives and loved ones, which can increase
significantly at certain times of the sentence serving. Practice shows
that in case of illness of relatives, fear for their safety, jealousy
experiences and intense conflicts, sustainable escape intentions can
arise, which can be consistently, purposefully and persistently
realized. When the described experiences are accumulated and
intensified, they can become an immediate motive for action and
without prior preparation to proceed to spontaneous and impulsive
escape. These affectively motivated actions can also be too extreme,
when they are blocked during the development of a specific
situation, and the internal anxiety and frustration of the fugitive
increases. Under the influence of affective motives, the prisoner,
during his escape, shows great endurance, overcomes serious
obstacles and long distances, which in a calm and balanced state he
would not be able to cope with [1]. Such an orientation of overmobilization and motivation creates not only imaginative Olympic
records and achievements, but also acts of violence, cruelty and
sadism towards innocent citizens, who due to accidental
circumstances become an obstacle for the fugitive, threatening the
realization of his intentions and security.

On the day of the escape, the two homosexual prisoners
were very tense and preferred to use narcotics, which made them
very agitated, irritable and overly aggressive. Their actions as a
group increase their aggressive readiness and propensity for
extreme reactions [1].
Influenced by certain events, the detainees may have a
motive for revenge over the administration, which, in their opinion,
should be punished for its unprincipled and unjust actions [11].
The desire to somehow achieve freedom in certain cases
and situations becomes the leading motive for escape. It is most
common in life-sentenced people who have served part of their
sentence. The lack of perspective and hope makes them fierce, and
they gradually mature the persistent motive to escape at any cost,
regardless of the possible consequences, because they are convinced
that they have nothing to lose.
Among the motives for escape in detainees is the desire of
individual convicts to check what they are capable of [11]. This
motive is more common, as our own emp irical observations show,
among juvenile convicts and infantile young offenders who tend to
compensate for their inferiority by engaging in risky adventurous
initiatives such as escape. Through it, they are able to rise up on the
hierarchical ladder of the criminal world, as they gain greater
popularity, authority and a halo of heroes among other prisoners [1].

3. Solution to the researched problem
The motives for escape can be reliably identified and interpreted
based on the needs for self-affirmation, self-realization and
achieving solidarity with other prisoners. In practice, they are
realized in specific situations, roles, relationships and conflicts,
allowing prisoners to structure their motives, which regulate both
their daily activities and their interactions with other accused and
convicted persons and with the penitentiary staff.

The motive related to proving one's own competencies, abilities
and skills presupposes the purposeful search and selection of
complex and crisis situations, the mastery of which in the
penitentiary institution and during the escape requires great
determination, accurate assessment of current circumstances and
expeditious and largely intuitive finding the correct action
algorithm.

Escape can be motivated by the desire of prisoners to
demonstrate their courage, resourcefulness and thus strengthen their
authority [10] among other criminals.
The motive for demonstrative self-affirmation, in combination
with narcissism, high risk readiness and expressed riskyadventurous attitudes causes criminals who have taken a bold
escape an illusory sense of personal possibilities, security and
chance. The real situation can completely disprove it. Such is the
tragic case of the escape in 1995 from the prison in the town of
Pleven, when one of the fugitives demonstratively advertised his
fearlessness by insolently provoking the armed guards and trying to
overcome the wall with a ladder, relying on their astonishment and
restraint from using firearm.

A long time has passed, but Bulgarian penitentiaries are still
commenting on the attempt of a prisoner in the town of Belene to
cross the Danube River with the help of a car tire at very low water
temperatures.
Similar is the case of a juvenile convicted from the
already closed Correctional Home in the town of Boychinovtsi is
similar, who jumped a distance of almost seven meters, flying over
the fence and falling into a pile of soil, where he broke his leg. The
prisoner then managed to run 15 kilometres before being detained.
These are clear examples of over-mobilization and concentration on
the target, which suppresses fear, pain and even the instinct for selfpreservation, as the fugitive copes with all obstacles in his path [1].
The case in question can be interpreted as an illustrative example of
self-actualization in the context of Maslow's approach [5]. It
activates serious mental mechanisms and resources for
compensation, ensuring the achievement of the expected result, but
also revealing potentials and abilities unsuspected by the fugitive
himself, which can be utilized in a constructive and lawful manner.

Due to the wrong assessment made by the fugitive
prisoner, he incorrectly perceives the situation, does not assess the
determination and higher risk readiness of a young warden who
previously served in the border troops. The fugitive's misjudgement
is due to increased narcissism, demonstrativeness, disregard for
danger. As he crossed the prison wall, he was shot after ignoring all
warnings to stop his escape. [1]
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inventive. Usually, the actions of the category of detainees in
question surprise the officers of the supervisory security staff of the
places of imprisonment. They are poorly aware of the dangerous
potential of the situational type of motivation and disregard the first
signs of imprisonment, underestimating their behaviour and the
risks involved in escaping.

4. Results and discussion.
The detailed analysis of different types of escapes from the
penitentiary institutions shows that the content characteristics of
fugitives’ motives definitely correspond to their differentiation into
sustainable and situational ones.
Sustainable motives are personal and meaningful. They present
values, inclinations, intentions and activities that are important for
the specific person [3]. Such, with an escape perpetrator may be the
categorical rejection of the penitentiary isolation and the ensuing
series of restrictions, the emphasized desire for freedom and the
continuation of his own intensive criminal activity.

Threatened, ill-treated and anxious prisoners try to get rid of the
uncomfortable situation at all costs. Therefore, they tend to
recognize any sudden situation as providing them with an
opportunity for the desired escape from the oppressive penitentiary
institution.

5. Conclusion.

Persistent motives for escape determine the mental
activity of prisoners for a significant period of time. They direct and
regulate all his activities. The stable motives are related to the
realization of a conspiratorial activity, presupposing the realization
of the respective escape preparation. It can be realized very
purposefully, consistently, originally and ingeniously.

The different types of criminal behaviour of offenders are
caused by the respective motives, expressing their basic needs and
are in a constant process of change, transformation and
differentiation.
The analysis of escapes perpetrators’ leading motives
demonstrated that they are directly related to the needs of selfpreservation, self-realization, self-affirmation, identification,
increase of self-esteem, achievement of retribution and justice. In
the course of their practical realization they are partially realized.
Their fuller and more detailed reflection is possible after the escape,
when the captured offender has freed himself from the excitement
and stress.

For example, during the construction of the building of the
Moscow State University “M. V. Lomonosov” in the early fifties a
prisoner, former military pilot, working on the upper floors as a
plasterer. On a windy day, he pulls a large sheet of plywood to the
window opening and lies on it on his chest, placing his hands and
feet in specially made ax holes. Then he flew off the building.
Thanks to the upward air currents, the fugitive flew 30 kilometres
away from Moscow. Subsequently, the plywood sheet was found,
but the perpetrator himself was not [8].

In the process of deciding to escape, there is a struggle
between different motives. They are seriously influenced by the
convict’s character and intellectual features, the mental states he
experiences and the current situation.

Sustainable motives for escape are inherent in those
sentenced to life imprisonment, to persons accustomed to a nomadic
and parasitic lifestyle who do not recognize any restrictions, as well
as to antisocial natures, especially those who value the free and
adventurous criminal life. These categories of offenders find it
difficult to accept the penitentiary restrictions and the constant
external control imposed on them, as well as the monotony and
stereotypes of the conditions and the scheduled activities typical of
prisons.

The motives for escape are determined by acute personal
problems, but their modification is seriously affected by the specific
situation in the respective penitentiary institution.
Sustainable motives for escape direct the mental activity
of prisoners for a long period of time. They determine the longer
and more precise conspiratorial preparation of the escape. This type
of motive is most common among life-sentenced, prone to vagrant
offenders, as well as among criminally active convicts who seek to
consistently develop their criminal careers and ignore the risks and
negative consequences.

Sustainable motives for escape give rise to a new time
perspective and expectations for the convict, stimulate his strongwilled efforts, as well as his readiness to resist and overcome
various difficulties. They determine the content of his goals and
intentions, subordinating them entirely to the pursuit of the planned
escape.

Situational motives are determined by the criminal
situation. They are directly related to the sensory-hedonistic needs
and are primarily inherent in the impulsive, infantile and primary
personalities of the criminal contingent.

Sustainable motives help to reduce anxiety, control
agitation and carry out a series of cold-blooded actions in complex
and crisis situations in the preparation, execution of the escape and
hiding after its implementation.

The analysis of the motivation for escapes from the places
of imprisonment shows that it has different content aspects and
manifestations, it is characterized by specific stability and is
influenced by the current situation of the particular offender.

Sustainable motives of fugitives are positively correlated with
their volitional self-control, with their manifestations of selfcontrol, with their coping strategies, facilitating the rapid relaxation
of the accumulated tension and the timely restoration of emotional
balance.

Despite the dynamics and diversity of motives of
perpetrators of escapes from prisons, prison dormitories,
correctional facilities and arrests, they can easily be psychologically
identified, systematized and typologized. Such a step will seriously
facilitate the implementation of psychological diagnostics and
forecasting of escapes, which will significantly contribute to the
more effective implementation of the regimen-preventive and
operative-search measures in relation thereto.

Situational motives are motives that arise and act in the
current situation [3]. For a prison fugitive, this role can be played by
the desire to have contact with a woman or to quickly enjoy a dose
of drugs or alcohol delivered and consumed in good company.
Escapes from open type prison dormitories, as well as the
numerous deviations of prisoners from work facilities for the period
2010-2013 demonstrate that the situational type of motivation,
which K. Levin himself defines as inexhaustible [6], is very
widespread in the penitentiary reality.

The precise structuring of qualitative typologies of the
most characteristic and common motives of accused and convicts
escaping from prisons is a serious step towards building a more
complete personal portrait of this category of offenders. This will
further stimulate the more active implementation of applied
psychological research, which will even more extensively,
conceptually and methodologically approach the systematic study
of the personal and psychological specifics of prisoners inclined to
escape from penitentiary institutions.

Situational motives predominate with the more impulsive,
spontaneous and primary personalities, characterized by first-signal
behaviour in a wide range of situations. We must take into account
that they demonstrate fast orientation and are able to use as many
different circumstances and conditions as possible to their
advantage in order to make their escape unexpected and very
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1.

Introduction
unprecedented in the history of New Zealand, in which it has to
choose a camp to which it will belong. In the past, when New
Zealand fought in the Second World War, it was not an independent
country, but a dominion, similarly in the First World War. This
meant that it had little influence on the foreign policy of the British
Empire, which was the dominion, and the influence of New Zealand
on the foreign policy of London after the Congress of Vienna can be
considered only slight. Currently, New Zealand is an independent
player on the international arena, the country is endowed with high
trust of its partners and enjoys a reputation of a well-established,
consolidated democracy. Although, of course, it also has its own
internal problems, such as postcolonial issues and housing policy
problems [3]. However, in the face of the importance and status that
New Zealand has gained in the world, this country may lose as well
as gain a lot, depending on what position it adopts in the period of
tensions and possible US-Chinese conflict. From New Zealand's
policy towards this rivalry, there may be a lesson for the future for
Poland, although we are in a completely different place in the
world, the issue of the collision of American-Chinese interests in
Poland is very possible in the near future. There was already a
prelude to this in connection with the dilemmas that arise from
possible profits for Poland from the silk route, as well as losses for
the state, if we sided with the Chinese, then Poland will certainly
cut its position in the eyes of the USA and the alliance with the
Americans will loosen up a lot. . In the case of New Zealand, it is
not only about economic and cultural matters, although I wrote so
above, but also all the factors that will affect the national security in
this country in connection with the American-Chinese rivalry are
important. Moreover, geopolitically, the location of New Zealand is
somewhat analogous to the Polish situation in the past - between
Russia and Germany, where both forces pressed Poland to take one
side of the conflict, and Poles remained in their positions, striving to
preserve sovereignty thanks to Józef Beck's equilibrium policy,
which, as the course of events showed, did not guarantee Poland's
security. So it is also worth considering what smaller states can do
to survive in times of conflict between superpowers or pretending
superpowers. Another important perspective of this research is also
a scrupulous insight into the position that, on the example of New
Zealand, liberal democracies adopt towards Chinese politics and
politics in China.

New Zealand seems to be a small player on the world
chessboard, yet it remains in the spotlight of the two greatest
powers of our time, the People's Republic of China and the United
States of America, which have sought Wellington's favor and
continue to do so in different methods and with different results.
The facts about New Zealand are such, that it is the so-called a little
strongman in international politics, which I will try to explain to the
reader in the course of my discussion in this book. At the outset, I
can point out that the key position of New Zealand, both for the US
and China, is mainly due to three factors: economic, cultural and
political, and yet the main factor is the geographic location of New
Zealand.
Why us, Poles, should be interested in the issue of New
Zealand's policy towards the American-Chinese rivalry. This is
mainly due to the fact of a specific Zeitgeist and the conditions in
which the world finds itself in the present period, which should be
called the times of the great turning point - not the first, and
probably not the last, in the history of the world. Similar to those in
the history of international relations and in the history of the world,
the great battles such as Hastings in 1066, the conquest of
Constantinople in 1453, the contractual discovery of America by
Christopher Columbus in 1493 and the Napoleonic wars, the Spring
of Nations, as well as mass industrialization and subsequent
industrial and technological revolutions [1]. Basically, it should be
acknowledged that taking up the subject of New Zealand policy
from the Polish perspective guarantees a very distant perspective,
from a country that is close to us in terms of civilization, but more
culturally distant from us or from our European neighbors. Thus, it
is a cognitively valuable perspective, satisfying curiosity, but also
the need for knowledge about the contemporary world and political
processes that drive current changes with unprecedented dynamics.
The ever-growing role of the Pacific region is not without
significance - especially in the economic sense, and the continuous
shifting of the center of gravity of the world and global affairs to
this region, where New Zealand is also located, has been going on
for several decades, hence it is written about the age of the Pacific,
which is becoming become the main focus of US foreign policy [2].
This country finds itself in a situation in which Poland may find
itself in the future, and in which Poland has found itself many times
in the past. This is a historic moment in which New Zealand finds
itself between the great quarries from under which the world of
current geopolitics emerges - the two quarries between which the
antipodes are China and the USA, which generates a location
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2.

leadership units - especially in China, on the directions of foreign
policy may determine China's further steps in the Pacific region,
especially if China feels threatened and encircled by the US and its
allies, which it may provoke a preventive war on the part of China at a time that China deems convenient for itself [10]. China
certainly lacks significant formal and informal allies in the Pacific.
The United States, on the other hand, has formal defense
agreements with six major players in the Indo-Pacific region:
Australia, Japan, New Zealand, the Philippines, South Korea, and
Thailand. In contrast, India, Indonesia, Singapore, Taiwan and
Vietnam maintain a strong defense policy and arms dependency on
the US [11]. Is New Zealand really an example of a lose-lose
situation?

Situation on the Pacific

New Zealand-Chinese and New Zealand-American relations
became tense before the outbreak of the SARS-CoV-2 Covid-19
pandemic, therefore I would like to introduce the entire political
process that led to the current international situation in this part of
the world. It should be recognized that this is a study of tripartite
relations taking into account the geopolitical conditions of New
Zealand and small countries on the Pacific.
Opening the reading, it is worth considering the words of
former Australian Prime Minister Malcolm Turnbull (Prime
Minister in 2015-2018), who rejected the analogy of the current
situation of China with the USA in the 19th century, used by many
commentators and analysts, stating that China may impose its
version of the American doctrine Monroe (1823), blocking the
entire region for its domination. M. Turnbull considered this
"inappropriate analogy" [4]. However, shortly after this statement, a
year later, the then Prime Minister of Australia recognized that
some people were afraid that one day China would impose the
Monroe Doctrine on the southern hemisphere and dominate the
region, marginalizing other nations, especially the American. Is
such a scenario likely? How is New Zealand preparing for the
changes taking place, and what positions is it adopting? The issue is
extremely important, because, as Marcin Lasoń wrote in 2018, the
increase in tensions between China and the US may lead the
authorities in Wellington to an uncomfortable position and the need
to declare on one of the sides, which will not take place without
losses for New Zealand [5], and this claim he is not an isolated
researcher.
Already in 1991, the New Zealand Minister of Foreign Affairs
and Trade emphasized at a meeting with Polish Minister of Foreign
Affairs Krzysztof Skubiszewski that the Pacific region was a
traditional sphere of influence for the United States [6]. This status
quo in the 21st century was challenged by China, which has become
the United States' rival to the role of a hegemon and creates
alternative economic systems and initiates the processes of political
integration in the region, without the participation of the United
States. China's leadership model, Xi Jinping, has an impact on
throwing the gauntlet over the global leadership of the United
States, including the fact that in 2018 the term of office of the
Chinese president was abolished, thus opening the door to lifetime
for Xi Jinping [7]. Thus, as Jacek Bartosiak writes, "East Asia has
become bipolar with China as the main economic actor and the US
as the main security player"[8]. However, the situation is so
dynamic that China also appears as a security supplier not only in
East Asia, but also in the South Pacific. It is also pointed out that
the rivalry between China and the US does indeed resemble the
rivalry between Athens and Sparta in the Pacific before the
Peloponnesian War. Characteristic of attempts to forecast future
events in the Pacific is that Chinese intellectual elites encourage and
show political elites methods of gaining a strategic advantage over
the US. Southeast Asian and Pacific pundits such as former
Singapore leader Lee Kuan Yew argued that “If the US does not
maintain its position in the Pacific, it cannot be a global leader.
America's fundamental interest requires it to maintain its position as
the most important power in the Pacific. Giving up this position
would diminish America's role worldwide"[9]. In turn, China has
demonstrated in the past that it is able to openly cooperate with the
US, most evidently after the US-China rapprochement initiated in
1972 by Henry Kissinger and President Richard Nixon.
Nevertheless, deep cultural differences, different societal
expectations as to their role in the world, and the influence of

3.

Theoretical basis and scientific questions of the
research

As Zbigniew Brzeziński wrote in his excellent book Great
chessboard: "Apparently Napoleon once said that if you know the
geographic location of a country, you also know its foreign policy"
[12]. In this sense, it should be assumed that New Zealand and
small states on the Pacific are now a geopolitical pin on the global
geopolitical chessboard. This study is part of the study of
geopolitics, because as Leszek Sykulski wrote: "Geopolitics can
also be treated as a way of thinking, a kind of reflection on
international affairs" [13], while to the situation of New Zealand we
can apply this observation that "Geopolitical rivalry is the art of
introducing mistake. The greatest victory in geopolitics is to achieve
the political goal without the use of military force " [14], the main
goal of geopolitics, according to this author, is "to control the
noosphere, the „mental mantle of the Earth', the sphere of the
consciousness of societies" [15]. Moreover, important are the
indications of Carlo Jean, who wrote about how to approach
geopolitical hypotheses and what is significant in this scientific
process: possibilities taking into account the interactions it enters
into with other factors operating in the same territory as well as the
response of the international environment. ' Zbigniew Brzeziński
also announced that the possible unification of the Heartland by
China, especially by dominating the European peninsula, will mean
the end of American domination - both in Europe and everywhere
in the world [16].
Therefore, in this study, not only hard and amoral geopolitics
is important for the explanation of phenomena and events, but also
the behavior and attitudes of individual political actors and their
beliefs, views and system of values. They are crucial, among other
things, for shaping foreign policy, as is clearly illustrated by the
language of Chinese diplomats who recognize Australia as "the US
sheriff's deputy,"but such harsh rhetoric still does not touch New
Zealand. Why?
Referring to David Lai's analyzes, one should consider
whether games such as weqi (go) and chess are the correct analogy
to China's rivalry with the West, and especially with the US? [17]
Does China follow the rules of the weqi strategy, and the US
follows chess? So what is New Zealand's strategy? A clue may be
the statement of New Zealand Foreign Minister Damian O'Connor,
who called on Australia, whose relations with China are most
inflamed to show greater respect for its Chinese partner and use a
more diplomatic language, which made politicians in Cannberia
bewildered. Australia's Trade Minister Dan Tehan replied that
Australia's actions are based on the national interest. Australian
politicians admit that the statement by the New Zealand minister
touched them and put into question their Trans-Tasmanian

127

SECURITY & FUTURE ISSUE 4/2021

friendship. The Chinese media have recognized that Australia and
New Zealand's attitudes toward China are as different as fire is
different from water. New Zealand's approach is perceived as
abandoning the care for democratic values in favor of the
development of economic relations. Social activists from
humanitarian organizations, in turn, are proud of the attitude of the
Australian government and point out that the use of a more
diplomatic language is New Zealand's open consent to human rights
violations in China [18]. Could this attitude of New Zealand
damage its international reputation as a country that is not only a
consolidated liberal democracy, but also promotes democracy in the
world and strengthens democratization processes? The situation is
all the more complicated that, according to a recent Pew Research
Center study, 67% of New Zealanders have a negative opinion of
China. Nevertheless, they find it as important to maintain trade
relations with China as well as with the US, quite differently from
Australians who prefer trade relations with the US to relations with
the PRC. Still, 80% of New Zealanders, compared to 78% of
Australians, prioritize the promotion of human rights over the
development of trade relations with the Middle Kingdom [19]. In
recent years, differences in the approach to defense and security
policy in the South Pacific region between Australia and New
Zealand have emerged. While New Zealand comes up with the
concept of a "reset of relations in the Pacific", Australia has been
showing a clearly different position for several years, guided by the
policy of full involvement, also militarily, in the region. The
consequence of this are also separate positions of these countries
towards the US and China, which calls into question the form of
their existing, seemingly intact alliance. Instead, there are at least
four areas common to Australia, New Zealand, and the Pacific
Island States, namely: promoting an international order based on
shared standards; shared commitment to crisis engagement;
dedicating resources to regional action and regionalism in the
Pacific area; shared commitment to trade liberalization. Despite
their differences, Australia and New Zealand have a lot in common,
including the brotherhood of arms and the legend of ANZAC
(Australia and New Zealand Army Corps, 1915) and ANZUS
(Australia, New Zealand, United States Treaty, 1951). Joint
defense efforts in the South Pacific area were expressed in
the Closer Defense Relations Agreement of 1991 and in the
2011 Review of the Australia-New Zealand Defense Relationship
[20].
Recently,
China's
aggressive
rhetoric
and
aggressive actions in the Pacific region have been increasing. The
directions of China's rhetoric are visible in the so-called
Wolf-Warrior Diplomacy, which largely takes place in the virtual
world, e.g. on Twitter, while aggressive actions are mainly
observed in the South China Sea, where China in 2020 gave
names to 80 minor islands and rock points above sea level. In
addition, China sank one of the Vietnamese vessels that was sailing
around the Paracel Islands. The tense situation in the region is
also reflected in the growing US-Chinese rivalry in the region.
One of the signs of this situation was the recent expulsion of The
Wall Street Journal journalists from China and Chinese
journalists from the USA. Journalists of the American title
wrote the text: China Is the Real Sick Man of Asia. At the same
time, it is noted that also in China, there is no agreement
in
the
diplomatic
establishment
regarding
the
confrontational foreign policy [21].
I have assumed in this research that New Zealand, and the
rest of the Pacific's small and micro-states, with China and the US
are key to their survival and prosperity, and key to their national
security. As Polish diplomats concluded, "New Zealand must export
in order to live" [22], and both China and the USA are key

economic partners for Wellington. However, contrary to what is
reported in the literature on the subject, I hypothesize that both
China and the USA do not treat New Zealand as a small country,
but as a significant player in international politics, mainly because
of the prestige that New Zealand enjoys among other countries in
the world, as a country with a consolidated democracy and a
developed civil society, and a strong and innovative economy based
on exports. In order to solve this hypothesis, the following research
questions were posed: What is the significance of New Zealand for
the American-Chinese rivalry? What place do small and microstates of the Pacific have in the foreign policy of the US and the
PRC? To what extent can New Zealand's territories be considered
key to US-Chinese rivalry? What is New Zealand's importance in
international relations and in the Pacific region? What internal and
external factors influence New Zealand's policy towards China and
the US, and towards their rivalry? What is New Zealand's place in
major geopolitical theories? What is New Zealand's place in the
foreign policy of China and the US? How important is New
Zealand's geographic location for its relationship with China and the
US? What are the significance of cultural and civilization factors in
New Zealand-Chinese and New Zealand-American relations? How
have New Zealand's relations with China and the US been
historically? On the basis of political thought, what currents
dominate New Zealand political thought regarding the approach to
US-Chinese rivalry? What is the place of the Pacific and especially
the South Pacific in the political and strategic thought of the
Americans and the Chinese? What tools are China and the US using
to attract New Zealand to their political camp? What is New
Zealand's geopolitical code? What is New Zealand's attitude
towards US-Chinese rivalry against the background of Australian
policy? What attitude are small and micro states in the South Pacific
taking to US-Chinese rivalry? What place has the Pacific and the
South Pacific in particular had in the political thought of the main
political leaders in the US and the PRC? What is New Zealand
pursuing its foreign policy with respect to the US-Chinese rivalry?
How were New Zealand-American and New Zealand-Chinese
relations developed? What are the key issues in the tripartite
relationship between New Zealand, the US, and China?
Conducting the research, the constructivist position on
international relations was used, the effect of the theoretical
perspective adopted in this way is the assumption that relations
between states are simply a resultant of such issues as culture,
language, religion, and the general system of values through which
relations with other states are "constructed". Thus, an important role
in creating international relations is played by identity - individual,
ethnic, national, etc. Thanks to this approach, social and political
determinants influencing international relations have been taken
into account. The fundamental importance in the constructivist
approach is ascribed to the norms of social life, ideas and value
systems. In this sense, the international world as well becomes "a
derivative of human consciousness, knowledge ..., concepts and
theoretical assumptions". In the perspective of one of the founders
of constructivism in the theory of international relations, Alexander
Wendt: into relations based on rivalry ”, is also to show the
character of states in an anarchic international system. The rivalry
between states is born evolutionarily, historically, it takes place in
stages. On the other hand, states adopt attitudes towards each other
on the basis of socialization in the international environment,
including and thanks to the intersubjectivization of the values that
make up this system. In this approach, moreover, A. Wendt
indicates that the so-called the logic of an anarchic Lockean society,
which boils down to the creed - to live and let live. Hence,
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responsibility for the economic situation in the region. In the past,
there were also strong tensions between China and the small Pacific
states, including in 1980, when China decided to test ballistic
missiles in the Central Pacific. It was also an incentive for China to
sign the protocol of the Treaty on the Atomic Weapons Free Zone
in the South Pacific in 1985, which significantly strengthened
China's position in the region, among the group of Pacific states
traditionally reluctant to nuclear states [25]. What is currently
happening in the Pacific in the context of China's growing influence
in small and micro-states of the region resembles the situation from
the Cold War period, when the USSR was building its influence in
third world countries trying to drag these countries to its side. The
PRC played an important role in this game, becoming Moscow's
enemy over time. In the Mitrokhin Archive book, there are many
examples of the bestiality that Chinese communists could afford,
who in the years after the communists gained power in 1949 in
China were considered liberal politicians, such as Zhou Enlai, who
became the prime minister of China under Mao [26]. I am writing
about it because it is often forgotten that the Chinese can afford acts
of brutality on an unimaginable scale. From 2013, the foreign trade
of Pacific states concentrated in China and outweighed its scale
with Australia. It is estimated that between 2006 and 2017, China
allocated USD 1.5 billion to aid small Pacific states in the form of
grants or loans. The COVID-19 pandemic gives China another
opportunity to expand PRC influence in the region. It is noted that
China prevails in the financial capacity to provide aid to the
countries of the region, but Australia and New Zealand outweigh
China in terms of the durability of the proposed solutions [27].
China, in turn, is investing heavily, for example, in the port in the
capital of Vanuatu, Port Villa (where it can install the A2 / AD
system). The location of the base in such a region may also threaten
the shipping lines between Australia and the USA. Region of the socalled Pacific states are 14 independent states and dependent
territories administered by Australia, France, New Zealand and the
United States. In the South Pacific, the United States has a military
presence through Compact Free Assosciation (COFA), under which
the United States is loosely affiliated with Micronesia, the Marshall
Islands, and Palau. Despite the intensifying rivalry in the Pacific,
the countries there are prone to diversifying their economic and
political partners in order not to fall into the trap of bipolar rivalry,
among those partners from outside the China-US agreement,
Australia, France and India are particularly attractive [28]. Jacek
Bartosiak writes that China's intriguing strategy in this respect,
which is consistent with the situation of small and micro-states in
the Pacific: "In Washington, it was assumed that the Chinese
believe that the method of defeating the American armed forces in
the region is to effectively and permanently challenge the American
ability to freely project power ( even without a conflict, even
through the so-called strategic communication and calculations),
which triggers individual political calculations of states - former US
allies, and so susceptible to the overwhelming influence of the
Chinese economic power. For China is developing its military
capabilities in exactly this direction, and to fulfill this overarching
goal, it conducts exercises, purchases and investments. China's main
strategy is to use the "debt trap", whereby countries that have
borrowed from China have to give up some of their sovereignty in
exchange for unpaid debts [29].

competition does not have to mean hostility. The process of rivalry
between states in the modern world, however, presupposes the
recognition of international law and rules that are adopted as
binding, and what distinguishes the Lockean model in this context
is the permission to use force within the framework of rivalry
between states - but only within the limits - "live and let live "- as
A. Wendt wrote. According to A. Wendt, rivals, even in a situation
of war, will limit the violence and the scale of the use of military
force. In this system, even theoretically, there is a relative refraining
of states from open conflict. A. Wendt calls the attitude of states
through mutual competition "the Foucault effect" - "the thesis that a
self-regulating, possessive individual is the result of a particular
discourse or culture" [23]. It is also important to understand that
armed conflicts have never occurred between the states of the
liberal democratic regime.
There is no doubt that New Zealand has been part of the
global Pax Americana since the collapse of Pax Britannica, and is
geopolitically strongly affiliated with Washington's center of power.
It is the same element of what geopoliticians would call a maritime
empire whose territory will in principle conflict with the power
centers of the land empire, so in this case China. It is therefore part
of the eternal rivalry between tellulocracy and thalassocracy. With
regard to the creators of classical geopolitics, Alfred Mahan should
be mentioned as a geopolitician who grants the primacy of sea
power over land power, because sea power is able to ensure control
over transport routes. The attitude and policy of New Zealand are
not without significance for the attitudes of its closest economic and
political partner, i.e. Australia, which has adopted a strategy of
strengthening relations with the United States, thus joining
Washington's strategy, blocking Beijing's influence and increasing
the importance of the Middle Kingdom, especially in the region.
Pacific. Researchers of international relations notice that the
increasing US-Chinese rivalry will force Australia and the countries
of the region to clearly opt for either side of the conflict. By
contrast, New Zealand and other small states in the Pacific are
structurally involved in the geopolitical rivalry between the US and
China, and any rapprochement with Beijing or Washington will
come at the cost of distancing and damaging relations with the
second power. This is also related to the dilemma for New Zealand
and other small countries in the region, the need to choose a side in
a possible open armed conflict [24].
4.

Small states political situation in the Pacific

China's ambitions in the South Pacific among the countries of
the region are related to several key issues, one of which is the
isolation of Taiwan in the international arena by tightening relations
with the countries of the region, thereby abandoning relations with
Taipei. To ensure loyalty among new allies, the PRC uses a wide
range of tools, but mainly it is economic aid. The problem for
Beijing was serious as early as 2013, because out of 23 Pacific
states, 6 recognized Taiwan, including Kiribati, Marshall Islands,
Palau, Nauru, Tuvalu and Solomon Islands. In addition, China is
one of the major donors to the Pacific Islands Forum (PIF) and the
South Pacific Tourism Organization (SPTO). As early as 1997, the
PRC invested in a satellite observation station on Tarawa Atoll in
Kiribati. It was assumed that these installations were also aimed at
espionage on the American missile launchers located in the
Marshall Islands. The ports in Fiji, on the other hand, are operated
by a Chinese fishing flotilla, which is seen as a camouflaged vessel
intercepting American intelligence messages from Micronesia.
China is also looking to enter the exclusive economic zones of the
region's countries. For about two decades, China has been
successfully expanding its soft power among the countries of the
South Pacific. China manages to build an image of a country taking

5.

Conclusion

On the basis of the conducted research, it is possible to notice
the importance of cultural factors as well as deeply rooted and
historically conditioned positions, which are more important than
even short-term economic interests. Currently, it can be seen that
while for the USA, New Zealand and the small Pacific states are
subjects of defense policy and constitute a permanent presence of
the USA in the international arena as a hegemon, for the PRC New
Zealand and the South Pacific region are not a strategic area of
expansion, but rather, the subject of an economic and diplomatic
game. As a result, Taiwan is to be isolated on the international
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arena, and small Pacific states are to support Beijing. The coming
decade will be decisive for New Zealand, and its failure to decide
who to get through in a possible conflict could have devastating
consequences for the entire South Pacific region of which it is
currently a leader. Countries smaller than New Zealand do not have
long-term defense policies or strategies that would allow them to
face the upcoming challenges related to the US-Chinese rivalry, so
they must rely on external partners - if not the US or China, then on
such as Australia and New Zealand in search of political order and
security. It seems that in the near future it is New Zealand that will
be the guarantor of small countries in the region, along with
neighboring Australia, of their security. Ultimately, however, they
will either be part of a broad coalition built by the US, or they will
fall entirely into the sphere of Chinese influence, including through
"dollar policy" and the expansion of Chinese quasi-military bases in
the region.
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Abstract: Giving the right access, limiting resources, and recognizing a user’s identity are important steps that need to be taken into
consideration before entering a certain network. These steps are executed by authentication and authorization. In this paper, we put our
focus on authentication algorithms HOTP and TOTP as two algorithms for generating one-time passwords. A one-time password is an
automatically generated string of characters - a password that is meant to be used only once. This password is only valid for one login
session or transaction. Due to its randomness and usage (only once), it leads to higher security outputs, and that is why this type of password
is used in authentication algorithms. We will analyse both algorithms and their working way and will present the obtained results and their
usage in practice. The main characteristic is that the HOTP algorithm uses only hash functions and the TOTP algorithm uses time above the
hash. To check when each algorithm is better to use, we need to know the given environment and circumstances. In this paper, we will try to
answer the question” Which one is better at a particular time?”. Depending on many factors that we analyse through the sections, we are
going to make conclusions that will be useful for future planning of good security passwords.
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authentication because the users prove their identity with at least
two independent authentication methods that belong to different
groups. Two-factor authentication can also be used with username
and password and ensures a higher level of service security. This
authentication method makes it very difficult for attackers to gain
access to user devices for online accounts because just knowing the
user’s password is no longer enough to verify the identity since the
attacker does not have the other part of the authentication process.
However, as a part of two-factor authentication, we usually talk
about the security of devices that a user owns, and the software is
responsible for the identification [16]. In addition to secure devices
in physical form, software solutions are also easier to use. These
solutions generate passwords according to some predefined
algorithms, which will be explained in the following sections.

1. Introduction
The first step which needs to be taken when we want to access a
certain network and the services it offers is the authentication
process. Authentication as a process includes recognizing a user’s
identity, which means determining whether someone or something
is who or what it declares itself to be based on a set of credentials.
The most common way to check credentials is by checking the
username and associated password. If certain credentials (username
and password) match the credentials stored within the
authentication server, besides authentication there is one more step
that needs to be taken, the authorization process that checks if the
user has the right permission to access the required services.
Authentication and authorization are two processes that are
connected, and in many situations, they depend on each other, but
in this paper, we will make a comprehensive description and
analysis of the authentication process [3, 1].

The paper is partitioned into a few sections, structured as
follows. The second section is providing a brief introduction to
authentication algorithms and one-time passwords in general. The
HOTP and TOTP algorithms are explained in the third and fourth
sections accordingly, while in the fifth section we give a brief
overview of their similarities and differences. In the sixth section,
we present the practical usage of both algorithms supported with
real-life examples, within a simple analysis with improvements of a
more modern hash functions. In the end, we gave a conclusion of
the analysis of both algorithms.

Username often consists of the individual’s first and last
name, i.e., it represents the user’s identity, and the chosen
password is something that is determined by the user and has to
remain secret. Often users make Tweak passwords to be easy to
remember, which also means they can be easily guessed.
Therefore, authentication based on entering username and
password does not provide adequate security when accessing
systems with sensitive data. If you have noticed, the most
common rules for a password are min length of characters, at least
one special character, upper and lower letter, and number.
However, this leads to higher security and passwords that can
hardly be guessed. Due to the vulnerabilities mentioned above,
which are brought by authentication, the basis of username and
password is changed using a combination of different independent
authentication factors. Roughly speaking, these authentication
factors can be separated into three groups: something you know,
something you have, and something you are. For example, when
using a username and password, we are talking about the first
group - something you know because the user must know his
credentials to execute his request. Then, when talking about
something that a user owns, we have the second group something you have, such as some physical device, i.e., one-time
physical password generators and smart cards. The last group something you are described with the biometric parts of the
human body such as fingerprints, face and voice patterns, or any
other parts of the human body [5].

2. Authentication Algorithms and One-time
Passwords
This section describes the implementation and differences
between HOTP (HMAC-based One-Time Password) and TOTP
(Time-based One-Time Password) algorithms, as two different
algorithms for generating one-time passwords. We can see that
both of them have something in common besides the fact that they
are authentication algorithms. The main similarity between the two
algorithms is the generation of a one-time password. As its name
says, a one-time password is an automatically generated string of
characters - a password that is meant to be used only once. This
password is only valid for one login session or transaction, for a
limited period. Due to its randomness and usage, it leads to higher
security outputs and that is why this type of password is used in
authentication algorithms [13, 8].
One of their biggest advantages is that these passwords are
static, and they are resistible to replay attacks, which means that if
a potential attacker records some past one-time passwords, he
cannot use them to log in to the system afterward, because the

In recent years, we have often talked about the principles of
strong authentication, which most often refers to two-factor
authentication and multi-factor authentication. This is called strong
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passwords will no longer be valid. The one-time passwords are
beneficial when a user has logged in to more than one system.
Therefore, if he uses a one-time password, he will need a different
password for each device and if a hacker finds one of the
passwords, he cannot use that password to login to the other
systems [7].

inner hash result and the outer key. HMAC is described using the
following equation:
HMAC(K, m) = H((Kj ⊕ opad ) || H((Kj ⊕ ipad) || m))

(1)

where H is the hash function, m is the message to be
authenticated, K is the secret key, Kj is a block-sized key
derived from the secret key, K; either by padding to the right with
0s up to the block size, or by hashing down to less than or equal
to the block size first and then padding to the right with
zeros, opad is the block-sized outer padding and ipad is the blocksized inner padding [19, 6].

To sum up, the security of the one-time password method is
high, but it does not mean that this method is unbreakable. The onetime password methods are vulnerable to a man-in- the-middle
attack, but we will not dive into details about the attack’s side as it
is not part of the scope of this paper.

HOTP is an algorithm for generating a one-time password that
works based on a message authentication mechanism. It can be
implemented by any hardware or software developer to create an
interoperable authentication device or software. An incremental
counter and a static symmetric key, known only to the security
device and the verification server, are used to generate one-time
passwords. For the HOTP value, it is used the HMAC-SHA-1
algorithm that accepts an arbitrarily large data set and returns a
value of a certain length of 160 bits as an output value:

3. HOTP Algorithm
HOTP (HMAC-based One-time Password) is a one-time
password algorithm based on HMAC (hash-based message
authentication code). This algorithm was found by David et al. in
2005 [9, 25].
Firstly, we will briefly describe hash functions, since this
algorithm is based on hash functions as one of the fundamental
building blocks of modern cryptography. These are functions that
convert an arbitrarily long message into a sequence of bits of a
certain length. In combination with asymmetric algorithms, they
are the most commonly used for encryption and digital signing.
Modern hash functions must be deterministic and computationally
efficient. Also, known as one-way functions, which means that the
hash value is calculated from the input, and it is not possible vice
versa i.e., to efficiently calculate the input from a given hash
output value. The most frequently used hash functions belong to
the SHA (Secure Hash Algorithm) family and these features
additionally have the property that a small change in the message
causes a well- perceived change density (the old and the new
digests do not look similar) [26].

HOTP(K, counter) = HMAC - SHA-1(K, counter)

(2)

where K is the common secret between the client and the server
and counter is the 8-byte counter value. This counter must be
synchronized between the HOTP generator (client) and the HOTP
validator (server). The value obtained must then be truncated
using dynamic truncation function (DT) specialized for HOTP.
So, from the first step the HOTP value is 160bits (20-byte string).
Then, we generate a 4-byte string by using DT function such
Sbits = DT(HMAC - SHA-1(K, counter))

(3)

and it returns a 31-bit string. We recompute the HOTP value as
Snum = StToNum(Sbits)

(4)

where we convert the string to number. The purpose of the
dynamic offset truncation technique is to extract a 4-byte dynamic
binary code from a 160-bit (20-byte) HMAC-SHA-1 result. Due
to the fact that the final value must be at least 6-digits (or 7 or 8 or
more) we use modular operation Snum mod(10digit), where digit is
the selected number of digits to be outputted (6,7,8 or more) [10].
Although the server’s counter value is only incremented after a
successful HOTP authentication. Also, the counter on the token is
incremented every time a new HOTP is requested by the user.
Because of this, the counter values on the server and the token
might be out of synchronization, and resynchronization of the
counter is required. This can be solved by setting a parameter s on
the server, which defines the size of the look- ahead window. The
server can recalculate the next s HOTP- server values and check
them against the received HOTP client. Synchronization of
counters in this scenario simply requires the server to calculate the
next HOTP values and determine if there is a match. Optionally,
the system may require the user to send a sequence of (per
example, 2, 3) HOTP values for resynchronization purposes, since
forging a sequence of consecutive HOTP values is even more
difficult than guessing a single HOTP value [10].

Fig. 1 Scheme of HOTP algorithm [23]
Although, hash functions are the message authentication
mechanism that plays an important role in the algorithms for
generating
one-time
passwords.
Hash-based
message
authentication code (HMAC) is a mechanism for calculating a
message authentication code involving a hash function such as
MD5 (Message Digest), SHA-1, or other hash function in
combination with ∗ a secret key. HMACs are almost like digital
signatures. They both enforce integrity and authenticity. They
both use cryptographic keys, and they both employ hash functions.
The main difference is that digital signatures use asymmetric keys,
while HMACs use symmetric keys. HMAC uses two passes of
hash computation. The secret key is first used to derive two keys –
inner and outer. The first pass of the algorithm produces an
internal hash derived from the message and the inner key. The
second pass produces the final HMAC code derived from the

The HOTP algorithm is vulnerable to brute force attacks due
to the use of the truncated HMAC-SHA-1 value, which means that
the authentication server must be able to detect and prevent such
an attack. The first option is to use a limit on the number of
requests by setting the damping parameter D, which defines the
maximum number of possible attempts to validate a single
password. Another option is to implement a delay scheme that
works so that after the i-th failed attempt, the authentication server
waits for the increasing number of seconds Di. Therefore, if D = 5,
after the first attempt, the server should wait for example 5
seconds, and after the second failed attempt 5 * 2 = 10 seconds
and so on. Authentication between the client and the certifier must
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take place via secure channels and using appropriate security
mechanisms, such as using a session identifier to protect the user’s
privacy and avoid repetitive attacks. The main problem of the
HOTP algorithm is that the generated password is valid for a long
time or at least until the next authentication attempt, which means
that if the attacker overrides the password, he can use it at any
time. This shortcoming is solved by the TOTP algorithm within
which every password has limited validity.

acceptable OTP transmission delay time. The larger this interval is,
the more exposed it is to the possibility of an attack. It is strongly
recommended that the time lag should be less than the size of a
one-time step.

Using the parameter D, the security of the algorithm is
increased because after each unsuccessful attempt the number of
seconds to wait is increased. On the other hand, the usage of
truncation has its disadvantages because it leads to more insecure
implementation. This can be handled if the value of the digits is
increased (for example, more than 8), so it becomes less
vulnerable to brute force attacks in real time. The security also
depends on the parameter s which ensures the server does not go
on checking HOTP values forever (causing a denial-of-service
attack) and also restricts the space of possible solutions for an
attacker trying to manufacture HOTP values.
SHA-1 has a weakness concerning collisions [21]. But HMAC
resistance does not rely on resistance to collisions. Indeed, HMAC
is proven secure as long as the hash function which it uses is a
Merkle-Damgard function which itself relies on an internal
”compression function” which behaves like a PRF(Pseudorandom
function family). The known weakness of SHA-1 voids the proof,
but nobody knows how to turn that into a weakness on
HMAC/SHA-1. Empirically, we have the example of MD4
(Message Digest): MD4[18] is extremely broken with regards to
collisions, with a near-zero cost (computing a collision for MD4
takes less time than actually hashing the two colliding messages to
verify that it is, indeed, a collision), and HMAC/MD4 is also
broken, but with a quite non-trivial cost of 258 plaintext/MAC
pairs (and that’s a forgery attack, not even a key recovery attack),
making it utterly non-applicable in practice. If we have the same
kind of ratio for SHA-1, then HMAC/SHA-1 is still very safe. To
sum up, using the default SHA-1 for the HOTP is still a valid
option.

Fig. 2 Scheme of TOTP algorithm [22]
The larger interval that was mentioned before is, decreases the
security of the algorithm. According to equation (3), TOTP is
calculated from HOTP which means that the security of this
algorithm depends on the HOTP parameters. Choosing the right
HOTP parameters and how they increase/decrease security was
described in the third section and those rules are the same for the
TOTP algorithm.

5. The Main Differences between Algorithms
The previous two sections were written to explain both
algorithms in detail and this section will give an overview of both
algorithms and explain what the difference between algorithms is
and compare them according to their possibilities.

4. TOTP Algorithm
TOTP (Time-based One-time Password) is a one-time
password algorithm which uses the current time as a source of
uniqueness [11, 24]. The TOTP algorithm is a version of the
HOTP algorithm that works based on time and is calculated
according to the common function (2), except that in this case the
counter is replaced by the value of T, which is derived from the
time reference. The HMAC-SHA-256 or HMAC-SHA-512
algorithm may be used instead of the HMAC-SHA-1 algorithm to
calculate a one-time password. In general, TOTP is defined as:
TOTP = HOTP(K, T)

5.1.HOTP Analysis
1) The algorithm uses a counter, as one of the goals is to
include an algorithm for generating one-time passwords
based on the HMAC value in devices to store large
amounts of data, such as USB keys and SIM cards.
2) The algorithm should be economical in terms of
implementation in hardware by minimizing the
requirements related to battery, the number of buttons, the
computational power, and the size of the screen in case the
device uses it [10].
3) The algorithm works with tokens that do not support any
numeric input but can also be used with more advanced
devices such as secure PIN inputs.
4) The value displayed on the device should be easy to read
and enter; it should also be of reasonable length but not
less than six characters. It is also desirable that the HOTP
value is exclusively numerical, which allows easy entry
into devices such as telephones.
5) The mechanism for resynchronizing the counter is suitably chosen (a good example of how to choose it is
described in section 3). Each time the user requests it, it
should be increased on the device, and on the server, the
counter is increased only upon successful authentication
based on a valid HOTP value.
6) The algorithm uses a symmetric key known only to the
authentication server and client. To ensure greater
security against some known attacks on the symmetric
keys, and by the fact that this key is hardcoded on the

(5)

where T represents the number of time steps from the initial time
counter T0 and the current UNIX time. More specifically, T is
defined as:
T = (CurrentUNIXTime - T0)/X

(6)

where X represents the number of time steps in seconds (default
value for X is 30 seconds) and is a system parameter, and T0 is the
UNIX time at which we start counting time steps (default value is
0) [12].
When the authentication server receives a one-time password
(OTP), it does not know precisely when it was created. Due to
network delays, the gap (number of time steps from time T0
onwards) between the time when OTP was created and the time the
verification system receives the OTP may be too large. Therefore,
the verification system should typically set a policy for an
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device, the recommendation is to use the symmetric key
that is at least 128 bits long.

Google Authenticator, which mimics the behavior of a physical
generator, is installed on a device such as e.g., mobile phone.

5.2. TOTP Analysis
1) To generate a TOTP value, the client (physical or
software one-time password generator) and the certifier
(authentication or validation server) must know whether
they are capable of obtaining the current UNIX time. The
most common way to obtain this is to count the number of
seconds elapsed since midnight UTC of January 1, 1970
[12].
2) The client and the certifier either share a key or have
information based on which they generate a key (for
example, using symmetric cryptography).
3) The algorithm uses HOTP as the main building block.
4) The client and the certifier should use the exact value of
the time step X, which illustrates the duration of the
password in seconds.
5) Keys can be stored on devices with tamper-resistant
properties that are protected against unauthorized access.
Those devices use hardware encryption, are activated only
when required: the key is decrypted when needed to verify
an OTP value and re-encrypted immediately to limit
exposure in the RAM for a short period.

Fig. 3. (a) OTP generator protected by PIN (b) OTP generator
not protected by PIN [2]
One way to generate an OTP is by using grid cards or transaction
numbers of lists. These methods offer low investment costs but are
slow, difficult to maintain, easy to replicate and share, and require
the users to keep track of where they are
in the list of
passwords. Another, more convenient way for users is to use an
OTP token, a hardware device capable of generating one-time
passwords. Some of these devices are PIN protected which offers
an additional level of security. The user enters the one-time
password with other identity credentials, and an authentication
server validates the logon request. Although this is a proven
solution for enterprise applications, the deployment cost can make
the solution expensive for consumer applications. Because the
token must be using the same method as the server, a separate
token is required for each server logon, so users need a different
token for each Web site or network they use. Last, more advanced
hardware tokens use microprocessor-based smart cards to
calculate one-time passwords. Smart cards have several
advantages for strong authentication, including data storage
capacity, processing power, portability, and ease of use. They are
inherently more secure than other OTP tokens because they
generate a unique, non-reusable password for each authentication
event, store personal data, and do not transmit confidential or
private data over the network [17, 15].

5.3. Analysis Conclusion of Both Algorithms
HOTP (also known as Event-based OTP) is the original one-time
password algorithm and relies on two pieces of information. The
first is the secret key, which is known only by the token and the
server that validates submitted OTP codes. The second piece of
information is the moving factor, which in event-based OTP, is a
counter. The counter is stored in the token and on the server. The
counter in the token increments when the button on the token is
pressed, while the counter on the server is incremented only when
an OTP is successfully validated. TOTP is based on HOTP where
the moving factor is time instead of the counter. This is the main
difference between both algorithms TOTP uses time in increments
called the timestep, which is usually 30 or 60 seconds. This means
that each OTP is valid for the duration of the timestep [12]. Both
OTP schemes offer single-use codes, but the main difference is that
in HOTP a given OTP is valid until it is used, or until a subsequent
OTP is used. In HOTP, there are several valid “next OTP” codes.
This is because the token button can be physically pressed, and the
counter on the token immediately increases. However, this action is
done without the resulting OTP being submitted to the validating
server. For this reason, HOTP validating servers accept a range of
OTPs. Specifically, they will accept an OTP generated by a counter
within a set number of increments from the previous counter value
stored on the server. This range is referred to as the validation
window. If the token counter is outside the server’s range, the
validation fails, and the token must be re- synchronized. So clearly,
in HOTP, there is a trade-off to be made. The larger the validation
window is, the less likely the chance to re-sync the token with the
server can be done, which is inconvenient for the user. Notably,
the larger the window is, the greater the chance of an adversary
guessing one of the accepted OTPs through a brute-force attack is.
In contrast, in TOTP, there is only one valid OTP at any given time
- the one generated from the current UNIX time [4].

One-time password generators are one of the most commonly
used authentication factors today. No matter how secure the use of
such devices may seem at first glance, this method
of twofactor authentication has some vulnerabilities. One of the main
problems is the possibility of a man-in-the-middle attack in realtime, where a real-time attacker misuses the data of a user who
wants to log in to a service. The attacker imitates the appearance
of the target website and thus obtains all the necessary
authentication data of the user when he logs in to the service on
the fake website. This information is then immediately transmitted
to a legitimate website and allows the attacker to report on behalf
of the victim. Such attacks can be largely prevented by the user
never using the public network to access sensitive data, and the
use of VPN provides even better security, as communication takes
place through a secure tunnel. Also, another useful comment here
is never to put your secret data on the service that communicates
over the unprotected channel. Using hypertext transfer protocol
secure (https) is always the right choice.
6.1 Improvements with SHA-256
In this subsection, we focused our research on analyzing HOTP
and TOTP algorithms with HMAC-SHA256. We explained that
there is no mistake if both algorithms are used with HMAC-SHA1, but because there are more modern hash functions, in this
subsection we decided to expand our sights and we give a short
overview about the performance analysis if both algorithms are
used with HMAC-SHA-256.

6. Practical Usage
One-time password generators are divided into HOTP and TOTP
generators. They are divided into physical devices and software
generators, where physical devices are usually smaller devices that
create a one-time password when the button is pressed or after
entering the PIN code and display it on the screen. The user then
logs in using this password. Software generators work on the same
principle, except that in this case an application such as e.g.,

Hash function SHA-256 comes from the family SHA-2, which is an
upgraded and more secure version of the hash function SHA-1. The
SHA-2 family consists of more hash functions, which depends on
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the output they provide, and in this analysis, we chose the SHA-256
which outputs 256 bits. In this case, we can see the difference
between SHA-1 where we had 160 bits compared to 256 bits. This
is the first indicator where the security of the hash function is
increased due to the extended length. For example, if we compare
according to the brute force attack, where L is the number of bits
in the message digest, finding a message that corresponds to a given
message digest can be done in almost 2L evaluations. SHA-1 has
160 bits message digest and SHA-2 has 256 bits message digest.
Accordingly, SHA-1 has 2160 evaluations and SHA-2 has 2256
evaluations to find the hash value. This may seem a small
difference, but the machine that performs the action will require
much more performance to implement such an attack, even though
for more than 80 bits it is still impossible. Then, we have the
problem with the collision, finding two different messages that
result with the same message digest is about 2 L/2 evaluations using
the birthday attack. This attack is much faster than the brute force
attack, so the evaluations for SHA-1 are 280 (as if 80 bits message
digest) compared to the evaluations for SHA-2 which are 2128 (as if
128 bits message digest). To sum up, collision is the reason why the
security (the strength) provided by the hash function is divided by 2
from the number of bits that the algorithm has as a message digest.
SHA-1 has 80 bits security and SHA-2, 128 bits security.
Theoretically, to break 80 bits security, a machine may require 1
day, to break 84 bits security, a machine may require 12 days, to
break 89 bits security, a machine may require 1 year, and so on. In
this example, we can see that there is a clear difference between 80
bits and 128 bits message digest which one more time increases the
security of the SHA-2. With much better security, HMAC is more
secure with SHA-2 than with SHA-1 [20].
According to the analysis, HMAC-SHA-1 is still valid and
secure, but as time passes and new technologies are discovered, it is
recommended to switch to more modern and secure versions.
HOTP and TOTP in our analysis are used with HMAC-SHA-1, but
in the next analysis, we will continue our work on how they will be
implemented with HMAC-SHA-256 according to the above-written
analysis and also with all the newest lightweight hash functions
standardized by the NIST 2021 [14].
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Abstract: With the evolution of the digital world and the constant interaction in the real time world, even the casual user must be constantly
aware of all possible threats and all possible protection actions or at least follow the trends. The vulnerabilities’ definitions depend on their
attacking area but with the huge space of data we never know what exactly is happening and to what is the harmed area. This article is going
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(1) Virus: A self-replicating program that attaches itself to
clean files and spreads throughout a computer system, infecting
files with malicious code.

1. Introduction
Globally the term cybersecurity refers to the infrastructure of
the ICT, unlike information security which is usually related to
different organizations and refers to personal information.
According to NIST, cyber security is about everything in the cyber
environment, and information security’s scope refers to the security
of the information and information systems independent of a
specific area.

(2) Trojans: A type of malware that is disguised as legitimate
software. Cybercriminals trick users into uploading Trojans onto
their computers causing damages or collecting data.
(3) Spyware: A program that secretly records what a user does,
so that cybercriminals can make use of this information. For
example, spyware could capture credit card details.

According to some experts, information security can be
reviewed as a sup majority of cyber security. [1] But as per the
definition from CyBOK, cyber security refers to the protection of
information systems (hardware, software, and associated
infrastructure), the data on them, and the services they provide,
from unauthorized access, harm, or misuse. This includes harm
caused intentionally by the operator of the system, or accidentally,
caused by failing to follow security procedures. [2]

(4) Ransomware: Malware that locks down a user’s files and
data or systems, with the threat of erasing, destroying, or making it
public, unless a ransom is paid.
(5) Adware/Spamming: Advertising software that can be used
to spread malware.
(6) Botnets: Networks of malware-infected computers which
cybercriminals use to perform tasks online without the user’s
permission.
Phishing / social engineering. Social engineering or Phishing is a
tactic that adversaries use to trick users into providing sensitive
information. In phishing scams, emails or text messages appear to
be from a legitimate company asking for sensitive information, such
as credit card data or login information. Social engineering can be
combined with any of the threats listed above to make you more
likely to click on links, download malware, or trust a malicious
source. The FBI has noted a surge in pandemic-related phishing,
tied to the growth of remote work. [5][6][7]

This brings the question of whether cyber security is a sup
majority of the information security (Figure 1. Information security
vs cybersecurity)! And even though in the practice, everybody is
using both terms for the same thing, the context is clear. The
information and cyber security must go all along!

SQL injection. A type of cyber-attack used to take control of and
steal data from a database. Cybercriminals exploit vulnerabilities in
data-driven applications to insert malicious code into a database via
a malicious SQL statement. This gives them access to the sensitive
information contained in the database. [6]

The present article provides information on several most
common attacks by giving some basic user-friendly definitions on
each of them. The impact of those attacks can be proven by
describing some of the most popular attacks in the last 10 years.
Finally, as the digital world needs someone to try and protect it,
there is some information on some popular world-wide academies
which provide some quality education on cybersecurity.

Insider threats. An insider threat are current or former employees,
business partners, contractors, or anyone with access to systems or
networks in the past with desire to abuse their access permissions.
Insider threats can be invisible to traditional security solutions like
firewalls and intrusion detection systems, which focus on external
threats. [7]
Distributed denial-of-service (DDoS) attacks. A DDoS attack
attempts to crash a server, website, or network by overloading it
with traffic, usually from multiple coordinated systems. DDoS
attacks overwhelm enterprise networks via the simple network
management protocol (SNMP), used for switches, modems, routers,
printers, and servers. [7]

2. Types of attacks
Although a lot of professionals are working hard against
different types of attacks and vulnerabilities, threats emerge
constantly (see Chart 1. Number of New Vulnerabilities Per Year
1988-2020).

Advanced persistent threats (APTs). Attack by intruder/s that
infiltrates a system and remains undetected for an extended period.
The intruder leaves networks and systems intact so that the intruder
can spy on business activity and steal sensitive data while avoiding
the activation of defensive countermeasures. An example of an APT
is the recent Solar Winds breach of United States government
systems. 7]

Below are some of those evolving threats:
Malware. Malicious software variants that provide unauthorized
access or cause damage to a computer. Malware attacks are
increasingly “fileless” and designed to get around familiar detection
methods, such as antivirus tools, that scan for malicious file
attachments. [5] Some of those malwares include: [6]
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Man-in-the-middle attacks. A dynamic eavesdropping attack,
where a third-party intercepts and takes over communications
between two parties to steal data (Figure 2. Man-in-the-middle
scheme). Examples: simple eavesdropping; on an unencrypted WiFi network, an attacker can intercept data being passed between a
guest’s
device
and
the
network.
[8]

can be not only virtually but also by phone, flyers, and more daily
stuff.
Avoid public Wi-Fi networks: Unsecure networks leave you
vulnerable to man-in-the-middle attacks. If urgent transactions are
needed, then the use of VPN can bring a level of protection against
unwanted and unsafe access.

4. Cyber Threats examples
Sony, Target, JPMorgan, Dropbox, Evernote, Home Depot,
eBay are just a small part of the examples of companies for data
leaks only since 2014. And here are some of the latest cybersecurity
threats presented by Kaspersky reported by the U.K., the U.S., and
Australian governments:
Dridex malware. A financial trojan targeting banking information.
Affecting victims since 2014, it infects computers through phishing
emails or existing malware. Capable of modification of directory
files, firewall rules for facilitating peer-to-peer communication for
extraction of data, remote execution of code, stealing passwords,
accessing banking applications and websites, and personal data
which can be used in fraudulent transactions, it has caused massive
financial losses amounting to hundreds of millions. [9] In December
2019, the U.S. Department of Justice (DoJ) charged the leader of an
organized cyber-criminal group for their part in a global Dridex
malware attack. This malicious campaign affected the public,
government, infrastructure, and businesses worldwide. In response
to the Dridex attacks, the U.K.’s National Cyber Security Centre
advises the public to “ensure devices are patched, antivirus is turned
on and up to date and files are backed up”. [6]

3. Cyber safety tips
There is no 100% effective protection but there are a lot of
useful tricks for applying another level of security against cyber
threats. Here are some of the top cyber safety tips:
Up-to-date operating system/software: The best option is setting
up the automatic updates for never missing the latest upgrades.
Otherwise keep checking manually for updates.
Anti-virus software: There are several free anti-virus tools which
can apply a level of security to the device but limited options. More
featured are the paid applications which contain a set of tools for
protecting against some of the most common threats in cyberworld.
Security solutions like Kaspersky Total Security will detect and
remove threats. [6]

Emotet malware. A sophisticated Trojan identified in 2014 spread
through spamming that can steal data and load other malware
worm-like. Originally designed as a banking malware for stealing
sensitive information. One of the simplest ways of protection is
creating a secure password as Emotet can be spread using a list of
commonly used passwords in a brute-force attack. [10] In late 2019,
The Australian Cyber Security Centre warned national
organizations about a widespread global cyber threat from Emotet
malware. [6]

Strong passwords: As part of my work experience, always
suggesting clients to use passwords with more than 10 (more the
better) characters which contain at least one capital, one lower, one
special character and one number.
Frequently updated passwords: Updating more often the
passwords used on most used applications can bring another level of
security. Azure Cloud sets a period after which the user is
obligatorily asked for updating the password.

Romance scams. The use of fake online identity for gaining
victim’s trust by creating an illusion of a romantic relationship for
stealing sensitive information. For 2019 Internet Crime Complaint
Center (IC3) reported this scam as the seventh most used attack and
second costliest in terms of victim loss. [11] In February 2020, the
FBI warned U.S. citizens to be aware of the confidence fraud that
cybercriminals commit using dating sites, chat rooms, and apps.
Perpetrators take advantage of people seeking new partners, duping
victims into giving away personal data. The FBI reports that
romance cyber threats affected 114 victims in New Mexico in 2019,
with financial losses amounting to $1.6 million. [6]

Two-factor authentication: If possible, apply 2FA to the account
as it provides an additional layer of protection. Each attempt for
login will be prompt with notification for suspicious action against
personal data.
Avoid sharing confidential data offline: Data such as Social
Security Number should not go online. In the hands of attackers can
lead to banking account access, fake profiles and more. In need, be
sure to send it encrypted.
Avoid Suspicious Downloads: Downloading suspicious
applications or files is the most common source of attack. Some
browsers have extensions limit and whenever the user is trying to
download such a file, a notification message displays untrusty
content.

DearCry & Hafnium ransomware. Zero-Day attacks on Microsoft
Exchange. In March 2021, Microsoft released patches for critical
vulnerabilities within Microsoft Exchange servers. The DearCry
malware performs drive enumeration to identify all accessible
storage media from an infected machine. For each of these drives,
the DearCry ransomware will encrypt certain types of files (based
on file extensions) using AES and RSA-2048. After encryption is
complete, DearCry will display a ransom note instructing users to
email the ransomware operators to learn how to decrypt their
machines. [12]

Avoid Suspicious email attachments: As downloading a
suspicious file, those attachments might be malwares with far more
damages to apply.
Avoid Suspicious links: One of the most common malwares. Such
spamming can lead to accessing or spreading personal data, to
accessing devices, accounts and far more.

5. Cybersecurity education

Turn privacy settings on: Taking care of the shared information
will lead to protection against marketers and hackers’ data breach.
A lot of bigger applications like Facebook, LinkedIn, Twitter have
privacy enhancing settings.

There are a lot of cybersecurity education and training programs
in preparing cyber security practitioners. Each provides a necessary
basis for everybody ready for the battle:

Avoid Suspicious “friends’ requests”: The so-called Romance
scam can lead to a fake close relationship with a goal of accessing
the victim's personal data or even blackmailing. That kind of threat

SANS CYBER ACADEMIES created by CyberTalent Immersion
Academy provides accelerated training program and GIAC
certifications in cybersecurity in four types: (1) VetSuccess – for
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veterans in cybersecurity; (2) Women’s Academy – for careerchangers and college seniors with a background in IT; (3) Cyber
Workforce – sponsored in looking to hire cybersecurity talents; (4)
Diversity Cyber Academy – in partnership of SANS and
International Consortium of Minority Cybersecurity Professionals
(ICMCP) for increasing the career opportunities for minorities and
women in cybersecurity. [13]

6. Results
The constant evolution comes with constant vulnerability
issues. Only for 2020, the number of vulnerabilities is 17991 which
is more than 500 more than the previous year (not to mention years
before that). And according to most recent reports only for the first
half of 2021, this number is already over 12000. [3][4]

UK CYBER RETRAINING ACADEMY provides an opportunity
for those with high natural aptitude, but no formal cyber
background, to undergo an intensive 10-week program for
cybersecurity careers. This initiative is funded by the government’s
National Cyber Security Program and developed in partnership with
the SANS Institute. [14]

According to research from 2019, each attack’s results can be
based on three factors according to its damages: Materiality,
Insignificance, Uncertainty. (See Chart 2. Cyber Threats for 2019)
Based on that analysis, the following results are presented: (1)
The material damages from 3 out of 4 presented attacks are critical

THE NATIONAL CENTERS OF ACADEMIC EXCELLENCE
(CAE) program is a U.S. government program that focuses on
improving cybersecurity education in the United States by
encouraging colleges with cybersecurity degrees to meet a set of
academic standards developed by experts at the NSA and DHS.
Over 230 schools have been designed as Centers of Academic
Excellence in Cyber Defense (CAE-CD), focusing on reducing
vulnerabilities in our national information infrastructure. More than
20 are recognized as Centers of Academic Excellence in Cyber
Operations (CAE-CO), concentrating on specialized offensive
cyber operations to enhance U.S. national security. [14]
THE U.S. CYBER CHALLENGE (USCC) is a national program
supported by DHS that consists of two complementary initiatives:
the Cyber Quests online challenge series and the Cyber Camp
program for aspiring cyber professionals. The Cyber Quests are a
series of online challenges demonstrating knowledge and aptitude in
information security and cover tasks ranging from secure coding to
network monitoring. Some quests are focused on potentially
vulnerable web servers, others – around forensic analysis, packet
capture analysis, and more. Based on the performance in the Cyber
Quests, participants are invited to one of USCC’s Cyber Camps.
The Cyber Camps are a week-long cybersecurity training focused
on a variety of topics like intrusion detection, penetration testing
and forensics. [14][15]

(over 50%). (2) The significance level has almost the same risk
level as the material damage. Two out of 4 are around 40%
insignificant. (3) The level of uncertainty of each of the attacks is
less than 20% per each predicting future lack of sureness.
In conclusion for 2019 we can say that more than 50% of the
attacks are with high risk of damages and around 11% are
insignificant.

CYBERCAMP is a live-online course led by Israeli experts.
Contains over 300 academic hours workshops incorporating over
150 hours of hands-on security labs, hacking competitions, and
instruction by leading university and industry professionals in topics
like penetration testing, packet crafting, and TCP/IP warfare and
tools like Wireshark, nmap, Metasploit, Hydra, sqlmap, Autopsy,
Nesus, Burp Suite and more. This program provides hands-on
training and preparation for the following industry certifications:
CompTIA Security+ and CEH: Certified Ethical Hacker. [16]

Compared with another research from 2020, critical attacks jump
off to over 80% and 6% with low risk.
And if we consider Chart 1. Number of New Vulnerabilities Per
Year 1988-2020 and the number present in this article for 2021
(almost 12000 just for the first half of the current year), we can
even say that that number is already higher compared to the entire
previous year.

7. Conclusion
As already mentioned, the definitions of information security
and cybersecurity can be equally used. Or at least are always going
together. This digital evolution is good in some perspectives, but
worst in another. The constant battle between users and attackers
becomes more and more dangerous. And the numbers prove it
(Chart 1. Number of New Vulnerabilities Per Year 1988-2020)! The
level of protection depends on the experience of people who need to
work even harder in order for them to be in this profession. And that
is just because of that evolution…of that constant innovative digital
world.
Hence, the question is always about the future. What will
happen tomorrow when a new threat comes up? What will happen if
those who have worked hard to try to protect us as users from that
highly increasing vulnerable world are not good enough for that
job?
And unfortunately, the answer is as “simple” as the questions:
while there are obstacles on the road, there will be someone to try
and remove them! There is no universal and complete way of
protection against it. This is just a constant battlefield for security.
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And each year those security trends will leave the same or enhance
according to the need.
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messages, and files to sort and use later for personal purposes and
benefits. Finally,
it is mandatory to cover up the traces and to write a report for the
performed activity.

1. Introduction
The ethical and malicious hacker follows a similar process in
intelligence, analysis, obtaining and maintaining access to the server
system. Based on the basic concepts of penetration and testing in
ethical hacking, the attack process is divided into five successive
stages (phases), shown in figure 1.

Tracking begins before access is granted. To disguise his
identity, before the attack, the hacker changes his MAC address and
activates the attacking machine through at least one VPN. The
hacker does not carry out a direct attack, nor any intelligence
activity if it would "illuminate" him. Once access is granted, the
hacker seeks to cover his tracks. This includes deleting sent emails,
cache, cookies, deleting server log files, closing all open ports, etc.
This is an important step as the system data is cleared. As a result,
tracking the attack becomes a real and difficult challenge.

2. Intelligence and scanning techniques
Once the victim has been identified, a scan for vulnerabilities
begins. In the proposed model, the victim is a web server in a
private network located at an IPv4 address: 192.168.30.129. The
embedded software tool "Nmap" in Kali Linux [1] was used to
collect intelligence and scan. For this purpose, the following
command is entered in the terminal:

Fig. 1 Hacking phases.
Intelligence, also known as the preparatory stage, is a phase in
which the target (victim) suitable for the attack is identified and the
intelligence and collection of useful information about it begins.
During this phase, the hacker searches for valuable information
such as old passwords, names of important employees (such as the
network administrator) and conducts active intelligence to
understand how the organization works.

nmap 192.168.30.129

(1)

In the scanning phase, the hacker identifies a quick way to
access the network and gather information. The idea here is, after
obtaining the initial intelligence, to identify the active network
devices, servers, workstations, etc. There are three scanning
methods: pre-attack, port scanning, and information retrieval. Each
of these methods retrieves system-specific data that could
subsequently turn out to be vulnerabilities. The hacker uses them to
exploit weaknesses in the system.
At the third stage (gaining access) the hacker is entering and
gaining access to an information system. The researched
information till now is used to penetrate in a suitable way. After the
hacker has researched the system detailed, he defines the options
and possibilities for access to the network. For example, the hacker
finds that there are new employees in the targeted company who are
not yet aware of the procedures and decides to carry out a phishing
attack. Using a tool, he sends a phishing email to a designated
employee on behalf of the company's actual email. The email
contains a phishing website that collects login information and
passwords, asking the user to sign into a new Google portal with
their credentials. By opening the link in the email, the user is
already working with the tools of social engineering. Other options
are the creation of a TCP / IP feedback using PDF with Metasploit,
"Man in the middle" attack, denial of service, etc [3].
Once the hacker has gained access, he must keep it and save
it for future attacks at the appropriate time. Once a hacker has
access to the system, he can use it as a base to launch additional
attacks. If there are no indications of detection, the attack is stopped
and a waiting game is started, which allows the victim to think that
nothing has been violated. With access to the employee's account,
the hacker makes copies of all emails, appointments, contacts,

Fig. 2 Scanning hosts on a private network.
Figure 2 shows the results of the scan and at the specified IP
address are displayed 30 open ports with running services such as
ftp, http, MySQL. The following is an ICMP availability check. An
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attempt was made to request and ask for a response from the host
using the command:
ping 192.168.30.129

(2)

Fig. 3 ICMP accessibility.
Fig. 5 Service versions.

After the check for accessibility via ICMP protocol, the same
test was performed for accessibility via HTTP protocol. An
application-level web browser is used, from where an attempt is
made to establish a connection with the host's HTTP server [6]. To
do this, the following http query is executed in the browser field :
http://192.168.30.129

3. Vulnerability analysis
3.2 FTP Vulnerability
Figure 5 shows the presence of an old version of the ftp server.
Vsftpd is an FTP server for Unix systems including Linux. This is
the default FTP server for Ubuntu, CentOS, Fedora, and others. A
brief reference on the Internet shows the presence of vulnerabilities
in the version of vsftpd used by the server - 2.3.4. There is a socalled "back door" in the server, for which there is a module created
in Metasploit tool, which exploits it. For this purpose, the attack
algorithm is as follows:

(3)

When asking with an http request, the server returns an http
response, as a result of which an html form is retrieved, observed in
the browser in the form of a web page - figure 4. In the case shown
in the figure, the client is the application itself, i. e. web browser.
The browser sends a GET request to the server that contains the
necessary data for the server to execute it, whereupon it sends the
resource that is requested.

The following command is executed in the Kali Linux terminal:
msfconsole

(5)

It starts the tool Metasploit. Once the Metasploit package is
loaded, a command is executed:
search vsftpd

(6)

This command triggers a search in the entire Metasploit arsenal
for modules related to vsftpd. After that the following command is
being executed:
use exploit/unix/ftp/vsftpd_234_backdoor

The command executes the built-in Metasploit module to attack
the server. Before initiating the attack, mandatory parameters are
entered, such as the address of the host and the port through which
the breakthrough will take place. To see the parameters that need to
be defined, the following command is executed:

Fig. 4 Index page of the server.

show options

There is a way to scan the host ports to identify the versions of
the services that are running, as well as on which ports are running,
and save the result of the scan in a txt file. For this purpose, the
following command is executed in the Kali Linux terminal:
nmap 192.168.30.129 –sV >> Desktop/portvers.txt

(7)

(8)

Parameters “TARGET”, “RHOST” and “RPORT” are defined:
set TARGET 0 (9)
TARGET 0 is a tool automatic mode.

(4)

set RHOST 192.168.30.129

(10)

RHOST is the IP address of the victim.

As can be seen from figure 5, the host has several services
turned on. The emergence of so many open ports running different
services while scanning is like a "gold mine" for hackers.

set RPORT 21 (11)
RPORT is the attacked port.
At the last step, the command that triggers the attack is:
exploit
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entered for this purpose. After that command (12) is executed,
which triggers the attack and starts a reverse TCP session.

Fig. 6 Carrying out the attack.
The whole process is shown on a figure 6. In this way, the
hacker gains full access to the target host. The following command
is executed:
sudo shutdown –h now

(13)

Command (13) causes the server to suspend all its services. This
is one of the most harmless options in such an attack [7], because
after a restart the server is available again.

Fig. 7 Gaining access through Samba vulnerability.
3.3 Vulnerabilities for SQL injections.

3.2 Vulnerability in Samba.

To investigate vulnerabilities that can serve as points for SQL
injection and data extraction (SQLi - extract data) is used a built-in
software tool in Kali Linux - Sqlmap in combination with
Burpsuite. A Mozilla Firefox browser was used to test the website.
The site is accessed through the browser at: http://192.168.30.129/.
A form for administrators has been found on one of the pages,
where the website lists the names and passwords of all registered
user accounts.

As can be seen from figure 5, ports 139 and 445 are open on the
host, where NetBIOS-ssn services are running. NetBIOS (Network
Basic Input / Output System), provides session layer services on the
OSI model, allowing applications on individual computers to
communicate over a local area network. In modern networks,
NetBIOS usually works with TCP/IP over the NBT protocol
(NetBIOS over TCP / IP). In this way, each computer on the
network receives both an IP address and a NetBIOS name, which in
some cases may be a host name [8]. In addition, figure 5 shows that
the NetBIOS-ssn session service is implemented using the Samba
protocol. Samba is a free re-implementation of the SMB/CIFS
network protocol under the GNU General Public License. The
figure also shows that Nmap does not provide information about the
specific version of the Samba protocol. Further verification is
needed as to what exact Samba protocol is used. A special
Metasploit scanner designed to check versions of SMB protocols
was used to retrieve the version. To do this, command (5) is
executed to load Metasploit in the Kali terminal, then the following
commands are executed:
use auxiliary/scanner/smb/smb_version

(14)

This command loads an embedded module into a Metasploit
designed as an SMB scanner. After that command (8) displays the
necessary parameters to be defined. The only parameter is
"RHOST". A command (10) is entered for this purpose. Since
“RHOST” is defined, command (12) activates the scanner. After
that, the scanner retrieves the version of the Samba protocol Samba 3.0.20 - Debian. A brief scan on the Internet indicates a
command injection vulnerability in this version of the protocol,
without the need for authentication. This allows the start of a
reverse TCP session. For this purpose, a module has been created in
the Metasploit that exploits this vulnerability. The algorithm of the
attack is as follows:

Fig. 8 HTTP GЕТ request.
To display the data, you must enter the correct combination of
username and password of administrator account. However, a
parameter from a GET request is used here. Random data is entered
in the name and password forms as follows: username: testing /
password: 1234. By clicking on "View Account Details" Burpsuite
intercepts the request from the browser to the server - figure 8. The
server returns a response in the browser because there is no such
account. However, what interests the hacker here, is that the login
data in the GET request has been intercepted. The request is used to
spy on the server's databases via Sqlmap, by executing the
following command in the terminal:

Command (5) is executed in the Kali Linux terminal to start the
tool Metasploit. After the tool is loaded, the following command is
entered:
use

exploit/multi/samba/usermap_script

(15)

sqlmap –r Desktop/request1.txt –dbs

The command executes the protocol attack module built into the
Metasploit. Before initiating the attack, mandatory parameters are
entered, such as the address of the host and the port through which
the breakthrough will take place. Once again command (8) is
executed to see the parameters necessary to be defined. The only
parameter that needs to be defined is RHOSTS. Command (10) is

(16)

Sqlmap detects the presence of several vulnerabilities for
injection. The “GET” parameter is used, as well as the “type” for
enumerating the databases. In this case, the hacker gets the
opportunity to obtain information related to databases, such as
MySQL, as a database management system, and Sqlmap retrieves
the names of 7 databases, one of which is named "owasp10". An
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attempt is made to extract more information from here. For this
purpose, it is necessary to select the database which we want to
check and retrieve its tables. This is done with the following
command:
sqlmap –r Desktop/request1.txt –D owasp10 –tables

Instead of accounts, let's change the command syntax so that
Sqlmap retrieves the information for the "credit_cards" table. In this
case, the command looks like this:
sqlmap –r Desktop/request1.txt –D owasp10 –T credit_cards –
dump
(19)

(17)

Fig. 11 Retrieving credit card information.
As shown in figure 11, Sqlmap retrieves sensitive data as credit
card numbers, expiration dates, and CVV values (Card Verification
Value), or in other words, this is all the data needed to make a
transaction. Thus, vulnerabilities for SQL injection can cause
enormous damage and misuse of financial resources. In this case
experiments were performed only for educational purposes, and the
client-web server model was simulated in a virtual environment.
The research shows how dangerous the vulnerabilities in databases
can be. Therefore, it is important that all data is encrypted, as well
as timely updating of all protocols and database management
systems (DBMS).

Fig. 9 Retrieved tables from owasp10 database.
In this case, the GET request with the “password” parameter is
used again. In this way, the hacker obtains information about the
names of the tables in the databases. The owasp10 database has 6
tables, which are: accounts, blogs_table, captured_data,
credit_cards, hitlog and pen_test_tools. Sqlmap lists 6 tables, one
of which immediately attracts our attention - "credit_cards". “–
dump” option is used in order to extract information from the
columns of a particular table.

SQL injection based on 1 = 1 is always true
SQL injection based on 1 = 1 is always true, used for
unauthorized execution of SQL commands to the server database.
This technique is for exploiting vulnerable codes. Users of different
sites access databases, such as using login forms and writing
passwords, emails, names, etc. Many novice PHP programmers
simply do not have the necessary knowledge, or even an advanced
programmer may fail to review the code and remain vulnerable
points. A login form with 2 fields for entering an account and
password has been found on one of the pages of the web server. The
login system has the following code:

sqlmap –r Desktop/request1.txt –D owasp10 –T accounts –
dump
(18)
In this way Sqlmap retrieves the information from the columns
of the “accounts” table from the “owasp10” database. The result is
shown in figure 10. Here the hacker obtains sensitive data such as
account names and passwords. In the case shown, the database is
programmed to be vulnerable. For this reason, passwords are not
encrypted, but in fact on the global network, many sites store data
such as passwords and credit card numbers in plain text. In this
way, personal data, credit card numbers, bank accounts and other
critical information can be retrieved, which can subsequently serve
as a personal benefit for the hacker [2].

<?php if(isSet($_GET['submit'])) {
$username = stripslashes($_GET['username']);
$password = stripslashes($_GET['password']);
$query = mysql_query("SELECT * FROM `users` WHERE
`username` = '$username' AND `password` = '$password';") or
die(mysql_error()); if(mysql_num_rows($query) > 0) { $row =
mysql_fetch_assoc($query);
echo "hello {$row['username']} : {$row['password']}!<br />";";
} } else { echo "<form method='GET' action='login.php'>
Name: <input type='text' name='username' /><br />
Password: <input type='text' name='password' /><br />
<input type='submit' name='submit' value='Login' />
</form>";
}
?>
Fig. 12 Login system.

Fig. 10 Extract information from table accounts columns
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victim's IP address. Attacks in this way can be divided into three
categories (targeted attack, router attack, blind ping flood attack),
depending on the purpose and the way IP addresses are distributed.
An important feature is that for an attack to be successful, the
attacking computer must have a wider bandwidth than the victim's.
Otherwise, this limits the ability to perform a DoS attack, especially
against large networks [4]. The attack algorithm is as follows:
hping3 –1 --flood 192.168.30.129 (22)
Parameter “-1” sets hping3 mode (in this case -1 means ICMP
mod). “--flood” – sends as many packets as possible per unit time
(without waiting for a response) and 192.168.30.129 is the target IP
address.

Fig. 13 Web interface of the login panel.
As can be seen from figure 13, when entering an incorrect
combination of account and password, a response for incorrect data
is returned. However, if the system does not have protection against
entering special characters, then in the name and password fields,
malicious SQL commands can be inserted into the requests
generated by the application [2]. In this case, the following code is
inserted in the name and password fields:
admin’ or 1=1 –

Fig. 15 Initiation of ICMP flood attack.
Figure 15 shows the execution of command (22). After
checking the IP address via Nmap we find a denial of service by the
host (figure 16).

(20)

This code will trigger the following SQL command:
SELECT FROM users WHERE username = 'admin' or 1=1
--’ AND password = 'admin' or 1=1 -- ’
(21)

Fig. 16 Denial of service by the host.

A second condition is inserted in the command where "1 = 1".
As we all know 1 = 1 is always true. Even though the entered data
for name and password are not correct, then 1 = 1 will always be
true, i.e., inserting “or” will trigger a check for the second
condition, which is 1 = 1. In this way the authentication mechanism
of the login page is "bypassed". With the help of the same
algorithm, a "dump" of a table from a database can be performed,
whereby data for all usernames and passwords can be extracted [5].
The result is shown in figure 14.

Fig. 17 Check via internet browser.
Figure 17 shows the accessibility of the website checked via
http by an Internet browser.

Fig. 14 Bypassing the login system.

Fig. 18 Establish the address of the attacking machine.

3.4 Denial of Service Attack Analysis

As can be seen from figure 18, all requests come from the same
IP address: 192.168.30.130. In this way, it is easy to identify a
malicious hacker who is trying to stop providing the service. In
addition, there are several settings that can block access to an IP
address after receiving a certain number of ICMP requests per unit
of time. However, there is a method in which each packet comes
from a different IP address. However, restricting applicants with an
IP filter will not be enough. The syntax of the command is as
follows:

Ping flood, also known as ICMP (Internet Control Message
Protocol) flood is the most common method of carrying out a
denial-of-service attack, in which a hacker blocks the work of the
victim's computer, "overwhelming" him with ICMP echo requests,
known as "pings". The attack is carried out by flooding the victim's
network with requests (packets), whereby the network must return
an equal number of responses to requests. Methods of flooding a
victim with
ICMP requests include the use of custom tools or code, such as
hping3 or scapy. The attack hinders the operation of both incoming
and outgoing channels of the network, consuming significant
bandwidth and leading to denial of service. However, the use of
ping flood largely depends on whether the hacker knows the

hping3 –1 --flood --rand-source 192.168.30.129

(23)

Adding “--rand-source” in command syntax, each request is
sent from a randomly generated IP address. The attack was
intercepted by Wireshark – figure 19.
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Fig. 19 ICMP flood from random IP addresses.
Restricting IP addresses after sending a certain number of
packets per unit time is not enough. Counteracting this type of
attack turns out to be an extremely time-consuming task, given that
it is impossible to intercept the IP address of the attacking machine.

4. Conclusion
Analysis of various vulnerabilities in the proposed model were
performed to help build a better security in server systems. The
results show how important it is to fully update all protocols, OS
version and applications used on the web server. In addition, the
main recommendation when implementing this type of servers is to
use virtualization. Thus, even if the hacker gains unauthorized
access to the server's resource, it will not cause a complete crash of
the main operating system and the data stored on it.
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Abstract: The paper focuses on the security of fiber optic infrastructures. The main purpose of the paper is present the vibration detection
system for unauthorized access to the fiber optic infrastructure detection. For this purpose, measurement of vibrations using the
interferometric method and the measurement based on state of polarization changes evaluation is presented. For the measurement own
designed systems were used. Both systems are theoretically described and the principles of use are explained. The measurement was
performed at an experimental workplace in a laboratory at the university Based on evaluation measurement both systems are compared in
term of sensitivity.
Keywords: FIBER, INFORMATION, INTERFEROMETRY, POLARIZATION, SECURITY, VIBRATION

1. Introduction
Information security is one of the fastest growing area of
security field today. Entire books are devoted to threats and security
used for data transmission networks in an industry [1, 2]. Whereas
the optical fibers are widespreadly used today for all data
transmission including access networks, metro networks but also for
cell phone network infrastructures. It is therefore necessary to deal
not only with the protection of the data themselves but also with the
protection of infrastructures Based on this need, many research
papers have recently been conducted [3, 4] dealing with information
leakage or voice information leakage [5]. For this reason, it is
appropriate to protect primarily the physical layer of fiber optic
networks [6]. Monitoring of networks is the one way to eliminate
possible risks [7] and create monitoring systems to protect optical
fibers or optical cables, respectively [8].
Based on the above, a polarization change analyzer [9] was was
designed and developed, which can be used to secure not only
optical infrastructures but also the rooms where the optical fibers
terminate. Typically, server rooms or mobile racks in rooms, etc.
can be protected. The proposed system will be compared with a
simple homodyne Mach-Zehnder interferometer and verification in
laboratory condition was performed. The sensitivity of individual
systems and the suitability of their imp lementation in new or
existing fiber networks will be discussed.

Fig. 1: Scheme of the system for the detection of SOP changes.

of secured space a, which is usually a rack or server room, and
thus prevent of any unauthorized manipulation with optical fibers,
which can significantly increases the security of transmitted
information before possible eavesdropping. The fiber can also be
eavesdropped on the route but since these systems are able to detect
vibrations along its entire length, it is possible to track manipulation
at any location. The only disadvantage of both systems is that it is
not possible to locate in which part of the fiber or cable the
manipulation takes place. It is only possible to determine the fact
that the fibers are being manipulated.

2. Methods of vibration detection
The method for measuring polarization state changes of the
light in single mode optical fiber is based on simple tracking of
polarization. Scheme of the system is shown in Fig. 1. The continue
waves signal from DFB laser diode is launched into a sensing fiber
on one side and the system analyzes the changes in the state of
polarization (SOP) on the other side – at the end of the fiber route.
The SOP analyzer consists of a polarization beam splitter (PBS),
which divides the light into two fibers that maintain polarization.
Signals from PBS are detected using a balanced photodetector with
a bandwith of 400 MHz. Amplfied electrical signal from the
balanced photodetector is then converted from analog to digital
form using an analog-to-digital converter (ADC) and acquired for
further processing.

Fig. 2: Schematic of the Mach-Zehnder fiber interferometer [10].

3. Evaluation measurement setup

The transmission part of system based on interferometric
method corresponds to the transmission part of polarization method,
i.e. continue wave light signal is launched into the fiber. The signal
is then divided into two arms by an optical coupler with a ration
50:50. Measuring arm corresponds to our secured route and the
reference arm is isolated from vibrations. Subsequently, the signals
from both arms are recombined in another optical coupler and
detected by a photodetector. The scheme of a simple interferometer
is shown in Fig. 2.

The comparison of sensitivity of the interferometer and the
polarization state analyzer can be done in two ways. The first one is
to create standardized tests and measure individual methods
separately. The second and much simpler way is to create a setup
combining both methods and evaluate systems in the same
conditions. The scheme can be seen in Fig. 3. Both methods use the
same laser diode source and one ADC. The light emitted by the
laser is split by a 50:50 coupler into the sensing fiber and the
reference fiber of the interferometer system. The reference fiber has
the same length as the sensing fiber and is wounded inside the
analyzer system. Part of the signal at the end of the route is split and

Both of these methods are sensitive to mechanical and acoustic
vibrations. In this way, we are able to detect vibrations near the
optical fiber along its entire length. It is possible to detect disruption
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used for polarization analysis... Data from photodetectors of both
systems are then sent to the storage server via Ethernet. Since both
systems are sampled at 8 kS/s, the HDF5 data storage format was
chosen, which is suitable for large data files. In fact, MyRIO, which
is used for data acquisition samples each system at a frequency
seven times greater, i.e., 56 kS/s, and the samples are then averaged
directly in MyRIO to the final 8 kS/s.

both systems. Areas prone to unwanted cable handling and
information leakage can be secured.

Fig. 5: Comparison of methods. Vibration caused by opening and closing
rack doors.

Fig. 3: Scheme evaluation setup with Mach-Zehnder interferometer and
SOP analyzer.

The measured fiber used for the evaluation measurement led from
the rack cabinet and was laid on the ceiling in the laboratory room;
see Fig. 4. The laboratory is equipped with tables, chairs, and
cabinets. The measurement was aimed to testing the possible
detection of vibrations caused by the opening of the entrance door
to the room and the opening of the rack unit door.

Fig. 6: Comparison of methods. Vibration caused by opening and closing
entrance doors.

5. Discussion
On the basis of the measurement results, it is possible to
conclude that the interferometric method is much more sensitive for
vibration detection, which can be counterproductive, especially in
the case of securing the fibers against unauthorized manipulation.
Most fiber optic cables in buildings are mounted in ceilings, walls,
or under floors. As a result, these are exposed to vibrations caused
by normal operations in buildings such as people walking, etc.

Fig. 4: Scheme of a laboratory for intrusion testing in a server room
equipped with analyzers and SM fiber.

4. Results
The measurement results can be seen in Fig. 5 and 6,
respectively. Fig. 5 shows the waveforms measured when the rack
door is manipulated. Specifically, there are 3 events caused of
opening and closing rack doors. It can be seen from the waveforms
that such a security breach can be detected by the SOP analyzer
system and by the interferometer. Furthermore, it can be noted that
measurements with a Mach-Zehnder interferometer are much more
sensitive than measurements with SOP analyzer. The signals are set
to rest, in this case, it can be seen that the polarimeter settles faster,
which is due to the high sensitivity of the interferometer and the
vibration of the rack by closing the door.

Another advantage of using the SOP changes analyzer is the
possible direct implementation into existing fiber-optic
infrastructures. It is common practice to oversize the infrastructure,
where due to few necessary optical connections, standard cables
with 12 or 24 fibers are mounted. The SOP changes analyzer can
therefore be connected directly to an unused fiber and thus secure
both the access points and the cable where all fibers are in the same
armor and outside jacket. In case of interferometer system, it is
always necessary to add an additional reference arm, which is often
problematic in the existing infrastructure.

Fig. 6 shows the opening and closing of the laboratory door (the
door is marked by green color in Fig. 4). Amplitude variations are
smaller and idle states faster compare to results presented in Fig. 5.
This is due to the much lower intensity of the vibrations, because
the rack door is close to the optical fibers, the laboratory door is
more distant and does not have direct contact with the optical fiber
that is located on the ceiling. In any case, based on the results it can
be stated that it is possible to secure areas with optical fibers with

If the existing infrastructure is fully utilized, it is possible to
use, for example, wavelength division multiplexing. In this case,
one wavelength or wavelength multiplex can be supplemented by
another wavelength. This new signal on dedicated wavelength is
only used to for SOP changes evaluation. However, this is used
only in the case when the all fibers in the cable is used, which is a
less common situation in practice. As part of the verification of the
functionality of the systems, the detection of other events that may
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pose risks was also tested. These include fiber disconnection, direct
fiber handling, quick fiber link reconnection, etc. The possible
detection of all these events and their description is beyond the aim
of this paper.

2. M. E. Whitman and H. J. Mattord, "Principles of Information
Security," 3rd ed. Boston: Thomson Course Technology, (2008).
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Communication," 2019 International Conference on Robots &
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6. Conclusion
The paper presents the importance of information security and
describes some of the risks arising from the optical transmission.
Furthermore, the possibilities of monitoring systems for measuring
vibrations are discussed. The paper deals with the Mach-Zehnder
interferometer and the SOP changes analyzer. Individual systems
are described in detail. Subsequently, the paper deals with the
evaluation setup, which combines both systems together to reduce
the measurement error. The setup is shown schematically and the
laboratory in which the measurement was performed is described.
From the results, it can be concluded that both methods are able
to detect vibrations. The interferometric method appears to be more
sensitive. SOP changes analyzer is more suitable for deployment in
existing infrastructure due to its simplicity and sensitivity. The
interferometric system is rather unsuitable due to the need to add a
reference fiber that must be isolated from the vibrations. Our
developed SOP changes analyzer can be directly deployed in the
existing infrastructure.
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Abstract: Distributed fiber optic sensing is known for the few last decades. One of the most interesting area in security field is Distributed
Acoustic Sensing (DAS). Nowadays, DAS systems have deployments in many different areas like pipeline monitoring, seismic activity
monitoring, or perimeter security monitoring. They can use existing optic fiber networks and create a distributed sensor from this fiber
which can monitor areas all acoustic events along the fiber. This paper deals with the evaluation mea surement with a commercial DAS
system used for perimeter security. The system was evaluated on university optical fiber test polygon and three different events were
classified–man jumping, man walking and car driving along the fiber route. Based on the measurement and another post-processing also the
speed of movement can be determined.
Keywords: DAS, DISTRIBUTED ACOUSTIC SENSING, PERIMETER SECURITY, OPTICAL FIBER, SECURITY
Test polygon is located outside faculty building of the Brno
University of Technology. Optical cable is buried under ground
approx. in one meter depth in HDPE 40/35 tube. Distance from the
sidewalk is approx. 1 m which means that distance from a road is
approx. 2 m. Topology of test polygon, including sidewalk, road
and fiber is shown in Fig. 2 with a marked part of optical fiber.
DAS unit is situated in the rack room in the building, where the end
of measuring fiber is.

1. Introduction
One of the first thing which must be ensured in objects and
areas with restricted access is security, mainly perimeter protection.
Several different technologies can be used for this purpose, like
CCTV cameras, PIR sensors, piezo sensors, etc. This approach
requires many point sensors. For longer distances also e.g.
microwave cables can be used. But for longer distances (above
10 km) all these solutions are ineffective in term of cost. For longer
distances systems based on standard telecommunication optical
fiber DAS, which requires only a single optical fiber can be used as
a suitable solution.
DAS uses phase-sensitive optical time-domain reflectometry
(OTDR) to measure backscatter Rayleigth signal generated by short
coherent pulses of light injected into a single-mode fiber. The
technique of OTDR is well-known in telecommunication and is
used for trace analysis and for detecting faults cased e.g. by fiber
cuts or bad connections. In case of phase-sensitive OTDR an ultranarrow linewidth laser source is used. The response measured by
reflectometer is a product of Rayleigh backscatter that appears on
the inhomogeneity of fiberglass not only from mechanical defects,
but it is also sensitive to changes generated by mechanical and
acoustic vibrations from the outside environment [1, 2].
In the following section measurement topology and used system
description are presented. Section 3 presents results of different
scenarios including classification and determination of speed of
walking and car moving.

2. Measurement system
For the measurement commercially available system ODH-F
from OptaSense was used. The maximal achievable length of one
trace (system enables connection of 4 traces ant switching between
them) is 50 km with a sample rate up to 50 kHz (sample rate is
determine by the distance) [3]. In our case the total distance was
approx.. 1.6km, sampling rate was 10 kHz and special resolution
1.2m

Figure 2 Position of optic fiber.

3. Measurement results
In this part 3 different scenarios for used in perimeter security
are presented. Simulated events are typical incidents in security and
simulate intrusion into protected area – walking of person, jumping,
and driving car at the access road at different speeds. From
measurement data moving speed of objects over the fiber cable can
subsequently be calculated.
Waterfall graphs (Figs. 3, 5, 6, 7 and 8) represent intensity in
time on the y-axis separately for each distance segment plotted on

Figure 1 DAS Integrator unit by OptaSense [1].
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the x-axis. Intensity is shown as shades of grey, where darker
shades appertain higher measured intensity.
The first scenario represents the jumping of a person weight
70 kg from the fence. Jumping is shown in Fig. 3 respectively in
graph Fig 4. You can see in graph in Fig. 3 two points of rebound
and impact on the sidewalk. These massive peaks can be easily
detected by threshold and notice security service by auxiliary
system. The same person from the first scenario was walking on the
sidewalk, around one meter far from the optic fiber.

Figure 5 Walking by fiber.

Graphs in Fig. 6, 7 and 8, show a car on the road passing along
the fiber at different speeds. The weight of the car was
approximately 1200 kg, 3 meters far by optic fiber. The scales of
graphs are the same, so slope represents differences in speed of
moving object. Tested were 3 different speeds, 30, 50, and 80 km/h
held by cruise control and compared with GPS.

Figure 3 Jumping of person near fiber.

Figure 6 Car by fiber at 30 km/h.

Figure 4 Jumping drawn in time.
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4. Conclusion
This paper described the application of DAS for use in security
field. Two different events were evaluated. After processing
measurement data, a security system can offer an alarm state for
each segment of fiber.
From the measurement results the speed of moving objects were
calculated and compared with reference GPS measurement. Values
received from the DAS correspond with GPS based values.
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Figure 7 Car by fiber at 50 km/h.
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Figure 8 Car by fiber at 80 km/h.

Distance values and crossing time of the measured section are
received from plots in Fig. 5-8 and are for better comparison shown
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Type

Speed
GPS
[km/h]

Duration
[s]

Distance
[m]

Speed
calculated
[km/h]

Car

30

11

90

29,45

Car

50

6,5

90

49,85

Car

80

4

90

81

Walk

6

29

50

6,2
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Abstract: The coefficients of reflection of acoustic signals from layered structures in an aqueous medium are determined. The measurements
were made in the frequency range from 80kHz to 120kHz. The obtained results were used to reduce the sonar visibility of objects in the
aquatic environment.
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calculate the reflection coefficient. In the calculations, the factor
100.1𝛃 H is very close to unity and is not taken into account.

Introduction
The detection of underwater sites is realized through the use of
specialized sonar equipment. To reduce the likelihood of detecting
some objects (sea mines), their construction has an irregular shape
of non-metallic materials and includes camouflage elements. It is
made of non-metallic materials and has an irregular shape.

Exposition
The main problem is to determine the acoustic characteristics
of layered non-metallic structures and in particular the reflection
coefficient of these materials when they are in an aqueous medium.
The study is based on the method of multiple reflections.
The method uses the sequence of reflections of hydroacoustic
signals from the bottom and the surface of the water basin.
Assuming that the reflection coefficient from the water surface is
equal to one and that the reflected wave from the water surface and
from the bottom is spherical, we can calculate the reflection
coefficient from the bottom. To determine the reflection coefficient,
the signal levels of two consecutive reflections from the bottom are
used at perpendicular fall and location of the points of emission and
reception near the water surface. The following equation is used in
the calculation[1]:
Rrefl =

𝐧𝐏𝐧

x100.1𝛃 H ,

( 𝐧−𝟏)𝐏𝐧−𝟏

(1)

where: : Rrefl - reflection coefficient;
n - reflection number;
Pn - the level of n reflection;
Pn-1 - the level of (n-1) reflection;
β - sound absorption for a given frequency [db/km];
H - the distance between the emitter and the reflector.

Fig.1. Emitter of underwater acoustic pulses.
Table 1 shows the results for the reflection coefficients of
layered structures used in the constructions of products that are in
an aqueous environment in working position. These products are
subject to sonar monitoring and their detection depends on the
reflection coefficient of their construction.
For the structures of the sixth and eighth positions the
reflectance is measured is less than 0.2, which is a prerequisite for
their use as a camouflage coating of special purpose products
located in an aqueous medium.
The masking element "hedgehog" in Fig.2 is a combination
of two types of cones with identical bases with a diameter of 6 mm
and two heights of 12 mm and 7 mm located in overlapping squares
with side 18 mm on a base with a thickness of 6 mm. Serial
production of elements of this camouflage coating with dimensions
500x100x25mm is organized in IMSTCHA-BAS.
This type of coating is used in combination with a rubber with a
thickness of about 5 mm and a rubber with the specified thickness
and glass mats with a thickness of about 5 mm. The second variant
is more rational, in which the main construction of the product is
covered with a three-layer construction (structure8 of table 1) fig.3.
The distance between the main and camouflage structures is about
20mm.

The measurements were performed in the shunting and sailing
basin of IMSTCA-BAS. The studied structures, mounted in a
square frame with a side of 550 mm, are placed at the bottom of the
pool in a section with a depth of about 1.2 m. On the surface above
the frame, close to each other at a depth of 0.1 m, there is a
measuring hydrophone type 8100 from the company Bruel & Kjar
and a transmitter of underwater acoustic pulses (Fig. 1). The emitter
has a conical pattern with a solution at a level of minus 3dB - 18˚ at
100kHz. Thus, a spot with a diameter of about 300 mm on the
studied structure forms the main energy of the reflected pulses.
From a sinusoidal signal generator type 1013 of the company
Bruel & Kjar through a gating system type 4440 of the same
company the company supplies pulses with a duration of 100μsek.
The reflected signals received from the hydrophone are observed on
the screen of the oscilloscope TDS2002 of the company Tektronix.
Depending on the properties of the studied structures, a different
number of reflected pulses is observed - from 15 to 2 without
changing the setting of the receiving tract.
In cases where more than 5-7 reflections are observed, in the
first few there is a strong distortion of the shape of the sinusoid of
the carrier frequency. Reflected pulses with an undisturbed shape of
the carrier frequency sine wave and equation (1) are used to
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Type of test structure
№
1
2
3
4
5
6
7
8

Glass mat
Glass mat
Rubber
Silicone with filler
„ Hedgehog” + glass mat
“Hedgehog”
„ Hedgehog “+ ruber
„Hedgehog“+ruber+glass mat

Table 1
Sample
thickness
[mm]
5
10
12
12
18+10
18
18+5
18+5+5

Coefficient of reflection
%
85kHz
100kHz
115kHz
24
52
25
35
38
18
15
16

25
54
26
38
40
19
14
18

27
56
26
40
41
20
16
19

Fig. 2. “Hedgehog” masking element made of polyethylene polymerase

Fig. 3. Bottom mine PDM250 with camouflage coating
With products of Fig.3 without and with camouflage coating
are carried comparative tests in marine landfill conditions.
Echograms from a sonar for lateral observation with digital
processing of the received underwater acoustic information and
presented in color with the use of six primary colors were used for
evaluation.
The results of the field tests showed that for products in the
construction of which camouflage coatings of the "hedgehog" type
are included, the distance of their detection when they are on the
seabed is two to three times shorter.

to three times, depending on the nature of the seabed and the
hydrological characteristics of the area.
The results of this study were achieved in the implementation
of Work Package 2 "Intelligent Security Systems" of project
BG05M2OP001-1.002-0006 "Construction and development of a
Center of Competence" Quantum Communication, Intelligent
Security Systems and Risk Management (Quasar) ", which has
received funding from the European Regional Development Fund
through the Operational Program "Science and Education for Smart
Growth" 2014-2020.

Conclusion

Literature:

“Hedgehog” camouflage coatings reduce the detection
distance of seabed products using these coatings by more than two

1. Brekhovsky LM "Ocean Acoustics", ed. Science, Moscow, 1974.
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Abstract: The report discusses the main specific requirements for the design of sites related to the production and storage of explosives and
ammunition. The minimum distances from the sites for explosives and ammunition to neighboring buildings and facilities are considered.
Measures to reduce the risk of accidents are presented.
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1. Introduction

In the urbanized territories, constructions intended for trade in
weapons, ammunition and pyrotechnic articles and warehouses to
them may be built under certain conditions, concerning the type and
quantity of explosives and the purpose of the site. In settlements
there are sites for storage of products with a maximum allowable
amount of 100 kg of gunpowder; shooting ranges for civilian
purposes; production and storage of weapons, ammunition and
pyrotechnic articles to sports organizations licensed within the
meaning of the Physical Education and Sports Act, as well as to
museums, theaters, etc.; laboratories for testing firearms,
ammunition and pyrotechnic articles with a maximum permissible
quantity of gunpowder for the construction not exceeding 20 kg and
with the provision of safety measures; production of ammunition
for weapons for use in shooting ranges for civilian purposes with a
maximum allowable amount of gunpowder for construction not
exceeding 20 kg. [5]

The sites for production and storage of explosives and materials
are of great importance for the economic development of each
country. On the other hand, the processes that take place in these
sites pose a great danger both to the people working on the territory
of these sites and to neighboring buildings and facilities. [1,2,3] In
this regard, the report examines the specific requirements to be met
by sites related to the production and storage of explosives and
ammunition (EA) so that they do not endanger human life and
health in the first place.
When designing buildings for the production and storage of
explosives and ammunition, it is necessary to ensure specific
requirements regarding:
- identified hazards and minimum distances from existing sites;
- type and quantity of stored explosive substances;
- location of the buildings and facilities on the construction site
for EA;
- type of building structures;
- number of potential victims and property affected;
- conditions for evacuation.

One of the important issues for ensuring the safety of work
during blasting is the determination of safe distances to neighboring
buildings and facilities.
The minimum safe distances R (m) to urban areas and existing
buildings, facilities and sites with a potential risk of explosion are
given in Table. 2. [5]

2. Main hazards and minimum distances to existing buildings
When planning and designing constructions for explosives and
ammunition, it is necessary to assess the type of explosion hazard
depending on the type and estimated quantity of explosives and
ammunition produced and / or stored. [4]
Table №1 shows four types of explosion hazards according to
the expected damage from the produced and / or stored EA. [5]

Table № 2
Minimum distances, m
№

Table № 1
Type of
danger 1

Production and / or storage of EA, where there is
a danger of mass explosion *.

Type of
danger 2

Production and / or storage of EA, where there is
a serious projectile danger, but no danger of mass
explosion

Type of
danger 3

Production and / or storage of EA, where there is
a danger of ignition and a minor explosion or
danger of disposal, or a combination of them, but
there is no danger of a mass explosion, ie. in the
case of explosives which cause significant radiant
heat or which are in danger of being discharged.

Type of
danger 4

Name and
characteristics of
the site

Warehouses, production facilities
and subversive area with a
maximum amount of explosives
From
to
10to 20t 30 t

1.

Production and / or storage of EA, where there is
a danger of fire and / or light explosion only with
local effect, ie. in the case of explosives with a
low degree of danger in the event of ignition or
activation and there is no danger of discarding
fragments of significant size or in a large range

* A mass explosion is an explosion in which the whole body of
explosives explodes as one.
Given the dangers and risks posed by construction sites for the
production and storage of explosives and ammunition, they are
designed mainly in non-urban areas to reduce the consequences of
an explosion or accident.
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Urbanized
areas,
production buildings,
farmyards,
workshops and other
work
sites
and
concentration
of
people
over
50
people

600

900

to 50
t
1100

to
to
100 t 1150 t
1600

2000

2.

Barracks areas

400

500 700

1000

1100

3.

Main
railways,
motorways
and
roads of I and II
class,
waterways,
stations and ports

400

700 900

1200

1500

4.

Secondary railways,
class III roads and
local roads

300

500 700

1000

1100

5.

Airports, gas supply
transmission
(highway) lines and
facilities to them

600

900 1100

1600

2000
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6.

Warehouses
flammable
combustible
materials

for
and

300

300

7.

Quarries, open-cast
mines and open-air
shooting ranges

600

8.

High
voltage
overhead
power
lines,
substations
and substations

9.

Separate outbuildings
and villas outside
urban areas

400

600

800

1000 1000

1000

1000

200

350

450

600

800

300

500

700

1000

1100

The construction of the buildings is divided into sections with
the possibility to separate the sections with risk of explosion, the
area of the sections with risk of explosion is limited and protective
measures are designed between the sections with risk of explosion.
The roofs of buildings are designed of non-combustible materials
and easily destructible lightweight and easily ejected in an
explosion building elements.
Premises with potential risk of explosion need to be separated
from their neighboring premises without risk of explosion with
horizontal and vertical partitions, which are subject to specific
requirements for minimum fire resistance in order to prevent the
spread of fire from one part of the building to another. part.
In order to prevent the occurrence of sparks, the floors of the
premises in production and storage buildings with potential risk of
explosion are designed non-sparking and preventing the
accumulation of dangerous potentials from static electricity, as well
as resistant to erosion caused by aggressive chemicals, substances
and products.

The minimum safety distances depend on the purpose of the site
to which the required distances are provided, as well as on the type
and quantity of explosives. The minimum distances shall be
measured in a horizontal plane and without regard to the
intersection of the terrain from the outer edge of the building and /
or the site with potential risk of explosion to the nearest point of
urbanized area and / or existing site to which the safe distance
applies. When a water protection device is provided in the facilities
for storage and production of explosives and ammunition, reducing
the energy of the explosion, the safe distances may be reduced by
20%. [5]

5. Number of potential victims and affected property.
Providing conditions for successful evacuation
One of the vital tasks in the design of buildings for the
production and storage of explosives and ammunition is to provide
fewer casualties and injuries in the event of accidents at the sites. In
this regard, it is necessary to ensure conditions for the safe
evacuation of the residents of the sites. Premises in production
buildings with a potential risk of explosion shall be designed with at
least two evacuation exits when they are longer than 10 m, and
warehouses with a potential risk of explosion shall be designed with
at least two evacuation exits when they are with a length greater
than 15 m. [5,6,7,8]

3. Location of the buildings and facilities on the territory of
the sites for explosives and ammunition
Due to the possibility of an accident accompanied by an
explosion in the production and storage buildings related to EA it is
necessary for the economic, administrative and other service
buildings to be designed as separate buildings separately from the
production and storage buildings. In production and storage
buildings with a potential risk of explosion, the design of premises
for ancillary and service activities (operational management, for
changing rooms, bathrooms, etc.) in the safest places for them and
when required by the production technology or storage. Parking lots
on the construction site for EA shall be arranged at least 30 m from
the buildings and facilities with potential risk of explosion. [5]

The evacuation exits shall be located in such a way that
maximum rapid and safe evacuation can be carried out and the
distance from each workplace to one of the exits for each room may
not exceed 30 m.
Evacuation routes and doors on the escape route shall be
designed with a minimum clear width of 0.9 m and a minimum
clear height of 2.0 m.
Evacuation routes may not pass through rooms and / or areas
where explosives are stored.
6. Conclusions
The occurrence of accidents at the sites for production and
storage of explosives and ammunition leads to great material and
property damage, as well as to human casualties. In this regard, it is
necessary in the design of buildings related to the operation of
explosives and ammunition to comply with certain requirements to
reduce the size of the consequences of the accident.
Compliance with regulatory requirements and safety regulations
regulated in laws and regulations leads to a minimization of the risk
of emergencies in the production and storage of explosives and
ammunition.
Measures to reduce the risk of major accidents
1. Prevention of accidents by conducting preventive activities to
increase, improve and refine the technological and technical
condition of the site;
2. Identification and assessment of hazards, assessment of the
risk of major accidents and assessment of the consequences of the
accident on people, sites and the environment;
3. Minimize the possibility of accidents and explosions;
4. Development of an internal emergency plan for the sites,
which reduces the consequences of an accident for people, facilities,
neighboring sites and the environment to the lowest level;
5. Management, ensuring security and timely notification in
case of extreme situations;
6. Training of personnel for actions in case of disasters,
accidents and catastrophes;

Fig. 1 shows an explosion in a non-urbanized area.

4. Type of building structural elements of buildings for
production and storage of explosives and ammunition
Constructions for explosives and ammunition are designed with
structural elements with fire reaction class A1 or A2 [5]. This
specific requirement does not allow the construction of buildings
for the production and storage of explosives of wooden construction
regardless of the area of the building.
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7. Maintenance of the means of protection - fire extinguishers,
water barrel to each warehouse, etc .;
8. Training, periodic exercises and examinations of the
personnel for adequate and effective actions in an emergency
situation and in case of liquidation of consequences of an accident;
9. Annual measurements and maintenance of the lightning
protection earthing system.
The results are aimed at the implementation of Work Package 2
"Intelligent Security Systems" of the project BG05M2OP001-1.0020006 "Construction and development of a Center of Competence"
Quantum Communication, Intelligent Security Systems and Risk
Management (Quasar) ", which received funding from the European
Regional Development Fund through the Operational Program
"Science and Education for Smart Growth" 2014-2020.
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