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Abstract: The growing importance of business models (BM) is primarily due to significant changes in competitive conditions for business 

over the past two decades. The creation of BM in the development of security systems is a structured approach that is consistent with the 

characteristics of security objects. 

At the same time, in the international aspect, in the field of intelligent security systems, the practice of systematic application of different 
levels of the Technology Readiness Levels (TRL) scale is required, which allows security systems technology to develop from concept to 

research, development and implementation. Iterations between different levels of TRL are possible, especially during the development phase. 

Namely the study of the flexible application of BM in the development of security systems and their connection with the TRL is the purpose of 

this paper. 
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1. Introduction 

The production skills and resources, seen as the heart of a 
business organization's core competencies, are no longer sufficient 

on their own to create a sustainable competitive advantage. In more 
and more industries, organizations need to combine the benefits of 

efficiency gained through careful management of capabilities and 
resources with increasing efficiency. 

The other main set of problems faced by business organizations 

is related to how best to use the resources of the business network. 

To do this, it is necessary to promote effective communication 
between the many participants within the business network. 

Effective communications can stimulate innovative solutions to 
changing customer needs in highly competitive markets. This has 

important implications for science, education and business 
organizations, as interconnections in business networks suggest 

opportunities for direct contact with end-users. 

In this regard, it is not uncommon for organizations specializing 

in science, education and business to generate significant revenues 
through partnerships. The big challenge for their management teams 

is to reconcile the interests of the organizations with the interests of 
the partnerships. Such alignment can only be achieved when 

considerable attention is paid to building the right business model 
for a partnership in the development of intelligent security systems 

(ISS). Proven experience in the development of ISS has leading 

researchers from the Institute of Metal Science Equipment and 
Technologies with Hydro- and Aerodynamics Center "Acad. A. 

Balevski”-BAS.[1÷8] 

Successful international practice has identified a number of 
building blocks for joint business models for security systems and 

has synthesized the allocation approach into three main joint 
business models: sharing, specialization, and distribution. Each of 

these models has specific characteristics for value creation, value 

acquisition and value delivery. 

Partnerships in the development of security systems can bring 
added value to organizations, allowing them to use a wider network 

of promising assets and markets and helping them gain trust and 
prestige in society. For those involved in partner structures, this 

means developing relationships with customer-oriented business 
and other organizations that can work together to build their brand 

and become part of their referral base. Building relationships is an 
essential part of doing business and is especially important for 

organizations in developing and manufacturing security systems. 

As a natural result, the establishment of competence centre 
(CC) in our country takes a leading role in planning, structuring and 

negotiating these partnerships between research institutes, 
universities, small high-tech companies, mid-market companies and 

large companies. One of the centers of competence is Project 

BG05M2OP001-1.002-0006 "Quantum Communication, Intelligent 
Security Systems and Risk Management" (Quasar), funded by the 

Operational Program "Science and Education for Smart Growth", 
co-financed by the European Union through the European Structural 

and investment funds. 

CC today faces an unstable environment, short product life 
cycles and changing customer requirements, which is especially 

important in high-tech areas. In such environments, focusing solely 

on technological and product innovation is not enough to gain a 
competitive advantage. Instead, partner organizations need 

innovative business models to stand out from their competitors. 

CC working in sectors such as security systems development 
need to do business in a rapidly changing environment shaped by 

market and technology uncertainties, high risks and intense 
competition. Partner organizations are characterized by a high level 

of innovation, intensive research and development (R&D) costs, 

highly qualified staff, participation in cooperative networks and a 
rapid pace of aging of products and technologies. Therefore, 

flexibility is needed to redefine business strategies continuously and 
to find new ways to gain a competitive advantage. This can be 

achieved by developing a flexible and profitable business model 
that: be reviewed regularly; develop a unique value proposition and 

work together with partners to pursue new opportunities and 
strengthen the CC's position in the value chain - a smart business 

model that has the ability to be as flexible as needed. 

Significant support for the successful functioning of the CC's 

flexible business model in the development of ISS can be provided 
by the use of the scale with technology readiness levels (TRL). 

Technology readiness levels are an important process to understand 
because they can further help CC identify and apply for national 

and international funding programs at various research stages of ISS 
development. Many European and international R&D funding 

programs use TRL as an eligibility component designed to define 

precise stages of development. This funding can support projects to 
advance technological product innovation at a higher stage of 

development. 
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2. A variant of the business model applied to the 
products and systems in the field of security systems 

The establishment and operation of CC in our country, such as 
QUASAR, plays a leading role in planning, structuring and 

negotiating these relationships between research organizations, 

universities, small high-tech companies, mid-market companies and 
large companies. The proper development of the business models of 

the centers of competence plays an essential role in this direction. 

The main operational objective of the CC is to strengthen 
cooperation between research organizations, universities and 

industry, thus accelerating the innovation process and achieving 
economic growth. The timely development of the BM for the 

activities for which it was created is of particular importance for the 

proper functioning of the CC. As a disciplinary framework that 
mediates between applied research, technical and economic fields, 

the BM concept provides a useful way to connect all activities 
during the process of developing of ISS. 

This is just as important as the experiments that are conducted 

to assess the risks in technology. The role of BM must become part 
of the new dominant logic for managing the commercialization of 

technology. The main motives on which the development of the BM 

framework is based are related to the creation of a technological and 
business platform for ISS, through which to present the 

management of research (Figure 1) for ISS models developed under 
the QUASAR Project, with the participation of current partners. 

 

Figure 1: Framework of the business model for research and 

innovation management for the development of ISS under the 
QUASAR project 

Competence centres can apply good practices, separate from the 

work of the research and development program, with a focus on: 

 use of research results through intellectual property rights 
and individual products; 

 training of doctoral students; 

 dissemination of research results through publications, 
conferences, etc .; 

 stimulating networking and knowledge transfer; 

 acquisition of funding from third countries (including EU 
sources); 

 provision of research infrastructure; 

 providing market information (TAFTIE, 2016). 

 

3. Possible application of the scale for 

technological readiness levels in support of the 
business model 

The TRL scale measures the maturity of the technology, from 

level 1 (concept assessment) to level 9 (successful implementation). 
Each of the nine levels demonstrates a clear cornerstone in the 

project development phase, where significant activities are carried 
out. While some stages do not apply to some projects, most research 

and development projects go through each of the nine levels until 
they are successfully integrated into the market. 

Technology readiness levels are an important process to 

understand because they can further help businesses identify and 

apply for national and international funding programs at various 
research stages. Many European and international R&D funding 

programs use TRL as an eligibility component designed to define 
precise stages of development. This funding can support projects to 

advance technological product innovation at a higher stage of 
development. 

In accordance with the standard ISO 16290: 2013 [9] TRL scale 

can be useful in many areas, as follows: 

 for early monitoring of basic or specific technological 

developments serving a future mission or family of future missions; 

 to provide the status regarding the technical readiness of a 
future project, as an input for the decision-making process for the 

implementation of the project; 

 to monitor technological progress during development.  

The benefits of TRL for innovation under EU operational 

programs are numerous for organizations that have been using them 
for several decades: 

 TRLs are useful for facilitating communication about the 

state of the art. In this way can be facilitated cooperation in such a 
diverse and multicultural place as the EU. Science and engineering 

education and corporate culture are diverse and fragmented in 
European countries. Terminology at EU level, encouraged by the 

funding of Horizon 2020 and Horizon Europe, can be very 

important by creating a common terminology framework, provided 
that the currently missing discipline-specific evaluation frameworks 

are established. 

 TRL scale is effective in technology selection and supply 
in areas where guidelines have been developed. This can be 

concluded from the fact that the acceptance in the defense and space 
industry is very wide and from the lack of critical documents in this 

regard. TRL provides a ready-made procurement strategy for 
organizations, obliging assessments and allocating risks to lower 

visible levels. In addition to supporting such solutions, it also helps 

by implicitly providing a common documentation scheme for the 
purchased technology. 

 TRL scale is effective in technology selection and supply 

in areas where guidelines have been developed. This can be 
concluded from the fact that the acceptance in the defense and space 

industry is very wide and from the lack of critical documents in this 
regard. TRL provides a ready-made procurement strategy for 

organizations, obliging assessments and allocating risks to lower 

visible levels. In addition to supporting such solutions, it also helps 
by implicitly providing a common documentation scheme for the 

purchased technology. 
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As an in-house technology categorization tool and strategy 
support tool, it is used to enable the approach to technology 

guidance, risk management, technology assessment by independent 
countries through the provision of guidance and the safe transfer 

and acquisition of technology. However, EU policy documents do 
not contain a strategy for combining technological impetus and 

attracting programs. In fact, the aim seems to be to apply an 

innovative value chain that allows technologies to mature all the 
way from TRL 1 to 9. In the current EU strategy, maturing projects 

must always show potential exploitation (demonstrating some kind 
of market attraction). ) of their results and it appears that the risk of 

technology failure, which may affect a significant part of the 
technology, has not been recognized. 

In addition, the introduction of TRL as a tool for innovation 

policy in areas where there are no established best practices for 

TRL has raised some practical issues. There is a controversial 
question about how to calculate the TRL level of a system that has 

elements with different TRL levels. Furthermore, since the level of 
technical readiness must be understood in the context of a particular 

application, one technology has multiple levels of TRL at the same 
time, as there are multiple applications. 

 

Continuing use of the TRL scale approach in HORIZON 

EUROPE project proposals 

The EU's Horizon Europe Research and Innovation Framework 

Program 2021-2027 uses the TRL scale as an indicator to better 
position the projects announced in the program (as expressed in 

Horizon Europe's annual work programs). A key conclusion with 
regard to the TRL scale is that it only assesses the maturity of an 

individual technology. As can be seen from the various descriptions 
of TRL (Figure 2), it covers technology, starting with the basic 

principles and ending with the evaluation of the concept by model 

validation, then demonstrating a prototype and finally for successful 
project implementation. 

 

Figure 2: Technology Readiness Levels [10] 

For example, for the open calls under Work Program 2021-
2022, 6. Civil Security for Society [11], are required TRL, as 

follows: 

Call - Resilient Infrastructure 2022 

 HORIZON-CL3-2022-INFRA-01-01: Nature-based 

Solutions integrated to protect local infrastructure - Activities are 
expected to achieve TRL 4-5 by the end of the project (General 

Annex B); 

 HORIZON-CL3-2022-INFRA-01-02: Autonomous 
systems used for infrastructure protection  - activities are expected 

to achieve TRL 6-7 by the end of the project (General Annex B). 

Call - Disaster-Resilient Society 2022 

 HORIZON-CL3-2022-DRS-01-02: Enhanced 
preparedness and management of High-Impact Low-Probability or 

unexpected events - activities are expected to achieve TRL 4-5 by 

the end of the project General Annex B); 

 HORIZON-CL3-2022-DRS-01-03: Improved quality 
assurance / quality control of data used in decision-making related 

to risk management of natural hazards, accidents and CBRN events 
- activities are expected to achieve TRL 6-8 by the end of the 

project (General Annex B). 

Call - Increased cybersecurity 2022 

 HORIZON-CL3-2022-CS-01-01: Improved monitoring of 

threats, intrusion detection and response in complex and 
heterogeneous digital systems and infrastructures - activities are 

expected to achieve TRL 7 by the end of the project (General 
Annex B); 

 HORIZON-CL3-2022-CS-01-03: Transition towards 

Quantum-Resistant Cryptography - activities are expected to 
achieve TRL 6 by the end of the project (General Annex B). 

Although descriptions of TRL levels and the objective 

information derived from them are very useful in technology 

development, they say nothing about how a technology integrates 
into a complete system. This means that, together with the 

successful use of TRL metrics to assess the maturity of 
technological development, it can be stated with sufficient certainty 

that TRL: - does not provide a complete picture of the difficulty of 
integrating a technology object or subsystem into an operating 

system; - does not include guidelines on the uncertainty that can be 

expected when going through the TRL stages; - does not provide a 
technique for comparative analysis of alternative TRLs. 

Usually many products go through different stages of the TRL 

scale in their life cycle. Repetitions between different levels of TRL 
may be required, especially during the development phase, although 

it is not limited to this. TRL is perceived as an effective way to 
indicate the stage of development of a technology or product. 

Horizon 2020 chooses the TRL scale as an indicator for better 

positioning of the projects announced in the program. In this regard, 
I can say that a higher TRL in the text of the call clearly means that 

the EC is looking for a more workable solution within the project. 
In addition, a lower TRL in the text of the call indicates an 

expectation of a more basic research project, etc. Another use of 
TRL is an indication of the level of maturity of a technology / 

product / process at the beginning of the project (project starting 
point). Simply put, this means that the funding scheme is not 

suitable for R&D-intensive projects specific to products positioned 

at lower TRL levels. 

As the complexity of systems (technological integration) 
increases, there must be a reliable method and basic starting point 

for integration that allows TRLs to combine together to develop 
these complex systems. Namely, levels of readiness for integration 

can be considered as a coherent measurement of compatib le 
interactions for different technologies and consistent comparison of 

maturity between points of integration. 

 

4. Conclusion 

There are many compelling reasons to develop your own BM 

and as a result to innovate in the process. Having a business model 
usually requires a fundamental change in the way the organization 

works and thinks. Therefore, innovations in BM have an extremely 
high potential for sustainable increase in competitiveness and 

success. Applied in the construction and subsequent operation of the 
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QUASAR project, BM is expected to present in real conditions the 
competitive advantage of cooperation between academic, university 

and industrial organizations. 

At the same time, technology readiness levels, as a method of 
understanding the technical maturity of technology during its 

acquisition phase, allow researchers to have a consistent reference 

base for understanding technological evolution, regardless of their 
technical experience. TRL supports the organizations developing 

ISS for Critical Infrastructure, incl. and the QUASAR Competence 
Centre, for participation in international and national projects, in 

order to develop modern security systems in a short time and 
provide them through the market to interested users. TRL supports 

the established key partnerships in the person of the QUASAR 
Competence Centre for appropriate participation in the procedures 

under the Public Procurement Act for development and delivery of 

ISS. 

Namely, through the joint application of the business model and 
the scale for the levels of technological readiness, the development 

of intelligent security systems for CIs and strategic sites of national 
importance will be achieved in a short time, which means improved 

security of the society. 
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