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Abstract: The use of ID-1 cards is in an extremely large increase nowadays starting from identity cards, bank cards, driving licenses, 

membership cards, etc. In some of the uses, the security of the card and the data that the card holds are very important. Som e of the security 
elements are defined in the production of the card and some during the personalization of the data on the card. Laser card engraving is a 

high-security feature that is applied during the process of personalizing the data on the card. In this article, we will present h ow to 
implement the digital signature in the data personalization using laser engraving and QR barcodes to minimize the costs of cards and to 

ensure the data on cards are not modified. 
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1. Introduction 

The ID-1 cards are very common in our live starting from 

identity cards, bank cards, driving licenses, membership cards, etc. 
Normally every person has different ID-1 cards and uses them for 

different purposes. The most common purposes are as follows. 

Identification: The most common use of an ID-1 card is to 

verify the holder of it and to check if the information is correct. 
Usually, the ID must be issued by a legitimate agency, such as a 

government agency, and must have some security feature so it can 
be extremely hard to counterfeit. Examples include national identity 

cards, passports, driver’s licenses, etc. These cards typically include 
a picture of the holder, so matching visually the holder's face is very 

easy. Additional information such as an address, birth date, and 
signature may also be engraved with laser technology. 

Access: An organization or a company uses ID-1 cards for its 
employees to control individual access to different areas, monitor 

working hours, offer reduced prices on selling machines, etc. 
Usually, for a small company with a limited number of employees 

where they know the employees, a picture is optional. Those types 
of cards in most cases are with machine-readable features, and 

employees can easily swipe the ID at a scanner to open and close 
doors to restricted areas, to use different devices/machines like 

printers, selling machines, etc., to purchase on shopping mall as a 

privileged client, etc. The picture is also unnecessary to a customer 
who uses the ID card to get a discount on purchases.  

Payment: The usage of cash to pay wells or services is not 

anymore, the most secure payment method and everyday credit or 
debit cards are used more and more for the same purpose. Those 

types of cards have different security features like magnetic strips 
(old cards), contact chips, and last year’s contactless chip. They can 

be used on the different points of sales and offer the possibility to 

do the financial transaction online. Those types of cards do not have 
many visual security features because the security is on-chip and on 

the banking systems.  

Tracking Services: An ID card can improve customer response 
and services if it is used to organize and access customer 

information. For example, in a medical business, the customer 
database can contain insurance information, medications, health 

background, medical conditions, and current treatments. When the 

client comes in for a consultation, his ID can be used to access the 
database and quickly answer questions about his history, how much 

he must pay out of pocket and what therapy he must undergo. [2] 

2. ID-1 card security features 

Many different security features can be used on ID cards. Some 
ID card security features can be implemented during 

personalization/printing data on cards, while others must be added 

to the production phase of the ID cards. In many cases when 
thinking about security, we must also look for ways to improve 

automation in different processes with barcodes, magnetic strips, 
contact, and contactless chips. 

The security features on production are organized into four-

level based on the difficulty to produce and verifying them.  

Level 1: The first level relates to security features that the 
public can easily check without special tools. For example, 

guilloche, tactile effect, CLI/MLI features, etc. [3] 

Level 2: The second level relates to security features that can be 

checked with simple tools, such as magnifiers and UV-lamps. For 
example, microprinting, UV Color, thermochromic ink, etc. [3] 

Level 3: Third-level security features are for qualified forensic 

laboratories and other sophisticated laboratory equipment. For 
example, digital watermarking. [3] 

Level 4: The fourth security level is secret and includes safety 

measures known only to a narrow range of experts, in many cases 
the manufacturer only. [3] 

To fight the counterfeiting different security features for ID 

cards can be used in the production and the personalization. Some 

of the most important security features are as follows.  

Photo: Photographs are one of the most basic security features 
to be used on the ID card because they offer an easy way to quickly 

check the holder’s identity. This security feature also reduces the 
possibility of fraud, but they are not foolproof as photographs can 

be replicated using optical scanners and copiers, etc. This security 
feature combined with a database where the photo is verified as a 

match for the cardholder can take security to the next level with a 

simple barcode, QR code, or RFID with HID prox iclass or Mifare 
technologies. A simple swipe or tap of these technologies can 

instantly bring up the user record with a matching photo on file to 
compare with the person in front of you or the ID that has been 

presented for access.[4] This security feature is applied to the card 
through color printing, or through laser engraving which is more 

secure because the laser engraves on the second or third layer of the 

card and other techniques. 

Barcodes: Barcodes are of the most widely used forms to read 
data on simple and low-cost devices. They are easy to create, as the 

information in a barcode can be encoded onto an ID card during the 
personalization or printing process. The one-dimensional barcodes 

as usually used for short codes for example to identify a product, on 
tickets, etc.  The two-dimensional barcodes, especially QR codes 

have become very popular for automation processes. They store 

much more data compared to one-dimensional, so can store data 
generated from an algorithm to provide a security feature during the 

personalization, for example, data encryption. 

Magnetic Stripe: Magstripe cards are ID cards containing a 
band of magnetic material on the back of the card. Magnetic stripe 

ID cards store readable and writeable information on a magstripe, 
which is read/written through a magnetic stripe card reader/writer. 

Most magstripe badges these days use high coercivity (hico) but 
there are a few applications that rely on low coercivity (lo-co) cards. 

Few applications rely on mag stripes these days because they are 

easy to copy which makes them a popular target for fraud.[4] 
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Smart Card/Proximity: Sometimes is not enough to use the 
card just for identification of the holder or to read some information 

from barcodes but is necessary to have much more information and 
to store digital data during the usage of the card, for example, a 

tachograph card which stores the driver’s identification data and the 
data generated from truck driving. Those data are transmitted 

securely using a card reader/writer via contact or contactless from a 

distance, usually just 3-4 cm away for standard read range. In many 
cases, those id card security features, are used on a solution for 

secure door access control, time, and attendance applications. In 
these applications is not necessary to use a smart card (with a chip 

to store too much data), so for those applications can be used 
proximity cards which store unique data on each card. Card 

information is then transmitted via this antenna coil to the card 
reader and if the information is found to be accurate access is 

granted. This process is used with low frequency 125Khz 

technology like HID prox or Mifare, in addition to more secure high 
frequency 13.56Mhz technology which relies on smart chips for 

encrypted data on HID iclass Seos and Mifare DesFire EV2 
cards.[4] 

Ultraviolet: This security feature is implemented during the 

production of cards or sometimes during data personalization via 
printing technique. This feature uses a special ink which is visible 

only in UV light reduces the risk of counterfeiting and is a low-cost 

technology. This visual feature is not visible to the untrained eye 
unless the card is held under a UV blacklight. Usually, this feature 

can be found on national ID cards, driving licenses, etc. 

Hologram: This visual security feature is used very commonly 
today, and most are used on identification cards that provide value 

for the cardholder. Holograms are almost impossible to copy 
because of their unique visual effects and there are not so many 

companies that produce personalized holograms. They cannot be 

replicated by computer scanning/alteration or with standard printing 
color equipment, making them a highly secure feature. Personalized 

holograms, as a surface overlay or embedded into the card, are the 
most secure for any application that expects this feature to improve 

actual security. [4] 

Microtext: This security feature is one of the most difficult to 
reproduce, micro text printing is commonly used in passports, 

identification cards, and currencies. This technique can be 

combined with deliberate errors to confound potential fraudsters.  
Upon visual examination, micro text appears as a regular thin line 

on an ID card, but when inspected using a microscope or 
magnifying glass, the lines are repeating text that says authentic, 

genuine, or valid.[4] This security feature, cannot be printed on a 
normal printer, it requires industrial equipment to produce. So, this 

security feature must be implemented on card production, and it 
limits this option to personalization. 

Laser Engraving: Laser engraving is a highly secure technique 
of card personalization usually in monochrome that etches features 

into the second or third layer of the card. This provides tamper-
proof and highly durable personalization, making forgery and 

manipulation virtually impossible. Attempts to alter engraved 
information will result in visually evident card damage.[4] With 

different laser power, the tactile feature can be implemented during 
personalization. 

3. ID cards on transportation 

The transportation is one of the biggest sections where the ID-1 
cards are used, for example driving licenses, tachograph cards, 

vehicle registration cards, Driver Certificate of Professional 
Competence (CPC), ADR cards, etc. Almost every country in 

Europe uses ID-1 card for driving licenses and every driver who 
gets permissions to drive under TachoNet must have a smart ID-1 

card with chip and some special software for those smartcards. 

A digital tachograph is an electronic device installed on road 

vehicles that automatically or semi-automatically shows, registers, 
and records the movement of vehicles and working hours of 

professional drivers. The aim of a digital tachograph is to register, 
record, display, print and issue the electronic data related to the 

driver’s activities. A tachograph card is a chip card for using in a 
digital tachograph. Tachograph cards enable the digital tachograph 

to verify the identity (or identity group) of the owner of the card and 
forward and record the data. In those cards chip is a must, and it 

must be secure to prevent modification of data stored during the 

working hours. Those cards are very expensive. 

Some countries like Nederland, Austria, Slovakia have 
implemented new vehicle registration card with chip where the can 

store different data like vehicle related data (owner, technical, road 
pricing data, etc.), key to online processes (for example transfer 

registration) and key to third party services (insurance for vehicles, 
maintenance, parking, rental etc.). Those cards must be smart cards 

with dual interface contact and contactless chip. Even here the 

security of data on card is very important so these means the cost 
per card are also expensive. 

A driving license card or a CPC card is an official document 

confirming the holder can operate one or more types of motorized 
vehicles, such as motorcycles, cars, trucks, or buses on a public 

road. Almost every country in Europe uses ID-1 card for driving 
licenses. The card must have some security as it is described on EU 

directives for driving licenses and CPC card. Most of the European 

countries do not use smart cards for driving licenses or CPC card 
because they are not used to share the data digitally. Usually, those 

cards have visual security feature like micro text, guilloche, UV 
printing, hologram, etc. to prevent counterfeit of them. The price of 

those cards depends on number of security features on the card but 
usually they are cheap. 

All those cards for transportation are laser engraved cards to 

make difference with the printed cards. The laser engraves on 

middles layers of card while printing is on first and last layer 
(outside) of card. 

4. Adding a security feature during the 

personalization 

Mostly the fake cards are issued by people who work on card 
issuing authorities, so they use the regular card and personalize the 

fake data with the same laser engraving machines used for a regular 
one. To prevent this type of counterfeit usually the chip and the 

digital data signing with a private key is necessary. So, by adding a 
chip to the card and using the digital signature we increase the 

security of the personalization but at the same time, we increase the 

costs per card. 

Besides the chip, there are other techniques like barcodes to 
store machine-readable data. Those techniques are very cheap, but 

they do not offer the possibility to store too much data like chips. 
We can store hundreds of bytes on a QR barcode, and they are 

enough for a card like a driving license or CPC card.  

The digital signature is a very important security feature, and it 
can be implemented in different algorithms. The most common 

algorithms for digital signatures are RSA and DSA. The algorithms 

use a key pair consisting of a public key and a private key. The 
private key is used to generate a digital signature for some digital 

data, and the public key of the signer is used to verify the validation 
of a signature. The digital signature provides message 

authentication (the origin of the message can be easily verified), 
integrity (the message has been or has not been modified), and non-

repudiation (The signature cannot be generated by anyone who does 
not have the private key, so the sender cannot falsely claim that they 

have not signed the message). 

The algorithms first calculate the hash (like SHA1, SHA256, 

etc.) of the data to be signed and with the private key, they encrypt 
the hash data. This means if we change even a bit from the data the 

signature will be different. The size of the digital signature depends 
on the algorithm we use to calculate the hash, the algorithm to 

encrypt the hash (like RSA or DSA), and on the key size (1024, 
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2048, or 4096). The size of a digital signature is the same number of 
bytes regardless of the size of data to be signed. The RSA algorithm 

has a larger output than the DSA algorithm for key size and they 
offer the same security. For example, the signature generated by the 

DSA algorithm with a 1024-bit key size is 40 bytes. So, they can be 
added at the end to the data to be stored on the QR barcode and the 

barcode is still readable. 

With the QR barcode and digital signature combined, we can 

generate a very high-security feature in the data personalization 
phase. It offers the same security as a chip but with fewer data.   

Another security feature that can be used during personalization 

is the tactile effect. Usually, this feature is used to have the tactile 
effect on an entity like first name, last name, etc. but we can 

combine the tactile feature with the algorithms and the data of QR 
barcode to tactile different characters of the data on cards. So, if 

somebody tries to counterfeit the data by adding some other data 

like a driving category the barcode data cannot be changed and the 
tactile characters must be different.  

The proposed technique of QR barcode with the digital 

signature of data on card adds a high-security feature on 
personalization with laser engraving has been implemented on 

Albanian driving license and CPC cards and it is a story of success.  

5. Implementation of the proposed security feature 

on real ID cards (Albanian Driving License and CPC 
card) 

The proposed security feature is implemented on Albanian 
driving licenses and CPC cards. As we explained above, to 

implement this security feature there are two key elements. The first 
one is the barcode, and the option for 1D barcode type is useless 

because it is not possible to write much data inside the barcode. So, 

the barcode must be a 2D one. There are different types of 2D but 
the most used and does not need too much space is the QR barcode 

type. Also, QR barcode type offer the possibility to correct data 
from unreadable zone. 

The second key element is the digital signature, and as we 

explained before, different algorithms offer the possibility to sign 
data digitally. To minimize the size of data to be written on barcode 

the best choice is the DSA algorithm. The key size 1024 bit offers 

the smallest signature but it is not secure anymore so the key must 
be 2048 bits or bigger. To minimize the risks of usages the private 

key by employees the system is developed with three separated 
modules as bellow. 

Data enrollment: This module is responsible for collecting data 

like driver identity data, driver qualifications, driver’s photography, 
and his signature. Those data mainly are taken from the national 

register digitally and securely. This module also prepares the data to 

be signed from digital signature module. 

Digital signature: This module is the core security module and 
offers the possibility to sign different data. There are different ways 

to store the private key in a secure place and to use it only when it is 
necessary. But the key must be safe and inaccessible even from the 

IT. To minimize the risk of leaking the private key it is strongly 
recommended to use a hardware security module (HSM). There are 

different HSM starting from simple and cheap ones like YUBI 

HSM to very complex and secure ones. 

The HSM device used in this project has two main features, one 
is that it can sign data internally without exposing the private key 

and the second one is tamper resistant and self-destroying the 
private key in case of tamper detection. The cost of an HSM device 

to offer this feature and to have a speed of 1500 signature per 
second are about $15,000 – $20,000. 

The module of digital signature is stored in a separate 

environment from the data enrolment and data personalization 

modules. The communication between them is done through Web 
services technology and they know the public key of each module 

so they can detect if the information is coming from a known source 
or not. 

Data personalization: This module does the data 

personalization on the ID card with laser engraving technology. The 
laser engraving machines (IXLA machines) are programmable 

(Microsoft OS installed on machines) so before writing data on the 

card they verify the signature on the barcode if it is valid and if it is 
not valid signature the machines stop the personalization of the 

data. After the personalization of each side of the card, the 
machines take photo of personalized cards and sends them to the 

data enrollment module after the quality control. 

Based on data from issued cards till now the maximum number 
of bytes on a QR barcode is 170 bytes and the barcode is readable 

even on an old barcode reader. 

The verification process is very easy with a mobile application 

by reading data from the barcode, veryfing the signature with public 
key and by generating the driving license or CPC card as image in 

the application. 

6. Conlusions 

Having a smart card used on the driving license or CPC cards 
offers much more space to write data inside the chip like the photo 

for example and it is more complex to write and read data from the 

chip. Also, if we have a chip contact or contactless it is necessary to 
write on the card the MRZ lines. They are more secure because the 

smart cards have an OS on the card and an application to write and 
read data from the chip. 

To have a smart card with a dedicated application inside the 

chip is very expensive. Also, the cost of the card is at least 0.5-1 
Euro more expensive compared to cards without chips. 

Even the smart cards use a digital signature, so they need also to 

have HSM devices and a PKI.  

The proposed and implemented security features is very secure 

and very cheap. The data are readable from different devices, but 
they are limited to hundreds of bytes. This security feature 

combined with laser engraving and the tactile effect of 
personalization makes it one of the most secure features in the 

personalization of a non-smart card. The data card cannot be 
modified as long they are not printed on the card top and bottom 

layers. 
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