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Abstract: The main goal of this paper is to present methods and tools for secure software development. The process of creating secure 

software involves analysis, design and implementation based on multi criteria decision making risk assessment.  The results of this study give 

readers some proposals how to produce secure software systems and conduct cost-benefit analysis.  
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1. Introduction 

Several research studies have been presented in literature for 

analysing and classifying the ways for assessing software security 

[16]. The gap between research proposals and actual practices that 

appear due to this is difficult to bridge completely. The main 

purpose of this study is to secure systems from malicious attacks. It 

is achieved through identification, authentication, information 

assurance availability, integrity, confidentiality, analyses, and their 

assessment.  

The assessment of software security is a decision-making 

problem. The author of this paper proposes Fuzzy Analytic 

Hierarchy Process (Fuzzy AHP) for developing security systems.  

Information security assessments include following triad: 

confidentiality, integrity and availability (CIA triad). The 

confidentiality, integrity and availability are fundamental principles 

for software security. Security developers apply each requirement 

when analyzing how to protect information systems. Confidentiality 

refers to the allowance of authorized access to sensitive and secure 

data [1]. Integrity is a quality of appeal established by the ethical 

assurance and resolution. Availability, in the context of a computer 

system, refers to the ability of a user to access information or 

resources for a specified duration [1]. 

P.L. Gorski and L.L. Iacono propose a critical review based on 

security of software [7]. 

Yasser M. Hausaw provide a framework for integrating and 

assessing security during software development life cycle [9].  

Security software is concerned with whether a system can 

survive accidental or intentional attacks on it from outside. One of 

the most important problems in security software is the multi-

criteria assessment of the security efficiency. A valuable approach 

to evaluating and predicting the security of a system is Fuzzy 

Analytic Hierarchy Process (Fuzzy AHP). The state of the software 

application is considered from attaker’s point of view. It is useful to 

include expenses as a factor of the evaluation of security. The 

author presents fuzzy multi-criteria decision making theory to 

assess the system security characteristics and alternatives. 

Software security is concerned with whether software 

applications can survive cyber attacks and unauthorized access on it 

from outside. 

System measures can be computed as solutions to programming 

problems. Programming computations become impracticable when 

a number of components in the system is large[2,3,10].  

For computing total loses, probabilities of various type of 

attacks or their possibilities have to be known. In presented paper, 

the author applies the probability theory for computing the security 

measures. 

2. Security risk 

The risk dimension to capital budgeting of software solutions is 

a crucial factor in the valuation of assess. Acceptance of a profitable 

but highly risky investment proposal in software systems may 

increase the perceived riskiness of the software and result in an 

actual reduction in the value of the security. Nowhere is the gap 

between theory and practice wider than in the area of risk analysis.  

This paper considers the important method to the analysis and 

assessment of software risk within the multi criteria decision 

technique and a description of the main statistical methods for 

measuring security risk within multi-period. It commences by 

defining the various forms of risk discussed in this paper and 

examining experts’ attitudes towards risk. These fall conveniently 

into methods intended to describe or highlight risk and methods 

incorporating security riskiness within the programming code in 

software applications. The paper concludes by examining the extent 

to which the methods discussed are found in programming 

languages C++, Python, and Java.  

Perfect certainty arises when expectations are single-valued, 

that is, a particular outcome will arise rather than a range of 

outcomes. Some investments come fairly close to a certain 

investment.  

Risk and uncertainty are not synonymous. Risk refers to the set 

of unique consequences for a given decision which can be assigned 

probabilities, while uncertainty implies that it is not possible to 

assign probabilities.  

For most investment software decisions, empirical evidence is 

hard to find. The decision makers utilise subjective probabilities 

where objective statistical evidence is not available. They can 

subjectively assess the software risks involved based on the 

available information about the success of a software development 

projects.  

Because subjective probabilities may be applied to investment 

decisions in a manner similar to objective probabilities, the 

distinction between risk and uncertainty is not crucial, in practice, 

and the two are often used interchangeably. 

The software security assessment is presented to analyze 

capabilities of software based on a tool proposed by the author of 

the paper. In order to make multi-criteria decisions, all these 

measures are combined. A method includes a wide variety of kinds 

of uncertainty.  

Risk identification and assessment is a crucial element of 

software security analysis. 

3. A multi-criteria decision-making method 

The assessment of risk associated with software security 

comprises attacks come through vulnerabilities in the code, and 

threats that software applications faces. Criteria common to 

information security assessment have been identified and proposed 

in a Multi-Criteria Decision Making (MCDA) method.  

Risk assessment of information security is an essential part of 

development of secure systems. 

It is important to recognize the distinction between the 

prediction of likely events and the course of action that may stem 

from such prediction. Different options gives rise to different 

considerations and qualitative assessments. Relevant and useful 

information is central in predicting the degree of risk surrounding 

future events and in selecting the best investment software options.  
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The problem of security of information systems and its solving 

takes considerable effort.   

The author of the paper uses the fuzzy method working with 

triangular fuzzy elements described by Prof. Ramík [14, 15, 16, 27]. 

The FuzzyAHP is used to evaluate elements for decision-

making under risk to predict the outcomes. The end result will be 

efficient to solve the problem presented through the tool.  

The AHP realises the evaluation process connected with the 

Multiple-criteria decision-making under risk. The study proposes a 

new method for a risk assessment of software development. 

The qualitative and qualitative criteria for risk events and 

scenarios are used as preliminary lists for calculating the triangular 

fuzzy evaluations and the risk assessment. 

The weights of the criteria determine the relative importance 

extracted from interviews with decision makers and risk analysis 

experts. Therefore, with adjustments they can serve as risk 

indicators for other multi-criteria decision making studies. 

The statistic information is beneficial to propose sensitivity 

analysis, and come up with a solution. They can be compared with 

results obtained from other decision makers in different 

assumptions of risk assessment [11,12,13]. 

University lecturers can use the proposed method to teach and 

explain the FAHP technique for risk assessment in various studies 

for software security. 

The experts propose their choices in form of triangular fuzzy 

elements in a pair-wise comparison matrix. In order to derive the 

weights from a matrix and to calculate the consistency of the 

information on decision maker’s preferences, the pair-wise 

comparison matrixes with triangular fuzzy elements are used.  

The author of the paper implements the approach described by 

Ram´ık [16]. The mathematical theory described in this paper has 

been implemented into a software tool. 

The Fuzzy AHP (FAHP) method ranking elements includes the 

following steps: 

Step 1: The author of the paper proposes the eight criteria 

presented in figure 1 named attacks, vulnerabilities, penetration 

testing, threats, assets, security measures, unauthorized access, and 

security alerts. 

The weights of criteria of the pair-wise comparison matrix are 

expressed by triangular fuzzy elements. It can be problematic for 

the decision makers to compare certain pairs of criteria. In these 

cases, the experts use the data not only in form of real numbers, but 

also fuzzy numbers. 

 

Fig. 1 Define criteria 

Step 2: The list of alternatives that are estimated are Java, 

Python, and C++. 

Step 3: Contain the decision makers (experts). 

The experts of the software security play crucial roles for 

discovering, analyzing, and responding to security problems. They 

maintain and preserve software from security vulnerabilities, 

threats, and risks. 

The assessment is performed by decision makers (experts). The 

expert measures the importance of the criteria. 

Step 4: Propose the scenarios 

Scenarios 1: A flexible model – It is includes structured 

language, strict syntactic rules, no errors, simplicity etc. Modules 

are expanded and have scripting possibilities that can be 

supplemented in other software systems. 

Scenarios 2: Useful Libraries 

The security library are utilized by researchers and ethical 

hackers. 

Scenarios 3: Clear Syntax 

The clear syntax contributes cyber security professionals to 

quickly specify and improve programming code and to find errors 

in the software. 

Scenarios 4:  Increase capacity and functionalities of software 

possibilities based on security demand. The programming code 

must be suitable for testing and maintenance.  

Scenarios 5:  Adjusting to overhauls, new resources, 

deconstructions and upgrades. 

Upgrading security features integrate other possibilities to 

improve and increase software usability. 

All scenarios are united to reply to security challenges and to 

prevent from future vulnerabilities and threats. They are presented 

in figure 2. 

 

Fig. 2 Define scenarios 

Step 5: Elements of the matrixes are set. The fuzzy weights are 

appear. The NI index is calculated. The result is presented in a 

graph. 

A matrix   is of the following form: 

 

where for all i. j =1,…,n: 

, are real numbers such that 

 for a chosen fixed . ij = ij = 

(  implies that ji = . (reciprocity) 
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 is an n×n matrix with triangular fuzzy elements. The matrix  

is reciprocal, if the following condition is satisfied: 

ij=(  implies that ji =  , (reciprocity) for all 

i,j = 1,2,...,n, i.e.: 

  

where  

The fuzzy weights , k=1,…,n, are then 

derived in this procedure as follows [14,15,16,27]: 

 

. 

,  

. 

To measure the consistency of the pair-wise comparison matrix 

with triangular fuzzy elements, Ram´ık proposed the following 

index [14, 15, 16, 27]: 

, 

where 

 

 

 

The value of the index ranges from 0 to 1, where 0 means that 

the matrix is fully consistent.  

Step 5.1: a pair-wise comparison decision-making matrixes with 

triangular fuzzy elements are constructed. The experts determine 

the weights of the elements above the main diagonal. The decision 

makers propose each triangular fuzzy element as three numbers, 

divided by a space. The triangular fuzzy elements are proposed by 

multiple experts in figure 3(the assessments of Expert 2).  

Step 5.2: The results estimated from the pair-wise comparison 

matrix are displayed in form of a graph. The derived fuzzy weights 

are presented and then the consistency through the NI index is 

calculated. They are presented in Figure 4. 

The MCDM technique derives fuzzy weights from a matrix and 

then measures the inconsistency of the suggestions provided by the 

decision makers. 

 

 

Fig. 3 Define scenarios with the assessments of expert 2 

The assessment of criteria is done by multiple experts in figure 

4.  

 

Fig. 4 The assessment of criteria 

Various scenarios (states of the world) are proposed together 

with their probabilities and results in figure 5.  

 

Fig. 5 Assessment of scenarios 

The alternatives are then estimated for each of the scenarios. 

6. Viewing the results 

The resulting overall assessments are calculated for each of the 

experts. When all pair-wise comparison matrices are made, the 

resulting overall assessments of the elements can be considered. 

The resulting assessments of the alternatives are presented for each 

of the experts in figure 6. 
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Fig. 6 Assessment of scenarios 

The developer of software need to be aware of the 

vulnerabilities in the used programming language and execute 

secure code. Secure programming is accepted to be practice to 

minimize the risk from cyber attacks. Specific security scenarios 

that must be used by a programmer to minimize security 

programming gaps are proposed. 

The method is utilized to assess security capability of three 

languages: Java, Python, and C++. The results show that C++ 

programming language has the lowest security features.  Python has 

high-security capability.   

The method for security software presented in this paper can be 

applied by programmers and software security developers for 

measuring the level of security capability of used programming 

languages, and mitigate vulnerabilities and attacks on software 

applications.  

4. Conclusion 

A review of security risk methods is provided in this report, 

including Multi-Criteria Decision Making (MCDA) approaches. A 

security risk assessment technique based on the AHP fuzzy method 

is proposed.  

This paper applies the probability theory for computing security 

measures of systems and to generalize the probabilistic security 

methods. From the presented results, it is concludes that the 

obtained security assessments are non-trivial and intuitively 

explainable. The security of the system is analyzed with information 

about the probability distributions of attack, of costs, etc. 
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