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Abstract: Business models (BMs) are business plans used by an organization to create, deliver, and acquire value. There is a strong need
in different areas of business to develop a better understanding of BM's risks. The appropriate risk framework would support the full range
of risk management capabilities, namely identifying key risks, quantifying and, finally, managing those risks.

Therefore, in developing the organization's BM, it is necessary to create a better understanding of the risks associated with the
development of security systems. The proposal for a variant of the BM risk profile framework for the establishment of security systems is

the content of this publication.
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1. Introduction

The business model contains risks at three levels: the element of
the business model, the relationships between the elements and the
whole system.

Relationship risks are compatibility risks that indicate potential
inconsistencies between parts of the business model. For example,
customer value based on a series of new, innovative offerings may
be inherently incompatible with rigorous organizational decision-
making processes or limited access to talent; the profit model based
on customer locking can be risky when control of the locking
platform is shared between more than a handful of other economic
actors; or it may be risky when the core technology of the locking
platform faces a growing threat from a substitute.

The risks of the system take into account sources of danger or
uncertainty that have a direct impact on the whole model - for
example, public opinion, which tends to influence the formation of
policy in favor of a competitive business model. More importantly,
systemic risks capture those risks that can be missed at the levels of
the business model elements and their relationships.

On the other hand, each business model has inherent value and
thus the risks of the business model can affect this value. For each
profit-making business model, it is assumed that its value is
determined and embedded in the strategic logic of the various parts
of the model. The exchange model assumes not only the size of the
potential market, but also the share of market value that belongs to
the organization through its competitive differentiation and control
over the network of values.

The organizational model with roles and responsibilities,
activity systems and business processes determine how company
resources are used, whether management is effective and how
adaptable the organization is in a dynamic environment. The
resource model defines the resources on which the company
exploits its market and organizational advantages. It also determines
what value the company can assign and for how long. The financial
model demonstrates one or more of the profit logics for the entire
business model: premium pricing, low operating costs and efficient
use of assets.

The considerations presented so far help to structure the risk
profile of BM within the strategic management of an organization.

The preparation of a business model for the development of
Intelligent Security Systems (ISS) in the conditions of the
Competence Center ,,Quantum Communication, Intelligent Security
and Risk Management Systems* (Quasar) will contribute to the
timely identification of related risks.

2. Understanding the risk profile of the
organization

For many organizations, the risk assessment process focuses on
the severity of the impact of potential future events on the
achievement of business objectives and the likelihood that these
events will occur within a certain time horizon. Covering the
assessment of available data, indicators and information, as well as
the application of assessment by well-informed managers, the
process is intuitive for most people and provides a rough profile of
the organisation's risks [1].

But there are some problems with the traditional approach to
risk description, namely:

»  As the process is often influenced by past experience, it
can allow individual biases to influence evaluation, encourage
group thinking and anticipate non-standard thinking;

»  The risk assessment process is a linear assessment of the
moment that does not consider the unique risk characteristics of the
organization. In other words, the process introduces risks with
different characteristics and considerations into the time horizon of
a common analytical framework. Although this process may be
convenient, it is not sustainable enough to add value continuously
over time;

»  The process does not provide much guidance to relevant
risk owners on appropriate risk responses. It is a common practice
for risk owners to express dissatisfaction with the lack of effective
understandings arising from the process. The point is that it is not
uncommon for traditional risk assessments to cause difficulties,
leaving decision-makers with a list of risks and little understanding
of what to do next.

»  The process practically does not offer a decision on what
to do with exposure to extreme events, the so-called high impact,
low probability risks. These events often cause the most damage if
and when they occur unexpectedly, especially if the organization is
unprepared.

There is a place for traditional approaches to risk assessment in
creating awareness and obtaining a quick overview of risk.
However, the question arises as to whether the process should
address all risks through the prism of the same assessment
methodology? [1]

As traditional approaches lose their usefulness over time as a
source of new insight, sustainable assessment mechanisms should
be considered, taking into account the unique characteristics of the
different risk categories - strategic, operational, financial and
compliance.

Strategic risks
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Strategic uncertainties are the risks that the business model is
not effectively aligned with the strategy and that one or more future
events may invalidate the fundamental assumptions underlying the
business strategy and the long-term perspective of management.
These risks relate mainly to the external environment (competitors,
customers, technological innovation, regulatory requirements, etc.)
and require the use of an opposite approach to analysis applied to
the critical assumptions underlying the strategy, consisting of four
steps:

»  Critical assumptions determination;

»  Development of opposing claims describing potential
scenarios that could invalidate one or more strategic assumptions;

»  Using scenario analysis and stress tests to select the
opposite statements that are most likely to have the greatest impact
on the validity of the organization's strategy, if they occur;

»  Determining the consequences of conflicting high-impact
statements to determine trend indicators and other indicators that
the organization can use to monitor the environment for signs that
the most worrying scenarios are either evolving or have arisen.

Strategic uncertainty is often associated with destructive
change. Time to action on strategic risks is a valuable asset in a
dynamic environment that arises from timely recognition and allows
management to take advantage of critical opportunities and risks
arising from destructive change. As the rate of disruption increases,
time to action provides management with the ability to face the
future with confidence by identifying emerging trends and
formulating options to deal with these trends in advance rather than
at the time of implementation.

Operational risks

Operational risk (OR) refers to one or more future events that
impair the effectiveness of the business model to create value for
customers and achieve expected financial results. OR requires an
expanded view of the organization, given their impact on the value
chain, and assess the root causes of significant performance gaps,
resulting in the identification and implementation of process
improvements.

This perspective of the organization attaches importance to
expanded business relationships - upstream, downstream and
downstream, downstream to customers and end users, as well as
logistics connecting all points in the value chain - in addition to
internal processes, personnel and systems. The analysis aims to
understand the risk of losing any of these key links in the chain.

The assessment of the OR includes addressing issues such as
[1]:
»  What would happen if one of these vital operational

components was taken away due to damage or unexpected
catastrophic loss?

» What is the rate of impact of these risks, including
whether the loss of a critical component may occur without
warning?

> will
suddenly?

»  What is the durability of the impact of these risks?

it occur gradually or will it occur

»  What is the length of time before the lost component is
replaced?

»  What response plans are in place to deal with the loss of a
critical component indefinitely?

»  What uncompensated risks do we face throughout the
value chain and how well do we manage them?

» Is there a possibility that our positioning in the value
chain can be replaced by a competitor or an alternative business
model?

It should be borne in mind that the likelihood of a risk event is
not as important in assessing the exposure to catastrophic events as
the organization's preparedness to respond.

The above operational risk analysis is the point at which risk
assessment begins to intersect with Business Continuity
Management and Crisis Management.

Financial risks

Financial risks refer to cash flows and financial risks that are
not profitably managed, related to:

» Increasing the availability of cash and minimizing
liquidity risk;

»  Reducing the uncertainty of currency, interest rate, credit
and other financial risks;

»  Move money quickly and without loss of value where it is
most needed.

Due to their nature, these risks are more susceptible to the use
of measurement tools and techniques, including financial modeling,
scenario planning, risk value frameworks and ongoing monitoring
against budgets and forecasts. Financial risk assessment techniques
include assessments of the exposure of financial and physical assets
to loss and the susceptibility of operations to discontinuation. While
some of these techniques can facilitate the assessment of strategic
and operational risks, their main focus on financial risks is twofold -
managing liquidity and delivering expected financial results.

Compliance

These are the risks of non-compliance with laws, regulations,
internal policies, leading to sanctions, fines, increased costs, lost
revenue, market sanctions and loss of reputation. They require an
analysis of the organization's compliance with these requirements
and arrangements. Instead of meaningless speculation about
probabilities, companies should consider the effects of
nonconformity events on the following factors:

»  The adequacy of the organization's policies, procedures
and culture in terms of compliance from a regulatory and industrial
point of view;

»  Impact on reputation (eg fines, penalties, loss of revenue,
court fees and other costs), loss of market capitalization, loss of
markets, “spotlight” effect, etc .;

»  The speed of the impact, including whether the effects of
non-compliance can occur without warning and how quickly the
effects can escalate and gain momentum, attracting the attention of
the media and regulators;

»  The duration of the impact (the time (as a duration) during
which the non-compliance will affect the organization);

»  The organization's readiness to respond (resilience in
response to a hon-compliance event).

Although compliance and operational risk assessment
frameworks may appear to take such factors into account, the key
distinction for operational risk assessment is the use of a
comprehensive view of the entity.

Integration of the composite risk profile

Appropriate approaches applied to different risk categories,
according to the main risk characteristics, help to identify the most
significant risks within these categories. Next, these approaches
should fuel the process of consolidating management to formulate
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an organization-wide risk profile, bringing together the most
significant risks in each risk category, to provide a consolidated
summary of several vital critical risks. Applying analytical
frameworks that are best suited to address the unique risk
characteristics of the organization is an effective and efficient
approach to integrating risk management with core business
management processes. By engaging the appropriate managers who
are best placed to perform risk assessments using analytical
frameworks, they are more likely to act based on the results of the
assessment.

Managers of innovative BMs face a common challenge due to
the fact that new BM concepts are often seen as low-value
opportunities because they do not fit the organization's prevailing
business model. However, by structuring the right cooperative
relationships (cooperation between QUASAR project partners), a
BM can be developed that provides the necessary benefits.

Business models are the business plans used by the organization
to create, deliver and acquire value. There is a strong need in
different areas of business to develop a better understanding of
BM's risks. The right risk framework would support the full range
of risk management capabilities, namely identifying key risks,
quantifying and, finally, managing those risks.

Therefore, in developing the organization's BM, it is necessary
to create a better understanding of the risks associated with BM
development. The proposed risk identification framework (Figure 1)
would improve the ability to manage potential risks.
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Figure 1: BM Risk Profile Framework

There are various publications presenting the risk profile in the
development of business models, as a basis for determining the risk
profile in the guiding study is applied the concept of the “Open Risk
Manual”.[2]

Description of the risk profile framework
Key partners

The business plan has a list of partners who are expected to
provide (supply) critical resources or activities. Risks associated
with partnerships include unexpected developments in relationships
that deviate from the plan.

Key activities

According to the business plan, it is expected that there are
sufficient resources to allow the necessary activities to be
performed as expected during the planned period.

Value proposition

- change in the size of the market: reduction of the wider

According to the business plan, there is an expected level of
value that accrues to the customer using the product or service. This
is found, for example, in customer surveys before start. The risk is
that the actual value offer provided decreases significantly or does
not materialize, which leads to loss of customers or inability to
attract new customers.

Customer relationships

In line with the business plan, there is expected to be a set of
customer relationships (supported by resources and activities).
Risks related to customer relationships: internal or external factors
that negatively affect communication so as to prevent it from
serving its intended purpose (damage to reputation, poor
performance) or an unexpected increase in the cost of supporting
the relationship.

Customer segments

Customer segmentation becomes a risk when it no longer
optimally reflects the reality of the customer base or how the
internal structure of the organization corresponds to that customer
base. The impact of such a mismatch will be downstream such as
inefficient or inappropriate distribution, reduced product
attractiveness, etc., which will ultimately affect revenue. Changes in
customer behavior and expectations can be for a variety of reasons.
Assessing the risk of inappropriate segmentation requires an
analysis of current and historical patterns of customer behavior and
expectations.

Key resources

As outlined in the business plan, the list of necessary resources
should be available to stakeholders and contribute, as intended, to
the implementation of the planned tasks. Resource risks manifest
themselves as the realization that these expectations are not being
met.

Channels

Distribution channels are expected to be available and
operational according to the business plan. The risk is that
distribution channels become inefficient and fail to achieve their
goal.

Cost structure

The business plan includes an estimated structure of expected
costs, which takes into account current and historically observed
levels of costs. A major risk factor related to the cost structure is
that variable costs will be higher than expected. In turn, higher
variable costs may depend on: higher levels of compensation due to
labor market conditions; external market prices for resources or
services, etc.

Revenue streams

It is expected that the revenue stream will be sufficient to cover
all costs and provide a profit margin. Deviations from this
expectation (leading to unprofitability in the activities of the
organization and even insolvency) pose risks to revenue. Revenue
risks materialize through missed sales targets (volumes) or inability
to maintain prices.

In addition, we should not forget the competition, which
increases the risk profile of each business model, emphasizing
virtually all elements of the business model. The current level of
competition and the corresponding distribution of market share
should be included in the business plan as expected. Uncertainty is
related to unfavorable (for the organization) development of the
ability of existing or new competitors to increase market share or
work more profitably.

Last but not least, the development of the BM Risk profile
framework is based both on the experience of leading international
specialists in the field and on the proven research experience in the
scientific development of security systems by representatives of the
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Institute of Metal Science Equipment and Technologies with
Hydro- and Aerodynamics Center “Acad. A. Balevski’at the BAS
[3-9].

3. Conclusion

Although cooperation in research and innovation can solve
technical, design and marketing uncertainties, cooperation itself
carries its own set of risks. These risks may affect the assessment of
the BM concept, but are often ignored or obscured in the
assumptions of the business case. As not all risks or their weight
can be foreseen, the best way is to leave the door open in the
commitment to cooperation by investing gradually in the
development of products and systems.

The motivation to improve BM's risk management also comes
from various areas of economic activity, as business models are at
the core of any organization. Also, the challenge of defining the
business risk profile stems not only from the lack of a common
definition of what constitutes a BM, but also from the lack of
methodologies for determining the exact impact of the competitive
landscape.
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