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Abstract: Research and innovation is the part of an organization's business that shapes the ability of its management and staff to acquire
knowledge, design, develop and improve products, services, technologies and processes. Realizing key partnerships in collaborative
research and innovation are critical to long-term success for high-tech organizations, while at the same time key to improving business
skills, expanding product and service portfolios, and delivering cutting-edge applied research in interest of the country's security.

Presenting some of the benefits of building key partnerships between organizations in the development of security systems is the content of

this publication.
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1. Introduction

Building sustainable key partnerships requires a concerted effort
during their establishment and ongoing development to keep them
moving in the right direction for the partner organizations. The
interests of all stakeholders must be aligned, and the relationships
between them must be fostered so that they develop and be
mutually beneficial, while at the same time partnerships must be
continuously improved to remain strong and productive and have a
clear and mutual understanding of each partner's contribution and
roles. Challenges will inevitably arise, but the partners should
nevertheless strive to create a stimulating environment conducive to
cooperation for innovative solutions in the field of security systems
development.

Organizations whose profile is the development and
improvement of the functionality of security systems strive to build
and develop a strategic partnership that reflects their priorities for
corporate sustainability. When strategic in nature and innovative in
design, a comprehensive and dynamic partnership process can help
organizations achieve mutually beneficial outcomes. It found that a
planned and phased approach to partnerships is needed to build the
necessary foundation for the next stages to flourish.

Staying ahead of evolving physical security threats requires
more than simply using the best individual products. Even the best
security systems become infinitely more valuable when data can be
shared between devices from the organization's other systems.
When different solutions can interact, patterns emerge, gaps are
noticed, and more comprehensive response plans can be put in place
[1,2,3/4].

The absence of effective and accountable security systems often
breeds or exacerbates insecurity and instability. The support of the
key partnerships for the development of the security systems
supports the objectives of the EU member states for peace and
stability, inclusive and sustainable development, building state
structures and democracy, the rule of law, human rights and
principles of international law.

2. Key partnerships

Organizations build partnerships for many reasons, and
partnerships have become a cornerstone of many business models.
A partnership is a dynamic state in which two or more business
entities form a type of relationship. This relationship can be with
greater freedom, where each partner organization can form new
partnerships, or with exclusivity, limited to one partnership and
without other accompanying relationships. At the same time,
partnerships are developing for various reasons - from optimizing
the business models of organizations involved in the development
of security systems [5,6,7,8,9] to reducing risk or acquiring
resources. They have become a major part of the remaining
components of the organization's business model.
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Types of key partners

K3
o

Strategic alliances: these occur between non-competing
organizations in an arrangement that benefits both parties.

< Joint  competition:  occurs  between  competing
organizations. It helps to spread the risk that organizations also take
in trying to do something new in the market, and it can also ensure
some supply that they need.

< Joint ventures: the focus here is to develop a new
business, due to the birth of a new market or access to a new area,

in the geographical sense.

«+  Buyer-supplier relationship: this is the most common type
of partnership and aims to ensure reliable supplies. One side gets a

quality supplier and the other an established and repeat buyer.

2.1 Reasons for Key Partnerships

Although they are quite common, partnerships are not simple,
as they involve a lot of negotiation and previously - built trust.
However, there are several motivations that encourage the building
of key partnerships.

In general, they can be divided into the following major areas:
Optimization and economies of scale

The most basic form of partnership or buyer-supplier
relationship is designed to optimize the allocation of resources and
activities. In practice, it is impossible for an organization to have all
the resources and be able to manage all the activities on which its
business depends. This is why partnerships exist for optimization
and economies of scale: to reduce costs by outsourcing and sharing
infrastructure.

Reducing risk and uncertainty

In a competitive environment that is susceptible to change, it is
critical to reduce risk, and partnerships may be able to do so. This
happens even among competitors who may band together to create
something new and/or protect themselves from market uncertainty.

This was, for example, the case with the development of Blu-
Ray technology [10], when a strategic partnership was created
between some of the world's leading electronics and computer
companies to share the risk of bringing such an entry to market.

Acquisition of certain resources and activities

Few organizations possess all the resources or perform all the
activities described in their business models. The organization,
especially developing a business in the field of security systems,
needs resources, knowledge and/or licenses that require large
investments of time and/or money. Consequently, a partnership is
eventually created with other organization/organizations that
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already have the processes, information or structures consolidated
for it. Many new organizations choose to start their operations by
creating partnerships that give them access to the resources or
processes they need but cannot yet possess.

2.2 Variant of rules for the selection of key partners

When evaluating the various key partners that an organization's
business can benefit from, each one is screened based on the
following key questions [11]:

< Which partners are essential to our business?
< Who are our main suppliers?

< Which of our suppliers and partners acquire our key
resources?

K3
e

What partner would meet our needs?

K3
o

What is the supply chain where the organization should be
positioned?

Once the key partners that an organization's business needs are
identified, the following factors need to be considered so that these
partnerships are built and developed in a sustainable and beneficial
way:

®,

% Proper and sustainable partnership arrangements: It does
not matter whether the key partner will be another organization or
an individual. It is important that the agreements are clear and offer
benefits to the contracting parties as well. For this purpose, it is
important that they be prepared together with a legal consultant.

«  Defined expectations: To achieve the type of agreement
above, it is essential that each organization openly shares its
expectations of the partnership to be formed to avoid conflicts later.

°,

«  Customer impact: The larger objective, with a key
partner, is to fill a gap in the value proposition or key resources.
Also, consideration must be given to how this partnership will be
viewed by the organization's customer segments.

«  Choosing and stopping partnerships: Some key partners
seem interesting and profitable at the beginning, but are not
successful in the end. If a partnership becomes harmful or even
inappropriate, it should be closed as soon as possible.

In short, key partners represent the network of suppliers and
partners that make an organization's business model not only viable,
but also effective. The reasons for choosing a partner are many, and
some of them are essential to the success or failure of an
organization's business.

Regardless of how many successful partnerships an
organization can make, it is important to remember that not all
relationships are positive for the business. Therefore, it is necessary
to consider beforehand and carefully before signing any
agreements.

Last but not least, key partners can change over the life cycle of
the organization and market variations. It is always necessary to
monitor the business model, reviewing and updating when needed.

3. Experience in research and innovation to
build key partnerships

3.1 Collaborative business model

For the purposes of the present development, the Collaborative
Business Model [12] was used, which is an open innovation design,
with the aim of creating a collaborative network of different
stakeholders to serve as a source of innovation for a specific
industry-related problem, which in this case is development of

52

security systems. Therefore, the focus of the model is to maximize
the potential and capacity of the innovation system, by connecting
different stakeholders in the process of idea generation and decision
making. The network serves as a conduit to connect the scientific
and educational sector with industry, the public sector and, in
certain cases, civil society. In mutual collaboration, the network of
stakeholders develops a business model, mutually adding value to
each party involved in the model.

The collaborative business model is applicable when:

desirable;

The need to expand the innovation system is necessary or

K3
o

Specific local or regional economic and development
challenges require joint efforts and are complex in nature;

« Dominant trends may not be comfortable for all
stakeholders involved in the collaborative network and should be

explored from different perspectives;

K3
o

Many different groups are significantly affected by
industry business models and decision-making;

% When civil society demonstrates interest in enhanced
official participation;

< There is a need to generate input, share knowledge and
encourage innovative thinking on real-life issues that require
engaging an external audience;

« Exploring in-depth key strategic challenges and
opportunities that could improve and deepen the relationship and

mutual ownership of results within the participating groups.

What is more important, the model can be applied when the
complexity of the problem implies significant change, as well as
when it reflects upcoming trends that are long-term in nature. The
creation of a collaborative network of scientific and/or educational
organizations, industry representatives, representatives of national
departments and local authorities is vital for all stakeholders (e.g.
infrastructure of security systems of: critical infrastructure;
departmental sites and sites of the local administration, which are
important for national security, etc., determined by national
legislation - degree of acceptance, forecasts, inclusion of interested
parties, introduction of new policies, etc.). This reduces the level of
uncertainty in key areas at both the micro and macro levels.

Precisely the application of the collaborative business model
was used for the development of the business model of Institute of
Metal Science Equipment and Technologies with Hydro- and
Aerodynamics Centre “Acad. A Balevski” at the Bulgarian
Academy of Sciences (IMSETHC-BAS) in the development of
security systems.

3.2 Key partnerships in the framework of the business
model of IMSETHC-BAS

The main motivations behind the development of the business
model framework are related to the creation of a technology and
business platform for security systems through which to represent
the management of research in this area (Figure 3.1).
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Figure 3.1: A business model variant of a scientific organization

After planning the activity, each component of the business
model is designed for the management of research and development
within the scope of the security systems. The appropriate
determination of the element “key partners”, from the structure of
the business model of the organization, developing security systems
(regardless of whether they will be defined as intelligent security
systems or integrated security systems, etc.) is the basis for the
adequate implementation of the organization's mission.

Key partners - the following possibilities emerged during the
definition of this component:

K3

< suppliers of microelectronic elements, cloud services, etc.;

«  project and contract partners — with proven capabilities in
the field ofrisk assessment, real-time aerial image distribution
system to users; simulations of risk events on land and water;
providing secure communication (two-way), including quantum
communication, etc;

% business partners, national and international, with a
portfolio in the field of security and protection systems;

% national agencies with responsibilities in the fields of
security, defence, education and science, economics, regional
development and public works;

«  Patent Office of the Republic of Bulgaria.

3.3 Business model risk profile framework

When developing the business model of the organization, it is
necessary to create a better understanding of the risks associated
with this activity [13]. The proposed risk identification framework
(Figure 3.2) would improve the ability to manage potential risks.
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Figure 3.2: Variant risk profile of a business model of a scientific
organization

Under the Key Partners element, a list of partners to provide
critical resources or activities is expected to be identified. Risks
associated with partnerships include unexpected development of
relations, which deviate from the planned activities of the business
model. The framework of the risk profile pertaining to the key
partners module of business model mainly includes, but not limited
to:

< refusal of partnership from an outside party and difficulty
in replacing it with another partner;

« the partnership fails to achieve the expected results,
creating a negative reputation or a negative impact on costs.

The development of the presented analytical framework for the
systematic identification of business model risks [13] is only a
separate step towards the attempt to determine the possible
challenges that may affect the organization's activities.

4. Conclusions

A well-established key partnerships strategy defines the
problem the organization seeks to solve, lays the foundation for
internal buy-in and commitment, and identifies key assets and
current gaps. Central to the development of the key partnership is to
first ensure that there is a clear joint advantage to be gained through
collaboration. This means creating confidence in the organization
that partners can achieve something significant together that they
could not achieve alone.

In many cases, key partnerships based on pre-existing
relationships can be successful, especially when the needs are in the
area of security systems. With existing partners, there is already an
established level of trust and familiarity that can help resolve
conflicts when they arise and sustain the partnership over the long
term.
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