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Abstract: Standard operating procedures describe the precise steps required to carry out the organization's security tasks in the operation of 

security systems and are important both for maintaining the level of competence of personnel performing a particular security job and for 

training new employees. Reducing errors in security-related activities and mission-critical processes is at the core of these procedures. 

Also, providing information on identified gaps, together with a survey of emerging technologies, is expected to help critical infrastructure 

operators seek future capabilities to create security and optimize the content of standard operating procedures. 

Precisely, the presentation of a variant of standard operating procedures for the functioning of security systems is the basis of this paper. 
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1. Introduction 

It is good practice to make modern applied research and 

development publicly available and usable for the development of 

up-to-date products or services. Therefore, the long-term 

availability of research data is essential for the economics of the 

production process with an emphasis on the timely application of 

research. The existence of information, however, is not enough in 

itself, and its quality must be verifiable. Therefore, measures to 

ensure subsequent use and/or reproducibility must include the entire 

development life cycle, from experimental design to data 

generation, quality control, statistical analysis, interpretation and 

validation of results. It follows that high-quality records, 

representing a set of documents to verify the origin of data, are 

essential elements that can serve as a certificate for potential users. 

These records, which may be standard operating procedures (SOP), 

also ensure the optimization of the traceability and transparency of 

the processes, thereby improving the reliability of the results. 

We should not forget that SOPs represent a general guide for 

the organization's activities. Their development and use is an 

integral part of a successful management system, as it provides 

personnel with information on the correct performance of a given 

job and facilitates consistency in achieving the desired end result. 

SOPs describe the precise steps required to perform an 

organization's security tasks and are important both for maintaining 

the level of competence of personnel performing a particular 

security job and for training new employees. Error reduction in 

security-related activities and mission-critical processes is at the 

core of these procedures. 

At the same time, through the development of the SOP, it is 

expected to achieve improved coordination of security and 

resilience efforts, through the use of trusted partnerships in the 

private and public sectors and the provision of technical assistance 

and assessments, incl. and risk assessment in the interest of national 

agencies as well as critical infrastructure (CI) owners and operators 

across the country. In addition, the provision of information by SOP 

developers on identified gaps, together with research on emerging 

technologies, is expected to help CI operators seek future security-

building capabilities. 

Therefore, in the following lines, I would like to present a 

variant of a standardized work process that frames the development 

of SOPs ensuring the functioning of security systems (SEC SYS) 

[1,2,3,4], developed in the conditions of the Institute of Metal 

Science Equipment and Technologies with Hydro- and 

Aerodynamics Centre “Acad. A Balevski” at the Bulgarian 

Academy of Sciences (IMSETHC-BAS), to be used as a starting 

point for development of appropriate research documentation. 

 

 

1. Functional model of SEC SYS 

Developed by the specialists from the IMSETHC-BAS, the 

functional SEC SYS model schematically describes the purpose and 

security activities (if necessary and protection), the personnel who 

perform them and the interrelationships and consequences of these 

activities. The purpose of the SEC SYS is, through technical [5,6,7], 

organizational and other measures and activities [8,9,10], to be 

identified threats, proposed response to prevent unauthorized access 

to/unauthorized impact on the protected territory / the protected 

areas of the CI/ object of the CI. 

Actions to prevent/counteract unauthorized access are planned in 

advance, based on scenarios corresponding to the location and depth 

of penetration, the specificity of the landscape and the remoteness 

of the area from the main communications and from the local 

security and protection structures, to prevent adverse impacts from 

accidental people and taking measures to neutralize offenders and 

ensure security and protection of vulnerable assets. The size of the 

different levels of protection is determined by the level of risk, the 

response time, the available technical means and the characteristics 

of the area. 

The SEC SYS model consists of two parts: 

 Organizational part; 

 Technical part. 

The model of the technical part is reproduced schematically, 

through the prism of the structure and content of the purpose of the 

SEC SYS, by: 

 CI location territory model – involves developing a 

territory model of an organization's key asset, looking in detail at 

the perimeter security area. The model covers all elements of the 

territory, assessment of risks and threats and equipment of the 

security components (including protection if necessary); 

 risks and threats against CI model– aims to analyze the 

possibilities of impact on the critical target/critical asset based on 

developed scenarios and risk assessment; 

 CI’s security and protection equipment model - is built to 

specify the types and amount of equipment depending on the ability 

of risk factors (man-made destructive events or devastating effects 

caused by nature) to affect CI. 

Of the models listed, the model of risks and threats is of essential 

importance, since its correct determination will structure the model 

of the security equipment when positioning it on the model of the 

territory. 
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The most obvious benefit of threat modeling is an overall improved 

security posture of an organization. Ultimately, the goal of threat 

modeling is to identify threat actors and postulate ways in which 

they can successfully exploit an organization's vulnerabilities. 

Although, training (including education) is one of the most 

overlooked benefits of threat modeling, it is an important 

component of building and developing a security culture. Threat 

modeling is an effective way of drawing attention to the current 

threats to the organization, and here it is appropriate to mention the 

two approaches to creating security - reactive and proactive. Unlike 

reactive security cycles, where security managers and staff only 

respond after a security incident has already occurred, threat 

modeling is a proactive security cycle that works to protect against 

security incidents before they occur. 

A proactive approach to security means saving time and money for 

the organization. In particular, threat modeling tends to provide 

greater value if performed consistently and repeatedly. Although an 

upfront investment, threat modeling has the potential to reduce the 

cost of mitigating the impact on an organization. The threat 

modeling method chosen will ultimately determine how effectively 

those threats can be identified and then mitigated. 

Also, threat modeling can use developed, field-proven methods that 

can be applied alone or in combination to create a more holistic 

view of potential security threats. 

 

2. General framework of the SOP for ensuring 

the work of the SEC SYS 

I's security policy is a well-thought-out system of principles that 

guides management decisions to achieve rational results. It is a 

declaration of intent implemented as a procedure or protocol. 

The declarations in each procedure, incl. in the field of security, 

should be able to become SOPs. Combined with a matrix of 

responsibilities and delegation of authority, these SOPs should 

ensure the real work that needs to be done on a daily basis in 

security. In addition, these SOPs should be developed in such a way 

that they can be revised and improved without changing the security 

policy. 

In addition, the developed SOPs should provide the ability to be 

hierarchically separated to cover all subsystems of the CI security 

system. 

In this direction, the experience from the development of the 

Concept for the security levels of the critical infrastructure can be 

used [11]. This Concept applies the rule that the management 

system of a given organization consists of multiple subsystems that 

separately implement the various organizational functions. If these 

subsystems were projected onto the security and defense domain, 

the organization can say with a fair degree of confidence that the 

picture presented in Figure 3.1 would result. The elements of the 

organization's management system are not fixed, and the number of 

the same can be increased or decreased accordingly, depending on 

the analytical section to be studied. 

 

Figure 3.1: The management system through the lens of security [11] 

Legend: RA – Risk Assessment; BCM – Business Continuity 

Management; QA – Quality Assurance; ITSEC – Information 

Security; FIN SEC – Financial Security; CI – Critical Infrastructure; 

IS – Internal Security; ES – External Security. 

As can be seen from Figure 3.1, the input signal for the 

construction of modern subsystems of the management system is 

the results of conducting the risk assessment. And the connection is 

one-way - from the risk assessment to each of the subsystems. And 

this is because the risk assessment is the source of information 

about the probability of an event occurring, which enables the 

relevant subsystem to take the necessary preventive and corrective 

measures to ensure the security of its functioning. 

Figure 3.2 presents variants of models of security and protection 

equipment deployed on the territory of CI during functionality 

experiments, within the framework of the European project 

“Development of necessary tools for coordination of intra-sectoral 

activities for protection of critical infrastructure in 

multifaceted/multivariate terrorist threat situation. Increasing the 

ability to protect key objects of the critical infrastructure in 

Bulgaria”, reg. No. HOME/2010/CIPS/AG/019. The very good 

evaluation given for the implementation of the project by the 

General Directorate ”Migration and Internal Affairs” of the 

European Commission is a positive attestation for the scientific and 

applied developments by the project participants, some of whom 

participate in the research on the present development. 

 

Figure 3.2: Variant of a model of the security and protection equipment 

deployed in the area of the CI object 

The models thus presented set the parameters determined by the 

likely means of impact by intruders/impact factors from natural 

disasters, the characteristics of the technical equipment for 

monitoring and warning of the security forces - transport, 

communication and information systems, weaponry, territory 

assessment and timing to reach critical points, etc.  

Based on the model of the technical part is the proposed form of 

SOP model (Figure 3.3), providing the technical support of the 

modes of operation, training of personnel to maintain and develop 

capabilities, training of new personnel, as well as review and 

optimization of the system. 

 

PURPOSE 

A brief description of the purpose of the SOP, describing the need 

for the SOP (e.g. Compliance with internal procedures and 

guidelines). 

Any provisions or procedures referred to in the Purpose section 

should be identified. The source should be given in the reference 

section, not in direct quotation marks. 
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INTRODUCTION 

General introduction with rationale. 

 

SCOPE 

A statement that outlines the areas and context covered by the SOP. 

If there are areas where this SOP specifically does NOT apply, 

these should also be mentioned. 

DEFINITIONS 

Where appropriate, a list of definitions for terms used in the SOP 

should be included. Abbreviations should be explained at the point 

of use within the SOP and not listed in this section. 

 

RESPONSIBILITIES 

A summary of the roles listed in the procedure and the 

responsibilities of each role holder for the procedures detailed in the 

SOP. 

The details of the responsibilities should be a short list of the key 

tasks performed. This section is not meant to be a complete 

summary of the SOP. 

 

SPECIFIC PROCEDURE 

This section is the main text of the SOP. It describes in detail the 

procedure for completing the task. 

There should be sufficient detail clearly stated to enable a trained 

person to perform the procedure without supervision. 

Also, there should be enough detail to enable a trained person to use 

the document to train others to perform the task. 

The use of flowcharts can be useful, especially for complex 

procedures. 

 

 

FORMS / TEMPLATES USED 

Where forms / templates are referred to in the text, the numbers and 

titles are listed in this section. 

 

INTERNAL AND EXTERNAL REFERENCES  

This section is used to list all controlled internal references (eg 

SOPs) and external references referred to in the SOP text only. 

Internal references 

Relevant references are placed as necessary, sufficient for the user 

to find the source document. 

External references 

Relevant references are placed as necessary, sufficient for the user 

to find the source document. Web references should be included 

where appropriate. 

RESPONSIBILITIES 

A summary of the roles listed in the procedure and the 

responsibilities of each role holder for the procedures detailed in the 

SOP. Details of responsibilities should be brief. 

 

CHANGE HISTORY 

Where SOP is the original version: 

SOP #: Record the SOP and version number 

Effective date: Record the effective date of the SOP or “see page 1” 

Material Changes: Status, “Initial Version” or “new SOP” 

Previous SOP No: It says “Not applicable”. 

Where it replaces a previous SOP: 

SOP #: The new SOP # of the version is recorded. 

Effective date: Record the effective date of the SOP or “see page 

1”. 

Substantial changes: The main changes from the previous SOP are 

recorded. 

Previous SOP number: Record the SOP # of the previous version. 

SOP # Effective date 
Significant 

changes 

Previous SOP 

# 

    

    

    

    

 

Figure 3.3: Proposed form of SOP model 

 

 

 

3. Conclusions 

SOPs are developed and implemented, according to the specifics of 

the mission, by government organizations, private business and 

academic organizations (by scientists and engineers from all 

science, technology, engineering and mathematics disciplines). 

SOPs can also be extremely valuable in the area of CI security. 
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In this regard, the purpose of developing SOPs is to ensure that all 

CI employees in the field of security and the intelligent security 

(and protection) systems used perform their tasks in the same way, 

which is necessary as a condition for obtaining the expected result 

of the process – security, and in this way ensuring the management 

of the continuity of the CI's activity. 

Therefore, by presenting a major final version of standard operating 

procedures for the operation of the SEC SYS, it is expected that the 

contribution of developers from IMSTTCHA-BAS to improving the 

security of national CIs will be expanded. 
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