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Abstract: The possibility that nuclear or other radioactive material could be used for malicious purposes cannot be ruled out in the current 

global situation. Operators have responded to this risk by engaging in a collective commitment to strengthen the protection and control of 

such material and to effectively respond to nuclear security events. Nuclear security is fundamental in the management of nuclear 

technologies and in applications where nuclear or other radioactive material is used or transported. Identification of vital areas is an 

important step in the process of protecting against sabotage. Vital area identification (VAI) is the process of identifying the areas in a 

nuclear facility around which protection will be provided in order to prevent or reduce the likelihood of sabotage. 
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1. Introduction 

The objective of this report is to describe a process that can be used 

to [1]:  

(i) Identify all candidate sets of vital areas at a nuclear facility;  

(ii) Select a specific set of vital areas that will be protected.  

The process for selection of a specific set of vital areas to be 

protected is based on consideration of the potential radiological 

consequences of sabotage, and the operational, safety, and physical 

protection features of a nuclear facility. 

This report focuses solely on the process for Vital Area 

Identification (VAI) at nuclear facilities. The VAI process can be 

used for existing facilities to identify vital areas and to evaluate the 

effect that design changes have on vital area selection.  

This process may also be applied to new facilities in the design 

stage to analyze how design and layout features may be optimized 

for vital area selection.  

Also, the concepts and principles (i.e. identifying material or 

components that require protection in a vital area on the basis of 

unacceptable radiological consequence thresholds) of this 

publication may be applied at facilities other than nuclear ones. 

2. Vital area identification process 

This part of the report describes the process used to identify vital 

areas in a nuclear facility. The vital area concept is used to define a 

boundary around the vital equipment, systems, or devices, or 

nuclear material to which physical protection can be applied. The 

objective of the VAI process is to identify a set of areas of a facility 

containing the equipment, systems, structures, components, devices, 

or of operator actions that, if adequately protected, will prevent high 

radiological consequences (HRCs). 

The VAI process should be repeated when design changes are being 

considered or prior to their implementation, and when the threat has 

been modified. The best time to apply this process is in the design 

phase of a new facility, when physical protection can be optimized, 

and retrofitting avoided. 

Typically, an operator is responsible for identifying the vital areas, 

and the countries’ regulatory body is responsible for validating the 

VAI process. 

2.1 Process overview 

The steps of this process are as follows: 

- Gather information that is input to the VAI process: 

• Identify VAI process team; 

• Policy considerations. Address the key policy considerations 

essential to the VAI process. 

• Site and facility characteristics. Identify the inventories of nuclear 

and other radioactive material. Evaluate the facility and site 

characteristics needed to determine whether sabotage could lead to 

HRCs; 

• Conservative analysis for each nuclear and other radioactive 

material inventory. Determine whether the complete release of any 

inventory could exceed the HRC criteria. Include direct dispersal of 

any such inventory as an event in the sabotage logic model and 

continue with the process described below. 

- Identify any initiating events [2] of malicious origin (IEMOs) that 

can lead indirectly to HRCs. 

- Identify any IEMOs that exceed the capability of mitigation 

systems. Include each such IEMO as an event leading to HRCs in 

the sabotage logic model. 

- Identify systems, structures and components to mitigate each 

IEMO. For each IEMO that does not exceed mitigating system 

capability, identify the safety functions necessary to mitigate the 

IEMO, the systems, structures and components that perform the 

safety functions, and the success criteria for the systems. 

- Develop a sabotage logic model that identifies the combinations of 

events (direct dispersal, IEMOs that exceed mitigating system 

capability, and IEMOs coupled with mitigating system disablement) 

that would lead to HRCs. 

- Eliminate from the sabotage logic model any events that the 

assumed threat does not have the capability to perform. 

- Identify the locations (areas) in which direct dispersal, IEMOs, 

and the other events in the sabotage logic model can be 

accomplished. Replace the events in the sabotage logic model with 

their corresponding areas. 

- Solve the sabotage area logic model to identify the combinations 

of locations that should be protected. 

- Select the vital area set that will be protected to prevent sabotage 

leading to HRCs. 

Facility safety analyses can provide valuable information and 

models to support VAI. If a deterministic safety assessment (DSA) 

or a probabilistic safety assessment (PSA) has been completed for 

the facility, it will provide analyses of response of the facility to 

various initiating events (IEs) that may be caused by random 

failure, human error, etc.  

These events could also be caused by malicious acts. DSAs and 

PSAs [3, 4] provide extensive information on site and facility 

characterization that will be useful to the VAI team. Either type of 
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analysis will contain information that can be used to construct the 

logic models needed for VAI [5, 6, 7 and 8]. 

2.2 Input to the VAI process 

2.2.1 Policy considerations  

Policy considerations to be addressed prior to initiation of the VAI 

process are: 

- The explicit definition of unacceptable radiological consequences 

(URCs) that will require protection against sabotage; 

- The explicit definition of HRCs that will require designation and 

protection of vital areas; 

- The operational states for which vital areas should be identified 

and protected; 

- The safe facility state that should be achieved following a 

sabotage attack for each operational state; 

- Whether equipment unavailability events, other than malicious 

disablement acts, should be considered to occur concurrent with a 

sabotage attack; 

-Whether the analysis can take credit for accident management 

recovery actions following a sabotage attack; 

- The threat against which the facility should be protected. 

2.2.2 Site and facility characteristics 

The first step in performing VAI is to identify the inventories of 

nuclear or radioactive material present and also the facility and site 

characteristics that will be needed to determine whether sabotage 

could lead to HRCs. This requires information on: 

- The site (area in which the facility is located), such as: 

• The population density in the vicinity of the facility and other site 

characteristics to determine the consequences of a potential 

radiological release when the criteria for HRCs involve off-site 

exposure rather than a surrogate, such as core damage or 

containment failure. 

- The facility, such as: 

• The locations, inventory forms, characteristics, and quantities of 

nuclear and other radioactive material; 

• The nuclear facility's critical safety functions (e.g. shielding, 

criticality prevention, cooling, confinement, fire prevention, 

structural integrity); the detailed design information on process and 

safety systems needed to determine the equipment, systems, 

structures, components, devices, and operator actions that should be 

protected to prevent HRCs. 

The information needed for site and facility characterization should 

be available from the facility safety case or other safety analysis 

documentation. 

2.2.3 Analysis of radiological consequences 

A conservative analysis should be performed to determine the 

potential radiological consequences of the complete release of each 

nuclear or other radioactive material inventory at the facility. The 

analysis should be performed without consideration of physical 

protection and mitigation measures present at the facility. 

If the potential radiological consequences estimated for an 

inventory under these conservative analysis conditions are below 

the URCs, sabotage leading to URCs is not possible for this 

inventory. Consequently, it is not necessary to designate any areas 

to be protected against sabotage for this inventory. For such 

inventories, the operator should protect safety related equipment 

and devices by controlling access and securing them.  

If the potential consequences are between the URC and HRC levels 

established by the State, the operator should identify the areas to be 

protected against sabotage and protect them as specified by State 

requirements. If the potential consequences are above the HRC 

level, the operator should identify vital areas as described in the 

following sections and protect them as recommended in [2]. 

If the conservative analysis indicates URCs, it may be appropriate 

to conduct a more sophisticated and resource intensive analysis to 

identify a more realistic estimate of the potential consequences from 

the same specified amount of radioactive material. The calculation 

of radiological consequences should be based on conservative, yet 

realistic, data and assumptions, considering such data as release 

fractions and plating. The parameters for the analysis should be 

defined or approved by the competent authority. 

2.3 Direct sabotage of nuclear or other radioactive 

material inventory 

Acts that lead directly to release of radioactive material are those 

that apply energy from an external source (for example, an 

explosive or incendiary device) to disperse the material.  

If the potential radiological consequences of the release of a 

complete inventory are equal to or greater than the HRC level, the 

direct dispersal of the inventory should be included in the sabotage 

logic model as a potential malicious act leading directly to HRCs, 

and the remaining steps of the vital area identification process 

should be performed for the inventory.  

The feasibility that the threat could cause direct dispersal of the 

inventory is addressed when the threat characteristics are considered 

later in the process. 

2.4 Indirect sabotage of nuclear or other radioactive 

material inventory 

Malicious acts that lead indirectly to the release of nuclear and other 

radioactive material are the ones that use the potential energy (i.e. 

heat or pressure) contained in the nuclear or radioactive material or 

in a process system to disperse the material.  

Indirect sabotage attacks do not require that the adversary gain 

access to the area in which the material is located; instead, they 

involve attacks against equipment, systems, structures, components, 

devices or operator actions that normally maintain the facility in a 

safe state.  

If the potential radiological consequences of the release of a 

complete inventory are equal to or greater than a HRC limit, the 

possibility of sabotage that could lead indirectly to HRCs should be 

considered. To determine the areas that should be protected to 

prevent acts that lead indirectly to HRCs, two types of sabotage 

attacks should be considered, namely those: 

- Causing an initiating events (IE) [3] that creates conditions more 

severe than the facility mitigating systems can accommodate (that 

is, events that are beyond the safety design basis); 

- Causing an IE and disabling the systems needed to mitigate the 

effects of the IE. 

An IE that is deliberately caused by an adversary in an attempt to 

cause a release from a facility is called an IEMO. 

2.5 Sabotage logic model 

The next step in performing a VAI is constructing a sabotage logic 

model that identifies the events or combinations of events that could 

lead to HRCs necessitating protection in vital areas, including the 

direct dispersal of radioactive material, IEMOs that exceed 

mitigating system capacity, and the combinations of events that will 

lead to HRCs for IEMOs that are within mitigating system capacity 

[9]. 

A logic model can be a statement; an algebraic expression or a 

graphical representation, such as a fault tree or an event tree. The 

sabotage logic model includes all direct dispersal events and all 
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IEMOs and associated mitigating system failures that will cause 

HRCs. 

Direct dispersal and IEMOs that exceed mitigating system capacity 

are included in the logic model as single events leading to HRCs. 

The portion of the logic model that deals with IEMOs within 

mitigating system capacity includes each such IEMO combined 

with the malicious disablement of the specific systems designed to 

mitigate the IEMO. Logic models for system disablement are 

developed to the component level using a top-down approach.  

The logic models should be developed in sufficient detail to allow 

linking of disablement events to the facility locations (areas) in 

which disablement can be accomplished [10]. 

Information provided in the facility safety analyses and other safety 

documentation can be used to develop the sabotage logic model for 

IEMOs within mitigating system capability. Typically, this is done 

in two stages.  

The first stage is the development of the facility sabotage logic 

model that represents the combinations of IEMOs and disablement 

of front line systems leading to HRCs.  

The second stage is developing sabotage logic models for individual 

front line systems and the support systems they are dependent upon. 

This activity is performed either by modifying existing logic models 

from the facility PSA, if one has been prepared, or by developing 

logic models using facility system configuration information and 

the success criteria and dependency information.  

This process produces the portion of the facility sabotage logic 

model that links each IEMO with the disablement of the front line 

systems and corresponding support systems and operator actions 

that are required to mitigate the IEMO. 

The sabotage logic model will have the direct dispersal events, the 

IEMOs, and the events that disable mitigating system components 

as basic events.  

2.6 Capability of threat to perform sabotage events 

The sabotage events addressed in the preceding sections do not 

consider the capability of the threat to perform the malicious acts. 

Indeed, all events that could lead directly or indirectly to HRCs are 

included to ensure that no potential vital areas are overlooked 

without regard to whether the assumed threat capabilities are 

sufficient to perform the sabotage acts.  

If the assumed threat characteristics change, the information and 

models developed in the preceding steps will be valid for use in 

identifying vital areas under the changed threat conditions. 

In this step of the process, any events that are not credible given the 

assumed threat capabilities should be eliminated from 

consideration. The threat's capability to perform the direct dispersal 

of material, to cause an IEMO, and to disable mitigating systems 

should be assessed. Events that are beyond the capability of the 

threat may be removed from the sabotage logic model. 

In addition, any events that are beyond the ability of the facility 

physical protection system to prevent should be identified. In the 

analysis of the sabotage logic model, any such events will be 

assumed to occur always.  

Generally, any events that the threat can accomplish without 

gaining access to the site should be assumed to occur. For example, 

it is practically impossible for the facility physical protection 

system to prevent the loss of off-site power; the threat can cause 

loss of off-site power in many ways without gaining access to the 

facility.  

Therefore, the VAI process should assume that off-site power is 

unavailable. Any other such events in the sabotage logic model 

should be identified and highlighted for proper treatment in the area 

identification process. 

3. Conclusions 

An effective national nuclear security regime builds on:  

- Implementation of relevant international legal instruments; 

-  Information protection; 

-  Physical protection;  

- Material accounting and control;  

- Detection of and response to trafficking in such material;  

- National response plans;  

- Contingency measures. 

Each operator carries the full responsibility for nuclear security, i.e. 

to provide for the security of nuclear and other radioactive material 

and associated facilities and activities; to ensure the security of such 

material in use, storage or in transport; and to combat illicit 

trafficking and the inadvertent movement of such material. It should 

also be prepared to respond to a nuclear security event. 

The report presented a structured approach to identifying the areas 

that contain equipment, systems, and components to be protected 

against sabotage. It specifically provides detailed guidance with 

regard to the identification of vital areas, that is, the areas to be 

protected in high consequence facilities [11].  

However, the process described is applicable to the identification of 

areas that should be protected at any nuclear facility. The method 

builds upon safety analyses to develop sabotage logic models for 

sabotage scenarios that could cause unacceptable radiological 

consequences.  

The sabotage actions represented in the logic models are linked to 

the areas from which they can be accomplished. The logic models 

are then analyzed to determine areas that should be protected to 

prevent these unacceptable radiological consequences. 
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