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Abstract: Cyber warfare nowadays is a new and very important concept of the modern world. After land, sea, air and space, the war has 

entered the fifth dimension: cyberspace. Some computer glitches or attacks paralyze military e-mail systems, refineries and pipelines 

explode, air traffic control systems collapse, trains derail, financial data gets misdirected, power grids damaged, satellites go out of control. 

Worst of all, the identity of the aggressor remains a mystery. The effects of a cyber war are similar to those of a nuclear attack. This requires 

protective measures and security for the information that circulates in these communication systems and networks and constitutes one of the 

challenges of today's time. Threats to communication and information systems have made cyber defense in the field of homeland security an 

element that must be taken into consideration. 
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1. Introduction 
The Internet, as one of the most important inventions, has broken all 

barriers and transformed the way we communicate, work, have fun, 

perform services, etc. 

Our world has become increasingly networked, with digitized 

information supporting key services and infrastructures [1]. 

Nations, states, organizations and ultimately users are all concerned 

about threats to the confidentiality, integrity and availability of 

digitized information [2]. In a digital world that is progressively 

permeating every area of our daily lives, both public and private, 

security is a must. In the field of information technology, cyber 

security plays a critical role. When we are in an attack, cyber 

security is the first thing that comes to mind. Protecting our 

personal data online has become a major concern. The large number 

of digital devices [3] connected to the network has expanded at a 

rapid pace in recent years, exceeding by the end of 2021 about 50 

billion and this results in an increase in the number of vulnerable 

devices [4]. Businesses are transforming into data exchange relying 

on telecommunication network technology [5], therefore "data 

security" is vital to the future of intelligent cyber security systems 

and services. The focus of this paper will be the analysis of cyber 

attacks against the e-albania digital platform and the preventive 

measures that must be taken against cyber threats on the Internet 

and especially on the Intranet. 

 

2. Problem discussion 
Cybersecurity requirements will be a fundamental feature of the 

twenty-first century. The term "cyber security" refers to approaches 

and procedures for protecting digital information. An information 

system stores, transmits or uses data that a criminal claims to 

possess. The network, servers, and computers are simply conduits 

for data. Effective cyber security reduces the risk of cyber attacks 

and protects companies and individuals against the illegal use of 

systems, networks and technology. 

Cybersecurity refers to the technologies, techniques, and procedures 

used to prevent hackers from damaging computers, programs, 

networks, and data [6]. Cyber security specialists are increasingly 

dealing with a wide range of cyber threats in near real time, to 

detect, analyze and provide protection against such threats with the 

intelligent use of a protection practice. 

Cybersecurity is essential for government infrastructure, where data 

is stored on computers and other devices [7 ] and may contain 

sensitive information, such as intellectual property, financial data, 

personal information or other types of data [8] , in which illegal 

access or exposure may result in adverse effects. Cyber attacks are 

the fastest growing crime in the world and they are getting bigger, 

more sophisticated and more expensive. 

Hackers steal an individual's personal information and sell it for 

profit, which is known as identity theft [9 ], 

recognizing that no one is immune to the threat posed by 

cybercrime. Digital educational platforms are a critical component 

of any cybercrime plan related to the use of the network in scientific 

research and simulation applications[10]. Because of the above, 

cyber security has become an important part of business and the 

focus is now on developing appropriate response plans that 

minimize the damage in the event of a cyber attack. 

The types of cyber security are numerous and are often known as 

electronic information security. They act as a barrier, ensuring that 

data on digital devices is invulnerable to external attacks [11]. So 

cyber security is more about risks from outside the network. 

The security of Critical Infrastructure, on which companies rely 

heavily, is vital and uses a variety of security techniques. Among 

them, we can mention electricity networks, water purification, 

traffic lights, shopping centers, hospitals, etc. They can serve as a 

platform for cyber malware to infect endpoints to which these 

systems are connected. These organizations must have a 

contingency plan that would help their businesses withstand cyber 

attacks, because the security and resilience of this critical 

infrastructure is vital to our safety and well-being. 

Network security is about protecting against hostile intrusion and 

limiting access to it by recording user activities. As a result, 

institutions, public or private enterprises, must implement a security 

program to monitor the internal network and infrastructure and to 

combat cyber-attacks and network-related viruses. Security teams 

are prepared to implement policies and procedures to protect the 

network, highlight errant traffic, and be alerted to real-time threats, 

which helps them better manage network security monitoring from 

exploits spam and creating fresh and strong passwords. 

End-user education recognizes that cybersecurity solutions are 

only as strong as their weakest links, which are the people who use 

them. End-user education includes instructing users on best 

practices such as not clicking on unexpected links or opening 

strange email attachments, which can lead to the spread of malware 

and other dangerous programs. Advising users not to connect 

unidentified USB drives. 

Endpoint security shows us that today's threats increasingly come 

from endpoints, meaning that centralized network protection is 

insufficient. Moving security perimeters that are not clearly defined 

require adding new levels of security through endpoint protection. 

In order to avoid risks that may come from the use of remote 

devices, security must keep access points under primary control 

[12]. This enables businesses to protect their servers, workstations 

and mobile devices from cyber attacks both locally and remotely. 

The interconnection of devices in a network create access points for 

threats and vulnerabilities, and by stopping attempts to access these 

entry points, endpoint security becomes more effective. File 

integrity monitoring, antivirus and anti-malware programs will be 

the main techniques used. 

Website Security is used to prevent and protect websites from cyber 

security threats. In recent years, the incidence of data breaches on 

websites has increased steadily, resulting in identity theft, financial 

loss, reputational damage and damage to the image of the institution 

or business. The main reason for this is that many website owners 

believe that their site is protected and maintained by their provider. 

Some of the important techniques and tools used for internet 

security are site scanning, malware removal, firewall application 

and security testing. 

 

3. Objectives and research methodologies 
In the middle of July of this year, devastating cyber attacks were 

launched against the digital platform of the Albanian government, 
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blocking the websites of the ministries and the public services of the 

e-albania platform [13]. 

From the analysis of this attack on the scale of a "Cyber War", it 

can be seen that there were several phases in this campaign such as: 

 Initial intervention, deployment of ransomware 

malware. 

 Exfiltration of data, gaining initial access to their 

receipt. 

 Data encryption and destruction. 

 Information acquisition operations. 

The Microsoft Threat Intelligence Center (MSTIC) estimated that 

the actors involved in gaining initial access and exfiltrating data in 

the attack were linked to Iran's Ministry of Intelligence and Security 

(MOIS) using three unique groups in this activity. criminal (fig.1). 

 
Figure 1. The threat actors behind the attack against the Albanian digital 

platform. 

 

The analysis of the attacks based on the evidence collected from the 

traces left in the digital systems showed that: 

 The attackers operated outside Iran. 

 The attackers responsible for the intrusion and extraction of data 

used tools used in previous attacks. 

 The data wipe code was previously used by known attackers. 

 The ransomware was from the same digital certificate previously 

used by the Iranian hackers. 

 

The crime triangle [14 ], which is often used to define cybercrime, 

states that for a cybercrime to occur, there must be three variables: a 

victim, a motive, and an opportunity. The victim is the person 

(subject) that will be attacked, the motive is what motivates the 

criminal to commit the crime, and the opportunity is when the crime 

will be committed on the system or on an unprotected device. 

 

It was noted that the intrusion and exfiltration was carried out by a 

group that likely had access to the network of an Albanian 

government victim from May to July 2021, exploiting a 

vulnerability in a patched SharePoint server, called the 

administration. al and using a service account of a member of the 

misconfigured local administrative group. Through this intervention 

on the Internet was provided the possibility to upload, download 

and delete files, to rename and execute commands with an option as 

a specific user. 

Analysis of Exchange logs later showed that between October 2021 

and January 2022 mail was exfiltrated using the victim's network 

from the following IPs: 

144[.]76[.]6[.]34; 176[.]9[.]18[.]143; 148[.]251[.]232[.]252 

The attack group most likely associated with MOIS used the 

Jason.exe tool to access compromised mailboxes. The cyberattack 

on e-albania used a common tactic of attackers deploying  

ransomware first, followed by malware. The group in this attack 

had the motive of deleting data in the target systems. They use the 

same EldoS RawDisk license key and driver as ZeroCleare. 

The code used in this attack had the following characteristics: 

Filename cl.exe; rwdsk.sys; Embedded; GoXml.exe. 

The attacker's logo was an eagle of the hacker group "Predatory 

Sparrow" inside the Star of David (fig.2). This signals that the 

attack on Albania was a revenge. The messages from these attacks 

targeted government politicians for their support of the MEK 

organization. 

 
Figure 2. Ransomware image and Homeland Justice banner 

 

DART and MSTIC relied on attack analysis using Microsoft 365 

Defender. The analysis identified the use of vulnerabilities to ensure 

web resilience, discovery actions, common credential harvesting 

techniques, protection evasion methods to disable security products, 

and a final effort of actions to target encryption and wipe digital 

information. . This destruction attempt had less than 10% total 

impact on the target systems environment. 

Unrecoverable tools were identified, suggesting that discovery 

attempts were present in the form of executive file names, resident 

mailbox data, database and user details. Similar actions by threat 

actors observed by MSTIC and DART detail the custom and open 

source tools used for these efforts that were: 

IPGeter.exe; FindUser.exe; recdisc.exe; NetE.exe; 

advanced_port_scanner.exe; mimikatz.exe; shared.exe; Stored 

CSV and TXT files 

Before the final phase of the attack began, threat actors gained 

administrative access to a deployed endpoint detection and response 

(EDR) solution to make modifications, removing libraries that 

affected agents across the enterprise. In addition, a binary to disable 

Microsoft Defender Antivirus components was spread using custom 

tools. The distributed binary named disable-defender.exe queries 

for TokenElevation using the GetTokenInformation API and 

checks if the process was running with the privileges granted. (fig. 

3) 

 

 
Figure 3. How the attacker was able to evade the defense components 

 

 

After successfully creating its own process with the 

TrustedInstaller privilege, it proceeds to disable Defender 

components. 

 

3. Conclusion 
"Cyberwar" organized and directed by restructured Hacker groups 

and when there is state support is dangerous and defeating these 

attackers is extremely difficult. 

The most dangerous attacks that continue to be used in this 

"cyber war" continue to be: 

 Phishing attack where cyber attackers attempt to obtain 

personal information or data, such as usernames, 

passwords and credit card numbers, by impersonating a 

trusted entity under these circumstances. 

 Malware is designed to disrupt the normal operation of 

any device, including mobile phones, desktop computers 

and servers. 
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 Ransomware, a specialized malware distributed to 

extort money from targets and is one of the most 

widespread and well-known cases of cyber attacks. To 

gain access to the target computer's hard drive, the 

attacker distributes malware like a virus. It then encrypts 

the data and makes the computer and its contents 

inaccessible until the user pays the ransom demanded by 

the attacker. 

 Denial of Service (DoS) attacks involve flooding the 

server host with far more requests than it can handle, 

causing the server to fail. 

 Smurf attack, to overwhelm a target network with 

traffic, this attack uses IP spoofing and ICMP protocol. 

 Botnets, are millions of malware-infected systems 

under the control of hackers to carry out DdoS attacks. 

These attacks are difficult to track because the botnets are 

located in different geographical locations 

 Rogue Access Point The rogue access point is one of 

the most common wireless security risks, and has been 

used in a variety of attacks, including DoS and data theft. 

A rogue access point is an illegitimate yet functional 

network node. 

 Zero Day Attack, where the source of the vulnerability 

can be a flaw in your software, hosted application, or even 

your hardware. 

 IoT Based Attacks, where IoT devices are less secure 

than most modern operating systems. Hackers can go 

after medical devices, security systems, and smart 

thermometers, or they can try to exploit IoT Devices to 

carry out large-scale DDoS attacks. 

 Insider Threats, is a threat to a company's security or 

data that originates from within the company. They are 

difficult to identify and avoid. They come from 

employees, contractors, and third-party affiliates of a 

business. 

Some protective measures for cyber security: 

 Firewalls are at the heart of security technologies and 

have become one of the most critical security tools. [124]. 

 Penetration Testing, often known as pen testing, is a 

method of assessing a company's security systems and the 

security of its IT infrastructure by safely exploiting 

vulnerabilities. 

 Web Vulnerability Scanning Tools, are automated 

programs that analyze the organization's web, applications 

for security flaws. 

 Staff Training, is not a "cyber security tool", but it is 

one of the most effective types of defense against cyber 

attacks to have knowledgeable staff who understand cyber 

security. 

 Out-Dated Hardware, software updates must match the 

hardware ones. 
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