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Abstract: The identification and protection of critical infrastructure (Cl), which provides essential services for the national and European
markets, especially in key sectors of the economy, requires priority measures to be taken to increase its resilience. The concept of resilience
is closely related to the ability of a Cl to prevent, defend against, respond to, withstand, mitigate and absorb, adapt to, or recover from risk
events. Here, both the organizational measures and the technical part of the security systems, developed according to the specifics of Cl,
play an essential role.

In this regard, this publication presents the framework of the author's view on the relationship between organizational resilience and ClI

security.
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1. Introduction

Critical infrastructure (CI), as a provider of essential services,
has an indispensable role in maintaining vital societal functions or
economic activities in an increasingly interconnected economy.
Therefore, it is extremely important to establish at national level a
framework which, on the one hand, strengthens the resilience of Cls
on the market by establishing harmonized minimum rules, and on
the other hand, assists them through consistent and targeted support
measures and management.

Due to the increasingly interconnected nature of the activities in
which Cls are involved, precautions related only to individual assets
are not sufficient to prevent the occurrence of all types of
uncertainties. It is therefore necessary to reorient the approach to
ensure better risk reporting, better definition and greater consistency
in the role and obligations of Cls as providers of services that are
fundamental to the functioning of the market. It is necessary to take
into account the importance of CI resilience, as it should be able to
improve its ability to prevent, respond to, withstand, mitigate,
incidents that may disrupt the provision of essential services to
absorb them, adapt to them and recover from the impact of such
incidents.

Also, as a result of the dynamic threat spectrum, which includes
evolving hybrid and terrorist threats, and the increasing
interdependence between infrastructure and sectors, more should be
done to enhance CI preparedness. In addition, there is an increased
physical risk due to natural disasters and climate change, which
increases the frequency and magnitude of extreme weather events
and induces long-term changes in climate conditions, which can
reduce the capacity, efficiency and life cycle of a certain type of CI
if no measures are taken to adapt to climate change.

Harmonized minimum rules should be established to ensure the
provision of essential services to the market, increase the resilience
of Cls and improve cross-border cooperation between competent
authorities. It is important that future needs are taken into account in
the development and implementation of these rules, ensuring the
necessary flexibility. It is crucial to improve the capacity of Cls to
provide essential services in the presence of a diverse range of risks.
Therefore, in order to achieve a high level of resilience, Cls should
be established to which special requirements and supervision will
apply, but which will also receive special support and guidance
when any relevant risks arise.

Proven experience in the development of CI security systems,
which complement its capabilities to improve organizational
resilience, has leading researchers from the Institute of Metal
Science Equipment and Technologies with Hydro- and
Aerodynamics Center “Acad. A. Balevski” at the Bulgarian
Academy of Sciences [1+5].

2. Resilience and security of the organization
2.1 Definitions of resilience and security

For the purposes of this publication, the following definitions
apply:

- ‘resilience’ means a critical entity’s ability to prevent,
protect against, respond to, resist, mitigate, absorb, accommodate
and recover from an incident; [6]

- ‘resilience’ - ability to absorb and adapt in a changing
environment; [7]

- ‘organizational resilience’ - ability of an organization to
absorb and adapt in a changing environment; [7]

- ‘security’ - state of being free from danger or threat where
procedures are followed or after taking appropriate measures.[7]

2.2 Threats and hazards

International  governmental and private  organizations
developing policies, procedures and systems in the field of CI
security, especially in the implementation of the all-hazards
approach to Cl security and resilience [8], make a significant
contribution to the process of timely identification of ClI hazards
and threats.

Both natural and man-made (intentional or accidental) incidents
have the potential to damage, disable or destroy Cls. Rather than
focusing on one type of threat or hazard at a time, such as
hurricanes or terrorism, management should identify all threats and
hazards that pose the greatest risks to CI, allowing for more
effective and efficient planning and resource allocation.

Cl is subject to risks related to physical threats and natural
disasters, and is also now increasingly exposed to cyber risks. These
risks stem from the increasing integration of information and
communication technologies into Cls and the presence of likely
adversaries focused on exploiting potential cyber vulnerabilities. As
physical infrastructure becomes increasingly dependent on complex
cyber systems for operations, Cl may become more vulnerable to
certain cyber threats, including transnational ones.

The links and interdependencies between infrastructure
elements and sectors mean that damage, disruption or destruction of
one infrastructure element can cause cascading effects, affecting the
continued operation of another. Identifying and understanding
interdependencies or dependencies between infrastructure elements
and sectors are important for assessing risks and vulnerabilities and
determining steps that can be taken to increase security and
resilience of the Cls.
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And what has been said so far is directly related to the possible
threats and hazards, specific to geographical regions or to an entire
country, which can affect organizational resilience (Figure 1).
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Figure 1: Threats and hazards (option)

»  Climate events - extreme temperatures, drought, forest
fires;

Hydrological events - floods;
Meteorological events - severe storms, winter storms;
Geophysical events - earthquakes, volcanic eruptions;

Pandemics - global disease outbreaks;
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Space weather events - geomagnetic storms;

»  Technological and industrial accidents - structural
damage, industrial fires, release of hazardous substances, chemical
spills;

» Unplanned outages - aging infrastructure, equipment
failure, large-scale power outages;

»  Criminal incidents and terrorist attacks - vandalism, theft,
property damage, active shooter incidents, kinetic attacks;

»  Cyber incidents - denial of service attacks, malware,

phishing;

»  Supply chain attacks - using vulnerabilities to cause
system or network damage;

»  Unreliable investment - potentially to provide external
undue influence on CI.

Thus presented threats and hazards must be analyzed to
determine their potential impact on Cl and how likely they are to
occur.

Effective risk management depends on Cl management's ability
to engage cross-sector to facilitate a shared understanding of risk
and to integrate a broad range of risk management activities. By
identifying what is truly critical at the functional level and where
the key dependencies and interdependencies lie, the risks that are
considered unacceptable to the Cl can be determined. This approach
makes it possible to more effectively determine the risks to the
security and sustainability of Cls.

3. Cl resilience and security
3.1 Relation between resilience and security

Resilience refers to the ability to prepare and adapt CI to
changing conditions. This means being able to withstand and
recover quickly from outages, deliberate attacks, accidents or
naturally occurring threats or incidents. Sustainable ClI also needs to
be flexible and adaptable.

Security is directly related to reducing the risk to Cls of threats,
attacks, or the effects of natural or man-made disasters through the
application of physical means or cyber security measures.

A good CI security and resilience approach is based on
cooperation and information sharing.

Cooperation is facilitated by establishing the structures and
processes necessary for government entities and the private sector
to communicate freely: without disclosing private information or
providing an unfair advantage; by maintaining a trusted information
environment where stakeholders share information to strengthen
security and resilience; and ensuring that relevant stakeholders are
fairly represented and engaged by all levels of government (both
public and private).

Successful information sharing requires established mechanisms
or channels to sustainably reach stakeholders - before, during and
after an incident. Information sharing can take many forms,
including training, briefings, e-mail alerts, conference calls or
meetings in secure locations to discuss classified material about
specific threats or hazards, and documents and forums that
encourage the sharing of lessons learned. The latter category
improves planning for dealing with future risk events.

3.2 Strengthening the security and resilience of critical
infrastructure against cyber attacks and other threats

The concept of considering Cl as an aggregation of separate
physical assets is outdated, as connectivity in contemporary
infrastructures takes place in a cybernetic environment. This
convergence of cyber and physical assets and activities has
transformed CI risks in sectors ranging from energy and
transportation to banking, healthcare and agriculture.

To strengthen the security and resilience of Cls against
identified and/or probable threats and hazards, the following
strategies are applicable, but not limited to:

»  Improving the exchange of information and obtaining data
on CI risks and developing real-time situational awareness
capabilities that ensure interpretation and visualization of the risk
event by increasing the volume, timeliness and quality of threat and
hazards reporting (see Fig. 1);

»  Establishing a security and sustainability partnership
(between CI owners and operators), for the provision of essential
services and functions, and for defining a national focus for
collective action carried out in support of local and regional
partners, as well as using incentives for improving security and
resilience;

»  ldentifying and understanding the interdependencies and
cascading impacts between critical systems through the use of risk
assessment programs specific to the ClI, its assets and networks, and
cross-sector risk assessments;

»  Building cooperation between government structures and
the private sector to determine the need to develop effective policies
and best practices for security and protection of Cl, incl. and cyber
security;

»  Reducing vulnerabilities through the development of
resilient design of Cls while identifying and promoting
opportunities to build security and resilience of Cls as they are
developed and updated, rather than focusing solely on mitigating
vulnerabilities inherent to existing Cls.
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4. Some challenges to CI security systems

In a rapidly changing threat environment and risk dynamics, it
is essential to have an accurate, up-to-date and complete picture of
the most important risks facing CI operators, with a particular focus
on Cls with cross-border meaning. For this reason, measures should
be taken to carry out and/or update assessments of these risks, while
at the same time efforts to address climate change and
environmental risks should continue, in particular where natural
phenomena may further exacerbate human-caused risks.

Consequently, in line with existing threats, it is necessary to
prioritize measures to increase resilience in the key sectors of
energy, digital infrastructure, banking, health, transport and space,
and these measures should focus on increasing the resilience of
entities, governing Cls, in relation to human-caused risks. Priority
should be given to a national CI that has cross-border links, which
is related to the possible consequences of the occurrence of risks.

Also, malicious actions in cyberspace targeting critical areas,
including Cls, can disrupt or damage physical infrastructure, and
sabotage against it can make digital services unavailable,
demonstrating the growing interdependence of physical and digital
infrastructure.

Another important challenge for Cls is the fact that they are
becoming increasingly complex and interdependent. These
infrastructures are under pressure and have become vulnerable due
to fragmented management and lack of investment in system
maintenance. From climate change to cyber-attacks, Cls operate in
an increasingly uncertain future where not all threats and dangers
can be predicted or avoided. Therefore, it is essential that Cls are
prepared for the threats that can be foreseen and are able to respond
to the unexpected so that they continue to provide the essential
services that society depends on.

Last but not least, special attention should be paid to Cls as
“undersea critical infrastructure or offshore energy infrastructure”

[9].

To overcome security environment challenges, infrastructural
deficits and to repair and modernize existing Cl security systems in
the context of dynamic changes in climate and digital
communications and human-induced risk events, investments need
to be planned. Furthermore, accelerated urbanization requires
significant investment in new Cls to meet the growing demand and
consumption of their services and products. This creates a huge
opportunity to plan and build CI security systems that will continue
to function under various risk events and, if they fail, do so in a safe
manner.

4. Conclusion

Developing a comprehensive policy framework is the initial
step towards increasing the Cls resilience, and whether the
infrastructure will indeed be resilient depends on the fulfillment of
the objectives and requirements set out in these policies.
Accountability mechanisms need to be developed to ensure that
intended resilience measures are implemented, such as conducting
criticality and wvulnerability assessments, preparing business
continuity plans, providing backup operating systems, conducting
exercises and stress tests, entering into mutual assistance
agreements, retooling assets or implementing risk financing
mechanisms. Implementation of monitoring can take various forms,
including regular reporting, inspections and performance
evaluations or peer reviews. Regular evaluations are also useful for
determining the effectiveness of policy instruments in strengthening
the resilience of Cls and adapting them to keep up with the pace of
innovation and emerging risk patterns.
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