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Abstract: Developing a coordinated and effective response to critical infrastructure (CI) threats, current and anticipated, requires 

achieving a higher overall level of resilience and protection. The growing interdependence between physical and digital infrastructure 

creates opportunities for malicious cyberspace actions targeting critical areas to disrupt functionality or damage physical infrastructure. 

In this regard, through the application of specific approaches to strengthen the resilience of CIs, it is possible to improve the capabilities 

to counter physical and hybrid threats. 

Presenting an option for an effective response against CI threats through the development of security systems is the content of this 

publication. 

Keywords: RESILIENCE AND PROTECTION, CRITICAL INFRASTRUCTURE 

 

Introduction  

Natural disasters and malicious attacks on critical infrastructure 

(CI) pose a serious risk to society and the economy. The 

interconnectedness of supply chains and technological and financial 

systems in the global economy increases the vulnerability of CIs to 

exposure to risk events. When shocks and disruptions occur, their 

negative impacts can cut across sectors and national boundaries. 

At the same time, the global increase in infrastructure 

investment and the digital transformation of service offerings 

provide opportunities to rethink CI sustainability. The changing 

context of the security and business environment necessitates 

policies and CI governance models that favor investment in 

resilience. The progressive shift in the focus of CI security policies 

from asset protection to system resilience is noticeable, which 

necessitates the implementation of a systemic approach. Rather than 

focusing only on asset protection, using the systems approach 

allows infrastructure operators to address asset interdependencies 

and prioritize resilience measures for those CIs (as a whole or at 

their critical assets) whose failure would cause the most a lot of 

damage. Contemporary standardized approaches have been 

developed to determine the objectives and / or requirements for a 

higher overall level of resilience and protection, in accordance with 

the specifics of CI and to prevent any level of potential 

consequences both in the sites and for the population in the 

neighboring areas [1,2,3,4,5]. 

1. Making CI sustainability a management 

priority 

CIs structure the backbone of the functioning of our modern and 

interconnected societies. Disruption of telecommunications 

services, energy supply, water supply, transportation or financial 

systems can cause significant damage to the welfare of citizens and 

cause adverse economic effects that affect beyond the perimeter of 

the directly affected area. 

Major upheavals of all kinds, from natural disasters to industrial 

accidents, terrorist or cyber-attacks, demonstrate the vulnerability of 

CIs, as their destruction or disruption can lead to cascading effects 

across sectors not only nationally but also internationally. 

Therefore, ensuring the sustainability of the CI to manage the 

business continuity of its activity should be an essential part of the 

developed policies at the national and international level. 

1.1 Resilience of the CI 

In general, resilience can be defined as the ability of CI to 

absorb the impact of risk events, recover from them and adapt to 

changing conditions, while maintaining the same function as before 

the risk event. In this way, attention is paid to the CI's ability to 

withstand shocks without loss of functionality, limiting the duration 

of the interruption and minimizing recovery time. 

Thus, upon the occurrence of a given risk event (sudden or 

gradual), CI resilience objectives can be measured, namely: 

 Limiting the extent of damage; 

 Limiting the duration of business interruption.  

It is also important to note that recovery does not necessarily 

mean the exact resumption of the state as before the risk event, but 

may involve change leading to adaptation to new conditions and 

improvement of the CI's functionality. 

In this context, ensuring CI sustainability can be done by 

providing a combination of several key qualities [6]: 

 Resilience: Designing CIs robust enough to withstand a 

foreseeable risk event or investing in CI elements to withstand low-

probability but high-consequence events. 

 Redundancy: Continuation of CI operation through the 

use of replacement or backup systems that can be activated in the 

event of the impact of a risk event. 

 Resource assurance: Management of a risk event by: 

identifying options; prioritizing what needs to be done to control the 

damage and initiate mitigation, and informing staff of the 

documented solutions to be implemented. Intelligence depends 

primarily on people, not technology. 

 Adaptability: Reviewing plans, modifying procedures, and 

introducing new tools and technologies needed to improve 

resilience, resource security, and recovery capabilities before the 

next crisis occurs. 

1.1 Natural hazards, industrial accidents and pandemics 

CI has a specific vulnerability to potential risks, such as natural 

hazards. Windstorms can bring down overhead and power 

distribution lines, earthquakes can destroy bridges or tunnels, 

rupture water mains, water-related disasters (flooding, etc.) can 

have major impacts on roads, railways, water supply and sanitation 

facilities as well as storm surges and tsunamis affect ports, energy 

facilities and other infrastructure located in coastal areas. Space 

weather events (e.g. a solar storm) can also put power grids at risk 

of blackouts and threaten satellites and geo-positioning systems 

with potential implications for transportation and other activities. 

Significant disturbances can cause industrial accidents. 

When a critical infrastructure asset or network is affected by a 

risk event, disruption of the service provided can quickly lead to 

major economic or social impacts. In addition to the direct damage 

of a disaster, service interruptions can last longer and affect a wider 

area than where the disaster itself is realized. As a result, firms and 

households may suffer from a loss of services, which affects 

production, demand and welfare. In some cases, business continuity 

of infrastructure operators may also be significantly affected, 
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including emergency response, which may further delay economic 

recovery after a disaster. 

With a high degree of probability it can be argued that climate 

change and the associated risks of sea-level rise will increase the 

vulnerability of many critical infrastructure systems located on the 

seashore and within waterways, especially in energy and transport. 

1.2 Digital security threats and terrorist attacks  

Individuals with probable intentions for terrorist impacts have 

also identified CIs as potential targets in terms of the high impact 

their disruption could generate. This is true both for acts of 

terrorism and, increasingly, for digital threats. The emerging risk of 

hybrid threats, characterized by malicious actors playing on the 

vulnerabilities of civil activities as essential lifelines to impact 

public trust in open and democratic societies, has also received 

increased attention from risk managers. 

Digital threats can affect CI in different ways - through 

software, through hardware or through the market realization chain. 

The rapid development of technology and the increasing digitization 

of many critical infrastructure processes require constant 

monitoring of digital security threats and regular assessment of 

emerging opportunities for malicious impact. 

In terms of the risk of terrorism, transport infrastructures (eg. 

air, sea, rail and metro) are highly vulnerable targets for terrorist 

attacks that can be complex to defend. If CIs are attacked, the 

negative impacts may go beyond the loss of human life, as systems 

may be disrupted for a longer period and the effects on public trust 

may be difficult to recover from. Nuclear power plants and 

chemical plants can also be the target of terrorist attacks, resulting 

in large-scale spills of chemical elements and compounds and 

releases of radioactive elements into the air, potentially rendering 

certain areas uninhabitable for long periods of time. Terrorists may 

also target water systems with bacterial or chemical contamination. 

For both, digital security risk and terrorism, insider threats are a 

significant concern for CI operators. Access to facilities and 

knowledge of security measures provide a significant advantage to 

malicious actors wishing to carry out such actions. 

2. A possible approach to achieve a higher overall level of CI 

security 

In the current dynamic risk landscape, the portfolio of risks that 

stakeholders will have to deal with requires increased attention to 

CI vulnerability, in the context of its security and resilience. 

Disaster risks, compounded by climate change, present a set of 

challenges to CI sustainability. In addition, the rise of hybrid threats 

and associated digital security risks requires increased CI resilience 

to digital security incidents. Security measures against the risk of 

terrorism must also include CI resilience. This variety of hazards 

facing CI requires an all-hazards and threat approach to achieving 

CI security by improving its resilience. 

2.1 Adopting a systemic approach to CI sustainability  

The shift from CI protection to resilience aims to address key 

changes in the risk environment marked by increased uncertainty. 

To better integrate the complexities, interdependencies and 

interconnectedness of CIs, adopting a systems approach to CI 

sustainability provides complementary perspectives. The complex 

and multifaceted nature of CI sustainability requires the application 

of a risk-based, multi-layered approach that considers the 

interdependencies of complex infrastructures while considering 

potential solutions applicable throughout the life cycle of the 

infrastructure system (i.e. design, construction and operation). 

Therefore, resilience is defined not as a discrete outcome or 

exclusively the ability to recover from a disaster, but rather as a 

dynamic process that applies a risk-based and life-cycle approach to 

addressing CI vulnerabilities, making systems more fault-tolerant , 

more efficient and better able to adapt to unexpected challenges. 

The Organization for Economic Co-operation and Development 

(OECD) expanded this notion of a systems approach applied to CI 

sustainability [6] and proposed a series of key attributes that public 

policies should consider in this area: 

 All hazards and threats 

Single hazard policies are not sufficient to build CI resilience. 

Taking an all-hazards and all-threats approach to UR sustainability 

allows policymakers and CI operators to better prepare for the 

unexpected. 

 System level 

CI assets are components of a wider complex system that must 

be considered in its entirety in a resilience strategy. Some system 

assets are more critical than others. A systems approach enables 

prioritization of the most critical components through dependency 

modeling and criticality assessments, as well as addressing 

weaknesses that create CI vulnerabilities. 

 Multi-sectoral 

Addressing interdependencies requires policy makers and CI 

operators to go beyond a systems-level approach and jointly target 

CI sectors to structure a comprehensive resilience policy. From 

mapping interdependencies to developing shared business 

continuity objectives, a multi-sector approach is essential for a 

comprehensive CI resilience policy. 

 Cross-border dimension 

Dangers and threats do not stop at national borders. In some 

cases, CI systems cross national borders, providing services in 

multiple countries, and their operators may also operate CIs in 

several countries. Sharing good practices, adopting common 

approaches, developing joint standards for CI resilience are some of 

the policy options that can promote cross-border cooperation in this 

area. 

 Life cycle approach 

Different resilience and security measures can be applied to the 

different phases of the CI life cycle: integrating resilience and 

redundancy requires investment in the design phase, while 

developing business continuity planning is more about the phase of 

operation and adaptability can be based on CI renewal. Therefore, it 

is important to create a comprehensive policy that enables resilience 

throughout the CI life cycle, applicable from the design phase to its 

operations and maintenance and retrofitting. 

 The entire risk management cycle 

A common resilience policy should include measures 

throughout the disaster risk management cycle, from risk 

assessment, risk prevention, emergency preparedness and response, 

to recovery. The resilience of KI has specifics in each of these 

phases. Risk assessment should include assessments of 

dependencies and criticality. Risk prevention includes resilience 

measures in the design phase as well as special awareness-raising 

dialogues with infrastructure operators. 

 Risk-based and multi-layered approach 

Given the significant degree of uncertainty about the intensity 

and complexity of future disasters, the multiple dimensions of 

vulnerability of infrastructure systems and all the interrelationships 

between these systems, prioritizing resilience measures is essential. 

Only a risk-based and multi-layered approach can account for the 

interdependencies of complex infrastructures, while also 

considering potential solutions applicable through infrastructure 

systems throughout the life cycle. 

2.2 CI transformation through innovation and digitization 

Innovations are transforming infrastructure systems at a rapid 

pace, with consequences for risks and vulnerabilities that CI 

resilience and security policies must integrate. From the energy to 
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the transport or information sectors, major transformations are 

underway. The energy sector offers opportunities for significant 

innovation with the growing share of renewable resources, the 

development of smart grids and more decentralized and localized 

approaches to energy production and consumption. The rapid 

development of autonomous vehicles along with advances in 

artificial intelligence promises to radically change the transportation 

sector. Information and communication technologies have 

significantly changed the way we exchange data and communicate 

in our daily lives. Smart cities, driven by a data-driven approach, 

aim to combine the data revolution with innovative and 

interconnected urban services, reshaping the metropolitan areas 

where the majority of the world's population lives. 

3. Some challenges to CI sustainability management 

3.1 Identification of critical assets and assessment of their 

vulnerabilities 

An important point of a comprehensive CI policy is to define a 

systematic analytical approach for prioritizing sustainability 

measures that will provide accurate information for target planning 

and investment decisions. It needs to be recognized that not all 

infrastructure assets have the same level of criticality and criticality 

assessments should be carried out to identify assets that are truly 

critical. 

3.2 Vulnerability analysis to identify weak points 

Once the critical assets are accounted for and hierarchically 

classified, vulnerability assessments enable the identification of 

weak points where potential failures are likely to occur. An in-depth 

CI vulnerability assessment provides an insight into the most 

important risks, threats, vulnerabilities and the level of resilience of 

this infrastructure. In order to do this, it is essential to stress-test the 

CI's vulnerability to a series of risk scenarios of varying probability, 

magnitude, or their combination, across a range of potential hazards 

and threats. These assessments consider the most likely scenarios, 

in addition to those that are less likely, but could nevertheless come 

to pass. 

A comprehensive, all-hazards approach can help uncover 

complex vulnerabilities while facilitating the integration of CI 

management system vulnerabilities into business impact analysis, as 

these errors are common. The European Commission's Joint 

Research Center has, for example, developed a stress test tool that 

focuses on these complex aspects of governance with application to 

the nuclear and banking sectors [6]. 

CI vulnerability assessments can be performed using a variety 

of methodologies that range from deterministic approaches to 

probabilistic methods. Deterministic approaches analyze and 

interpret past disaster events and available retrospective data in light 

of new developments. Scenarios and disaster simulations extend 

retrospective analyses. 

3.3 Risk assessment as a basis for investment in resilience 

A number of threat and hazard assessment approaches are 

available to help CI owners and operators understand potential 

incidents and the ways in which they could affect infrastructure and 

the surrounding urbanized area. Risk assessments provide decision 

makers with better information to determine which mitigation and 

risk management measures are most critical, for which critical 

assets different types of action are most appropriate, and the range 

of measures available could include: coordination with other 

stakeholders; provision of additional response or recovery 

equipment; changes in the design of CI elements; restrictions on 

operations and hiring and training of personnel. Risk assessments 

encourage consideration of a range of more likely events, the 

impact of which could nevertheless have significant consequences. 

Identifying the weak points (vulnerable assets) of CIs allows 

targeting resilience efforts to those that would have the most severe 

consequences for the infrastructure. Such prioritization can ensure 

targeted planning and adequate investment decisions for 

infrastructure assets, namely which should be strengthened or 

relocated first, or which asset should receive priority post-disaster 

recovery to ensure rapid recovery of CI functionality. Also, by 

comparing the benefits of different resilience measures related to 

reducing the risk of failures, cost-benefit analysis can support 

appropriate resilience investment decisions. 

4. Conclusion 

The protection of CI has become a priority of national and 

international importance. To be effective, resilience and risk 

analyzes must be conducted based on new, expanded paradigms. 

The high degree of connectedness of CIs, both internal and external, 

can make them vulnerable to global disruptions when subjected to 

impacts of various natures, from accidental technological failures to 

natural events, software failures, deliberate malicious attacks, 

human and organizational errors. It is widely recognized that this 

wider range of likely risk events requires an all-hazards approach to 

understanding the failure behavior of CIs in order to achieve their 

effective protection. 
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