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1. Introduction 

The role of management at a nuclear facility is to perform functions 

such as planning, organizing, staffing, leading and directing work, 

controlling, monitoring and assessing work and evaluating results. 

Management systems are methods, processes and tools used by the 

managers of a nuclear facility to create a framework to carry out 

work in a safe and secure manner while ensuring that the objectives 

of the facility operator are achieved within the legal and regulatory 

framework of the country [1]. 

2. Common concepts and principles of the 

management systems 

Since the management systems used in all areas of nuclear facility 

operations are based on common concepts and principles, 

integrating them into one comprehensive framework results in 

increased efficiency and effectiveness and allows the operator: 

(a) to establish and apply consistent policies, processes and 

procedures to meet competent authority and operator requirements; 

(b) to improve overall efficiency by eliminating duplication; 

(c) to make it easier to continuously improve management systems; 

(d) to foster change and to encourage innovation by creating a 

framework for continuous improvement and performance on the 

basis of experience from each discipline; 

(e) to manage changes effectively, such that security is maintained 

or improved; 

(f) to make decisions that best address the overall needs of the 

facility in a coherent and disciplined manner; 

(g) to bring together expertise from different disciplines, to address 

conflicting requirements and to identify optimal solutions to address 

all requirements; 

(h) to prevent risk reduction in one discipline, such as safety, from 

increasing or creating new risks in another discipline, such as 

physical protection; 

(i) to ensure that physical protection does not unduly affect facility 

operations. 

An integrated management system incorporates the management of 

all aspects of a nuclear facility into one coherent system, applying 

the core management principles and processes to each specific 

discipline (e.g. physical protection, nuclear material accounting and 

control, safety, operations). Activities that have an effect on 

operational performance or regulatory compliance should be part of 

the management system. 

An integrated management system provides a single framework for 

the arrangements and processes to address all the objectives of the 

facility operator, including safety, health, environmental, nuclear 

security, quality, economic and information management aspects. 

The coordination of elements such as organizational structure, 

strategic decision making, resource allocation and the processes of 

auditing and reviewing performance are parts of an integrated 

management system. 

All processes, and the documents that describe these processes, 

should be integrated into a single framework. Care should be taken 

to ensure that sensitive information relating to the PPS, as well as 

any other sensitive information, is appropriately protected and 

shared only on a need to know basis. 

3. Application of management systems to the physical 

protection system (PPS) 

An integrated management system is used by facility managers to 

monitor and control all activities throughout a nuclear facility, 

including the PPS. The term „operation of a PPS‟ includes all of the 

activities associated with the PPS, including maintenance and 

testing. Application of the management system helps to ensure that 

the PPS continues to meet its original design specifications and is 

modified as needed to address changes in requirements. 

Some functions at a nuclear facility might be performed by other 

organizations, in which case the facility management system might 

not address all of the PPS functions.  

For example, the response for a nuclear facility can be provided by 

the national police or military organizations, in which case the 

operator of the facility is responsible for operation of the detection 

and delay components of the PPS, and might implement the 

overarching quality assurance processes that are part of the facility 

management system. 

The national police or military organizations will use their own 

quality assurance practices for their own activities. In the absence of 

an integrated management system at a facility, efforts should be 

made by the operator to integrate physical protection with other 

disciplines, such as facility operations, nuclear material accounting 

and control and safety, especially in relation to common activities, 

such as quality assurance.  

The operator should develop strong interactions with all countries 

and operator organizations involved in all phases of the design, 

development and installation of physical protection measures and 

operation of the PPS. 

4. Requirements management 

A PPS should be designed to meet a set of objectives, established 

by the country and its competent authority. These objectives might 

be expressed in the form of prescriptive requirements, performance 

requirements or a combination, which are used in the PPS design to 

develop specifications.  

Once the PPS design has been developed, approved and installed, 

the design specifications form the basis for verification activities to 

ensure that the PPS continues to meet the requirements for its 
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operation. A range of methods and tools used to manage 

requirements typically includes four steps: 

(1) assembling stakeholder requirements; 

(2) analyzing the requirements; 

(3) verifying the requirements; 

(4) documenting traceability of the requirements. 

These steps can be performed sequentially as the design process 

proceeds or, in some cases, can be performed in parallel. Industry 

standards provide more information on how stakeholder 

requirements can be collected and how a requirements analysis is 

performed [2]. 

4.1. Assembling stakeholder requirements 

The first step in the process is to identify applicable requirements of 

all relevant stakeholders. These might include requirements of the 

country and the competent authority, and operational or safety 

requirements. During the design phase, these stakeholder 

requirements will be used to develop additional derived 

requirements, which are used to define design specifications. 

4.2. Analyzing the requirements 

When all applicable stakeholder requirements have been assembled, 

the second step is analysis to ensure that the requirements are clear, 

to identify any conflicting requirements and to transform the 

requirements into derived requirements for the PPS and design 

specifications for operating and maintaining the PPS, using a risk 

management approach. The applicable stakeholders should be able 

to understand how the derived requirements reflect their 

requirements. 

The requirements management analysis should identify any 

potential conflicts between physical protection recommendations 

and safety requirements. For example, the “number of access points 

to the inner areas should be kept to the minimum necessary (ideally 

only one).” [3].  

However, there might be a safety requirement that an emergency 

exit be provided within 25 m of any location within a hazardous 

area. There might also be operational requirements to have access 

points at locations in the inner area to streamline movements of 

nuclear material between other inner areas and reduce processing 

time.  

Having only one access point would, in some circumstances, create 

a conflict with the operational and safety requirements. Such 

conflicts should be resolved during the analysis step in a manner 

that balances the competing criteria. 

The requirements analysis process is carried out in parallel with the 

PPS design process, to ensure that requirements are transformed 

into formal derived requirements and design specifications for 

operating and maintaining the PPS. 

4.3. Verifying the requirements 

During the installation and implementation of physical protection 

measures, the stakeholder and derived requirements will be used as 

the basis for verification activities.  

Verification of the requirements is intended to ensure that the 

design specifications and all requirements for operating and 

maintaining the PPS are met (and therefore that the stakeholder 

requirements will be met). 

Verification might include performance tests, assessments, 

inspections, audits or other means to provide assurance that the 

formally documented requirements are met. Verification activities 

can also be performed at the component, subsystem or PPS level. 

 

4.4. Documenting traceability of the requirements 

Requirements management includes documenting how each formal 

stakeholder requirement can be traced through derived requirements 

for the PPS to specifications for the design, installation and 

implementation of physical protection measures and their operation. 

Documenting this traceability provides evidence that the 

requirement has been met, and also an efficient mechanism to 

identify those plans, processes, procedures and training that need to 

be changed if that requirement changes.  

A common method for simple systems is to create a traceability 

matrix that lists each requirement and all the associated plans, 

processes and procedures, and records the measures used to meet 

that requirement. For more complex systems, traceability matrices 

become impractical and more formal tools are used. 

For example, there might be a regulatory requirement that personnel 

receive a certain type of security training every six months to be 

allowed access to an inner area. This requirement is included in the 

facility security plan. Use of a traceability matrix for this 

requirement might be as follows: 

(a) a training plan is developed, along with lesson plans, for security 

staff to provide the training at the specified frequency. 

(b) a process is established that requires managers to ensure that 

training is scheduled for personnel needing access to the inner area, 

and that they receive the training before being granted access to the 

area and at the required frequency thereafter, and to record each 

individual‟s completion of training and send a copy of the log to 

designated security staff each time the individual completes the 

training. 

(c) security staff create and manage a list of personnel with 

authorized access to the inner area, containing each name, their 

department, the date(s) on which training was received and the date 

when refresher training is next required.  

The list is updated on a monthly basis, at which time security staff 

identify all the personnel on the list who will require refresher 

training in the coming month and notify the appropriate 

departments. Security staff provide to the access control point a list 

of personnel who have taken the training between monthly updates. 

(d) procedures are developed for the guards working at access 

control points to the inner area to verify that individuals are on the 

current list, and that their training is up to date, before granting 

them access. 

5. Work direction and control 

Work direction for the management of the PPS includes 

determining the functions that need to be performed, establishing 

security policies, establishing an organizational structure to perform 

those functions, defining roles, responsibilities and accountabilities, 

developing strategic and tactical goals, and establishing 

performance criteria for the PPS. 

Determining the functions that need to be performed to design, 

install and maintain a PPS involves an understanding of the 

technical, administrative and support functions to perform the work. 

Some of the functions might be provided by the facility security 

personnel, and some might be performed by other departments. For 

example: 

(a) The design phase of a PPS might involve security professionals, 

a designer, personnel responsible for the infrastructure of the 

facility, operations personnel, guard and response forces, safety 

professionals, IT support staff and budget personnel. 

(b) Installation of PPS facilities, barriers or other systems involves 

construction and infrastructure personnel. 

(c) Operation of a PPS involves personnel to operate and maintain 

the PPS measures, supervisory personnel and other security 
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personnel who provide functions such as training, assessment, 

performance testing, quality assurance, trustworthiness checking, 

records management, information security, computer security, 

administration, budgeting, procurement and contract management. 

A policy is needed which country the commitment of the facility‟s 

senior management to physical protection. This security policy 

should ideally be issued directly by the senior management to make 

its importance clear and to demonstrate their commitment to 

physical protection.  

All personnel need to understand that adherence to this policy is 

expected of everybody at the facility. This policy emphasizes senior 

management‟s leadership with regard to physical protection matters 

in all areas including the PPS. 

Establishing an organizational structure to effectively manage a PPS 

involves defining the framework within which the physical 

protection department operates. The most appropriate 

organizational structure for physical protection at a specific nuclear 

facility will depend on many factors, including the broader 

organizational structure, the type of nuclear facility, country laws 

and requirements, cultural norms and other factors.  

However, the objective is to develop an organizational structure that 

provides for effective management of the work to design, install and 

operate a PPS. Some common considerations when defining the 

organizational structure of a physical protection department include 

the following: 

(a) Establishing a clear chain of command, an unbroken line of 

authority from the physical protection manager to the individual 

personnel performing functions relating to the PPS. 

(b) Identifying appropriate „spans of control‟ (the number of 

subordinates under a manager or supervisor). Depending on the 

nature of work performed, and the complexity of the work, the span 

of control can be adjusted so that both the personnel and the work 

can be effectively managed. 

(c) Identifying how decisions are made within the organization, and 

who within the chain of command is responsible for making them. 

If decisions are made by a single person at the top of the chain of 

command, this is referred to as a centralized decision making 

model. The appropriate level for decision making is determined by 

factors such as the potential impacts of the decision for other 

organizations, and the risks and costs associated with each option. 

(d) Dividing work activities or tasks between individual jobs 

(division of labour). Some jobs involved in operation of a PPS need 

specialized training, such as a locksmith or an armourer, and some 

need general skills, such as a security planner responsible for 

developing security plans and procedures relevant to the PPS. 

(e) Formalizing job functions within an organizational structure for 

security. A guiding factor is the degree to which specific job tasks 

and activities only involve following established processes and 

procedures and which may demand discretionary action. 

(f) Grouping specific jobs together to help to coordinate common 

activities and tasks. Some security organizations have a technical 

security group comprising personnel who can perform all of the 

functions to maintain a PPS, such as engineers, designers, 

technicians, network specialists, performance testers and labourers. 

In other cases, a technical security group may have some of the 

functions but use personnel from other departments, such as 

network specialists from the IT department, as needed for a specific 

activity. 

5. Resource management 

Resource management includes topics such as: training and 

qualification programmes; selection of personnel for the functions 

to support design, installation and implementation of physical 

protection measures and operation of the PPS; procurement of 

goods and services; and establishing a productive work 

environment. 

Personnel selection is the methodical process used to select 

personnel to perform job functions relating to the PPS, to identify 

people who have the knowledge, skills, capabilities and other 

characteristics to make the most valuable contributions to the 

organization.  

Human resource processes at a nuclear facility are part of the 

integrated management system, and physical protection managers 

should aim to recruit and retain the best personnel available within 

the constraints of the system. Personnel selection also includes 

ensuring that personnel have all the qualifications necessary to 

perform a job function, and their trustworthiness is checked before 

being employed in a position for which such a determination is 

required. 

Effective physical protection depends upon staff having the 

knowledge and skills to perform their functions to the desired 

standards. Managers need to ensure that their staff not only receive 

specific security training appropriate to their responsibilities, but are 

also generally educated about and aware of the threats and other 

topics related to a strong nuclear security culture [4]. 

Procurement of goods and services is essential to sustain an 

effective PPS. Considerations of particular importance in this 

context include procuring PPS equipment from established vendors 

and ensuring that replacement parts are available for the expected 

lifetime of the equipment, testing and evaluating new components 

before procurement to ensure that they can be integrated into and 

are compatible with existing PPS components, and evaluating 

potential security risks relating to the supply chain. 

 The operator retains responsibility for physical protection when 

using contractors or procuring any goods and services. Operators 

need to retain the competence to specify the scope and quality 

required of a product or service and subsequently to assess whether 

they meet the physical protection equipment requirements and 

specifications. The management system can include arrangements 

for the following: 

(a) Qualification of vendors, contractors and suppliers of goods and 

services; 

(b) Selection of vendors, contractors and suppliers on the basis of 

the effectiveness of their management systems and their 

performance; 

(c) Verification that vendors, contractors and suppliers understand 

and comply with physical protection requirements (including those 

for the security of sensitive information) relating to the goods and 

services that they provide; 

(d) Prior approval by the operator of any subcontracting by the 

vendor, contractor or supplier; 

(e) Specification of contractual requirements, including physical 

protection requirements; 

(f) Provision, where appropriate, of physical protection advice, 

information and training to vendors, contractors and suppliers and 

their staff; 

(g) Periodic assessment of the management systems, including 

physical protection arrangements, of vendors, contractors and 

suppliers and their performance, using a graded approach; 

(h) Verification that goods and services supplied meet the facility‟s 

physical protection specifications and are authentic. 

6. Assurance activities 

Assurance activities include implementation of quality assurance 

and assurance programmes. A quality assurance programme ensures 

the PPS performs as designed and meets regulatory and 

performance requirements. An assurance programme establishes 
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evaluation and test activities with sufficient rigour to ensure that 

PPS measures are at all times operational, functioning as intended, 

and interacting in such a way as to detect and respond to any 

adversary action before the completion of a malicious act. 

Quality assurance is part of quality management (which in turn 

should be part of the integrated management system) focused on 

providing confidence that quality requirements will be fulfilled. A 

quality management system is as a collection of business processes 

focused on achieving quality policy and quality objectives to meet 

regulatory requirements. 

7. Sustainability and continuous improvement 

Sustainability includes maintaining the performance of people, 

procedures and equipment. This involves monitoring performance, 

and providing motivation and leadership to create an organization 

that is consistently effective and continuously improving. 

Sustainability includes maintenance and testing programmes to 

keep PPS systems working as designed, and working to develop a 

strong nuclear security culture. 

Effectively sustaining a PPS involves sustaining not only the 

technology but also the people using the technology. Managers need 

to communicate to personnel what is expected of them, what the 

organizational goals are, what behavior will be rewarded and what 

actions will be punished. 

 All employees and decision makers need to communicate 

throughout the organization what they are expected to achieve and 

what behaviors are acceptable in doing so. Managers need to 

provide leadership consistent with the organization‟s policies, 

values and strategies. 

Sustainable high performance depends upon the right personnel 

being in the right positions with the right leadership qualities. It can 

be achieved through programmes: 

(a) to recruit the best qualified personnel available; 

(b) to develop staff skills and abilities through training and 

qualifications programmes; 

(c)  to recognize and reward good behavior; 

8. Conclusions 

Operators of nuclear facilities should use an integrated management 

system for all phases in the lifetime of the facility, and for a new 

nuclear facility the management system should be integrated with 

all activities from an early stage [5]. If an integrated management 

system does not already exist at a nuclear facility, it can be 

developed by integrating the existing management systems, 

including quality management, into one system.  

Duties and responsibilities for physical protection, and for quality 

assurance of physical protection, should be established within the 

framework of the management system [6]. Operators should adopt 

through their management system an integrated and coordinated 

approach to reviewing all proposed changes to physical protection 

arrangements before implementation to ensure that they do not 

result in any unintended effects on safety.  
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