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Abstract: Critical infrastructure can be exposed to disruptive events and incidents caused by external or internal impacts. Some of these
events are internally system-manageable, but others must be addressed through the additional application of appropriate security measures,

which can be implemented through security systems.

The development of critical infrastructure security systems requires a careful definition of overall requirements, which in general is directly
related to ensuring business continuity by determining the resilience of critical infrastructure elements.
This publication presents in a systematized form the author's experience in applying resilience assessment results as inputs to the

development of CI security systems.
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1. Introduction

Developing and subsequently strengthening the resilience of
any set of critical infrastructure subsystems is a demanding process
in terms of design, time and resources that requires well-defined
initial as well as functional conditions. The definition of such
conditions can be understood as the overall concept of resilience of
these subsystems in the critical infrastructure (CI). Establishing the
security management process of critical infrastructure elements,
including the resilience framework, can be seen as a key initial
condition. Conversely, the main functional condition is the
unambiguous specification and perception of the factors
determining CI sustainability. The security management process of
critical infrastructure elements is an adaptation of principles based
on a continuous management cycle PDCA (Plan-Do-Check-Act)
(Plan-Do-Check-Act; Deming Cycle) [1] to fit of CI.

1. Organizational security management

The identification of critical infrastructure elements is the initial
sub-process of security management, which depends on the correct
formulation of criteria for the identification of critical infrastructure
elements at the European, national and regional level. In this phase
of the process, it is equally important to consider the resilience of
applying an appropriate approach to element designation, which
may be based on the top-down principle or vice versa.

The second sub-process of security management is the
assessment of critical infrastructure elements. The key objective of
this sub-process is the risk assessment, consisting of the assessment
of relevant scenarios of destructive events and the assessment of the
resilience of the relevant element, which includes the assessment of
its resilience, recoverability and adaptability.

Securing critical infrastructure elements is the final security
management sub-process consisting of risk management and
resilience strengthening. Risk management involves the selection
and implementation of one or more risk minimization options, i.e.
risk retention, risk transfer and/or risk avoidance [2].

Improving resilience minimizes the vulnerability of subsystems,
which in turn limits the occurrence, intensity and spread of failures
and their impact on Cl and society. The main functional condition
for strengthening the resilience of critical infrastructure subsystems
is the categorical specification and perception of the factors that
determine it.

In this context, ClI resilience should be understood as a cyclical

process of continuous improvement of prevention, impact
acceptance, recovery and adaptation.
»  Prevention. By adopting preventive  measures,

management ensures that the subsystem is less vulnerable to future
disruptive events; preparedness is therefore the outcome condition
for prevention. Once a disturbance occurs, such a system will move
from prevention to acceptance of the impact.

»  Accepting the impact. Initiated if a subsystem is
dysfunctional due to a disruptive event and is determined by the
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resilience of the CI subsystem. Resilience is defined by the ability
of a critical infrastructure element to absorb the effects of a
disruptive event without causing any fluctuations in the services it
provides.

»  Recovery. It begins after the effects of a disruptive event
have passed and is characterized by the subsystem's ability to
restore its function to its original and/or required level of
performance. The duration of the recovery phase is determined by
the resources available and the time required to complete the
individual recovery processes.

»  Adaptation. Determines the ability of the organization to
adapt a managed subsystem to the potential recurrence of a
disruptive event - i.e. to learn from previous disruptive events.
Accordingly, this phase represents the dynamic long-term ability of
the organization to adapt to changes in circumstances.

2. Factors determining the resilience of critical

infrastructure

The resilience of the critical infrastructure subsystem can be
understood as a state formed by the following factors:

»  Factors determining resilience;
> Factors limiting resilience;
»  Factors affecting resilience.

Cl resilience is determined by two main areas, namely
technological and physical element protection and organizational
management (Figure 1).
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Figure 1: Components determining ClI resilience.

The resilience of technological and physical security of
individual elements, known as technical resilience, is determined by
the strength and the ability to restore the elements of the system.
The increase in technical resilience is achieved exclusively in
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relation to a specific element or a group of identical or very similar
elements.

Technical resilience is influenced by the following main factors:
>
>
>

technological structure of the element;
security measures of the item;
destructive events that affect the durability of the element.

The resilience of the organization's management, known as
organizational resilience, is determined by the level of the
organization's internal processes, the main purpose of which is to
create optimal conditions for adapting critical infrastructural
elements to disruptive events.

Organizational resilience is formed simultaneously for all
critical infrastructure elements managed by an organization. This
type of resilience is formed, assessed and strengthened by the
management of the organization already in the prevention phase and
factors at the level of internal processes necessary for the adaptation
phase of critical infrastructure elements, relying on the experience
gained from previous response and recovery operations.

2.1 Strength factors

Strength is the ability of an element to absorb the effects of a
destructive event. These impacts can be absorbed through the
structural qualities of the buildings or the technologies used
(structural robustness) and/or through security measures (security
strength). Strength is determined by the variables, shown in Figure
2.
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Figure 2: Possible variables of strength.

When the strength level reaches 100%, the corresponding item
becomes resistant to the effects of the given destructive event. This
means that it is able to fully withstand its effects without noticeable
negative impacts on the service element provided.

2.2 Recoverability Factors

Recovery is the ability of an element to restore its function to
the original (required) performance level after discontinuing the
effects of a destructive event. With regard to CI, recovery is
understood as recovery, in which case only the damaged or
destroyed components of an element are repaired or replaced. The
recovery is determined by the following variables: material
resources (the presence of components for repair or replacement of
damaged or destroyed parts); financial resources (to finance the
rapid recovery); human resources (with the required level of
qualification) and developed recovery processes (rapid restoration
of the functionality required).

2.3 Adaptiveness Factors

Adaptability is the ability of a critical infrastructure operator to
prepare an element for the recurring effects of a previous
destructive event. It is the dynamic, long term ability of the CI to
adapt to changes in circumstances. Adaptability is determined by
the internal processes of an Cl aimed at creating optimal conditions
for strengthening stability. The main processes that improve the
adaptability of critical infrastructure elements to destructive events
are risk management, innovative processes and training processes.
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Risk management is an important internal process of the
organization, which is essential for ensuring security/safety and
enhancing the stability of the prevention stage. This process consists
of coordinated activities for directing and controlling a ClI in terms
of risk, and its level with respect to organizational resilience is
determined by the criteria, outlined in Figure 3.
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Figure 3: Possible structure of risk management to ensure the CI resilience.

Additional internal processes that significantly contribute to the
strengthening of the resistance of the critical infrastructure elements
at the prevention stage are the innovative processes of the
organization.

From a strictly practical point of view, innovations are
categorized as product, process, marketing and organizational. In
terms of increasing resilience, process and organizational
innovation, they are particularly important as they focus on the
reliability and external security of the technologies used. The
innovation process itself consists of the following phases: invention;
science and research and application.

The level of the innovation process is determined by:

»  the flexibility of the organizational structure;

»  the level of implementation of a management system;

»  organizational processes management methods;

»  the level of innovation of the management process;

» the degree of implementation of technological
innovation;

» level of innovation in security measures;

» the level of engagement in science and research;

» the level of investment in innovation by the

organization.
3. Develop security systems to improve Cl resilience

According to I1SO 22316:2017 [3] the general principles that
provide the basis for improving the state of organizational
sustainability. These principles, which are closely related to the
security systems development process, state that resilience:

»» f) is enhanced by coordination across management
disciplines and contributions from technical and scientific areas of
expertise;

. g) relies upon effectively managing risk.*

Also, the design, development and coordination of management
disciplines and their alignment with the organization's strategic
goals are fundamental to improving organizational resilience, which
gives complex importance to the development of security systems.
In Annex A to item ,5.8 Development and coordination of
management disciplines [3], a sample list of 20 management
disciplines is provided, as directly related to the development of
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security systems | can point out: business continuity management;
risk management and physical security management.

Therefore, the implementation of the Business Impact Analysis
and Risk Assessment processes, according to 1ISO 22301:2019 [4]
provides the necessary information for the development of security
systems.

The correct and timely conduct of these two processes provides
information on the likely impact of existing risks and threats (Figure
4) on the sustainability of the operation of critical Cl assets, and
thus on the structure and scope of security systems.
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Figure 4: Threats to critical infrastructure - risks and hazards. [5]
I should note that:

»  The business impact analysis is performed in accordance
with ISO /TS 22317:2021 Societal security — Business continuity
management systems — Guidelines for business impact analysis
(BIA);

»  According to item “8.2.3 Risk assessment” of ISO 22301:
2019, the risk analysis should be performed in accordance with 1SO
31000:2018; Risk management — Guidelines.

Due to the dynamic nature of the organization's security
function, it is strongly recommended that the Business Impact
Analysis and Risk Assessment processes be reviewed regularly to
identify areas for improvement.

As a result of what has been said so far, | can state with
sufficient certainty that adaptability, as a direction of the process of
organizational security, complexly related to the managerial
disciplines of the organization, is a possible source of information
for the development of security systems.

Also, depending on the complexity, value and importance of the
Cl asset for which security needs to be built, they can be developed
as mechatronic security systems. The main document that is
internationally accepted for implementation is the VDI 2206
guideline “Design methodology for mechatronic systems”, on the
basis of which, according to the characteristics of the organization
in which it is to be implemented, industry developments have been
made.

Basically, in the theory and practice of developing mechatronic
systems, the hierarchical design method and the “V-model” are
applied.

The hierarchical design method considers the integration of
mechatronic disciplines from the very beginning of the design
process. Following this method, the mechatronic system is
decomposed into mechatronic modules, which are further broken
down into discipline-specific subsystems with each subsystem
characterized by a “model pillar”. These models allow the system to
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have different degrees of detail and views, which in turn is
explained as a transition from a “hierarchy of models” to a
“hierarchy of parameters” of the design..

The “V-model” has been adopted by software development to
suit mechatronic systems. Model content includes: Requirements,
System Design, Domain-Specific Design, System Integration,
Property Provisioning, and Modeling and Model Analysis. For
complex products, the “V-model” is executed multiple times,
increasing product maturity by showing that system integration -
verification and validation - are important and consistent with
system requirements and design.

Briefly, the following summaries can be made:

- The hierarchical design method is a powerful approach in
solving the design challenges of modern mechatronic systems.
Within the research community, it has the greatest popularity in the
design of mechatronic systems.

- The “V-model” cannot be ignored because it defines the level
of the integration design process, presents harmonized levels of
engineering in the individual domains and brings together the
domain-specific design with a macro level of collaboration.

Therefore, it is recommended to apply methods that integrate
both design methods so that the advantages of each method are
used.

Proven experience in the development of security systems,
including mechatronics, which improve the CIs resilience, is
possessed by leading researchers from the IMSETHC-BAS.
Through their developments in the range of sensor elements [6+11],
in the field of nuclear security [12+13] and in methodologies and
technologies related to the overall resilience of the organization
[14+15], they provide proven in national and international projects
scientific and applied basis with a contribution to the development
of security systems.

3. Conclusions

There are established in international standards and confirmed
in practice interdependencies between the CI resilience and
management disciplines adopted. Business continuity management,
risk assessment and physical security management are the primary
sources of information on the type, structure and scope of security
systems, as well as their integration into the overall Cl security
system. This improves ClI resilience by facilitating the adaptation of
identified critical assets to the possible effects arising from likely
risks and threats.

Precisely this approach was used in the scientific developments
under Work package 2 “Intelligent security systems”, under the
QUASAR project and under project #06.00 “Some directions in the
modeling of mechatronic security systems” from the Plan for
scientific research activities in 2023+2025 of the Institute of Metal

Science Equipment and Technologies with Hydro- and
Aerodynamics Centre* Acad. A. Balevski” at the BAS.
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