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Critical infrastructure resilience through security systems development 
 

Valeri Panevski 
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Abstract: Critical infrastructure can be exposed to disruptive events and incidents caused by external or internal impacts. Some of these 

events are internally system-manageable, but others must be addressed through the additional application of appropriate security measures, 

which can be implemented through security systems. 

The development of critical infrastructure security systems requires a careful definition of overall requirements, which in general is directly 

related to ensuring business continuity by determining the resilience of critical infrastructure elements. 

This publication presents in a systematized form the author's experience in applying resilience assessment results as inputs to the 

development of CI security systems. 

Keywords: RESILIENCE, SECURITY SYSTEMS 

 

1. Introduction 

Developing and subsequently strengthening the resilience of 

any set of critical infrastructure subsystems is a demanding process 

in terms of design, time and resources that requires well-defined 

initial as well as functional conditions. The definition of such 

conditions can be understood as the overall concept of resilience of 

these subsystems in the critical infrastructure (CI). Establishing the 

security management process of critical infrastructure elements, 

including the resilience framework, can be seen as a key initial 

condition. Conversely, the main functional condition is the 

unambiguous specification and perception of the factors 

determining CI sustainability. The security management process of 

critical infrastructure elements is an adaptation of principles based 

on a continuous management cycle PDCA (Plan-Do-Check-Act) 

(Plan-Do-Check-Act; Deming Cycle) [1] to fit of CI. 

 

1. Organizational security management 
The identification of critical infrastructure elements is the initial 

sub-process of security management, which depends on the correct 

formulation of criteria for the identification of critical infrastructure 

elements at the European, national and regional level. In this phase 

of the process, it is equally important to consider the resilience of 

applying an appropriate approach to element designation, which 

may be based on the top-down principle or vice versa. 

The second sub-process of security management is the 

assessment of critical infrastructure elements. The key objective of 

this sub-process is the risk assessment, consisting of the assessment 

of relevant scenarios of destructive events and the assessment of the 

resilience of the relevant element, which includes the assessment of 

its resilience, recoverability and adaptability. 

Securing critical infrastructure elements is the final security 

management sub-process consisting of risk management and 

resilience strengthening. Risk management involves the selection 

and implementation of one or more risk minimization options, i.e. 

risk retention, risk transfer and/or risk avoidance [2].  

Improving resilience minimizes the vulnerability of subsystems, 

which in turn limits the occurrence, intensity and spread of failures 

and their impact on CI and society. The main functional condition 

for strengthening the resilience of critical infrastructure subsystems 

is the categorical specification and perception of the factors that 

determine it.  

In this context, CI resilience should be understood as a cyclical 

process of continuous improvement of prevention, impact 

acceptance, recovery and adaptation.  

 Prevention. By adopting preventive measures, 

management ensures that the subsystem is less vulnerable to future 

disruptive events; preparedness is therefore the outcome condition 

for prevention. Once a disturbance occurs, such a system will move 

from prevention to acceptance of the impact. 

 Accepting the impact. Initiated if a subsystem is 

dysfunctional due to a disruptive event and is determined by the 

resilience of the CI subsystem. Resilience is defined by the ability 

of a critical infrastructure element to absorb the effects of a 

disruptive event without causing any fluctuations in the services it 

provides. 

 Recovery. It begins after the effects of a disruptive event 

have passed and is characterized by the subsystem's ability to 

restore its function to its original and/or required level of 

performance. The duration of the recovery phase is determined by 

the resources available and the time required to complete the 

individual recovery processes. 

 Adaptation. Determines the ability of the organization to 

adapt a managed subsystem to the potential recurrence of a 

disruptive event - i.e. to learn from previous disruptive events. 

Accordingly, this phase represents the dynamic long-term ability of 

the organization to adapt to changes in circumstances.  

 

2. Factors determining the resilience of critical 

infrastructure 
The resilience of the critical infrastructure subsystem can be 

understood as a state formed by the following factors: 

 Factors determining resilience; 

 Factors limiting resilience; 

 Factors affecting resilience. 

CI resilience is determined by two main areas, namely 

technological and physical element protection and organizational 

management (Figure 1). 

 

Figure 1: Components determining CI resilience. 

The resilience of technological and physical security of 

individual elements, known as technical resilience, is determined by 

the strength and the ability to restore the elements of the system. 

The increase in technical resilience is achieved exclusively in 
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relation to a specific element or a group of identical or very similar 

elements. 

Technical resilience is influenced by the following main factors: 

 technological structure of the element; 

 security measures of the item; 

 destructive events that affect the durability of the element. 

The resilience of the organization's management, known as 

organizational resilience, is determined by the level of the 

organization's internal processes, the main purpose of which is to 

create optimal conditions for adapting critical infrastructural 

elements to disruptive events. 

Organizational resilience is formed simultaneously for all 

critical infrastructure elements managed by an organization. This 

type of resilience is formed, assessed and strengthened by the 

management of the organization already in the prevention phase and 

factors at the level of internal processes necessary for the adaptation 

phase of critical infrastructure elements, relying on the experience 

gained from previous response and recovery operations. 

2.1 Strength factors 

Strength is the ability of an element to absorb the effects of a 

destructive event. These impacts can be absorbed through the 

structural qualities of the buildings or the technologies used 

(structural robustness) and/or through security measures (security 

strength). Strength is determined by the variables, shown in Figure 

2. 

 

 

Figure 2: Possible variables of strength. 

When the strength level reaches 100%, the corresponding item 

becomes resistant to the effects of the given destructive event. This 

means that it is able to fully withstand its effects without noticeable 

negative impacts on the service element provided. 

2.2 Recoverability Factors 

Recovery is the ability of an element to restore its function to 

the original (required) performance level after discontinuing the 

effects of a destructive event. With regard to CI, recovery is 

understood as recovery, in which case only the damaged or 

destroyed components of an element are repaired or replaced. The 

recovery is determined by the following variables: material 

resources (the presence of components for repair or replacement of 

damaged or destroyed parts); financial resources (to finance the 

rapid recovery); human resources (with the required level of 

qualification) and developed recovery processes (rapid restoration 

of the functionality required). 

2.3 Adaptiveness Factors 

Adaptability is the ability of a critical infrastructure operator to 

prepare an element for the recurring effects of a previous 

destructive event. It is the dynamic, long term ability of the CI to 

adapt to changes in circumstances. Adaptability is determined by 

the internal processes of an CI aimed at creating optimal conditions 

for strengthening stability. The main processes that improve the 

adaptability of critical infrastructure elements to destructive events 

are risk management, innovative processes and training processes. 

Risk management is an important internal process of the 

organization, which is essential for ensuring security/safety and 

enhancing the stability of the prevention stage. This process consists 

of coordinated activities for directing and controlling a CI in terms 

of risk, and its level with respect to organizational resilience is 

determined by the criteria, outlined in Figure 3. 

 
Figure 3: Possible structure of risk management to ensure the CI resilience. 

Additional internal processes that significantly contribute to the 

strengthening of the resistance of the critical infrastructure elements 

at the prevention stage are the innovative processes of the 

organization. 

From a strictly practical point of view, innovations are 

categorized as product, process, marketing and organizational. In 

terms of increasing resilience, process and organizational 

innovation, they are particularly important as they focus on the 

reliability and external security of the technologies used. The 

innovation process itself consists of the following phases: invention; 

science and research and application. 

The level of the innovation process is determined by:  

 the flexibility of the organizational structure; 

 the level of implementation of a management system;  

 organizational processes management methods; 

 the level of innovation of the management process; 

 the degree of implementation of technological 

innovation;  

 level of innovation in security measures;  

 the level of engagement in science and research; 

 the level of investment in innovation by the 

organization. 

3. Develop security systems to improve CI resilience 

According to ISO 22316:2017 [3] the general principles that 

provide the basis for improving the state of organizational 

sustainability. These principles, which are closely related to the 

security systems development process, state that resilience: 

„• f) is enhanced by coordination across management 

disciplines and contributions from technical and scientific areas of 

expertise; 

• g) relies upon effectively managing risk.― 

Also, the design, development and coordination of management 

disciplines and their alignment with the organization's strategic 

goals are fundamental to improving organizational resilience, which 

gives complex importance to the development of security systems. 

In Annex A to item „5.8 Development and coordination of 

management disciplines― [3], a sample list of 20 management 

disciplines is provided, as directly related to the development of 
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security systems I can point out: business continuity management; 

risk management and physical security management. 

Therefore, the implementation of the Business Impact Analysis 

and Risk Assessment processes, according to ISO 22301:2019 [4] 

provides the necessary information for the development of security 

systems. 

The correct and timely conduct of these two processes provides 

information on the likely impact of existing risks and threats (Figure 

4) on the sustainability of the operation of critical CI assets, and 

thus on the structure and scope of security systems. 

 

Figure 4: Threats to critical infrastructure - risks and hazards. [5] 

I should note that: 

 The business impact analysis is performed in accordance 

with ISO /TS 22317:2021 Societal security — Business continuity 

management systems — Guidelines for business impact analysis 

(BIA); 

 According to item ―8.2.3 Risk assessment‖ of ISO 22301: 

2019, the risk analysis should be performed in accordance with ISO 

31000:2018; Risk management — Guidelines.  

Due to the dynamic nature of the organization's security 

function, it is strongly recommended that the Business Impact 

Analysis and Risk Assessment processes be reviewed regularly to 

identify areas for improvement. 

As a result of what has been said so far, I can state with 

sufficient certainty that adaptability, as a direction of the process of 

organizational security, complexly related to the managerial 

disciplines of the organization, is a possible source of information 

for the development of security systems. 

Also, depending on the complexity, value and importance of the 

CI asset for which security needs to be built, they can be developed 

as mechatronic security systems. The main document that is 

internationally accepted for implementation is the VDI 2206 

guideline ―Design methodology for mechatronic systems‖, on the 

basis of which, according to the characteristics of the organization 

in which it is to be implemented, industry developments have been 

made. 

Basically, in the theory and practice of developing mechatronic 

systems, the hierarchical design method and the “V-model” are 

applied. 

The hierarchical design method considers the integration of 

mechatronic disciplines from the very beginning of the design 

process. Following this method, the mechatronic system is 

decomposed into mechatronic modules, which are further broken 

down into discipline-specific subsystems with each subsystem 

characterized by a ―model pillar‖. These models allow the system to 

have different degrees of detail and views, which in turn is 

explained as a transition from a ―hierarchy of models‖ to a 

―hierarchy of parameters‖ of the design.. 

The “V-model” has been adopted by software development to 

suit mechatronic systems. Model content includes: Requirements, 

System Design, Domain-Specific Design, System Integration, 

Property Provisioning, and Modeling and Model Analysis. For 

complex products, the ―V-model‖ is executed multiple times, 

increasing product maturity by showing that system integration - 

verification and validation - are important and consistent with 

system requirements and design. 

Briefly, the following summaries can be made: 

- The hierarchical design method is a powerful approach in 

solving the design challenges of modern mechatronic systems. 

Within the research community, it has the greatest popularity in the 

design of mechatronic systems. 

- The “V-model” cannot be ignored because it defines the level 

of the integration design process, presents harmonized levels of 

engineering in the individual domains and brings together the 

domain-specific design with a macro level of collaboration. 

Therefore, it is recommended to apply methods that integrate 

both design methods so that the advantages of each method are 

used. 

Proven experience in the development of security systems, 

including mechatronics, which improve the CIs resilience, is 

possessed by leading researchers from the IMSETHC-BAS. 

Through their developments in the range of sensor elements [6÷11], 

in the field of nuclear security [12÷13] and in methodologies and 

technologies related to the overall resilience of the organization 

[14÷15], they provide proven in national and international projects 

scientific and applied basis with a contribution to the development 

of security systems. 

3. Conclusions 
There are established in international standards and confirmed 

in practice interdependencies between the CI resilience and 

management disciplines adopted. Business continuity management, 

risk assessment and physical security management are the primary 

sources of information on the type, structure and scope of security 

systems, as well as their integration into the overall CI security 

system. This improves CI resilience by facilitating the adaptation of 

identified critical assets to the possible effects arising from likely 

risks and threats. 

Precisely this approach was used in the scientific developments 

under Work package 2 ―Intelligent security systems‖, under the 

QUASAR project and under project #06.00 ―Some directions in the 

modeling of mechatronic security systems‖ from the Plan for 

scientific research activities in 2023÷2025 of the Institute of Metal 

Science Equipment and Technologies with Hydro- and 

Aerodynamics Centre― Acad. A. Balevski‖ at the BAS. 

4 References: 

[1] https://deming.org/explore/pdsa/; 

[2] ISO/IEC 27001—Information security management;  

[3] ISO 22316:2017 - Security and resilience — 

Organizational resilience — Principles and attributes; 

[4] 22301:2019 Security and resilience — Business 

continuity management systems — Requirements; 

[5] Valeri Panevski, ―Some standardized peculiarity in 

defining the processes / stages providing input data for Intelligent 

Security Systems development – peripheral security systems‖, 

International Scientific Journal ―Security & Future‖, 5-ти, 1-ви, 

Scientific Technical Union of Mechanical Engineering ―Industry 

4.0‖, 2021, ISSN:2535-0668 (print), 2535-082X (online)), pp. 3÷6. 

SECURITY & FUTURE ISSUE 2/2024

43

 



[6] Kolarov Al. P., „INFLUENCE OF SEAWATER

CHARACTERISTICS ON THE EFFICIENCY OF

UNDERWATER OPTICAL COMMUNICATION SYSTEMS―,

TECHNICS. TECHNOLOGIES. EDUCATION. SAFETY. 2024,

YEAR VIII, ISSUE 17, ISSUE 1 ()17, Scientific technical union of

mechanical engineering ―Industry - 4.0‖, 2024, ISBN:-, ISSN:ISSN

2535-0315(Print), ISSN 2535-0323 (Online), pp. 21÷24;

[7] Kolarov A.P., Naydenov R.V., ―Trends in the

development of measuring equipment for sea water parameters‖,

―International Scientific Conference ―CONFEC‖‖, YEAR VII,

ISSUE 2, SCIENTIFIC TECHNICAL UNION OF MECHANICAL

ENGINEERING INDUSTRY-4.0, 2023, ISSN:ISSN 2603-2945

(Print), ISSN 2603-2953 (Online), pp. 90÷94;

[8] Kolev S, Nenova B, Ivanov I., ―Powerful hydroacoustic

transmitter‖, Collection of reports from the International Security

Conference ―ConfSec 2023‖, YEAR 7, ISSUE 1(9), ISSN (PRINT)

2603-2945, ISSN (ONLINE) 2603-2953, pp. 86÷87;

[9] Nesterov K.N., Pehlivanski V.I., Liaskov N.G.,

―Examination of System for counteracting low-flying targets‖,

Proceedings XI International Scientific Conference ―Technics.

Technologies. Education. Safety‖, 6, 2, STUME, 2023, ISSN:ISSN

2535-0315(Print), ISSN 2535-0323 (Online), pp. 130÷133;

[10] Yavor Boychev., „SEISMIC PIEZOELECTRIC SENSOR

MODEL―, XIX INTERNATIONAL SCIENTIFIC CONGRESS

„MACHINES. TECHNOLOGIES. MATERIALS―, YEAR V,

ISSUE 2 (22), STUME, 2022, ISSN:2535-0021(PRINT), 2535-

003X (ONLINE), pp. 166÷169;

[11] Vladimir Varbanov, „Classification of multiple objects

based on seismic signal using SVM―, Proceedings VI International

Scientific Conference ―CONFSEC 2022‖, 5-8 December 2022,

Borovets, Bulgaria, 6, 1, SCIENTIFIC TECHNICAL UNION OF

MECHANICAL ENGINEERING INDUSTRY-4.0, 2022,

ISSN:2603-2953, pp. 94÷96;

[12] Dimitrov D., „Developing the opportunities for building

nuclear security―, Technics. Technologies. Education. Safety. 2021,

Military sciences and national security., Proceedings 3, 3(13),

Scientific Technical Union of Mechanical Engineering ―Industry -

4.0‖, 2021, ISSN:ISSN 2535-0315 (Print), 2535-0323 (Online), pp.

208÷211;

[13] Dimitrov, D, Randelova, N., ―Management systems for

nuclear security‖, International Scientific Journal

―Security&Future‖, 8, 1, STUME, 2024, ISSN:2535-0668 (print);

2535-082X (online), pp. 7÷10;

[14] Tumbarska A., ―Non-lethal technologies for forced

stopping potentially dangerous vehicles and vessels‖, International

Scientific Journal ―Security&Future‖, 5, 2, STUME, 2021,

ISSN:2535-0668, pp. 71÷74;

[15] Valentina Nikolova, Ivan Ivanov, Lilia Damyanova, Oleg

Lagunov, ―Methodology for testing and determining the safe

subsequent use of after-use of fire protection clothing cleaned after

use in accidents‖, Proceedings VI International Scientific

Conference ―CONFSEC 2023‖, 2023, ISSN:ISSN 2535-0668

(Print) ISSN 2535-082Х3 (Online), pp. 112÷117.

n
a
g
e
m
e
n
t
. 



r

e

s

i

l

i

e

n

c

e

; 

 F

a

c

t

o

r

s

SECURITY & FUTURE ISSUE 2/2024 SECURITY & FUTURE ISSUE 2/2024

44



The effect of central bank digital currencies on asset confiscation 
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Abstract: The purpose of the article is to assess the ramifications of the introduction of retail Central Bank Digital Currencies (CBDC) in 

the field of asset recovery. Through systemic legal analysis, it strives to foresee benefits and challenges. The piece argues that since retail 

CBDC customer accounts are with the central banks, there is a potential for improved efficiency in asset freezing, seizing and confiscation, 

including international cooperation, as central banks may act as turnkey operators in the process. Further, there are identifiable benefits in 

the disposal phase. Possible programmable features and privacy considerations are among the challenges, along with the sheer volume of 

information that needs processing in asset tracing. The value of this article lies in the assessment of the effect of fundamental changes 

associated with the introduction of retail CBDC in the field of asset recovery. 

KEYWORDS: RETAIL CBDC, ASSET RECOVERY, PRIVACY AND DIGITAL RIGHTS. 

 

1. Introduction 
In the present day, the majority of central banks around the 

globe consider а Central Bank Digital Currency (CBDC). While as 

of 2024 only Jamaica, the Bahamas, Nigeria and Zimbabwe have 

their CBDCs launched, a large group of countries is in the CBDC 

pilot stage, including on retail CBDCs. The European Central Bank 

(ECB) and U.S. Federal Reserve (the Fed), while being in the 

research stage, are actively discussing piloting its respective retail 

digital currencies. 

This new type of central bank currency led to academic 

discussions on its various aspects. Among the purported benefits of 

CBDCs, is the reduction of crime in general and economic crime in 

particular, including money laundering[1]. Yet, both international 

standards, such as FATF Recommendations, and national laws[2] 

view asset confiscation as a pivotal tool in curbing money 

laundering. This logical chain prompted the International Monetary 

Fund to devote special attention to the interrelation between 

national anti-money laundering framework and CBDCs in its 

upcoming Handbook on CBDC[3]. In light of this nexus, the goal of 

this piece is to explore the potential ramifications of the 

introduction of CBDCs with respect to asset confiscation. 

The article strives to explore both the potential for positive and 

negative effects. In doing so, in Part I it sets the stage by outlining 

the major relevant characteristics of CBDCs and their legal nature. 

Part II focuses on the potential benefits that introduction of CBDCs 

could bring for asset recovery, centering not only on the law-

enforcement level but also discussing policy aspects on national and 

international level. Part III centers on the challenges associated with 

the introduction of CBDCs on the asset confiscation arena. 

Following the same pattern as in the previous part, this part 

addresses both law-enforcement and policy level concerns. A 

noteworthy limitation of the research is its focus on the legal 

framework in the EU and the U.S. and the respective CBDC 

proposals by the ECB and the Fed.   

The findings of the study support the conclusion that CBDC 

introduction has the potential to improve the effectiveness and 

efficiency of asset recovery. This is contingent on the 

programmable features of CBDCs, including but not limited to the 

guarantees for digital rights.   

 

2. Relevant characteristics and legal nature of 

CBDCs  
Much like banknotes, CBDCs are fiat currencies issued by 

central banks. Both the digital currency and the banknotes have 

value only because the respective central bank declares them to 

have such. This declaration with respect to cash is backed by the 

promise of the liability of the central bank in the amount printed on 

the banknote. Similarly, the CBDC is a ledger registration that 

certifies that a central bank is liable for the particular amount to the 

person who has title of the account. In fact, should one choses to 

deposit her physical currency in a commercial bank, the latter may 

opt to deposit this physical currency in the central bank in its own 

account. The central bank may choose to destroy this same 

banknote. Thus, the physical currency becomes digital and the 

liability of the central bank towards the commercial bank is 

reflected in a digital form. Respectively, the liability of the 

commercial bank to the depositor of the cash is also reflected in a 

digital form. Therefore, one may argue that digital currency exists 

even today. For the same reason, through debit cards there is digital 

currency that is presently in use, regardless of the fact that the 

CBDC is a central bank liability, while debit cards represent a 

liability of a private financial institution. 

The above describes an important difference between cash and 

CBDC. While cash deposited in a commercial bank makes that 

commercial bank liable to the depositor, CBDC is a liability of a 

central bank to the depositor. Dissimilarly, when one deposits 

physical currency in the commercial bank that in turn deposits the 

physical currency in the central bank, the liability of the central 

bank is towards the commercial bank. Central bank guarantees of 

deposits up to a certain amount in commercial banks does not 

change the fact that deposits in commercial banks are liability of the 

commercial banks.  

Due to its characteristic as fiat currency, CBDC demonstrates 

differences in comparison to crypto assets. Crypto assets are not 

currencies but assets with money-like characteristics[4] without any 

underlying liability[5]. As assets, crypto assets have value. Both 

crypto assets and CBDC are in a digital format and with this respect 

they are similar. However, the value of the crypto assets is not 

based on the central bank fiat and could even be “minted” by 

anyone. Thus, the term “cryptocurrency”, which is in use to 

describe crypto assets, is misleading. In Jarrett v. United States, No. 

3:21-cv-00419 (M.D. Tenn.), this aspect of crypto assets is 

discussed in some details. For instance, it is argued by the claimant 

that reward tokens for baking new blocks on the Tezos blockchain, 

which he accrued, “are property newly created by him during the 

baking process”[6].  

With regard to stablecoins, one definition characterizes them as 

“private digital tokens that have an identifiable issuer or represent a 

claim and/or underlying assets”[7]. They “are generally created … 

in exchange for fiat currency that an issuer receives from a user or 

third-party. To maintain a stable value relative to fiat currency, 

many stablecoins offer a promise or expectation that the coin can be 

redeemed at par upon request. These stablecoins are often 

advertised as being supported or backed by a variety of “reserve 

assets”” such as bank deposits or treasury bills, commercial paper, 

corporate and municipal bonds, or other digital assets[8]. Thus, 

stablecoins are assets, not currency. Even if they materialize 

liability of a private party that could vary depending on the 

stablecoin. Unlike bank deposits, this private party is not regulated 

and the deposit is not insured.        

A final point to this part is that the legal nature of CBDC as a 

currency is contested. On May 4, 2023, Indiana Governor signed 

into law Senate Bill (SB) 468, amending the Indiana’s Uniform 

Commercial Code. The amended text reads, “"[m]oney" means a 

medium of exchange that is currently authorized or adopted by a 

domestic or foreign government and is not in an electronic form. 

The term includes a monetary unit of account established by an 

intergovernmental organization or by agreement between two or 

more nations. The term does not include a central bank digital 
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currency that is currently adopted, or that may be adopted, by the 

United States government, a foreign government, a foreign reserve, 

or a foreign sanctioned central bank”[9]. On May 12, 2023, Florida 

Governor signed into law Florida SB 7054, which amends the 

Florida’s Uniform Commercial Code with respect to the definition 

of money. According to the amendment, ““[m]oney” means a 

medium of exchange that is currently authorized or adopted by a 

domestic or foreign government. The term includes a monetary unit 

of account established by an intergovernmental organization or by 

agreement between two or more countries. The term does not 

include a central bank digital currency”[10]. While the matter in the 

U.S. is to be resolved on a federal level, efforts to block CBDC are 

present in the U.S. federal legislator as well.   

It is noteworthy, that the above mention state legislation does 

not target CBDC in general but rather retail CBDC that is issued 

directly to the public by the central bank. Florida’s Uniform 

Commercial Code for example explicitly defines CBDC as such 

that is made directly available to a consumer by the issuing 

authorities, thus, leaving, it seems, the wholesale CBDC out of the 

scope of the legislation. This is understandable in light of the 

proclaimed anti-surveillance nature of such legislation – a point 

discussed in part III of this paper. However, both the ECB and the 

Fed envisage their respective digital currencies to be retail CBDCs.  

Thus, CBDC is a currency in digital form issued by a central 

bank, which currency, like cash, is the liability of a central bank. 

Yet, unlike cash, CBDC does not provide anonymity of the 

underlying transaction, which justifies the transfer of the currency 

and allows tracing of the funds.   

 

3. The benefits of CBDCs in the asset confiscation 

domain 
The potential of CBDCs to affect positively the effectiveness 

and efficiency of asset confiscation is associated with the systemic 

effect of two characteristics of this currency – i.e. that it is liability 

of a central bank and that the transaction is not anonymous. As 

CBDC is a liability of the central bank, it is on the bank ledgers of 

the central bank. The Eurosystem is to be in charge of the CBDC 

settlement, which involves two element - settlement verification 

that digital currency in the requested amount is available in the 

payer’s digital euro account and settlement recording the digital 

euro transfer between the accounts in the ledgers[11]. Similarly, the 

Fed is to be the settling financial institution for payment 

transactions between end users of the digital dollar[12]. The 

research of the Fed and the ECB does not remove commercial 

banks from the equation, which are retaining the role of 

intermediaries who service customers on the front end, leaving the 

central banks with the task to process the actual payment on the 

back end. Commercial banks are intermediaries retaining 

customers’ digital wallets, rather than holding the money. In their 

intermediary capacity, they are a natural insulator against direct 

cyber-attacks on the CBDC.   

Further, both the U.S. and the EU reject the possibility of 

tokenized CBDCs, which would bring their CBDCs closer to the 

anonymity of cash. Such an approach would make the CBDC 

susceptible to money laundering, while the CBDC benefit 

underscored in the research phase on both sides of the Atlantic is 

curbing money laundering[13]. In a tokenized CBDC, similar to 

crypto assets, the process authenticates the validity of a token, while 

in account-based retail CBDC, which is proposed for the digital 

euro and the digital dollar, there is a verification of the identity of 

the account holder. Thus, account holder identification is part of the 

process.  

As the CBDC customer accounts are with the central bank 

rather than the commercial banks, there is a potential for improved 

efficiency in asset freezing, seizing and confiscation. As all CBDC 

accounts are with the central bank, freezing, seizing and 

confiscation of currency could be executed through a single 

freezing, seizing or confiscation order on a central level that could 

be implemented promptly. Further, there is a potential for asset 

recovery authorities to enjoy expeditious access to operational 

information, possibly through the Financial Intelligence Units 

(FIU), on the actual amount in the CBDC accounts. While it is true 

that commercial banks, in their role as intermediaries, are to 

continue performing the customer due diligence associated with 

their anti-money laundering obligations, a system that requires to 

channel asset freezing requests through the commercial banks to the 

central banks seems redundant. As central banks keep the customer 

CBDC banking information, such a detour may seem unwarranted 

even if assessed against other policy considerations. Yet, such a 

legislative solution may be contentious as part of the purported 

rational for commercial banks to retain the customer’s digital wallet 

is the privacy issue. Putting the intermediary in place allows for the 

identification process by the central bank to be indirect, thus 

ensuring a level of privacy.  

Notwithstanding of the solution on the above point, the innate 

characteristics of the retail CBDC require collection and retention 

of significant amount of information to record transactions[14]. 

Regardless of whether a central bank will be the one-stop-shop for 

asset recovery of the currency it issues, the collected information is 

yet another database providing and additional resource for 

identification of funds that are subject to confiscation in the asset 

tracing stage.   

Further, CBDC have the potential to affect international 

cooperation in freezing, seizing and confiscation of money. As 

CBDC are liability of central banks, customers’ digital euros and 

digital dollars appear on the bank ledges of the ECB and the Fed, 

respectively. Thus, a large portion of the freezing, seizing and 

confiscation process could be concentrated in several central banks, 

as most of the laundered money is integrated in a few currencies. 

Under the above scenario, according to which the freezing is 

performed directly by central banks, the asset confiscation has the 

potential to become more effective due to the developed legislation 

and practice in the respective jurisdictions.  

Regardless of whether asset freezing, seizing and confiscation 

of CBDC is executed directly by the central banks of through the 

commercial banks acting as intermediaries, CBDC introduction is 

likely to have the benefit of incentivizing improved adherence to 

anti-money laundering rules by non-compliant jurisdictions, which 

in turn will have positive effect on asset confiscation. This is due to 

the necessity for enhanced cooperation among central banks 

following the introduction of CBDCs[15]. This is likely to make 

commercial banks in jurisdictions falling under the FATF Gray or 

Black Lists experience greater difficulties in operating with the 

electronic currencies of FATF compliant jurisdictions as 

cooperation with these jurisdictions is dependent on regulatory 

coordination[16].  

Additionally, even if the commercial banks act as the 

intermediaries though which asset recovery authorities process 

confiscation request, the central banks in a few jurisdictions will 

have the ultimate control over the frozen or confiscated funds. This 

could ensure that the disposal phase of asset recovery is executed in 

compliance with the best international practices. Such trends are 

identifiable even as of today. For example, on two occasions, in 

2005 and 2014, Swiss courts ruled the repatriation of “Abacha loot” 

money to Nigeria on the condition of effective monitoring of the 

disposal of the funds, including to earmarking such funds for 

specific development projects[17]. In 2022, the U.S. followed a 

similar modus operandi with respect to “Abacha loot” funds 

confiscated in the U.S.[18]. 

In summary, there are prospects that CBDC introduction may 

improve the effectiveness and efficiency of monetary asset tracing, 

freezing, seizing, confiscation and disposal. This is the case on both 

national and international level. 

 

4. The potential challenges for asset recovery 

following CBDC introduction 
Like any new development, the advent of CBDC has the 

potential to bring about challenges along with the potential benefits. 

One of the challenges is associated with the programmability of 

CBDCs. While there is no final solution on this aspect in the 

Eurozone and the U.S., it is worth discussing the effect of CBDC 

programmed to have a set and announced inflation. In other word, a 
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feature inspired by Silvio Gesell’s stamped money[19]. This is a 

realistic scenario as China is exploring the possibility of an 

expiration date for the digital yuan. Should a CBDC has an 

incorporated set periodic depreciation, it may lead to considerable 

reduction of the monetary value that is subject to confiscation. Even 

if the CBDC is frozen, disputes over its sharing in a transnational 

confiscation scenario may effectively “eat-up” part of the assets that 

are not disposed of in a timely manner. The above-mentioned 

disposal cases of assets confiscated from the former Nigerian Head 

of State Sani Abacha in the U.S. is note to point. It took almost 10 

years to agree on the repatriation of some of the assets.  

Another challenge is associated with the sheer volume of 

information that requires processing in the asset recovery arena. The 

finiteness of human resources in performing the monitoring has 

already been identified in analysis justifying the deployment of 

artificial intelligence for the task[20]. The spike in the number of 

transactions that could be monitored following CBDC introduction 

has the potential to present greater challenges for the identification 

of assets in the asset recovery process. Even before CBDC 

introduction recognition of the finiteness of human resources among 

the authorities charged with identification of corrupt practices, 

economic crime and the ultimate beneficial owners of entities 

involved in such practices seems to have been behind the Fifth EU 

Anti-Money Laundering Directive[21] provisions on public registry 

for ultimate beneficial owners. In the same vein, it is recognized 

that public ultimate beneficial owner registries provide an additional 

check against corruption[22]. However, in light of the European 

Court of Justice (ECJ) case law, namely WM (C‑ 37/20) and Sovim 

SA (C‑ 601/20) v. Luxembourg Business Registers such an access 

is restricted due to articles 7 and 8 of the Charter of Fundamental 

Rights of the EU. This development reinforces the argument in 

favor of artificial intelligence application in the asset identification 

phase. 

This highlights another problem that asset confiscation in the 

age of CBDC faces, namely the quantitative privacy and digital 

rights. The public in the EU is mostly concerned with the effect of 

CBDC on the privacy of individuals. According to the 2021 

Eurosystem Report on the Public Consultation on a Digital Euro, 

43% of respondents in the EU identify privacy as the most 

important aspect of the digital euro[23]. According to a 2023 Cato 

Institute CBDC National Survey Report, 32% of respondents in the 

U.S. identify privacy as a concern with respect to the digital 

dollar[24]. Further, a 2016 Cato Institute Criminal Justice Survey 

indicates that 84% of Americans oppose in rem asset confiscation. 

Based on the above, it is reasonable to address the challenge 

associated with a potential decline in public support for asset 

confiscation due to the effect of CBDC on privacy. 

De lege lata, in U.S. v. Miller, 425 U.S. 435 (1976), the U.S. 

Supreme Court rules that there is no legitimate "expectation of 

privacy" in information voluntarily provided as part of a 

commercial transaction to the banks in the ordinary course of 

business. Following this ruling, the U.S. introduced the Right to 

Financial Privacy Act (1978), which mandates the government 

agency to seek authorization from the person, subpoena or 

summons, or search warrant to access financial information. 

However, there are multiple exceptions, including for FinCen, the 

U.S. FIU. Further, in the recent case of Polselli v. Internal Revenue 

Service, 598 US _ (2023), the U.S. Supreme Court ruled that the 

Internal Revenue Service does not need to provide notice of a 

summons if the summons are in aid of collection, in aid the 

collection of an assessment made or a judgment rendered, and it 

aids the collection of assessments or judgments “against the person 

with respect to whose liability the summons is issued.” Finally yet 

importantly, in a 5-to-4 vote, the U.S. Supreme Court ruled in 

Carpenter v. United States, 585 US _ (2018) “third-party doctrine” 

in Miller, does not apply to cell phone site location in a criminal 

investigation.  

Thus, recalling that CBDC financial information is accessible to 

the Fed, the keeper of bank ledgers, the latter may have a de facto 

access to site location due to multiple daily CBDC transactions. 

Mutatis mutandi Polselli, asset recovery offices seeking to collect 

the funds subject to freezing, seizing or confiscation are to operate 

without giving notice to the customer if accessing financial 

information available with the Fed. However, in light of Carpenter, 

the sheer volume of information that will become accessible 

collaterally to the asset recovery agency raises the question on how 

to reconcile the public policy objectives to curb illicit enrichment 

with the quantitative protection of privacy and digital rights in the 

asset recovery arena[25].  

Similarly, privacy concerns come to fore in the EU. It is argued that 

CBDC introduction has the potential to lead to “absolute loss of 

privacy”, as regardless of the General Data Protection Regulation 

2016/679 (GDPR)[26], CBDC user are to transfer their personal 

information, including financial information, in its entirety to the 

state[27]. This view is consistent with the stance of the European 

Court of Human Right (ECHR) in Sommer v. Germay, application 

no.73607/13 (2017). According to the ECHR, the wide scope of 

banking information, namely all applicant’s transactions in the 

course of two years, provides a complete picture of his professional 

activity for the said period. It is an argument for the ECHR to find 

such a limitation on the personal life disproportionate.  

Further, the question emerges on whether GDPR or the Law 

Enforcement Directive 2016/680(LED)[28] rules apply to the 

FIUs[29] and asset recovery offices in the CBDC domain. This 

question is relevant in the field of asset confiscation as the Directive 

(EU) 2024/1260 of the European Parliament and of the Council of 

24 April 2024 on asset recovery and confiscation explicitly 

indicates that asset recovery offices are to comply with the LED. 

While it is true that Article 1, of the Directive (EU) 2024/1260 

explicitly limits its application to asset recovery in criminal 

proceedings (paragraph 1) and non-conviction based confiscation 

under the “dead, mad, fled” rubric (paragraph 2 and Article 15), the 

problem remains as asset recovery in a number of EU member 

states is within civil proceedings. Ergo the question on GDPR or 

LED application stands. 

As protection of privacy is balanced with the public policy 

objectives, in the Sovim ruling, CJEU established that unhindered 

access to ultimate beneficial owner registries for the FIUs, as 

provided for in Article 30, para. 5 of GDPR, is justified. As a potent 

tool in curbing money laundering, ultimate beneficial owner 

information needs to be available for the purposes of asset freezing, 

seizing and confiscation. Article 44, paragraph, 1 (b) of GDPR 

seems to provide indirectly basis for such an interpretation. 

Applying the same principle to concerns for encroachment over 

Article 7 and 8 of the EU Charter of Fundamental Rights in the 

asset confiscation arena, the details on the mechanism for access of 

such authorities to CBDC financial information bears clarification. 

The view that asset recovery authorities should enjoy an exception 

similar to that of FIUs with respect to CBDC financial information 

is unlikely to gain traction due to the sheer volume of collateral 

information. There are calls for the CJEU to strengthen digital 

privacy protection. The Luxemburg Court is criticized that it tends 

to erase the delineation between interferences subject to assessment 

under the proportionality test and interferences with the 

fundamental rights core with respect to privacy and data protection. 

The Court is requested to introduce a case-by-case review of 

restrictions on the rights of privacy and data protection [30].  

In summary, the challenges facing the CBDC in the asset 

confiscation field, and not only, center on the adequate protection of 

privacy and digital rights. The legislators recognizing the inevitable 

effect of CBDCs on human rights but are yet to address them. 

 

5. Conclusion  
In conclusion, introduction of CBDC has the potential to 

strengthen the effectiveness and efficiency of asset recovery on 

national and international level. Depending on the manner in which 

a CBDC is programmed, central bank information on transactions 

could facilitate asset tracing, freezing, seizing and confiscation. 

Even if asset recovery offices are to take a detour, channeling 

request through commercial banks, the volume of information and 

lack of complete anonymity is conducive to improved efficacy of 

asset recovery. Further, CBDC has the potential to improve 
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international cooperation in anti-money laundering compliance and 

asset recovery. While programmability could bring benefits on the 

asset recover arena, it could also pose challenges. Potential set and 

announced inflation could lead to depreciation of CBDCs in 

delayed sharing and repatriation agreements in transborder asset 

recovery cases. Yet, the most pronounced challenge is the balancing 

of the public policy objectives to curb unexplained wealth, on the 

one hand, and protection of privacy and digital rights, on the other.        
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Abstract: At the end of 2022, the population of the Czech Republic reached 10,827,529, the highest ending population since the end of the 

Second World War. Although the migration wave from Ukraine, which included mainly children and women of working age, has slightly 

slowed the aging of the population, according to the Czech Statistical Office, the Economic Dependency Index has steadily increased 

between 2013 and 2022, from 57 to 72 non-productive age persons per 100 working-age persons. The sustainability of the financing of old-

age pensions under the social security system is fundamentally conditioned by the demographic evolution of the population. The aging of 

society, which is a virtually universal phenomenon in the EU Member States, is, on the one hand, a manifestation of the desired rising 

standard of living, but at the same time, it creates pressure to find additional resources for the financial security of citizens in old age. The 

long-term imbalance of the pension system is a source of political demand for its adjustment, whether comprehensive or sub-parametric. 

Long-service allowances are an important financial instrument to increase the motivation of those interested in employment in the security 

forces. Thus, a possible reduction of its importance within the pension system, e.g. by relativizing the valorisation mechanism, may represent 

not only a threat to social reconciliation but also an indirect security risk for the state, consisting in a reduced demand for work in the 

police, firefighters and other professions.  The paper aims to determine whether the general attitudes of the Czech public towards the 

pension system in the Czech Republic presented by the STEM agency correspond to the attitudes of full-time and distance learning students 

at the Police Academy of the Czech Republic in Prague, to identify any differences and to evaluate the possibilities of future long-term 

reduction of demographic risk for the pension system and for ensuring the stability of human resource capacity for the security forces. 
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1. Introduction 

At the end of 2022, the population of the Czech Republic 

reached 10,827,529, the highest ending population since the end of 

the Second World War. Although the migration wave from Ukraine, 

which included mainly children and women of working age, has 

slightly slowed the aging of the population, according to the Czech 

Statistical Office, the Economic Dependency Index has steadily 

increased between 2013 and 2022, from 57 to 72 non-productive 

age persons per 100 working-age persons. 

Table 1: Characteristics of the age structure of the population of the Czech 

Republic1. 

Indicator 2023 

Average age 42,8 

Median age 44,0 

Ageing Index 129* 

Economic Dependency 

Index 
71,9** 

Note * 
The number of people aged 65 and over 

per 100 children aged 0-14. 

Note ** 

The number of children aged 0-19 and 

people aged 65 and over per 100 people 
aged 20-64. 

 

The Czech Republic, like other EU countries, is facing 

unfavourable demographic trends that pose a risk to the 

sustainability of the public pillar of the pension system, which is 

based on the continuous financing of old-age pensions from the 

income of the economically productive population. 

In terms of the economic and political background, it can be 

noted that: 1. While in 2000, approximately five economically 

active persons financed the pension of one pensioner, in 2050 this 

proportion should - with the unchanged demographic trajectory - 

change to only two workers per one pensioner; 2. In otherwise 

unchanged circumstances, this implies inexorable consequences - a 

reduction in the volume of resources for the payment of pensions 

(i.e. a reduction in the level of pensions) or a necessary increase in 

social contributions of the economically active population; 3. 

Another possible consequence is a further deepening of the deficit 

of the pension system, which is already subsidized by other public 

revenues within the state budget (taxes). In 2023, this deficit 

amounted to almost EUR 3 billion, representing a full 25 % of the 

total annual deficit of the state budget of the Czech Republic [2,3]. 

4. Developments show that the degree of political consensus needed 

to implement strategic change or even just parametric changes, has 

been insufficient for a long time. This can be illustrated by the fate 

of the pension reform pushed through in 2010-2011, which, in 

addition to the existing state-financed social insurance system 

(Pillar 1) and voluntary, state-subsidised and standardised 

commercial supplementary insurance (Pillar 3), introduced a new 

pillar also based on the fund principle and reducing the social 

insurance contribution obligation (Pillar 2). This new element was 

abolished by the new government with effect from 2016, having 

been judged unattractive, unfair, and negatively impacting Pillar 1.  

 

 

Fig. 1 Current pension system in the Czech Republic.  

 

Subsequent attempts to find a new consensual basis for pension 

reform have already been unsuccessful, even though they relied on 

expert recommendations from government advisory bodies, which 

were represented by different currents of opinion. The only 

modifications that have been pushed through (2023) are those to 

increase the financial incentive to save or invest in the existing 3rd 

pillar. However, these also included controversial (and thus 

potentially revisable in the future) elements, such as the removal of 

state support from savings for economically active persons of 

retirement age. This part of the changes was even challenged by the 

opposition as unconstitutional (the Constitutional Court, which was 

asked to review the compliance of the changes with the Czech 

constitutional order, has not yet ruled on this matter). 
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2. Theoretical basis and selected facts 

The starting point of the research is The Conceptual Field of 

Internal and External Security (Fig. 2), in particular the second and 

third dimensions of internal security, social influences of the 

organization, legal systems, and material aspects of human 

existence. 

 

Fig. 2 The conceptual field of the internal and external security of the state4. 

 

Security and security policy is becoming more and more a non-

military concept, reaching into areas that were previously 

unthinkable and unimaginable in this context. Security forces in the 

Czech Republic defined by Act No. 361/2003 Coll., on the 

employment relationship members of the security forces, as 

amended, are the Police of the Czech Republic and the Fire Rescue 

Service of the Czech Republic, the Customs Administration of the 

Czech Republic, the Prison Service of the Czech Republic, the 

General Inspection of the Security Forces, the Security Information 

Service and the Office for Foreign Relations and Information.  

The importance of the Police as a guarantor of internal security 

and now as one of the actors supporting society-wide resilience to 

crises is growing [5]. The consequences of the demographic ageing 

of the population can also be seen in the Police of the Czech 

Republic. Since 2010, the proportion of police officers over 40 

years of age has been steadily increasing (in 2018 it reached one 

third), and the average age has increased by two years in just five 

years. At the same time, the structural understaffing of police 

officers is increasing faster than the restocking (in 2018 it grew 

three times faster than the restocking) [6].  

Long-service allowances represent a specific incentive financial 

instrument within public finances to take into account the increased 

occupational risks in the security forces and thus strengthen the 

demand for this profession. The long-service allowance is paid to 

members of the security forces when they leave the service after 

serving at least 15 years. It is paid regularly every month. The more 

service a member has, the more long-service allowance he or she 

receives. The maximum amount is set at 60 % of the average 

monthly gross salary after 20 years of service. At retirement age, 

the long-service allowance may be received for a maximum of two 

years. In effect, it can be described as a supplement to the state 

pension for the recipient who is no longer economically active 

(increasing the benefit that would otherwise flow to the recipient 

from the standard old-age pension). 

It is clear from Table 2 Retirement allowance versus the average 

old-age pension in the Czech Republic (2024, EUR), that the 

amount of the long-service allowance (at its maximum level) 

represents a significant supplement to the old-age pension for a 

member of the security forces. Considering the highest grades 

within tariff step 7 (up to 21 years of experience), which generally 

reflects education and rank, the pension ranges from 105 to almost 

170 percent of the average old-age pension in the Czech Republic in 

2024. 

 

 

Table 2: Retirement allowance versus the average old-age pension in 
the Czech Republic (2024, EUR)7,8. 

Salary 

grade 

5 6 7 8 9 10 11 

Tariff 

salary, 20 

years of 
experience 

 

1444 

 

1558 

 

1683 

 

1817 

 

1964 

 

2122 

 

2294 

Maximum 

amount of 
retirement 

allowance 

 

867 

 

935 

 

1010 

 

1090 

 

1178 

 

1273 

 

1376 

Retirement 
allowance 

versus 

average 
old-age 

pension 

105 
% 

113 
% 

122 
% 

132 
% 

143 
% 

154 
% 

167 
% 

 

The consolidation state budget policy of the current government 

of the Czech Republic, initiated by the adoption of the so-called 

“consolidation package” at the end of 2023 (with effect from 2024), 

implies the intention to limit the increase of old-age pensions and 

financial rewards for civil servants, including the salaries and 

retirement allowances for members of the security forces.  

Table 3: Annual growth of old-age pensions in the Czech Republic7. 

Year 2024 2023 2022 2021 2020 2019 

Average 

old-age 

pension 
(EUR) 

 

826 

 

809 

 

692 

 

615 

 

577 

 

536 

Year-on-

year 
increase 

 

2 % 

 

17 % 

 

12 % 

 

7 % 

 

8 % 

 

8 % 

 

In the Czech Republic, the valorization of retirement allowance 

is closely linked to the valorization mechanism for old-age pensions 

(a 1% increase in pensions corresponds to a 0.5% increase in 

retirement allowance) [9]. However, such a significant reduction 

(cf. the increases in 2019-2023 and then 2024 - see Table 3.), 

consisting in the correction of the valorization mechanism for the 

security forces, may pose not only a threat to social reconciliation 

but also an indirect security risk for the state, consisting in reduced 

demand for work in the police, firefighters, customs officers, and 

other professions. 

3. Solution of the examined problem 

      Public attitudes towards possible political reforms 

fundamentally determine the subsequent interest of the political 

representation in seeking possible solutions. Taking into account the 

previous developments in political decision-making described 

above, it can be concluded that ideas about a fair and effective 

approach to setting up a pension system diverge along the 

traditional left-right axis, similarly to, for example, the approach to 

the tax system or the necessity and meaningfulness of state 

intervention in the economy in general. Knowing the preferences of 

citizens must be seen not just as a corridor for undesirable populist 

policies, but as a prerequisite for finding the aforementioned long-

term social consensus. The group of people who are aiming for a 

security-oriented university education represents a potentially 

statistically interesting segment in mapping public attitudes. It is a 

diverse group in terms of age, gender, and region. It represents a 

future and existing source of manpower in the security forces and 

thus makes it possible to analyse, among other things, the 

importance of the aforementioned concept of long-service 

allowances. 

The aim of the paper is to determine whether the general 

attitudes of the Czech public towards the pension system in the 

Czech Republic presented by the STEM [10] agency correspond to 
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the attitudes of students at the Police Academy of the Czech 

Republic in Prague, to identify any differences and to evaluate the 

possibilities of future long-term reduction of demographic risk for 

the pension system and for ensuring the stability of human resource 

capacity for the security forces. 

The questionnaire survey, carried out on a sample of 108 

students of full-time and combined study programmes at the Police 

Academy of the Czech Republic in Prague, investigated attitudes to 

selected issues related to the setting of the pension system in the 

Czech Republic and its possible future changes. Approximately 

65% of men and 35% of women responded. A full 60% of 

respondents are already working in a public sector job or service (of 

which over 75% are in the police, fire service or customs). 

4. Results  

The initial question focused on how respondents from the Police 

Academy of the Czech Republic perceive and generally evaluate the 

current pension system (especially the level of pensions). 

Respondents evaluated the pension system in the Czech Republic 

on a scale of 1-10 points (1 = completely unsatisfactory, 10 = 

completely satisfactory).  

 

Fig. 3 Overall assessment of the current pension system (level of pensions) 

in the Czech Republic. 
. 

As shown in Fig. 3, 71% of respondents rated the situation 

below average on a scale of 1-5 points, 29% of respondents rated it 

on a scale of 6-8 points. The average score was 4.7 points and they 

rated the pension system as rather unsatisfactory. 

 

Fig. 4 Long-service allowances play a significant role in the decision to join 

the security forces (blue area) and long-service allowances make the salary 

competitive (orange area). 

The respondents confirmed (Fig. 4) the crucial importance of 

long-service allowances as a motivator for applicants to apply for 

jobs in the security forces, with 54% identifying it as a very 

important element and a further 38% as important. For two-thirds of 

respondents, long-service allowances are an instrument without 

which the remuneration of security forces officers could not be 

competitive in the labour market. 

Furthermore, opinion was sought on the reintroduction of 

individual pension savings (the so-called second pillar, compulsory 

individual savings), but with more favorable parameters and 

guarantees for the citizen who saves in this way.  From the point of 

view of almost 60% of respondents (Fig. 5), it would be advisable 

to reinstate the so-called second pillar, provided, however, that there 

are adequate incentives (for entering this pillar) and guarantees 

(against investment risk).  

 

 

Fig. 5 Reintroduction of individual pension savings (the so-called second 

pillar). 

 

At the same time, it was found that the vast majority (87%) of 

respondents declared that they were able and willing to save 

individually for their retirement in an amount higher than 2.5% of 

their regular earnings, and a fifth of them even more than 5%. The 

proportion of those who support and reject incentives derived from 

the number of children raised in the pension system is quite 

balanced. 

Fig. 6 below shows the comparison of responses of respondents 

from the Police Academy of the Czech Republic in Prague (PA) and 

of respondents of the analytical institute STEM, which monitors and 

evaluates trends, attitudes, and moods that shape Czech society for 

the following questions: 1. Do you think the current pension system 

is fair? 2. In your opinion, is the average old-age pension sufficient 

to cover the basic needs of pensioners? Would you say that the 

current pension system allows people to spend a dignified old age? 

4. Do you understand the rules by which the amount of the old-age 

pension is calculated today? 5. Would you say that the media has 

successfully described and explained the government´s reform 

intentions in the following area – pension system? 

 

Fig. 6: The comparison of answers (to questions No. 1-5) of respondents 
from the Police Academy of the Czech Republic in Prague (PA) and of 

respondents of the analytical institute STEM. 

 

In terms of comparing the attitudes of respondents from the 

Police Academy and STEM [10], it can be concluded that: (a) for 

questions No. 1, 2, 3, 5, there was basically a consensus: the 

majority of respondents (61-76%) expressed a disagreeing opinion 

in the category (rather no or definitely no); (b) For question No. 4, 

Police Academy respondents expressed a positive opinion (54% of 

them answered in the category rather yes and definitely yes), while 
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STEM respondents were more sceptical (68% answers were in the 

category rather no and definitely no). 

Thus, it can be briefly summarised that both Police Academy 

and STEM respondents unanimously do not consider the current 

pension system to be fair; that the current average level of old-age 

pensions is not sufficient to cover basic needs, let alone to ensure 

a dignified life; and that the media has not been successful in 

adequately describing and explaining the government's intentions 

for pension reform. Respondents from the Police Academy were 

more optimistic about their ability to understand the rules by which 

the amount of old-age pensions are calculated today than STEM 

respondents.  

5. Discussion and conclusion 

The paper aimed to determine whether the general attitudes of the 

Czech public towards the pension system in the Czech Republic 

presented by the STEM agency correspond to the attitudes of 

students at the Police Academy of the Czech Republic in Prague, to 

identify any differences and to evaluate the possibilities of future 

long-term reduction of demographic risk for the pension system and 

for ensuring the stability of human resource capacity for the security 

forces. 

Both empirical surveys, which are subject to this article, 

confirmed the thesis that finding a wider social consensus for the 

implementation of the necessary reforms of the Czech pension 

system, reflecting the long-term demographic trends, will be very 

difficult. It can be stated that the basic agreement now exists only 

on the fact that Pillar 1 should remain a main element of the pension 

system and that it needs additional financing. The political debate in 

the Czech Republic, which is currently being held, focuses 

dominantly on the parametric revision under Pillar 1 - on the 

possible revision of the retirement age, taking into account 

exemptions for so-called demanding professions, the setting of early 

retirement pensions or on the adequacy of self-employment 

contributions. Even here, however, the necessary consensus does 

not emerge, with some major opposition forces essentially 

questioning the very principle of the need to intervene in the first 

pillar and offering as a solution instruments consisting in better 

collection of taxes and insurance contributions to the state budget. 

The prospect of the forthcoming general parliamentary elections 

then offers no realistic prospect of virtually any proposals in this 

area being approved in this period, with the hope that they will not 

be substantially revised by the next political representation. Any 

possible wider change poses a risk of disrupting social harmony – 

both in the case of a possible increase in contributions imposed on 

the economically active population and in the case of insufficient 

valorisation of retirement benefits for elderly people, on the 

contrary. Also, the pro-family policy seems to be reaching its 

ceiling (when additional incentives for parents at the expense of 

non-parents are already beginning to be perceived as unfair).  

Of course, such a conclusion should not be an incentive to do 

nothing. The solution may, at least in part, consist in finding 

a compromise, where each part of the political spectrum brings its 

positive priorities to the reform (e.g. increasing the tax revenues of 

the state budget) while it accepts some of the positive priorities of 

its ideological opponents (e.g. strengthening the importance of 

individual savings or investing citizens for pension). Emphasis on 

the general financial literacy of citizens is also important so that 

they better understand the logic of redistribution and the limits of 

Pillar 1. During the reforms, special attention should be paid to 

future pensioners arising from members of the security forces. The 

long-term feeling of inadequately low financial remuneration, 

including the long-service allowances, can be a source of a decrease 

in interest in working in the security forces and lead to substitution 

on the labour market towards better-paid or less dangerous civilian 

professions. 
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Abstract: Digital transformation and sustainable development are key concepts that are actively developing in modern business and society. 
They go hand in hand, creating opportunities to improve efficiency, reduce the negative impact on the environment and increase people's 
quality of life. The Industrial Internet of Things is a powerful tool for connecting industrial devices, sensors, and equipment to a network to 
improve monitoring, analysis, and process automation. With the increasing digitization of business in recent years, cyber-attacks are also on 
the rise. To protect against such actions, organizations need cybersecurity technology solutions, as well as reliable tools to detect, prevent, 
and respond to cybersecurity breaches. This publication presents an exploration of the combination and interconnectedness of IIoT and 
cybersecurity in industrial enterprises, which are necessary to keep these systems secure and protected from cyber threats. A conceptual 
framework for multi-layered cyberattack defense designed for industrial enterprises is proposed. 

Keywords: IOT, IIOT, IIOT NETWORKS, CYBER-ATTACKS, CYBER SECURITY. 

 

1. Introduction 

Digital transformation is the process of integrating digital 
technologies into all aspects of a business or organization, resulting 
in significant changes in the way a business operates and creates 
value for customers.[9] Sustainable development is a concept that 

aims to meet the needs of the present generation without 
compromising the ability of future generations to meet their own 
needs. [13] 

The concept of IoT first appeared as a term and as a concept in 
the late 20th century. British digital transformation expert Kevin 
Ashton is considered the founder of this concept. It defines the 
Internet of Things as a collection of identifiable connected objects 
using radio frequency identification (RFID) technology. According 

to Ashton himself, this concept considers the organization of such 
networks as a phenomenon capable of reorganizing economic and 
social processes in such a way as to exclude the need for human 
participation in some of the actions and operations. This practically 
marks the beginning of another revolutionary concept - Industry 
4.0. This concept represents a profound transformation of the 
industrial sector, leading to new levels of productivity, efficiency, 
and sustainability. Combining technologies from different fields, it 
offers not only the improvement of existing processes, but also the 

creation of new opportunities for innovation and development. This 
integration will continue to change the way people live and work, 
ensuring a more sustainable and productive future. 

IIoT is a specialized part of the broader IoT concept that focuses 
on connecting industrial devices and systems in a network. This 
technology aims to optimize industrial processes through real-time 
data collection and analysis, automation, and integration of various 
systems. [19] IoT is a concept where physical objects and devices 

are equipped with sensors, software, and network capabilities to 
collect and exchange data over the Internet. Key aspects of IoT are 
smart devices, data collection and analysis, automation and 
convenience, user applications, etc. 

IoT and IIoT are two closely related but also different concepts 
that are used to improve processes and systems in different fields. 
Both technologies aim to use data and connected devices to improve 
various aspects of life and work but are used in different contexts 

and for different purposes. 

At the same time, they are also strongly related to cyber 
security, as industrial IoT systems that connect machines, sensors 
and control systems are vulnerable to various cyber threats. IIoT 
networks automate and optimize industrial processes in sectors such 
as manufacturing, energy, and transportation, but also open new 
opportunities for cyberattacks that can cause serious damage to 
critical infrastructure. According to Fortinet's Forti Global Threat 

Landscape Report 2H 2023 [25], cybercriminals are exploiting new 
industry vulnerabilities 43% faster than the first half of 2023. 

Organizations need a robust framework to help them define 
their approach to cybersecurity and minimize the consequences of a 
potential attack. It should emphasize protecting critical systems, 
detecting, and responding to threats, and recovering from an attack. 

2. Industrial internet of things (IIoT) 

For industrial enterprises, the concept of IIoT is of particular 
importance. IIoT represents a powerful tool for the transformation 
of industrial processes. Through the integration of connected 
devices, sensors, analytical tools, and automated systems, IIoT 
offers significant benefits such as increased efficiency, improved 
quality, and reliability, as well as greater flexibility. Although there 
is security, interoperability and change management challenges, the 
potential of IIoT to revolutionize the industry is significant and will 

continue to develop in the future. 

IIoT offers significant advantages for optimizing production 
processes but requires complex infrastructure and advanced 
technologies. To ensure the security and efficiency of these 
systems, it is necessary to implement strict cyber security measures, 
use modern communication networks, cloud, and distributed 
computing resources, as well as constant monitoring and analysis of 
data. [19] These measures will help minimize risks and ensure the 
continuous operation of industrial systems in an increasingly 

digitized and connected environment. 

IIoT integration in industrial enterprises brings significant 
advances in efficiency, productivity, and automation. However, it 
also introduces new cybersecurity challenges that must be addressed 
to protect critical infrastructure and sensitive data. 

The most important benefits of IIoT for industrial enterprises 
can be classified as follows: 

 Improved operational efficiency: IIoT devices enable real-
time monitoring and control of industrial processes, resulting 
in optimized productivity and reduced downtime. 

 Predictive maintenance: Sensors and analyses can predict 
equipment failures before they occur, enabling timely 
maintenance and reducing unplanned downtime. 

 Improved productivity: Automation and data-driven 
decision-making streamline processes and increase overall 
productivity. 

 Supply Chain Management: Real-time tracking and analyses 
improve supply chain visibility and efficiency. 

Despite the benefits they bring to businesses, many industrial 
IoT devices are designed with an emphasis on functionality rather 
than security. This makes them easy targets for attacks. Connecting 
multiple devices creates a complex network where even a weak 
connection can open access for cybercriminals. Attacks against IIoT 
systems can have physical consequences, such as stopping 
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production or damaging equipment. Many IIoT devices do not 
support regular security updates, making them vulnerable to new 

threats. Therefore, as IIoT networks evolve, cybersecurity becomes 
a critical aspect for these technologies. 

3. Cybersecurity challenges in IIoT 

While IIoT offers numerous benefits to industrial enterprises, it 
also presents significant cybersecurity challenges that must be 
proactively managed. Implementing robust cybersecurity measures, 
being aware of emerging threats, and continuously updating 
security protocols are essential steps to protect industrial systems 

and ensure the reliable and secure operation of Internet of Things 
networks. [8] By prioritizing cybersecurity, industrial enterprises 
can fully take advantage of IIoT benefits while minimizing risks. 
Some of the most serious IIoT challenges are related to: 

 Cybersecurity: Protecting connected devices and data from 
cyberattacks is critical. 

 Data and Privacy: Ensuring data privacy and integrity. 

 Compatibility: Integration of devices and systems from 
different manufacturers requires standardization and 
compatibility. 

 Change Management: Adapting new technologies and 
processes can be complex and requires effective change 
management. 

The study is done in close cooperation with specialists from 
Schneider Electric Bulgaria Ltd.24 and Testel Engineering Ltd.  

The results can be summarized as follows: 

 Expanded scope for attack: The proliferation of connected 
devices expands potential entry points for cyberattacks. 

 Legacy obsolete systems: Many industrial systems were not 
designed with cybersecurity in mind and are vulnerable to 
modern cyber threats. 

 Complexity and integration: Integrating IIoT devices with 
existing information and operational technologies and 
networks adds complexity, making security management 
more challenging. 

 Data confidentiality: Ensuring the confidentiality and 
integrity of data collected and transmitted by IIoT devices is 
critical. 

The results show that IIoT requires a complex infrastructure and 
multiple complementary technologies to ensure efficient 
connectivity, processing, and data transfer. 

4. Key tools and techniques used in cyber attacks 

Cyber-attacks pose a serious threat to modern computer 
systems, networks, and data. Attackers use a variety of tools and 
techniques to compromise systems and achieve their goals. The 
main tools and techniques used for cyber-attacks can be grouped 
into several groups: 

1. Malware: [18] 

 Viruses: Programs that spread and infect files on computers, 
changing or deleting data. 

 Trojans: Malware that pretends to be legitimate and is used 
to gain access to the victim's system. 

 Worms: Only spreading programs that spread over networks 
and cause damage to systems. 

 Spyware: Programs that track and collect information about 
the user without their knowledge. 

 Ransomware: Software that encrypts the victim's data and 
demands a ransom to restore access to it.  

2. Attack tools [14] 

 Metasploit: A popular framework for developing and 
executing exploits and penetration tests. Often used for 
vulnerability testing. [16] 

 Nmap: A network scanning tool that helps detect active hosts 
and open ports. [1] 

 Wireshark: A network analyzer used to capture and analyze 
network traffic. It can be used to monitor communication 
and discover data. [24] 

 Burp Suite: A web application analysis tool used to identify 
vulnerabilities and weaknesses in web-based applications. 
[22] 

 Aircrack-ng: A set of tools for analyzing and cracking WEP 
and WPA/WPA2 cryptographic protocols in wireless 
networks. [7] 

3. Techniques and Strategies 

 Phishing: Social engineering, where attackers send fake 
messages (emails, messages) in order to gain personal 
information or access to systems.  [4] 

 DDoS attacks (Distributed Denial of Service): Attacks that 
use multiple compromised devices (botnets) to overwhelm 
the target server with traffic and make it unavailable.[6] 

 SQL Injection: Attack where malicious code is injected into 
an SQL query to gain unauthorized access to a database. [2] 

 Cross-Site Scripting (XSS): A technique where malicious 
code is embedded in a web application to execute in the 
user's browser. [21] 

5. Key cybersecurity measures for IIoT 

To protect IIoT networks, companies are taking measures as: 

 Network segmentation: Isolate IIoT devices from other 
network segments to contain potential breaches.[25] 

 Strong authentication and authorization: Implement multi-
factor authentication and strict access control to ensure only 
authorized users and devices access the network. [5] 

 Encryption: Encrypt data both in transit and at rest to protect 
it from interception and tampering. [12] 

 Regular updates and fixes: Ensuring that all devices and 
systems are regularly updated with the latest security 
patches. [10] 

 Monitoring and detection of anomalies: Using advanced 
monitoring tools and anomaly detection systems to identify 
and respond to suspicious activity in real time. [15] 

 Incident response planning: Develop and regularly update 
incident response plans to quickly and effectively respond to 
cyber security incidents. [17] 

   Exploitation and analysis tools 

 Cobalt Strike: An attack simulation and network defense 
testing platform used by security professionals and 
cybercriminals. 

 Empire: A command-and-control framework was discovered 
that allowed attackers to control compromised systems. 

 Kali Linux: An operating system specifically designed for 
penetration testing and vulnerability analysis, featuring 
multiple cybersecurity tools. [11] 

6. Tools for ongoing evaluation and maintenance 

 Nessus: A vulnerability scanning tool that identifies potential 
weaknesses in systems. [20] 
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 OpenVAS: A vulnerability management system that scans 
and assesses vulnerabilities in networks and systems. [23] 

 Snort: Network intrusion detection and network traffic 
analysis tool. [3] 

7. Preventive protection measures 

The common preventive measures that companies apply are: 

 Regular updates: Keeping software and systems up to date 
to protect against known vulnerabilities. 

 Password security: Use of strong and unique passwords and 
implementation of two-factor authentication. 

 Training and awareness. Constant training and caution when 
opening files and links from unknown sources, recognizing 
phishing attempts and safe browsing practices. 

 Monitoring and reaction: Implementing incident monitoring 
and response systems to detect attacks in time and respond 
quickly. 

 Regular backup: Regularly back up critical data and systems 
to recover information in the event of an attack. Maintaining 
up-to-date archives of important data. Storage of backup 
copies in a safe place - offline or in a cloud structure with 
enhanced security measures 

  Attention by email: Beware of email attachments and links, 
especially from unknown or unsolicited sources. 

 Network security: Implementing special network security 
measures, including firewalls and intrusion detection 
systems. 

Understanding the tools and techniques used by hackers is an 
important part of building an effective cybersecurity and data 
protection strategy. 

The information from this survey shows that more than half of 

the survey participants face challenges related to the many sailed 
tools and individual solutions for data protection, security, 
sovereignty, localization, storage, and privacy. That information 
clearly shows the need for a multi-purpose and multi-aspect cyber 
security system that covers all processes and resources of industrial 
enterprises. 

8. Multi-layered protection against cyber attacks 

Based on the literature review and the study of global practices 
and in close cooperation with specialists in the field of information 
and communication technologies, the idea was born to develop a 
conceptual framework of a model for the multi-layered protection of 
all assets and processes of the industrial enterprise from cyber-
attacks. 

This defense against a cyberattack is a cybersecurity strategy that 
involves the use of several layers to prevent and minimize the risks 
associated with attacks. It is because no single defense mechanism is 
reliable, therefore several different systems are implemented at 
different levels to provide a more complex and sustainable 
protection. 

Multi-layered cyber defense is an approach that involves the use 
of various defense measures at multiple levels to provide maximum 
protection against cyber threats. This approach is important because 
cybercriminals use a variety of methods and tools, and no single 
measure can provide complete protection. The protection provides 
flexible and comprehensive protection by combining different 
technologies and strategies to address diverse cybersecurity threats. 
By integrating various security measures and approaches, 
organizations can reduce the risk of successful attacks and provide a 
higher level of security to their systems and data. The need for this 
type of reliable protection is becoming more and more tangible and 
imperative, especially in industrial enterprises, given the fact that 
they create and operate a large volume of sensitive information about 
their products, processes, customers and partners, as well as for 

scientific research, innovation, markets, contracts, etc., which is 
directly related to their competitiveness and sustainable 
development. This information is very often subject to malicious 
attacks.  

IIoT and cybersecurity are critical aspects of modern industrial 
automation. As connected devices and systems increase, so does the 
risk of cyber attacks. Cybersecurity for IIoT is critical because these 
devices are often connected to the Internet and are vulnerable to 
various types of cyberattacks. Cyber attacks are a global problem 
and every organization needs to find the most secure and effective 
way to protect itself. 

In the development of the concept of the model, well-known 
cyberattack protection tools were used, but they were integrated and 
interconnected in a system that provides three-layer protection 
against cyberattacks in real time to all assets, processes and resources 
of the enterprise. The model is universally applicable, and additional 
software modifications can be made for each specific enterprise, with 
a view to adapting it to the specifics of its activity. 

 

Fig. 1. A multi-layered cyber attack protection model designed for 
an industrial enterprise (Cybersecurity Framework) 

The proposed network security concept is three-level: 

First level (Initial Access) - at this level, the protections that 
operate stop the attacker and his access to the network by providing 
protection for the services performed in the Internet space (Internet-

exposed services). The actions that are performed at this level are: 

 Protection of Internet-exposed services act after Valid 
credentials and Exploit vulnerability and before Internet 
service,  

 Correction of devices (Patching) works after Exploit 
vulnerability and before Internet service. 

 Implementation of MFA (Multi-Factor Authentication) 
works before Valid credentials and before Internet services. 

 Disable macros works after Malicious document and before 
Malware. 

 Application allowlisting works after Malicious document 
and before Malware and also works at the end of Level 1 and 
before Level 2. 

 Use of logging and alerting (Logging and alerting) operates 
immediately after Valid credentials, Exploit vulnerability 
and Malicious document and after the end of Level 1 and 
before Level 2. 

 Password manager works after Password guessing and 
before Valid credential. 

At the second level, Consolidation and Preparation, the defenses 
that work together to prevent an attacker from accessing network 
devices are:  

 Correcting the devices (Patching), using network Network 
segmentation,  

 Applying the principle of Principle of least privilege,  

 Application of MFA (Multi-Factor Authentication) 

 Logging and alerting usage.  
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All of these protections work after Command and control  and 
before Lateral movement and Privilege escalation. 

At the third level, Impact on Target, protections that try to stop 
or reduce the impact of an attacker from stealing or encrypting data 
are:  

 Using Logging and alerting works before Encryt data and 
Data Exfiltration. Using and maintains of (Backups) works 
before Destroy backups. 

 Using a list of permitted applications (Application 
allowlisting) operates before Encrypt data. 

These levels represent three layers of protection for all parts of 
the information system. The goal is that if one level is overcome by 
the attack, it will be stopped at the next levels, thereby limiting the 
damage to the security, data and information of the enterprise. The 
proposed protection framework provides an opportunity to 
significantly reduce the risk of successful attacks and improve the 
resilience of industrial systems and networks. 

9. Conclusion 

In an increasingly interconnected and digital world, robust 
vulnerability management is paramount to protecting critical 
information assets and maintaining the integrity of network 
infrastructures. 

IIoT offers significant benefits to industrial processes, but these 
benefits come with new security risks that require a proactive and 
comprehensive approach to cybersecurity. 

This study provides a comprehensive overview of the 
vulnerabilities of information security systems in industrial 
enterprises and the tools to counter cyber attacks against them. As a 
result of the study, a conceptual model of a system for multi-layered 
protection against cyber-attacks, designed for industrial enterprises, 
is proposed. The multi-layered protection provides an effective and 
reliable cybersecurity strategy that aims to minimize the risks 
associated with cyber-attacks. Different levels of protection provide 
a comprehensive approach to protecting data, infrastructure, and 
users, reducing the likelihood of successful attacks, and increasing 
the safety of the company across the country. 
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Abstract: The security of web applications has become a crucial aspect in protecting users' data and personal information. The potential for 

vulnerabilities in web applications to result in data theft, loss of trust in service providers, and significant financial loss underscores the 

significance of robust automated web application scans. This research paper examines the use of tools such as Wapiti, Selenium, and 

SQLMap for automated web application testing. The primary objective is to assess the efficacy of automated scanning for a specific web 

application and to establish a benchmark for evaluating the results. The scope of the analysis encompasses the various security aspects 

covered by these tools and assesses their effectiveness and accuracy in detecting vulnerabilities. 
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1. Introduction 

As society becomes increasingly dependent on the Internet and 

web technologies, web application security has become a critical 

aspect of protecting users' data and personal information. The 

presence of vulnerabilities in web applications can result in severe 

consequences, including data theft, loss of trust in service providers, 

and significant financial losses. Therefore, effective testing and 

detection of these vulnerabilities is of paramount importance both in 

the design stages and in the use of web applications. 

The rapid evolution of web technologies has rendered manual 

security testing methods less effective, particularly in light of the 

growing needs of the digital age. Automating the web scanning 

process not only saves valuable time and resources, but it also 

enhances the accuracy and scope of testing [1 – 3]. 

This paper presents a study of the use of tools such as Wapiti, 

Selenium, and SQLMap for automated web application testing. The 

primary objective is to assess the efficacy of an automated scanning 

process for a specific web application and to establish a benchmark 

for evaluating the results. The scope of the study encompasses an 

analysis of the security aspects covered by these tools and a 

comprehensive assessment of their effectiveness and accuracy in 

vulnerability detection. 

2. Automated Web Application Scanning Tools 

The following paragraph describes the possibilities for 

automated scanning of web applications with three distinct software 

tools: Selenium, Wapiti, and SQLMap. It outlines the functionalities 

and main features of these tools. 

2.1. Automated Web Application Scanning with Selenium 

Selenium [4] is a widely utilized open-source software tool 

employed for the automation of web browsers. Selenium enables 

developers and quality assurance engineers to devise test scenarios 

for web applications by emulating user actions in the browser, 

encompassing navigation, interaction with elements such as buttons, 

forms, and links. Primarily, Selenium is used for automated web 

application testing; however, it can also be employed for other 

tasks, including data extraction from websites (web scraping) and 

the automation of routine browser actions.. 

Selenium is comprised of multiple components, each of which 

is responsible for a distinct function: 

1. Selenium WebDriver: It is the main component that 

enables interaction with web browsers. WebDriver 

executes the test scripts by communicating directly with 

the browser through its application programming interfaces 

(APIs). WebDriver is compatible with a range of browsers, 

including Chrome, Firefox, Safari, and Edge, with a 

dedicated driver for each browser. 

2. Selenium IDE: It is an integrated development 

environment (IDE) that allows users to record and 

reproduce tests directly in the browser. The IDE is suitable 

for rapid prototyping of tests and for users who are less 

experienced in writing code. However, it is not as flexible 

as WebDriver. 

3. Selenium Grid: Grid allows running tests on multiple 

machines and different browsers in parallel. This allows 

for a significantly faster testing process, especially in 

environments with multiple browser and operating system 

configurations. 

4. Selenium RC (Remote Control): This is an older version 

of Selenium that was previously utilized by WebDriver to 

automate web browsers through the use of JavaScript. 

Currently, WebDriver is more efficient and directly 

communicates with the browser, in contrast to RC. 

Selenium automates web browsers by performing actions that a 

real user would execute, but under the control of a pre-written test 

script. 

2.2. Automated Web Application Scanning with Wapiti 

Wapiti [5] is an open-source web application security testing 

tool that is used to scan and detect vulnerabilities. In contrast to 

other tools such as SQLMap, which focus on specific vulnerabilities 

such as SQL injections, Wapiti scans a wide range of vulnerabilities 

in web applications. Rather than performing direct attacks, it checks 

for vulnerable points that can be exploited. 

The main features of Wapiti are: 

1. Black-box Testing:  

 Wapiti performs a comprehensive examination of the 

web application from the viewpoint of an external 

user. It does not require access to the application's 

source code, making it an optimal choice in instances 

where developers lack access to the application's 

internal code (such as when testing external services). 

2. Wide range of vulnerabilities: Wapiti is capable of 

detecting a range of potential vulnerabilities, including: 

 SQL injections. 

 Cross-Site Scripting (XSS) – attacks in which 

malicious code is injected from web pages that users 

visit. 

 File Inclusion vulnerabilities, such as Local File 

Inclusion (LFI) and Remote File Inclusion (RFI), 

provide malicious actors with the ability to gain 

unauthorized access to and execute files on the system 

they are targeting. 

 Command Injection – vulnerabilities permitting the 

execution of commands on the server. 

 Cross-Site Request Forgery (CSRF) – attacks where 

malicious commands are executed through the user's 

browser. 

 XXE (XML External Entity) – vulnerabilities 

related to XML (Extensible Markup Language) 

processing. 

 Open Redirect – redirections to malicious sites. 

 Vulnerabilities related to file processing, such as 

uploading malicious files. 

3. Passive and active scanning: 

 Passive scanning: In its initial phase, Wapiti 

performs a passive scan, whereby it does not send any 

dangerous requests to the server. Instead, its sole 
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objective is to analyze the responses it receives from 

the server. 

 Active scanning: Following the completion of the 

passive scan, Wapiti initiates the transmission of test 

requests, the objective of which is to detect and assess 

specific vulnerabilities. 

4. Flexibility and configurability: 

 Wapiti affords users the ability to specify which 

modules are to be executed during the scanning 

process. This enables the user to concentrate on 

specific types of vulnerabilities that are pertinent to 

the particular case in question. 

 Additionally, the tool permits the utilization of 

proxies for enhanced anonymity during testing and is 

capable of processing both HTTP and HTTPS 

requests. 

5. Support for different HTTP methods: 

 Wapiti is capable of working with a variety of HTTP 

methods, including GET, POST, PUT, and DELETE. 

This enables it to assess the functionality of web 

applications that employ disparate REST API 

methods or interactions. 

6. Integration of cookie and session files: 

 Wapiti is capable of working with both cookies and 

sessions, which enables it to scan the secure sections 

of a web application that require authentication. This 

is a crucial capability if the objective is to test the full 

functionality of an application, rather than merely the 

public-facing aspects. 

7. Generation of comprehensive reports: 

 Once the scan is complete, Wapiti generates 

comprehensive reports in a variety of formats, 

including HTML, JSON, XML, and text files. These 

reports facilitate the analysis and documentation of 

results, providing detailed information about each 

vulnerability identified and recommendations for 

potential fixes. 

2.3. Automated Web Application Scanning with SQLMap 

SQLMap [6] is an open-source Python-based security testing 

tool that automates the process of discovering and exploiting SQL 

injection vulnerabilities and gaining control of database servers. It 

has a powerful detection engine, a host of specific features for 

advanced security professionals, and a rich set of options ranging 

from database identification and data extraction to accessing the 

underlying file system and executing operating system commands 

through external connections. It automates SQL injection detection 

by generating different types of SQL queries and analyzing the 

responses. 

The main features of SQLMap are: 

1. Full support of multiple database management systems, 

such as MySQL, Oracle, PostgreSQL, Microsoft SQL 

Server, Microsoft Access, IBM DB2, SQLite, Firebird, 

Sybase, SAP MaxDB, Informix, MariaDB, MemSQL, 

TiDB, CockroachDB, HSQLDB, H2, MonetDB, Apache 

Derby, Amazon Redshift, Vertica, Mckoi, Presto, Altibase, 

MimerSQL, CrateDB, Greenplum, Drizzle, Apache Ignite, 

Cubrid, InterSystems Cache, IRIS, eXtremeDB, 

FrontBase, Raima Database Manager, YugabyteDB, 

Aurora, OpenGauss, ClickHouse, and Virtuoso.  

2. The software offers comprehensive support for six distinct 

SQL injection techniques, including logical condition-

based, time-based, error-based, UNION queries, stacked 

queries, and external connections. 

3. The capacity to establish a direct connection to the 

database is enabled through the provision of credentials, IP 

address, port number, and database name, obviating the 

necessity for SQL injection. 

4. The tool offers comprehensive support for the listing of 

users, password hashes, privileges, roles, databases, tables, 

and columns. 

5. Automatic recognition of password hash formats and the 

ability to crack them via a dictionary-based attack. 

6. The software enables the user to extract complete tables 

and specific records and columns in accordance with their 

preferences. 

7. The functionality to search for specific databases, table or 

column names in databases is a valuable tool for locating 

sensitive information. 

8. Ability to download and upload files from the main server 

file system when the database software is MySQL, 

PostgreSQL or Microsoft SQL Server. 

9. The ability to execute arbitrary commands and retrieve 

their output from the underlying database server operating 

system is supported. 

10. The ability to establish an external TCP connection 

between the attacker's machine and the database server 

operating system provides an interactive command 

environment, a Meterpreter session, or a graphical user 

session (VNC). 

11. The user privilege escalation of the database process via 

Metasploit's Meterpreter getsystem command is also 

supported. 

3. Verification of the Automated Web Application 

Scanning Process 

A comparative analysis of the three automated web application 

scanning tools, Wapiti, Selenium, and SQLMap, was conducted on 

the following criteria: vulnerability detection, accuracy of results, 

ease of use, and scanning speed. The results of this analysis are 

presented in Table 1.  

 
Table 1: Comparative analysis of automated scanning tools Wapiti, 

Selenium and SQLMap 

 Wapiti Selenium SQLMap 

Vulnera-

bility 

detection 

Wide range of 

vulnerabilities 

including SQLi, 

XSS, and CSRF 

Limited coverage, 

depends on 

combination with 

other instruments 

Specialized in 

SQL injections 

Accura-

cy of 

results 

Good accuracy, 

but can have false 

positives and 

negatives 

Depends on 

configuration and 

integration 

High accuracy for 

SQL injections 

Scan-

ning 

speed 

Fast, but depends 

on the size and 

complexity of the 

application 

Can be slow, 

depends on 

complexity of test 

scenarios 

Fast for SQL 

injections, but 

depends on query 

complexity 

Ease of 

use 

Easy to set up and 

use, but may 

require additional 

configurations 

Requires 

programming and 

integration with 

other tools 

Easy to use for 

SQL injections but 

requires SQL 

knowledge 

 

In consequence of the benchmarking process, the Wapiti tool 

was selected for the purpose of performing an automated scan of the 

www.nvu.bg website. The reasons for this choice are as follows: 

1. Wapiti is capable of addressing a multitude of 

vulnerabilities, including SQLi, Cross-Site Scripting 

(XSS), Local File Inclusion (LFI) and Remote File 

Inclusion (RFI), Command injection, Cross-Site Request 

Forgery (CSRF), XML eXternal Entity (XXE), and Open 

Redirect. 

2. The tool demonstrates high accuracy, although in 

suboptimal configurations, it may produce false positive 

and negative results. 

3. It is easy to set up and use but may require additional 

configurations. 

4. It is fast, and its speed depends on the size and complexity 

of the application. 
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Wapiti starts by scanning passively, then actively sending test 

requests to find specific vulnerabilities. Users can choose which 

modules to run during the scan and use proxies for anonymous 

testing. Wapiti can handle HTTP/HTTPS requests and work with 

cookies and sessions, allowing it to scan secure parts of a web 

application that require authentication. 

The Wapiti tool generates comprehensive reports following the 

conclusion of the scan, providing detailed information about each 

identified vulnerability and recommendations for potential fixes. 

The test, conducted in accordance with the methodology outlined in 

[7], required over 25 hours and yielded the report depicted in Fig. 1. 

The scan identified five vulnerabilities, distributed across two 

categories. A concise overview of these vulnerabilities is presented 

in Table 2. 

 

 

Fig. 1: Part of the detailed report generated by Wapity for www.nvu.bg. 

 

3.1. Discussion 

The setting of attribute values in detected vulnerabilities (see 

Table 2) enables web developers to regulate the loading and 

execution of resources on web pages. This serves as a protective 

measure against common attacks, such as Cross-Site Scripting, Data 

Injection, and other forms of attacks that aim to insert malicious 

code into web pages. In the event that a web page attempts to load a 

resource that is not permitted by the policy defined by these 

attributes, the browser blocks that resource and prevents its 

execution. 

In this context, there is a trade-off between the security of the 

designed web application and its ability to generate profit from 

advertisements, which is contingent upon the volume of traffic it 

receives.  

In the contemporary era, external resources and applications 

related to the collection and processing of data for the analysis of 

user behavior, such as Google Analytics, are being utilized with 

increasing frequency. These external resources are managed by 

third parties and may load other related resources from a variety of 

domains over which the web application has no control. 

Furthermore, there are antivirus software programs, such as 

"Kaspersky," that inject their own scripts into every single page that 

a user opens through their browser so that they can scan and protect 

more effectively.  

In this scenario, if the CSP content security policy is enabled 

and correctly configured, there is a significant probability that 

specific features or even the entire web application will cease 

functioning adequately. Conversely, if the CSP is incorrectly 

configured, it is imperative to rely on established internet protocols 

and user awareness (carefully monitoring the links they click on), 

antivirus software, and other protective measures to protect users. 

 
Table 2: Description of the vulnerabilities discovered by the Wapiti scanning 

tool 

№ Vulnerabilities Description of the vulnerabilities 

Category „Content Security Policy Configuration (CSP)“ 

1 CSP attribute 

“default-src” is 

missing 

The default-src attribute specifies from 

which sources resources can be loaded 

if there is no other, more specific 

attribute for a given content type (for 

example, script-src can be used for 

scripts, img-src for images, etc.). If 

there is no specific attribute for a 

resource type, the browser will use the 

rule set by default-src. 

2 CSP “script-src” 

value is not safe 

The script-src rule enables the web 

developer to specify which JavaScript 

sources are permitted. All other scripts 

loaded from sources not included in the 

rule will be blocked. 

3 CSP attribute 

“object-src” is 

missing 

The object-src attribute specifies 

where content can be loaded for the 

<object>, <embed>, and <applet> 

elements. 

4 CSP attribute 

“base-uri” is 

missing 

The base-uri attribute allows 

developers to restrict from which 

sources a <base> element can be set. 

This prevents the injection of malicious 

<base> elements that can alter the 

loading behavior of resources on the 

page, such as CSS, JavaScript, images, 

and more. 

Category “HTTP Secure Headers” 

5 X-XSS-Protection 

is not set 

The HTTP response header "X-XSS-

Protection" is a feature of legacy 

browsers that allows websites to 

control their XSS auditors. The server 

is not configured to return the "X-XSS-

Protection" header, which indicates 

that all pages on this website may be at 

risk of an XSS attack. If support is not 

required by older browsers, it is 

recommended to use "Content-

Security-Policy" instead, without 

allowing dangerous scripts in the line. 

 

3. Conclusion 

A comparative analysis of the main features of the automated 

web scanning tools Wapiti, Selenium, and SQLMap, as well as their 

verification process with a specific web application, reveals the 

following conclusions: 

1. Selenium is a robust web test automation tool that offers 

comprehensive support for an extensive range of browsers and 

programming languages. It plays a vital role in the continuous 

integration and development process, assisting development and 
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testing teams in ensuring the quality of their web applications. 

Despite its inherent limitations, its extensive flexibility and 

capabilities make it one of the most widely used tools for automated 

web application testing. 

2. As a consequence of its operations, Wapiti produces a 

comprehensive report containing the identified vulnerabilities and 

offers detailed suggestions for their remediation. This tool provides 

an effective solution to enhance the security of web applications and 

mitigate the risk of exploitation of vulnerabilities. The integration of 

this tool into the development and testing process can significantly 

reduce the time required to detect vulnerabilities and facilitate the 

remediation process. 

3. To protect against SQL injections, it is necessary to 

implement a multi-layered approach that includes parameterized 

queries, input validation, minimum database privileges, and regular 

vulnerability scanning with SQLMap. In addition, the use of Web 

Application Firewall or other security systems is recommended. 

The implementation of these measures significantly reduces the risk 

of successful SQL injections. 

4. The Wapiti tool is an optimal choice for the initial 

automation of web application scanning processes due to its high 

accuracy in detecting a wide range of vulnerabilities and the 

comprehensive reports and remediation recommendations it 

generates. In the event of certain suspected vulnerabilities, it is 

advised to conduct further testing with the robust Selenium tool by 

creating specific scenarios. Alternatively, for SQL injections, it is 

recommended to utilize SQLMap, which provides a multi-layered 

approach to parameterized queries for the database. 
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Abstract: In today's times, people demand fast, stable, and reliable applications. Therefore, it is essential to choose the right software 

architecture before implementing functionalities adopted in the project. The monolithic architecture is implemented as a single unit, 

integrating all functionalities within a single codebase. In contrast, the microservice architecture decomposes the application into several 

independent services, each responsible for a specific business logic. Key factors such as scalability, fault tolerance, and data consistency are 

analyzed. Performance metrics, simplicity, flexibility, and the challenges of implementing and maintaining each architecture are gathered 

and compared. This study offers valuable insights into the practical implications of choosing between monolithic and microservice 

architectures, especially in the context of applications. It serves as a comprehensive guide for software developers to make informed 

decisions when designing scalable and reliable systems. 
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1. Introduction 

Monolithic architecture has traditionally been used and 

continues to be utilized. Based on this, applications are built on a 

single database, and functionalities are closely interconnected, 

following a linear structure. However, while this model is simple, it 

can become very difficult and complex to manage as the application 

grows. Some issues that can be mentioned include the dependency 

between project modules, longer integration time for new 

developers, and longer deployment times.  

Therefore, to address this issue, Microservice architecture promises 

to simplify project management and maintenance as things become 

more complex.[1] Many companies are interested in migrating their 

applications to microservices. However, this is not an easy path. 

This challenge will be explored through a case study approach, by 

implementing an application based on Java, utilizing both types of 

architectures. The problem can be formulated as: 

What are the key challenges and benefits of transitioning from 

monolithic architecture to microservices architecture in developing 

and managing scalable applications? 

 

2. Objectives and Research Methodologies 

The main goal is to present the elements that demonstrate the 

connection between Monolithic and Microservices architectures, 

analyze or highlight their specific characteristics, and compare the 

performance and scalability of monolithic and microservice 

architectures in a web application. Additionally, the necessary 

mechanisms for transitioning from Monolithic to Microservices in 

the most practical way have been evaluated.  

The defined objectives are listed as follows: 

• Introduction of two architectures: monolithic and 

microservices and a practical case study comparing their 

characteristics. 

• Quantitative evaluations of performance metrics such as 

responsivity, scalability, and fault tolerance. 

• Insights into best practices 

• Highlighting the challenges that arise during the use of 

each of them. 

 

 

 

3. Case Study Implementation 

Application: Sales Management Platform is a simple Java-based 

web application that is implemented twice and uses both 

architectures. It includes functionalities for user authentication, 

warehouse management, client data, and order processing.[19] 

 

Technologies: Java, Spring Boot, Spring JPA, Hibernate  

Java is a platform-independent, object-oriented programming 

language designed for high performance and versatility, enabling 

the development of secure, scalable, and portable applications.[3] 

Spring Boot is a Java-based framework that simplifies application 

development by providing pre-configured setups. 

Spring JPA is a module of the Spring Framework that provides a 

repository abstraction by enabling efficient and declarative 

interaction with relational databases. 

Hibernate is a Java-based ORM framework that implements JPA, 

facilitating the mapping of Java objects to relational database tables 

while automating SQL generation and transaction management. 

 

Database: PostgreSQL. 

PostgreSQL is an advanced, open-source relational database 

management system that supports both SQL (relational) and JSON 

(non-relational) querying. 

 

IDE: IntelliJ IDEA 

IntelliJ IDEA is an integrated development environment (IDE) 

developed by JetBrains and used for developing computer software 

written in Java, Kotlin, Groovy, Scala, and more. 

 

Testing: Postman, Gatling, Resilience4j 

Postman is a tool for manual and functional API testing. It includes 

debugging, simple automation, and validation. 

Gatling is a tool for performance and load testing. It is designed for 

high-concurrency simulations of API or web service performance. 

Resilience4j is a library that evaluates fault tolerance and durability. 

It is used to implement fault-tolerance patterns like Circuit Breaker, 

Retry, Timeout, Bulkhead, and Rate Limiter, in applications. Also, 

it can be used to simulate fault scenarios for testing purposes when 

combined with tools like JUnit. 
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Device: The application is developed and tested on an HP Laptop 

with an Intel Core i7, 16GB RAM, x64-based processor, 2.7 GHz, 

and Windows 10 operating system. 

 

3.1 Monolithic Architecture 

Setup: Single codebase and database for all functionalities.[19] 

 

Fig. 1 Entity Relationship Diagram (ERD) for the Sales Management 
Platform implemented in a Monolithic Architecture 

The monolithic system is implemented as a single WAR file, 

deployed on a Tomcat server. The PostgreSQL database contains 

tables for users, clients, orders, and warehouse inventory. 

Performance: Using Gatling, the monolithic system handled up to 

10,000 – 100,000 concurrent requests with acceptable latency. 

However, increasing requests beyond this threshold resulted in 

significant degradation, as all processes relied on a single 

deployment instance.[17] 

Limitations and Fault Tolerance[18]: 

Single Point of Failure: A monolithic application is typically a 

single, tightly integrated unit. A failure in any part of the 

application, e.g., a database connection failure or a critical module, 

can bring down the entire system. 

Performance Bottlenecks: As all components share the same 

runtime environment and resources e.g. CPU, and memory, it can 

lead to performance issues. A bottleneck in one part of the 

application, such as excessive database queries, can slow down the 

entire system. 

Deployment bottleneck: Re-deploying required restarting the entire 

system, causing downtime. Since monolithic applications are 

deployed as a single unit, failures due to incompatible changes in a 

module or server issues can bring down the entire system. This also 

limits the ability to perform isolated updates or rollbacks. 

Resilience4j patterns that are used to handle these failures[12]: 

Circuit Breakers and Timeouts: These are essential for ensuring that 

failure in one part of the application does not bring down the entire 

system. For example, a service call within the monolith might fail 

due to database issues or external dependencies, and a circuit 

breaker prevents this failure from affecting the rest of the 

application. 

Bulkheads: These are used to isolate critical internal actions, e.g. 

order execution, from other less critical actions, ensuring that 

failure in one section doesn't disrupt the entire application 

Retries: Retries help resolve temporary issues, such as brief network 

failures, by retrying operations before failing altogether. 

 

3.2 Microservices Architecture 

Setup: Individual services for authentication, warehouse, client, 

orders and favorite articles. Each service has its own database.[19] 

 

 

Fig. 2 Microservices Architecture for the Sales Management Platform 

Eureka Server is a popular tool for implementing service discovery 

and registration in microservices architectures. Eureka acts as a 

centralized registry where all service instances register themselves. 

Other services can use Eureka to dynamically find the location of 

instances they want to communicate with. OpenFeign helps to 

simplify this communication by acting as a declarative HTTP 

client.[16] 

API Gateway acts as a single entry point for all client requests, 

routing them to the appropriate microservices. It serves as a service 

aggregator and load balancer, enabling dynamic routing to various 

backend services that are registered with a service discovery tool 

such as Eureka. The API Gateway interacts with service registries 

to dynamically discover the locations of microservices, facilitating 

fault tolerance and scalability by rerouting requests to available 

instances in case of failure. 

The Users table will be included in the Authentication Service and 

is related to system authentication. The Article, Warehouse, and 

WarehouseArticle tables will be included in the Warehouse Service. 

The Client table will be included in the Client Service. The 

OrderSale and OrderSaleArticle tables will be included in the Order 

Service. The FavouriteArticle table will be included in the Favourite 

Article Service. 

Implementation: Each functionality was split into independent 

services, each with its own database. For instance, the Warehouse 

Service managed inventory-related operations using its specific 

PostgreSQL instance. [11] 

Performance: Gatling tests revealed that microservices scaled 

effectively, handling over 100,000 concurrent users by distributing 

workloads across services. 

Limitations and Fault Tolerance[20]: 

Load Balancing Failure: Load balancing in microservices ensures 

that incoming traffic is distributed across multiple instances of 

services to avoid overloading a single instance, maintaining high 

availability and responsiveness. Resilience4j’s Rate Limiter and 

Circuit Breaker help mitigate traffic overloading and prevent 

cascading failures in a load-balanced system. 
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Database Failure: Database failures can impact any service that 

depends on data persistence. These failures can be caused by issues 

with the database itself or the interactions between microservices 

and the database. Circuit Breakers and Retry Patterns help ensure 

service reliability by enforcing limited retry logic and ensuring that 

requests don't overload the database. 

Service Unavailability: Service unavailability occurs when one or 

more microservices in the architecture fail, preventing requests 

from being processed. This failure can be due to network issues, 

crashes, or resource exhaustion. Circuit Breaker and Fallback 

mechanisms contribute to improving system availability and 

reducing the impact of service unavailability. 

Throttling: Throttling is a method used in microservices 

architectures to control the flow of requests to a service to prevent 

overload and ensure fair usage. Rate Limiter and Bulkhead patterns 

enable fine-grained control over how requests are processed, 

preventing service overloads while ensuring fairness and optimal 

resource usage. 

Authentication/Authorization Failure: Authentication and 

authorization failures occur when a service cannot verify the 

identity of a user or system, or when a user/system is not authorized 

to perform a certain action. By analyzing the security breach or 

token expiration processes, Retry and Circuit Breaker patterns can 

be used to minimize the risk of authentication failure affecting the 

system as a whole[14]. 

 

4. Comparative Analysis of Monolithic and 

Microservices Architecture 

  Monolithic 

Architecture 

Microservice 

Architecture 

Component Module Microservice 

Component 

size 
Large Limited 

Elasticity 

Single point of failure. 

Hard to handle new 

changes 

Each service can be 

scaled independently  

Deployment 

The whole application 

is deployed as a single 

module 

Each service is created 

and deployed 

independently 

Storage 

mechanism 
Shared database Private database 

Technology 

The programming 

language and 

framework used must 

be the same from the 

start to the end of the 

application 

Heterogeneous 

languages and 

frameworks 

Resiliency 

A single bug can 

compromise the entire 

system 

Issues in one service do 

not affect the 

functionality of others 

Agility 

Adopting new 

technologies is 

difficult due to the 

tight-knit structure 

Easily integrates new 

technologies to meet 

business needs 

Performance 

Performance can 

degrade as the system 

grows due to resource 

bottlenecks 

Performance is 

optimized since each 

service can run 

independently, allowing 

specific tuning for 

performance gains 

Durability 

Single database and 

component structure 

may reduce long-term 

durability if updates 

are not frequent 

Higher durability since 

individual services can 

be updated and 

maintained without 

disrupting the whole 

system 

Fault-

Tolerance 

Lower fault tolerance; 

a critical failure in one 

module can affect the 

entire system 

High fault tolerance, as 

a failure in one service, 

does not cascade to 

others, keeping most of 

the application 

functional 

Scalability 
Inability to scale when 

needed 

Scalable (scale on 

demand) 

Maintenance 
A large code base is 

difficult to understand 

A small code base is 

easier to be managed 

Security 

Secure, as a single 

system,  data 

management is 

straightforward 

Security is complex due 

to inter-service 

communication, 

requiring additional 

safeguards like API 

gateways 

Table. 1 Comparison between Monolithic and Microservices  
Architecture[4],[5],[6][7],[8],[13].  

 

 

5. Challenges of transition to Microservices 

Despite its simplicity, monolithic-based applications can become 

very challenging and complex to manage as the application 

scales.[2] Some issues include: 

• Dependencies between project modules 

• Longer integration time for new developers 

• Extended deployment times 

To address these challenges[10], microservice architecture promises 

to simplify project management and maintenance as complexity 

increases. Many companies are interested in migrating their 

applications to microservices, but this is not an easy path.[15] 

The microservices concept is to separate each business logic into 

distinct services. Each microservice is considered an independent 

API application with its lifecycle, allowing for independent 

development, deployment, and scalability according to customer 

needs, and management.[12] 

Challenges observed during the migration to microservices include: 

• Separating the database of the application built with 

monolithic architecture 

• Managing transactions within microservices 
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• Ensuring the normal operation of the monolithic 

application until the microservices architecture is 

complete 

• Adapting developers to the new architecture 

 

6. Conclusions 

Monolithic architecture, being a traditional and straightforward 

model, offers simplicity in deployment and development. It is an 

excellent choice for small-scale applications where modularity and 

scalability are not the primary concerns, as selecting a 

microservices architecture would not make a significant difference. 

So, for small applications, monolithic architecture allows for easier 

debugging, reduced latency in internal system communication, and 

simplified management due to a unified codebase. 

However, as applications grow, the inherent limitations of 

monolithic structures become evident, particularly in terms of 

scalability and maintenance. The tight coupling of components 

makes the system more rigid, slowing down development processes 

and increasing the likelihood that updates or changes will introduce 

unwanted side effects throughout the system. Furthermore, 

deploying new versions requires the entire application to be 

restarted, which is inefficient for large and complex systems. 

While monolithic architecture may be more suitable for smaller, 

less complex applications, microservices offer significant 

advantages in terms of scalability and fault isolation for larger and 

more dynamic systems. 
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1. Introduction 

It is fundamental for every modern data center to virtualize its 

own storage. By doing this, pooling the physical storage from 

multiple devices and organizing them is a ways that the hosts will 

see just one single device, it is optimizing the utilization, the 

performance and the management. This technology relies on 

softwate which is identifying the available storage from all the 

available devices (no matter the vendor and the operating system) 

and creates pools which after that are converted to Virtual disks and 

this is what the virtualization is presenting to the hosts. The Host 

will see there virtual disks, created by heterogeneous storages as a 

single storage, no matter where all this physical storages are 

located.  

Such solution is IBM SAN Volume Controller, or SVC and 

IBM Spectrum Virtualize. How Virtualization Works Storage 

virtualization primarily operates in a networkbased environment 

such as a Storage Area Network (SAN), where storage devices are 

interconnected via Fiber Channel (FC) or iSCSI. Here's how it 

functions: Pooling Resources: Storage virtualization software 

identifies and aggregates storage capacity from diverse vendors and 

platforms, creating unified storage pools. Creation of Virtual Disks: 

These pooled resources are then organized into virtual disks, which 

are presented to host systems as single, cohesive storage units.  

SVC supports storage arrays from multiple vendors, enabling a 

unified storage pool that abstracts the underlying hardware. This 

allows organizations to maximize their existing investments while 

simplifying storage management. By pooling storage resources, 

SVC can easily scale to meet growing data needs without the need 

for disruptive hardware upgrades[1,2,3]. 

  

 

 

Fig. 1 SAN Environment, Virtualized StoragesГрешка! Източникът на препратката не е 

намерен.. 

 

2. Advance data serving 

These are some of the main founcionalities of IBM’s SVC: 1. 

Thin Provisioning - A thin-provisioned volume displays a different 

capacity to hosts than it uses in the storage pool. These volumes are 

supported in both standard and data reduction pools, offering 

benefits like capacity savings and efficiency improvements. 

Standard pools do not support capacity reclamation, whereas data 

reduction pools reclaim space automatically when no longer needed 

by hosts. Thin-provisioning allows for flexible capacity 

management, presenting large virtual capacities to applications 

while adjusting real capacity as needed. Extra metadata is required 

for thin-provisioned volumes, which can impact I/O performance 

compared to fully allocated volumes. 2. Deduplicated Volumes - 

Deduplication can be enabled for thin-provisioned and compressed 

volumes in data reduction pools to enhance capacity savings by 

eliminating duplicate data copies. It works by identifying unique 

data chunks, known as signatures, and only writing new data if its 

signature does not already exist in the system. When new data 

matches an existing signature, a reference is created instead of 

storing the duplicate data, saving storage space and potentially 

improving read performance. The deduplication process relies on a 

hash-based solution, where a repository containing data signatures 

helps determine if incoming data is unique. This repository is 

distributed across all nodes in the I/O groups with deduplicated 

volumes, ensuring efficient use of memory and seamless updates 

when nodes are added or removed. 3. Compressed Volumes - When 

creating volumes, you can enable compression to save storage 

capacity. Compressed volumes store data in a compressed format as 

it is written, which conserves space, and decompress the data when 

read by hosts. Compression is part of the data reduction features 

available in the system, and compressed volumes must be part of 

data reduction pools to utilize this feature. Data reduction pools also 

automatically reclaim unused capacity when hosts release it using 

SCSI unmap commands, redistributing the reclaimed space. For 

compressed volumes in data reduction pools, the capacity values 

include real capacity (allocated from the pool), virtual capacity 

(available to hosts), and used capacity (actual space used after 

compression). Automatic Storage Tiering (Auto-Tiering) - Auto-

tiering is a feature that optimizes storage costs and performance by 

allowing logical volumes or LUNs to span across different storage 

tiers and automatically move portions of the volume between these 

tiers. This movement is controlled by autotiering algorithms or 

policies, enabling cost-effective storage solutions without requiring 

applications to be redesigned for storage awareness or needing 

manual data classification. Typically, auto-tiering implementations 

support various storage tiers, including solid-state disks (SSDs), 

Fibre Channel (FC), Serial-Attached SCSI (SAS), and Serial ATA 

(SATA) or nearline disks[4,5] 

3. High availability and disaster recovery 

HyperSwap – When setting up a HyperSwap topology, the 

system is divided between two sites for data recovery, migration, or 

high availability. Each node, enclosure, storage system, and host 

must be assigned to one site, ensuring that both node canisters of an 

I/O group are at the same site as the external storage systems 

providing the managed disks. This setup ensures that each 

HyperSwap volume copy is independent and located at a different 

site. HyperSwap volumes automatically replicate data to both sites, 

providing continuous access if one site fails. Ownership groups 

must manage access to ensure both copies and users are correctly 

assigned. A 2-site HyperSwap can extend to a third site for disaster 

recovery using IBM Spectrum Virtualize 3-Site Orchestrator, which 

coordinates data replication across three locations. HyperSwap 

volumes automatically create relationships between copies at each 

site, switching access based on availability and keeping data up to 

date. Consistency groups ensure coordinated failover of all related 

copies. The SCSI protocol's ALUA state helps the system 
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recommend local nodes for I/O requests, optimizing performance 

by prioritizing paths to nodes at the same site as the host. Global 

Mirror and Metro Mirror - When setting up a HyperSwap topology, 

the system is divided between two sites for data recovery, Metro 

Mirror and Global Mirror are remotecopy operations that create 

relationships between two volumes, where updates to one volume 

are mirrored on the other. These operations support both 

intersystem (different systems) and intrasystem (same system) 

configurations, maintaining two data copies for backup or disaster 

recovery. The system designates one volume as primary, receiving 

all write operations, while the secondary volume mirrors these 

updates. Metro Mirror provides synchronous copying, ensuring 

identical data on both volumes before confirming writes, and 

supports distances up to 300 km [6,7]. Global Mirror offers 

asynchronous copying, allowing primary volume writes to complete 

before mirroring, with secondary volumes typically less than a 

second behind. Metro Mirror ensures immediate data consistency, 

while Global Mirror allows for slight delays to reduce performance 

impacts, both crucial for disaster recovery strategies. IBM Flash 

Grid technology - The latest hot invention from IBM, the Flash 

Grid, revolutionizes storage system expansion by integrating 

multiple independent systems into a federated cluster.Flash Grid 

significantly enhances scalability compared to traditional scale-out 

systems using I/O groups, supporting up to eight systems per grid 

with linear growth in performance, capacity, volumes, hosts, and 

snapshots. Systems within a Flash Grid can be independently 

updated, and diverse hardware models and generations can be 

incorporated, allowing for seamless hardware replacement or 

tiering. Non-disruptive Storage Partition Migration enables smooth 

migration of storage partitions between systems within the grid. 

Flash Grid requirements include: Support for a single I/O group, 

with multiple I/O groups compatibility mode disabled. A 'standard' 

system topology. A 'replication' system layer. Systems in a Flash 

Grid securely communicate through certificate exchange, with the 

default use of system-signed certificates or optionally CA-signed 

certificates that meet specific criteria. These are some of the main 

functionalities; however, it is beyond the scope of this article to 

enumerate all of them or delve into their specific operational 

mechanisms. Instead, I will focus on discussing another significant 

IBM innovation: the evolution of FCM drives, known as IBM 

FlashCore Modules (FCMs)[8,9,10]. IBM has a rich history in 

developing advanced flash memory solutions, particularly through 

its FlashCore Modules (FCM). These modules are designed to 

optimize both performance and reliability by separating control and 

data paths within the module. This innovation ensures that data 

access and transfer are efficient without any performance 

degradation from control operations. Additionally, IBM has 

integrated endurance features and RAID directly into the FCM 

modules, further enhancing their durability and reliability. The 

evolution of IBM's FCM technology began with the introduction of 

the FlashCore MicroLatency Module, initially using SLC flash 

media and later transitioning to MLC flash to improve performance. 

Subsequent advancements led to the adoption of NVMe interfaces, 

standardizing the form factor and interface while maintaining 

performance efficiency. The latest FCM2 and FCM3 generations 

embraced QLC flash, a move that defied industry norms by 

demonstrating superior performance compared to TLC-based 

predecessors[11,12,13]. 

 In 2024, IBM launched FCM4, which introduced innovative 

features like Ransomware Threat Detection. This groundbreaking 

capability identifies potential security threats in real-time, enabling 

swift responses to safeguard data integrity. Moreover, FCM4 

incorporates advanced data reduction technologies, supporting up to 

3-to-1 data compression to maximize storage efficiency without 

compromising performance. 

Key to IBM's FCM technology is its proprietary Variable 

Voltage technology, which optimizes flash cell longevity by 

dynamically adjusting voltage levels over the lifecycle of the drive. 

This proactive approach minimizes the occurrence of uncorrectable 

errors, ensuring sustained performance and reliability.FCM drives 

also integrate unique capabilities such as inline compression and 

encryption, executed at the hardware level without imposing 

overhead on system performance. This feature set, combined with 

IBM's Variable Stripe RAID (VSR) technology, enhances data 

protection and operational efficiency by managing data redundancy 

within each module. IBM's FCM series stands out in the market for 

its superior endurance, cost-effectiveness, and performance 

optimization. Leveraging innovations like Smart Data Placement, 

which optimizes data storage between SLC and QLC flash types 

based on usage patterns, IBM ensures consistent low-latency 

performance tailored to diverse workload demands. In summary, 

IBM's FCM modules represent a culmination of decades of flash 

memory expertise, offering unparalleled reliability, performance 

efficiency, and advanced security features like Ransomware Threat 

Detection. These capabilities make FCM drives an ideal choice for 

enterprises seeking robust storage solutions that deliver long-term 

value and operational resilience in dynamic IT environments. 

Storage virtualization with solutions like IBM SVC and Spectrum 

Virtualize transforms storage infrastructure into agile, efficient, and 

resilient environments capable of meeting the dynamic demands of 

modern enterprise applications. By abstracting physical storage 

complexities and consolidating heterogeneous storage resources 

into unified pools, these solutions enable organizations to achieve 

higher utilization rates, improved performance, and simplified 

management. This approach not only optimizes storage efficiency 

but also enhances scalability and flexibility, supporting business 

growth and ensuring continuity in today's rapidly evolving digital 

landscape. Furthermore, IBM's FlashCore Modules [14,15]  

(FCMs) integrated within these virtualization solutions enhance 

storage capabilities by providing advanced features such as inline 

compression, encryption, and Ransomware Threat Detection. These 

innovations bolster data security, optimize storage efficiency, and 

ensure sustained performance, making FCMs essential components 

for robust and reliable storage infrastructure in modern IT 

environments. 
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1. Introduction 
Fire protection of steel structures, especially in single-storey 

buildings, is a serious problem in building practice. This is due to 

several main factors [1]: 

 the use of steel profiles with high mass factors; 

 the application of high loads in individual structural elements; 

 critical location of the structure under the influence of fire - 

the steel structure is located in the zone of above average 

temperature, etc. 

These factors lead to a reduction in the fire resistance (FR) of the 

building [2].  

The implementation of the horizontal and vertical braces, which 

ensure the spatial stability of the building during lateral loads, are 

mainly made of steel elements with a high mass factor. Often, these 

mass factors are outside the scope of the test standards and therefore 

a suitable tested and certified fire protection product (system) 

cannot be found.  

 

2. Prerequisites and ways to solve the problem 
The purpose of this report is to present the results of tests carried 

out on steel members with a mass factor (FM) outside the scope of 

EN 13381-8 [3], protected with intumescent  paint [4] and to 

compare the data with calculations made according to the Eurocode. 

Building elements of this type are subjected to a four-sided fire 

impact during a fire and for this reason, the tests were carried out on 

short columns as the standard fire impact for this type of element is 

four-sided. 

 

3. Solution to the studied problem 

The report discusses the types of horizontal and vertical braces 

relevant to the spatial sustainability of buildings. The types of 

specimens selected for testing are tailored to the section types and 

massing factors most commonly used in practice.   

The tests are part of a large-scale study [5] of the behaviour of the 

same steel sections with applied reactive protection - intumescent 

paint (this report) and passive protection - gypsum fiber boards [6] 

and rock wool. 

A brief description is made of the tests carried out, the equipment 

used, the time taken for the temperature to rise above the critical 

temperature for the different types of profiles and the protection 

when applying a standard fire effect. A brief analysis of fire 

protection systems for steel members is carried out.  

 

3.1. Types of horizontal and vertical braces 
All buildings and structures are volumetric and spatial objects, both 

in geometric and static sense. They can absorb and bear loads and 

impacts in all directions.  

In buildings with a frame structure, the metal consumption increases 

significantly in order to meet the stiffness requirements. In such 

cases, the use of vertical (lattice) braces is resorted to, as they 

essentially form the stiffness of the structure for horizontal actions. 

The most commonly used braces are "L"-, "X"- and "K"-shaped 

grid braces, the "X" braces providing the greatest reliability under 

seismic actions.  

Advantages of grid systems are: 

 economical and relatively easy to design;  

 ability to carry all lateral loads, so columns and beams should 

be designed against gravity loads only; 

 are critical to maintaining the stability of the steel structure in 

the event of a fire. 

The commonly used cross sections for "X" lattice brace are: 

 rectangular hollow sections;  

 equal-arm anchors ("L"-shaped profile);  

 tubular welded (round) sections. 

Other commonly used sections for braces are: 

 hot-rolled ("I" and "H" - shaped) profiles; 

 hot-rolled ("U" - shaped) profiles. 

 

3.1.2. Determination of the parameters of the test specimens 
For the purpose of this study, the following profiles with a unit 

length of 1000 mm were selected: 

 profile with a circular cross-section (Figure 1); 

       
Figure 1 - Profile with circular section 

 

 L-shaped profile (Figure 2); 

         
Figure 2 - L-shaped profile 

 

 profile with a square cross-section (Figure 3). 

       
Figure 3 - Square section profile. 

 

 U-section profile (Figure 4). 

          
Figure 4 - U-section profile. 
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The parameters of the profiles are given in Table 1:  

 

Table 1. Parameters of the tested profiles 

Section of 

steel 

element 

Dimensions  
Thickness 

Cross-

sectional 

area 
A/V without 

protection 

t V 

mm mm cm2 m-1 

Round 

hollow  
88,9 2,0 5,46 511 

L 50,0 4,0 3,89 514 

Square 

hollow  
60,0 3,0 6,74 356 

U 52/120/52 8,0 14,12 310 

 

3.1.3. Description of the protection used  
A one-component intumescent paint in water emulsion consisting of 

synthetic resin was used for the tests. The paint is specifically 

designed for fire protection of load-bearing steel, reinforced 

concrete and composite steel-reinforced concrete structures. Three 

series of tests were conducted with three different coating 

thicknesses (Figure 5). The thicknesses are given in Table 2. 

 

Table 2. Tested reactive paint thicknesses 

Tests 

conducted 

in the 

FPlus 

laboratory 

Sections and thicknesses of protection: 

    

Thicknesses of the protections in mm: 

First test 0,76 ± 0,01 0,86 ± 0,018 0,82 ± 0,009 0,62 ± 0,004 

Second test 1,62 ± 0,002 1,64 ± 0,004 1,72 ± 0,006 1,53 ± 0,019 

Third test 1,79 ± 0,011 1,83 ± 0,014 1,95 ± 0,011 1,88 ± 0,012 

 

      
Figure 5 - Protection with reactive paint  

 

3.2. Experimental part 

3.2.1. Study of tests performed   
The intumescent protection tests are based on the introduced 

European standard EN 13381-8. Application should be airless or by 

hand using rollers. For elements with smaller cross-sections this 

poses a problem, as it is extremely difficult in practice to achieve a 

coating of uniform thickness over the entire surface of the element. 

In addition, airless application on these elements results in a large 

material overrun. In the case of higher FR or high-profile mass 

factor, several coats of paint are required and, for this reason, the 

total application time may be a limitation, as separate drying of the 

coats is necessary (typically around 24 hours). Intumescent paints 

have a limited service life and are relatively sensitive to abrasion 

and impact.  

FR ranges from R 30 to R 180. It is recommended to use up to a 

maximum of R 60. Above this value, the number of layers and the 

thickness are irrational and the actual reliability in case of fire 

decreases as the layers peel off and fall off when intumescent. 

This report complements a scientific study carried out on reactive 

and passive protections applied to the described profiles with mass 

factors outside the scope of the EN 13381 series of standards.   

 

 

3.2.2. Test conditions 
The protected specimens were tested under four-sided fire, which is 

the more severe test case and increases the ultimate mass factor. A 

standard temperature mode and test procedure described in [7] and 

EN 1363-1:2020 [8] was used.  

The temperature of the steel was measured using K-type 

thermocouples. They are positioned, depending on the cross section 

of the steel members, at a minimum of two cross sections spaced 

along the height of the specimens. 

 

3.2.3 Test results 

3.2.3.1. First series of tests  
The profiles described in section 1.2 were tested with applied 

protection from 0.76 mm to 0.86 mm thick. The rise in temperature 

of steel members is expressed graphically in Figure 6 for the 

different section types. 

 

 
Figure 6 – Average temperatures (Tav.) of profiles (○, □, U, L) for 

reactive coating protection with thicknesses from 0.62 to 0.86 mm 

 

3.2.3.2. Second series of tests 
The profiles described in Section 1.2 were tested with protection 

applied in thicknesses ranging from 1.53 mm to 1.72 mm (Figure 7).  

 

 
Figure 7 - Average temperatures (Tav.) of profiles (○, □, U, L) for 

reactive coating protection with thicknesses 1.53 to 1.72 mm 
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3.2.3.3. Third series of tests 
The profiles described in Section 1.2 were tested with protection 

applied with thicknesses ranging from 1.79 mm to 1.95 mm (Figure 

8).  

 

 
Figure 8 - Average temperatures (Tav.) of profiles (○, □, U, L) for 

reactive coating protection with thicknesses from 1.79 to 1.95 mm 

 

3.2.4. Calculational determination of the fire resistance of 

steel connections  
Using the relationships given in Eurocodes EN 1990:2003 [9], EN 

1991-1-2:2004 [10], EN 1993-1-1:2005 [11] and EN 1993-1-2:2005 

[12], the critical temperatures of the test specimens in tension under 

actual roof construction have been calculated. The critical 

temperature of the three sections is Ɵa,cr  = 540 C̊.  

To calculate the FR of the profiles, the Software for Investigation of 

Temperature Field Variation in Unprotected Steel Members was 

used. This is the time for the temperature in the steel member to 

reach (rise) to a critical value (Figure 9).  

 

 
Figure 9 - Variation of bearing capacity as a function of 

temperature and time of fire of an unprotected steel connection 

 

The calculated FR for the four unprotected profiles at Ɵa,cr  = 540 C̊ 

is: 

 for the round hollow section - 6 min;  

 for the L-shaped section - 6 min; 

 for the square hollow section - 7,3 min; 

 for the U-section - 9,1 min. 

 

4. Results and discussion 
This section summarises the calculation data (by Eurocode without 

protection) at Ɵa,cr = 540 C̊ and the results of the tests carried out on 

each type of profile when protected with the three different 

thicknesses of reactive paint. 

 

4.1. Profile with circular section: 

 
 Figure 10 - Average temperatures of circular section with and 

without protection (T eurocode) 

 

4.2. L-section profile: 

 
Figure 11 - Average temperatures of L-section profile with and 

without protection (T eurocode) 

 

4.3. Profile with square cross-section: 

 
Figure 12 - Average temperatures of a square section profile with 

and without protection (T eurocode) 
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4.4. U-section profile: 

 
Figure 13 - Average U-section profile temperatures with and 

without protection (T eurocode) 

 

The summary results for Tcr. = 540 °C are given in Table 3: 

 

Table 3. Comparison of fire resistance of profiles 

Profiles 

and mass 

factor: 

A/V = 511 m-1         A/V = 356 m-1 

Tests: I. II. III. Eurocode I. II. III. Eurocode 

Coating 

thickness 

in mm 

0,76 1,62 1,79 - 0,86 1,64 1,83 - 

FR in min 

at T cr. = 

540°C  

14 21 31 6 17 32 38 7,3 

 

Profiles 

and mass 

factor: 

A/V = 514 m-1 A/V = 310 m-1 

Tests: I. II. III. Eurocode I. II. III. Eurocode 

Coating 

thickness 

in mm 

0,82 1,72 1,95 - 0,62 1,53 1,88 - 

FR in min 

at T cr. = 

540°C 

16 22 30 6 20 27 42 9,1 

 

5. Conclusions  
Based on the test results the following conclusions can be drawn: 

1) at a critical temperature of T = 540°C, it is questionable to 

reach even R30. For this reason, the main conclusion is that reactive 

paints are not suitable for the protection of steel structural elements 

with a mass factor outside the one defined in EN 13381-8; 

2) it is extremely difficult to apply protection of uniform 

thickness over the entire surface of the profiles; 

3) due to the small cross sections, the airless painting method 

cannot be applied; 

4) doubling the thickness of the protection does not result in 

a double increase in fire resistance; 

5) due to the uneven application of the coating, in some 

cases, even with greater coating thickness, the results are worse. 
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Abstract: A review and analysis of methods for the detection and recognition of unmanned aerial vehicles (UAVs) has been carried out. UAV 

detection channels were considered - acoustic, optical, radar, infrared, radio reconnaissance channel. The advantages and disadvantages of 

the channels used are compared and evaluated. In the case of small UAVs, there are a number of significant difficulties and limitations. One 

of the directions in UAV detection is acoustic observations. The noise created by the UAV's power plant and propeller is an important 

unmasking feature. The creation and improvement of methods for the detection, direction-finding and recognition of small UAVs by 

receiving and processing their sound signals is an urgent task. In the implementation of this method of detection of UAVs are used frequency 

spectra, spectrograms, normalized autocorrelation functions and phase portraits of acoustic signals. Information features of the UAV sound 

image can be estimates of spectral coefficients determined from a discrete implementation containing a given number of samples, as well as 

parameters of autoregressive models. 
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1. Introduction 
         One of the most important tasks in ensuring security against 

threats arising from the use of unmanned aerial vehicles (UAVs) is 

their detection and determination of their movement parameters. 

The following requirements apply to UAV detection equipment: 

- high target detection efficiency; ease of use; profitability 

(low cost); safety for people and wildlife; absence of 

obstacles in the operation of other technical systems. 
 

2. Methods for detection and determination of UAV 

motion parameters 
Currently, the most common methods for detecting and 

determining UAV movement parameters are: 

- radio technical control (RTK); radar control; optical control; 

acoustic control. 

In radiotechnical monitoring, two methods of obtaining information 

are used: search and observation. [1] 
The search includes detection of radio signals from radio emission 

sources (ERS), their technical analysis, recognition of radio signals 

of ERs, recognition of ERs themselves and processing of spatial 

parameters of radio signals (bearing of ERs) to determine the 

coordinates of emitters. 

The surveillance includes the implementation of radio interception 

operations of RES messages, tracking of the trajectory of RES, 

technical analysis of radio signals and recognition of RES signals. 

The main tasks of radio technical control are: 

- search and detection of UAV radio signals during panoramic 

viewing in the required frequency range or when tracking a 

fixed set of frequencies; determination of parameters and type 

of modulation of detected signals; demodulation of certain 

types of signals; determination of the type and structure of 

binary sequences (protocols), types of synchronization, 

primary and noise-resistant coding; 

decoding and extracting messages; logging signals and messages, 

archiving data; direction finding of radioactive sources and 

determining their location during search; tracking the trajectory of 

the UAV during surveillance. 

To solve these problems, it is necessary to use automated radio 

engineering control systems that provide: 

- setting alerts; automatic scan (review) in a set range with 

display of scan results; determination in automatic mode and 

in dialogue mode with the operator of the modulation 

parameters of the analyzed signals; demodulation of certain 

classes of signals; Recording of signals on computer media; 

maintaining a database of processed signals; signal 

classification and exposure detection; direction finding and 

location determination of the UAV. [2] 
         Currently, unmanned aerial vehicles (UAVs) are widely used 

in various fields of human activity. For example, in agriculture, 

UAVs with GPS navigation are used to pollinate plants in fields. At 

the same time, significant savings in chemicals and more thorough 

crop treatment are achieved compared to manned aircraft. UAVs are 

used to deliver medicine and humanitarian aid to hard-to-reach 

areas and can be used to inspect power lines and pipelines. Drones, 

another name for UAVs, can also be used by the state emergency 

service for surveillance and forecasting, as well as for the control of 

dangerous sites.  
 

3. Main types of UAVs 
Based on the variety of designs, there are four main types 

of UAVs. Fig. 1. 

 

 

Fig. 1. Classification of UAV based on wings and rotors. 
 

Multicopter drones are a flying platform with brushless 

motors and propellers. They have the ability to take off vertically or 

hover over an object and are the cheapest and most accessible 

version of UAVs. [3]  Fixed-wing UAVs fulfill the structure of an 

aircraft and are ideal for long-range operations. Single-Rotor 

Drones – Unmanned helicopters are much more efficient than the 

multi-rotor versions. They have longer flight times and can even be 

powered by internal combustion engines. Hybrid drones are also 

known. As drones become more common, the issue of detecting 

UAVs in the air becomes more relevant. The following methods 

and means are used for this: radar, optical and acoustic. UAV 

optical detection is highly dependent on environmental factors. 

Increasing the detection range is achieved by narrowing the field of 

view, reducing the field of view and increasing the search time. 

Therefore, visual sensors are inefficient search devices. The use of 

acoustic channels for UAV detection is becoming more and more 

relevant. Acoustic sensors allow ground assets to search for and 

detect UAVs in passive mode, thereby reducing the likelihood of 

the enemy identifying their own positions. Therefore, modifying 

existing acoustic search systems or creating new systems can 

provide a reliable method of UAV detection. Drones can also be 

detected by receiving and analyzing radio signals: communication 

and control links, radar altimeters, active jammers and radar 

stations. However, this method can only determine the direction to 

the UAV, and the accuracy of the determination increases as the 

observation time increases. Some low-frequency communication 

links can be detected over considerable distances. Emissions from 

airborne radar stations (radar) and active jamming of UAVs can be 

detected at even greater distances. This method requires minimal 

equipment and allows you to quickly determine the direction of the 

target for further issuing target designations to optical or infrared 

surveillance equipment. [4, 5] Searching for UAVs using active 

radar stations is quite productive, since they have a relatively large 
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pulse search volume and a significant detection range. A significant 

drawback of the radar method is that most UAVs are made of 

composite materials that reflect electromagnetic waves rather 

poorly. Radio waves penetrate the surface of the device and are only 

partially reflected by it. Another problem is that due to the small 

size of UAVs, bandwidth limitations and, importantly, high cost, 

surveillance radars cannot be used often, especially when a network 

of radars needs to be deployed to ensure full coverage of the 

controlled area. Continuous wave (CW) and frequency modulated 

continuous wave (FMCW) radars currently represent the most 

attractive and cost-effective solution to this problem. An FMCW 

signal consists of a linearly modulated continuous wave transmitted 

in the desired direction. These types of signals differ from a CW 

signal where the operating frequency does not change during 

transmission. In most cases, target detection aims to detect the 

presence of objects that are not constant in the observed scenario, 

that is, objects that can dynamically appear or disappear. The 

moving target indicator is a mode of operation of the radar that 

allows the system to distinguish the target both among noise and 

among stationary objects in the observation area. This property is 

based on the Doppler effect, since stationary targets do not cause 

any Doppler frequency shift in the observed signals. Thus, the main 

method for detecting UAVs at significant distances is the radar 

method and the corresponding radars, characterized by a significant 

energy potential. 

         In world practice, there are two approaches to detecting 

objects using infrared (IR) images. The first approach is related to 

identifying an object by its own radiation using thermal imaging 

cameras. The spectrum of the object's own radiation is in the range 

of 7-14 microns. Modern thermal imaging cameras have a light 

temperature sensitivity of about 0.05 K. In the future, such systems 

should be equipped with a zoom lens up to 10-20 times. The second 

approach involves the use of active infrared laser illumination, for 

example, an infrared laser of 903 nm or 1560 nm for object 

detection and identification, topography of the area with subsequent 

identification of moving UAVs against the background of moving 

wildlife objects. In order to be able to detect UAVs at a distance of 

up to 2 km, the authors suggest using 1560 nm with a pulse duration 

of 1 ns, a repetition rate of 1 MHz and a pulse power of 700 kW. 

The divergence of the laser beam is of the order of 0.5 degrees In 

this case, the system is equipped with a matrix photodetector (150 x 

20 pixels) and an optical system so that the angular field of view of 

the matrix photodetector corresponds to the angular field of the 

laser beam. In other words, the system works by recording the 

reflected signal from the UAV in a given angular space from a 

matrix photodetector unit (PDU). The scanning system is equipped 

with a high-speed galvanometric mirror ( f = 1 kHz) for sequential 

scanning of the laser illumination field. Such systems also perform 

the function of a laser range finder - LIDAR. [6, 7] Fig. 2. 

 
Fig. 2. Functions and limitations of on-board sensors. 

 

4. Optical spectral methods 
The ability to use optical spectral methods to solve 

problems with the detection and recognition of unmanned aerial 

vehicles against the background of wildlife objects largely depends 

on the power of the radiation sources, which decreases with 

increasing distance to the object and the sensitivity of the recording 

equipment . Estimating the potential maximum detection distances 

of UAVs using optical methods requires further basic science 

research. The goal of such research should be to develop the 

scientific foundations for remote detection, identification, tracking 

and determination of UAV parameters and UAV membership in 

different groups using optical localization methods and optical 

spectroscopy, as well as automatic optical recognition in different 

environments of the background of moving live objects. Research 

should encompass existing and promising spectral optical methods 

aimed, among other things, at identifying new informative detection 

features. [8, 9] For their implementation, an experimental bench is 

created, which enables the implementation of the research 

objectives. 

 

5. Conclusion 
The analysis of the modern state of methods and technical means, 

optical location and optical spectroscopy showed the prospects for 

use in problems with the detection and identification of moving 

objects. At the same time, a complete effective system for spectral 

optical control of UAVs has not yet been created, as many unsolved 

problems, such as the speed of neural networks and the need for 

their constant training; physical limitations of the range of different 

types of optical methods; the complexity of the task of remote 

differentiation of objects of different nature. To solve them, it is 

necessary to combine methods of optical location and spectral 

analysis, methods of statistical theory, graphics, machine learning, 

neural networks and automatic control methods, which is an 

interdisciplinary fundamental scientific problem. 
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