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Abstract: There are numerous methodological approaches for modelling, numerical analysis and/or simulation of the behaviour of
individual systems. However, modelling the interdependencies between task-oriented or dedicated systems (the so-called system of systems)
and describing their complex behaviour, necessarily through simulation, is still an unsolved issue.
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1. Introduction

Critical infrastructure analysis may focus on different objectives
(reliability, risk, vulnerability, etc.), may vary in its scope (sectoral,
system-wide, or “system-Of-systems”), and may follow different
methodological and/or competing approaches. These facts are
usually a source of confusion and require carrying out a
comparative analysis with respect to the different models and
analytical techniques

These methodologies have been described and relatively
successfully evaluated in terms of their general suitability for
assessing the vulnerability of critical infrastructures, with a focus on
the role and impact of interdependencies. Thus, in view of its
purposes, this paper will discuss some of the key benchmarking
criteria (e.g. “Types of Interdependencies;” “Types of Simulation
Events;” “Event Implications;” “Data Needs,” etc.). In this way, the
paper will offer a useful basis for selecting appropriate single or
combined techniques for modelling and simulation of critical
infrastructure interdependencies, given a particular problem or task.

On the one hand, critical infrastructures are defined as “a network
of independent, manmade systems and processes that function
collaboratively and synergistically to produce and distribute a
continuous flow of essential goods and services” [1] and are also
essential for economic development and social welfare. They are
subject to a multitude of potential asymmetric threats (technical,
intentional or unintentional — man-made, physical, natural,
cyberspace) that pose a risk to them. Critical infrastructures are
highly interdependent, both physically and due to the widespread
use of information and communication technologies. In other
words: critical infrastructures are characteristic of highly dynamic
and complex systems and are interdependent in varying degrees and
with varying intensities [2].

At the same time, the vulnerability of critical infrastructure systems
is often defined as the presence of gaps or weaknesses in their
design, implementation, operation and/or management that make
them susceptible to disruption/destruction, regardless of their
recoverability.

What does the term vulnerability mean in the context of critical
infrastructure protection? Some researchers [3] define the concept
of vulnerability as follows: vulnerability is the manifestation of the
inherent states of a system that make it susceptible to failure or loss.
Various publications emphasize that wvulnerability is a
multidimensional concept that is best characterized by a set of state
variables that describe the weaknesses of a system and how they
interact to cause loss following a disruptive event.

2. Requirements regarding the methods
approaches for preparing a comparative analysis.

and

There are well-known “classical” methods for reliability and risk
analysis that are widely applied to the so-called single complex
systems: e.g. tabular techniques (FMEA, HAZOP), bow-tie
techniques (Fault/Event Tree Analysis), logic representation
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techniques (Petri Nets, Markov graphs), computational techniques
(Binary Decision Diagrams, Monte-Carlo simulation), etc.

2.1 Need for a systematic survey

There are a number of studies that enforce and confirm the
importance of understanding, modelling and simulation of
interdependent critical infrastructures [4]. Although studies on
available techniques do exist [5], it is clear that they lack
comprehensive and clear criteria for assessing applicability. Hence,
the question of how to model the complex system-of-systems
behavior or of which methods are best suited for this task, is still
open and provides a motivation for finding further approaches.

2.2 Objectives of the comparative assessments of
techniques

The main objective is to select, describe and evaluate techniques
with a view to their adequacy in preparing a vulnerability analysis
of infrastructure interdependencies. To this end, it is logical to be
able to distinguish between overt and covert vulnerabilities:
reviewing the results of statistical data analysis helps to find
obvious weaknesses if the statistics show some obvious problem
areas/scenarios, such as inferences based on “blackouts.” Other
signs of obvious vulnerability are operational errors, emergency
procedures, etc.

The need for a more precise analysis arises if the indication
assessment is not “clearly defined” and the main covert
vulnerabilities are still to be expected. Particular attention should be
paid to interdependencies within or between systems. It is also
necessary to evaluate simplified procedures developed at an earlier
stage (including the “decoupling” of systems).

Therefore, the purpose of the comparative evaluations of the various
techniques is to analyze the strengths and weaknesses of the
different methodologies as well as to analyze, characterize, and
propose appropriate techniques for modelling and simulation of
interdependent critical infrastructures.

3. Basic comparative assessment criteria

3.1 Basic modelling approaches

Two main modelling and simulation approaches have been
described in the current literature: Interdependence Analysis, which
involves qualitative approaches, and Systems Analysis, which tends
to engage with quantitative approaches.

Interdependency analysis [6] involves qualitative techniques to
identify critical infrastructures and to analyze the characteristics and
dimensions of their interdependencies. These techniques include
extensive use of expert interviews, roundtables or workshops,
appropriate questionnaires, etc. The models are relatively easy to
build, but are limited to the elements explicitly focused on by the
experts and are not able to systematically detect hidden critical
elements and their corresponding vulnerabilities.
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Systems analysis [7] uses approaches that rather represent
quantitative techniques that can identify hidden dependencies, and
are strongly linked to computer simulations. These techniques need
sophisticated computer architectures since the approaches are
extremely detailed and time consuming.

3.2 Modelling and simulation strategies

The most important assessment aspect, not only in the development
of optimal modelling and simulation strategies, is the decision to
choose between two basic strategies: bottom-up and top-down or a
combination of both:

Bottom-up approach: the whole system is described starting from
its individual parts [8]. This kind of approach usually refers to
complex adaptive systems that can be built based on the results of
interacting elements, such as basic entities with a defined location,
capabilities and memory reflecting their identification. The bottom-
up approach is generally considered more intuitive and less error-
prone than the top-down approach and can usually be implemented
with relative ease in software code. As long as the components are
well defined, it can produce very accurate output. However, the
exclusive use of the bottom-up approach can lead to significant
system-level limitations being overlooked, especially when it is
used in the absence of sufficient input data.

Top-down approach: the distinctive feature of the top-down
approach is its focus on the general properties of the system,
combined with relative ease of applicability. However, this
approach is less suitable than a bottom-up approach in capturing
lower-level factors, such as systems-specific issues, as well as
implementation-specific details, which tend to accumulate quickly
and can significantly affect the assessment. [9]

3.3 Types of interdependencies

These interdependencies describe the different types of
dependencies between infrastructures. Each type has its own
characteristics and effects on infrastructures, but typically,
modelling and simulation approaches do not take into account every
type of dependencies. Four main types of interdependencies
between critical infrastructures can be distinguished. [10]

Cyber interdependencies: they connect infrastructures to each other
through electronic information links. The outputs of information
infrastructures are inputs to other ones;

Geographic interdependencies: they are observed when elements of
an infrastructure are in close spatial proximity. For example, a
faulty underground water pipeline can create interference on power
lines and fibre optic communication cables in a collector; these are
the so-called “causal failures;”

Physical interdependencies: they describe the material flow
between different infrastructures. Such interdependencies arise in a
physical connection consisting of input and output flows. For
example, electrical systems and information and communication
technologies (ICT) are physically interdependent. Electricity
powers ICTs, while they can control and manage the operational
data for the proper functioning of this power generation and its
transmission and distribution;

Logical dependencies: these are dependencies that exist between
infrastructures but do not belong to the above types. Often logical
dependencies are caused by human decisions and actions taken in
both the political and societal domains, e.g. the volume of oil and
gas supplied is highly dependent on the political decisions of OPEC
members.

3.4 Types of simulation events

A significant challenge associated with modelling and simulation
techniques can be the creation of “what-if” scenarios to analyze
critical infrastructure interdependencies. The following information
about a subsequent event is possible: [11]
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Incident: it describes a wide range of randomly occurring and
potentially damaging events, such as natural disasters, whose origin
is usually outside and independent of the system;

Attack: this is a series of potentially damaging actions taken by an
intelligent adversary to achieve certain results. Cyber-attacks
include intrusion into, probing and denial of service. Furthermore,
the idea itself can have as serious an impact on a system as if it had
actually materialized. A system that assumes an overly defensive
position because of the threat of attack may significantly reduce its
functionality and divert excessive resources to monitoring the
surrounding environment and protecting system assets;

Damage: this is a potentially damaging event resulting from
deficiencies in a system or in an external element on which the
system depends. Failures may result from faulty design,
manufacturing and operational (human) errors, corrupted data, etc.

3.5 Consequences of events

Interdependencies have a bearing on the consequences of single or
multiple failures or interruptions within interconnected systems.
Different types of interdependencies can trigger feedback loops that
have accelerating or decelerating effects on the systems’ response,
as observed in dynamics. The following types of events can be
distinguished:

Cascading events: the occurrence of a situation in which the
undesired event is in one part of the infrastructure, while the effects
are in other parts of the infrastructure. An example of a cascading
event in electrical systems is the overloading and disconnection of a
transmission line from the power grid [12]. In such a case, its load
would be shifted to a nearby transmission line, which, even without
additional load, could also switch off and leave a large part of a
given region without power;

Escalating events: these can be treated as a consequential outcome
of cascading events, i.e. a “problem” occurring in one infrastructure
can impact other infrastructures, thus causing a failure in them or an
outage in another infrastructure, by increasing the severity of the
failure or the recovery time. This in turn may affect the restoration
of the service provided by the originally affected infrastructure;

Common cause events: these are dependent failures in which two or
more fault conditions are present simultaneously or within a time
interval as a direct result of the common cause. For example, fiber
optic cables and power lines often share a common duct in tunnels
or over bridges. If this tunnel or bridge is damaged by a fire caused
by a traffic accident, this can also disrupt telecommunication and
power supplies due to traffic disruption. [13]

Restrained events: failures that do not have cascading, escalating or
general consequences on the infrastructures under consideration.

3.6 Need for data (information)

This criterion requires general information on the quantity and
quality of inputs needed to apply the methodological approach.
Inputs include information on the topology and layout of the
system, its commodity flows, its functioning, as well as numerical
values of the modelling parameters. The availability of input data
and their quality is essential for the practical application of
modelling and simulation approaches; the lack of satisfactory data
is a common problem of scientific analyses and can negatively
affect the application of advanced approaches. Two levels are
known to exist:

High: the methodological approach is highly dependent on the high
quality and quantity of input data to provide feasible modelling
approaches. The presence of these factors needs to be ascertained
before implementing such an approach.

Low: the methodology may be applied with inconsistencies in the
quality or quantity of input data submitted to provide reliable
results. In these cases, a minimum quality or quantity of information
is required.
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3.7 Observation scenarios

Depending on the criteria described above, the monitoring scenarios
relate to modelling and simulation techniques, input data and
available information. Interdependent models can be grouped into
the following main categories, depending on the scenarios required:

Vulnerability assessment: the objective is to identify and quantify
vulnerabilities in the system. Vulnerability is defined as the
probability of an accident, successful attack or failure. Vulnerability
assessments can be viewed as an extended failure analysis of
elements;

Fault analysis: human errors can cause disruptions in infrastructure
systems. Modelling and simulation techniques can produce system
analysis and reliability theory by identifying and analysing the most
common faults. Fault analysis provides identification of critical
components, helps to improve the system, and to understand the
relationships between critical nodes of the network as a whole.

3.8 Modelling and simulation paradigms

The modelling and simulation of dynamic processes leads to
changes in the state of the system/its components. “Simulation is an
‘execution’ process that manages the model through discrete or
continuous changes of its state over time. [14]. The combination of
two paradigms is also possible.
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Discrete events: state changes by “jumps.” Models consist of
entities (units of movement), resources (elements that provide the
service), and control elements (elements that determine the states of
entities and resources).

Continuous events: these describe state changes with continuous
functions. If the material or information being simulated can be
described as continuously changing, rather than in discrete steps or
packets, it is most appropriate to use the continuous event paradigm.
The simulation is based on solving differential equations that
describe the evolution of the system.

5. Conclusions

Although there exist many techniques currently for analyzing
individual critical infrastructures, no universal method or common
interdependency tool for modelling and simulation has been
universally accepted and therefore discussions on the suitability of
different approaches are ongoing.

In terms of the dynamics of the systems, there is a strong argument
for proposing possible improvements to the analysis, security,
functional

understanding and strategic management of critical infrastructure
systems. Such improvements will aid the perception of the system’s
operation and change over time.

With all this in mind, it is quite possible to develop adverse event
scenarios that can be applied to critical infrastructure models with
the aim to demonstrate the kinds of threats and vulnerabilities that
would impact business operations, the management of emergencies
and their consequences, information systems attacks, cyber-crime,
the protection of key facilities against attack, chemical, biological
and radiological hazards, water and food provision, identification
and protection of land-adjacent maritime infrastructure, which can
logically be applied to critical infrastructure models.

Modelling the dynamics in the systems allows observing not only
normal activity, but also the functionality under adverse change and
its effect on the critical infrastructure systems as a whole. Without
this knowledge, the owners/operators of critical infrastructure will
be severely hampered and left unprepared for likely events.

Effective modelling of critical infrastructure would enable both
government and critical infrastructure owners to analyze, identify,
and effectively manage and maintain the stability, security, and
access to that infrastructure by developing solutions against
unexpected or other challenges to its resilience.
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