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Methods and approaches for the preparation of a comparative analysis of critical
infrastructures. Analysis evaluation criteria. Criteria for evaluating the analysis.
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Abstract: There are numerous methodological approaches for modelling, numerical analysis and/or simulation of the behaviour of
individual systems. However, modelling the interdependencies between task-oriented or dedicated systems (the so-called system of systems)
and describing their complex behaviour, necessarily through simulation, is still an unsolved issue.

KEYWORDS: CRITICAL INFRASTRUCTURE, VULNERABILITY, RISK ASSESSMENT, RISK MANAGEMENT, MODELLING AND

SIMULATION

1. Introduction

Critical infrastructure analysis may focus on different objectives
(reliability, risk, vulnerability, etc.), may vary in its scope (sectoral,
system-wide, or “system-Of-systems”), and may follow different
methodological and/or competing approaches. These facts are
usually a source of confusion and require carrying out a
comparative analysis with respect to the different models and
analytical techniques

These methodologies have been described and relatively
successfully evaluated in terms of their general suitability for
assessing the vulnerability of critical infrastructures, with a focus on
the role and impact of interdependencies. Thus, in view of its
purposes, this paper will discuss some of the key benchmarking
criteria (e.g. “Types of Interdependencies;” “Types of Simulation
Events;” “Event Implications;” “Data Needs,” etc.). In this way, the
paper will offer a useful basis for selecting appropriate single or
combined techniques for modelling and simulation of critical
infrastructure interdependencies, given a particular problem or task.

On the one hand, critical infrastructures are defined as “a network
of independent, manmade systems and processes that function
collaboratively and synergistically to produce and distribute a
continuous flow of essential goods and services” [1] and are also
essential for economic development and social welfare. They are
subject to a multitude of potential asymmetric threats (technical,
intentional or unintentional man-made, physical, natural,
cyberspace) that pose a risk to them. Critical infrastructures are
highly interdependent, both physically and due to the widespread
use of information and communication technologies. In other
words: critical infrastructures are characteristic of highly dynamic
and complex systems and are interdependent in varying degrees and
with varying intensities [2].

At the same time, the vulnerability of critical infrastructure systems
is often defined as the presence of gaps or weaknesses in their
design, implementation, operation and/or management that make
them susceptible to disruption/destruction, regardless of their
recoverability.

What does the term vulnerability mean in the context of critical
infrastructure protection? Some researchers [3] define the concept
of vulnerability as follows: vulnerability is the manifestation of the
inherent states of a system that make it susceptible to failure or loss.
Various publications emphasize that wvulnerability is a
multidimensional concept that is best characterized by a set of state
variables that describe the weaknesses of a system and how they
interact to cause loss following a disruptive event.

2. Requirements regarding the methods
approaches for preparing a comparative analysis.

and

There are well-known “classical” methods for reliability and risk
analysis that are widely applied to the so-called single complex
systems: e.g. tabular techniques (FMEA, HAZOP), bow-tie
techniques (Fault/Event Tree Analysis), logic representation
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techniques (Petri Nets, Markov graphs), computational techniques
(Binary Decision Diagrams, Monte-Carlo simulation), etc.

2.1 Need for a systematic survey

There are a number of studies that enforce and confirm the
importance of understanding, modelling and simulation of
interdependent critical infrastructures [4]. Although studies on
available techniques do exist [5], it is clear that they lack
comprehensive and clear criteria for assessing applicability. Hence,
the question of how to model the complex system-of-systems
behavior or of which methods are best suited for this task, is still
open and provides a motivation for finding further approaches.

2.2 Objectives of the comparative assessments of
techniques

The main objective is to select, describe and evaluate techniques
with a view to their adequacy in preparing a vulnerability analysis
of infrastructure interdependencies. To this end, it is logical to be
able to distinguish between overt and covert vulnerabilities:
reviewing the results of statistical data analysis helps to find
obvious weaknesses if the statistics show some obvious problem
areas/scenarios, such as inferences based on “blackouts.” Other
signs of obvious vulnerability are operational errors, emergency
procedures, etc.

The need for a more precise analysis arises if the indication
assessment is not “clearly defined” and the main covert
vulnerabilities are still to be expected. Particular attention should be
paid to interdependencies within or between systems. It is also
necessary to evaluate simplified procedures developed at an earlier
stage (including the “decoupling” of systems).

Therefore, the purpose of the comparative evaluations of the various
techniques is to analyze the strengths and weaknesses of the
different methodologies as well as to analyze, characterize, and
propose appropriate techniques for modelling and simulation of
interdependent critical infrastructures.

3. Basic comparative assessment criteria

3.1 Basic modelling approaches

Two main modelling and simulation approaches have been
described in the current literature: Interdependence Analysis, which
involves qualitative approaches, and Systems Analysis, which tends
to engage with quantitative approaches.

Interdependency analysis [6] involves qualitative techniques to
identify critical infrastructures and to analyze the characteristics and
dimensions of their interdependencies. These techniques include
extensive use of expert interviews, roundtables or workshops,
appropriate questionnaires, etc. The models are relatively easy to
build, but are limited to the elements explicitly focused on by the
experts and are not able to systematically detect hidden critical
elements and their corresponding vulnerabilities.
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Systems analysis [7] uses approaches that rather represent
quantitative techniques that can identify hidden dependencies, and
are strongly linked to computer simulations. These techniques need
sophisticated computer architectures since the approaches are
extremely detailed and time consuming.

3.2 Modelling and simulation strategies

The most important assessment aspect, not only in the development
of optimal modelling and simulation strategies, is the decision to
choose between two basic strategies: bottom-up and top-down or a
combination of both:

Bottom-up approach: the whole system is described starting from
its individual parts [8]. This kind of approach usually refers to
complex adaptive systems that can be built based on the results of
interacting elements, such as basic entities with a defined location,
capabilities and memory reflecting their identification. The bottom-
up approach is generally considered more intuitive and less error-
prone than the top-down approach and can usually be implemented
with relative ease in software code. As long as the components are
well defined, it can produce very accurate output. However, the
exclusive use of the bottom-up approach can lead to significant
system-level limitations being overlooked, especially when it is
used in the absence of sufficient input data.

Top-down approach: the distinctive feature of the top-down
approach is its focus on the general properties of the system,
combined with relative ease of applicability. However, this
approach is less suitable than a bottom-up approach in capturing
lower-level factors, such as systems-specific issues, as well as
implementation-specific details, which tend to accumulate quickly
and can significantly affect the assessment. [9]

3.3 Types of interdependencies

These interdependencies describe the different types of
dependencies between infrastructures. Each type has its own
characteristics and effects on infrastructures, but typically,
modelling and simulation approaches do not take into account every
type of dependencies. Four main types of interdependencies
between critical infrastructures can be distinguished. [10]

Cyber interdependencies: they connect infrastructures to each other
through electronic information links. The outputs of information
infrastructures are inputs to other ones;

Geographic interdependencies: they are observed when elements of
an infrastructure are in close spatial proximity. For example, a
faulty underground water pipeline can create interference on power
lines and fibre optic communication cables in a collector; these are
the so-called “causal failures;”

Physical interdependencies: they describe the material flow
between different infrastructures. Such interdependencies arise in a
physical connection consisting of input and output flows. For
example, electrical systems and information and communication
technologies (ICT) are physically interdependent. Electricity
powers ICTs, while they can control and manage the operational
data for the proper functioning of this power generation and its
transmission and distribution;

Logical dependencies: these are dependencies that exist between
infrastructures but do not belong to the above types. Often logical
dependencies are caused by human decisions and actions taken in
both the political and societal domains, e.g. the volume of oil and
gas supplied is highly dependent on the political decisions of OPEC
members.

3.4 Types of simulation events

A significant challenge associated with modelling and simulation
techniques can be the creation of “what-if” scenarios to analyze
critical infrastructure interdependencies. The following information
about a subsequent event is possible: [11]
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Incident: it describes a wide range of randomly occurring and
potentially damaging events, such as natural disasters, whose origin
is usually outside and independent of the system;

Attack: this is a series of potentially damaging actions taken by an
intelligent adversary to achieve certain results. Cyber-attacks
include intrusion into, probing and denial of service. Furthermore,
the idea itself can have as serious an impact on a system as if it had
actually materialized. A system that assumes an overly defensive
position because of the threat of attack may significantly reduce its
functionality and divert excessive resources to monitoring the
surrounding environment and protecting system assets;

Damage: this is a potentially damaging event resulting from
deficiencies in a system or in an external element on which the
system depends. Failures may result from faulty design,
manufacturing and operational (human) errors, corrupted data, etc.

3.5 Consequences of events

Interdependencies have a bearing on the consequences of single or
multiple failures or interruptions within interconnected systems.
Different types of interdependencies can trigger feedback loops that
have accelerating or decelerating effects on the systems’ response,
as observed in dynamics. The following types of events can be
distinguished:

Cascading events: the occurrence of a situation in which the
undesired event is in one part of the infrastructure, while the effects
are in other parts of the infrastructure. An example of a cascading
event in electrical systems is the overloading and disconnection of a
transmission line from the power grid [12]. In such a case, its load
would be shifted to a nearby transmission line, which, even without
additional load, could also switch off and leave a large part of a
given region without power;

Escalating events: these can be treated as a consequential outcome
of cascading events, i.e. a “problem” occurring in one infrastructure
can impact other infrastructures, thus causing a failure in them or an
outage in another infrastructure, by increasing the severity of the
failure or the recovery time. This in turn may affect the restoration
of the service provided by the originally affected infrastructure;

Common cause events: these are dependent failures in which two or
more fault conditions are present simultaneously or within a time
interval as a direct result of the common cause. For example, fiber
optic cables and power lines often share a common duct in tunnels
or over bridges. If this tunnel or bridge is damaged by a fire caused
by a traffic accident, this can also disrupt telecommunication and
power supplies due to traffic disruption. [13]

Restrained events: failures that do not have cascading, escalating or
general consequences on the infrastructures under consideration.

3.6 Need for data (information)

This criterion requires general information on the quantity and
quality of inputs needed to apply the methodological approach.
Inputs include information on the topology and layout of the
system, its commodity flows, its functioning, as well as numerical
values of the modelling parameters. The availability of input data
and their quality is essential for the practical application of
modelling and simulation approaches; the lack of satisfactory data
is a common problem of scientific analyses and can negatively
affect the application of advanced approaches. Two levels are
known to exist:

High: the methodological approach is highly dependent on the high
quality and quantity of input data to provide feasible modelling
approaches. The presence of these factors needs to be ascertained
before implementing such an approach.

Low: the methodology may be applied with inconsistencies in the
quality or quantity of input data submitted to provide reliable
results. In these cases, a minimum quality or quantity of information
is required.



SECURITY & FUTURE ISSUE 3/2024

3.7 Observation scenarios

Depending on the criteria described above, the monitoring scenarios
relate to modelling and simulation techniques, input data and
available information. Interdependent models can be grouped into
the following main categories, depending on the scenarios required:

Vulnerability assessment: the objective is to identify and quantify
vulnerabilities in the system. Vulnerability is defined as the
probability of an accident, successful attack or failure. Vulnerability
assessments can be viewed as an extended failure analysis of
elements;

Fault analysis: human errors can cause disruptions in infrastructure
systems. Modelling and simulation techniques can produce system
analysis and reliability theory by identifying and analysing the most
common faults. Fault analysis provides identification of critical
components, helps to improve the system, and to understand the
relationships between critical nodes of the network as a whole.

3.8 Modelling and simulation paradigms

The modelling and simulation of dynamic processes leads to
changes in the state of the system/its components. “Simulation is an
‘execution’ process that manages the model through discrete or
continuous changes of its state over time. [14]. The combination of
two paradigms is also possible.

2

Discrete events: state changes by “jumps.” Models consist of
entities (units of movement), resources (elements that provide the
service), and control elements (elements that determine the states of
entities and resources).

Continuous events: these describe state changes with continuous
functions. If the material or information being simulated can be
described as continuously changing, rather than in discrete steps or
packets, it is most appropriate to use the continuous event paradigm.
The simulation is based on solving differential equations that
describe the evolution of the system.

5. Conclusions

Although there exist many techniques currently for analyzing
individual critical infrastructures, no universal method or common
interdependency tool for modelling and simulation has been
universally accepted and therefore discussions on the suitability of
different approaches are ongoing.

In terms of the dynamics of the systems, there is a strong argument
for proposing possible improvements to the analysis, security,
functional

understanding and strategic management of critical infrastructure
systems. Such improvements will aid the perception of the system’s
operation and change over time.

With all this in mind, it is quite possible to develop adverse event
scenarios that can be applied to critical infrastructure models with
the aim to demonstrate the kinds of threats and vulnerabilities that
would impact business operations, the management of emergencies
and their consequences, information systems attacks, cyber-crime,
the protection of key facilities against attack, chemical, biological
and radiological hazards, water and food provision, identification
and protection of land-adjacent maritime infrastructure, which can
logically be applied to critical infrastructure models.

Modelling the dynamics in the systems allows observing not only
normal activity, but also the functionality under adverse change and
its effect on the critical infrastructure systems as a whole. Without
this knowledge, the owners/operators of critical infrastructure will
be severely hampered and left unprepared for likely events.

Effective modelling of critical infrastructure would enable both
government and critical infrastructure owners to analyze, identify,
and effectively manage and maintain the stability, security, and
access to that infrastructure by developing solutions against
unexpected or other challenges to its resilience.
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Abstract: This paper examines the integration of artificial intelligence (Al) in airport security, with a particular focus on Sofia Airport
within Bulgaria’s critical infrastructure framework. It explores the growing significance of Al in enhancing security protocols at airports,
which are critical nodes in national and international transportation networks. The case study highlights a collaborative effort between Sofia
Airport and VIP Security, where the “VIP Eye” system was demonstrated to airport officials for testing and feedback. VIP Eye, an Al-driven
solution, is designed to detect and mitigate security threats with high precision, featuring capabilities such as weapon detection, masked face
recognition, and the identification of physical altercations. The collaboration aimed to refine the system based on insights from Sofia
Airport’s security expertise, contributing to advancements in security technology. The study also discusses the broader implications of Al
adoption for airport security in Bulgaria, considering both technical advancements and the challenges associated with integrating such

technologies within the existing security infrastructure.

KEYWORDS: Al INTEGRATION, AIRPORT SECURITY, CRITICAL INFRASTRUCTURE, SOFIA AIRPORT, VIP EYE, BULGARIA,

THREAT DETECTION, SECURITY TECHNOLOGY

1. Introduction

The growth of international air travel and heightened security
concerns have made airport security a critical aspect of national
infrastructure. Ensuring public safety in airport environments,
which are vast and high-traffic, presents challenges beyond the
capacity of traditional surveillance and monitoring methods. In
recent years, artificial intelligence (Al) has emerged as a powerful
asset in this field, enabling more efficient, precise, and proactive
approaches to security that support both safety and operational flow.

In Bulgaria, the integration of Al within airport security aligns
with the country’s broader critical infrastructure objectives,
particularly as the Bulgarian government seeks to modernize and
secure essential facilities. Al technologies, such as automated threat
detection and real-time video analysis, are particularly relevant to
airports, where the need to swiftly identify and respond to threats is
paramount. This paper examines these roles, focusing on how Al
can contribute to more resilient airport security frameworks.

Through a case study of the VIP Eye system tested at Sofia
Airport, we investigate Al’s specific applications and explore the
challenges related to accuracy, reliability, and ethical
considerations. The study aims to shed light on the implications of
Al adoption in Bulgarian airport security, focusing specifically on
the potential to strengthen safety and operational resilience in high-
risk environments.

2. Al Integration within Bulgaria’s Critical
Infrastructure Strategy

In December 2020, Bulgaria launched its National Al Strategy,
designed to establish a sustainable foundation for AI’s integration
across key sectors, including critical infrastructure. Developed by
the Bulgarian Academy of Sciences and finalized by the Ministry of
Transport, Information Technology, and Communications, this
strategy prioritizes the use of Al to improve national security and
resilience within transport and security sectors, among others. [1]

2.1. Al
Considerations

and National Security: Key Infrastructure

A central pillar of Bulgaria’s Al strategy is its application in
critical security functions, including threat detection, crisis
response, and cybersecurity. Al systems offer the potential for real-
time monitoring and data analysis capabilities, which could help
detect potential threats and system vulnerabilities more effectively.
These applications are especially relevant to airport security, where
Al may enhance both surveillance and rapid response capabilities,
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aligning with the strategic goals for resilient and secure

infrastructure. [2]

2.2. Al in Transport Infrastructure with a Focus on Air
Transport

In line with Bulgaria’s national goals, the Al strategy
emphasizes the modernization of transport infrastructure. Within air
transport, Al-driven systems have the potential to manage air traffic
flow, optimize airport operations, and streamline passenger
processing. At critical nodes like Sofia Airport, Al applications
could enhance operational efficiency and contribute to more precise
security measures, such as advanced screening and real-time threat
identification. This integration aims to support seamless, secure
airport operations, making air transport infrastructure a priority for
Al-enabled resilience. [3]

2.3. Regulatory and Collaborative Frameworks

The strategy also advocates for a regulatory framework that
adheres to international safety and ethical standards, supporting the
secure implementation of Al in critical infrastructure. Collaboration
among government agencies, research institutions, and industry
partners is key to this initiative, promoting responsible Al use in
essential sectors like airport security. Establishing these frameworks
and partnerships builds public trust and ensures that Al tools can be
reliable and secure, as seen in recent Al security trials at Sofia
Airport, which we examine later in this paper. [4]

3. AD’s Role in Airport Security

Al technology has emerged as a powerful tool in airport
security, enhancing both the safety and operational efficiency of
complex environments. Airports face various security challenges
due to their vast layouts, high traffic, and multiple entry points,
making it difficult for human operators to manage all potential
security threats effectively. By leveraging Al, airports can optimize
situational awareness, improve threat detection, and ensure a safer
environment for passengers and staff. [5]

3.1. Enhancing Situational Awareness

One of the key applications of Al in airport security is to
enhance situational awareness through intelligent video monitoring.
Airports rely on extensive surveillance networks covering multiple
areas, including terminals, parking zones, and entry points. Al-
powered video analytics systems can monitor these areas in real
time, detecting and alerting security teams to potential threats
immediately. By analyzing camera footage continuously, Al helps
operators stay focused on high-risk situations, which might
otherwise be missed in a busy environment. [6]
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3.2. Perimeter Protection and Intrusion Detection

With their extensive perimeters and numerous access points,
airports are vulnerable to unauthorized entry and security breaches.
Al-driven solutions are particularly effective at detecting
unauthorized access and identifying suspicious behavior across vast
areas. By analyzing data from multiple cameras, Al algorithms can
track and flag unusual activities, such as individuals carrying
weapons or acting suspiciously, and provide security teams with
immediate alerts. This level of surveillance aids in preventing
potential attacks, enhancing the overall security of sensitive zones
within the airport. [7]

3.3. Access Control Using Biometrics

Controlling access to sensitive areas within the airport, such as
the tarmac or air traffic control towers, is crucial for maintaining
secure operations. Al-powered biometric systems, such as facial
recognition, allow airports to implement highly secure access
control mechanisms. These systems differentiate between
authorized and unauthorized personnel, reducing the risks
associated with lost or stolen access cards. By providing real-time
alerts of any unauthorized access attempts, Al-driven biometric
solutions  streamline security protocols while maintaining
operational efficiency. [8]

3.4. Automated Detection of Foreign Object Debris (FOD)

Foreign object debris (FOD) on airport runways poses
significant risks to aircraft safety. Traditionally, FOD inspections
are carried out manually, but Al solutions have introduced
automated FOD detection, ensuring continuous runway monitoring
and rapid response to any hazardous items on the tarmac. By
reducing the need for frequent manual inspections, Al-powered
FOD detection helps minimize runway downtime and prevent costly
damage to aircraft, boosting both safety and operational continuity.
[l

3.5. Unattended Baggage and Lost Item Detection

Unattended baggage and lost items are frequent occurrences at
airports, presenting both security risks and operational challenges.
Al systems can automatically detect unattended items, such as
suitcases or bags, that have been left in public areas. These systems
track objects in real time and alert security personnel if any item is
left unattended for a specified period. This not only aids in the
timely management of security threats but also streamlines lost-and-
found procedures by tracing items back to their owners. [10]

3.6. Reducing Congestion and Improving Efficiency

Al also enhances operational efficiency in airports by
monitoring crowd density and predicting congestion. Al-powered
systems can identify bottlenecks and optimize passenger flow,
thereby reducing waiting times at security checkpoints and boarding
gates. Additionally, Al assists in passenger verification, eliminating
the need for repetitive ID checks, which can help prevent queues
and improve the travel experience. These efficiencies not only
enhance security but also contribute to a more streamlined and
convenient airport environment. [11]

4. Case Study: Evaluating the VIP Eye System for
Enhanced Security at Sofia Airport

As Bulgaria’s primary international gateway, Sofia Airport
plays a crucial role in the nation’s critical infrastructure, making
security innovations a top priority. The testing of the VIP Eye
system at Sofia Airport illustrates an exploratory use of artificial
intelligence (Al) in Bulgarian airport security, with a focus on
evaluating AI’s potential to address specific security threats in high-
traffic areas. This industry collaboration aligns with Bulgaria’s
national Al strategy, which emphasizes the importance of secure,
responsible Al adoption within critical sectors.

VIP Eye, developed by VIP Security, a Bulgarian company with
extensive expertise in physical and technological security solutions,
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is designed as an Al-driven solution capable of detecting weapons,
identifying masked faces, recognizing physical altercations, and
flagging unattended items or potential fire risks. The following case
study examines the collaborative testing and feedback process
between Sofia Airport and VIP Security, highlighting the system’s
capabilities and the implications for future airport security
operations. [12]

4.1. Overview of VIP Eye Capabilities

VIP Eye is built to automate threat-detection processes that are
essential in airport security environments. Its primary features
include:

e  Weapon Detection: Through Al algorithms, VIP Eye can
detect firearms and other weapons, potentially reducing
response times during critical incidents.

e Masked Face Recognition: This function enables VIP
Eye to identify individuals wearing masks or obscuring
their faces, a capability that could support efforts to
control unauthorized access or manage identity
verification challenges.

e Physical Altercation Recognition: VIP Eye is designed
to recognize physical confrontations or group clashes,
providing real-time alerts to security personnel for swift
intervention.

e Additional Safety Features: The system also identifies
forgotten items and smoke or fire risks in terminal areas,
addressing two significant security concerns in airport
environments.

These functionalities enable VIP Eye to address multiple threat
scenarios simultaneously, offering an enhanced level of vigilance
that could alleviate some of the pressures faced by human operators
in busy airport settings. [13]

4.2. Collaborative Testing and Feedback Process

The testing of VIP Eye at Sofia Airport was conducted as a
collaborative effort between VIP Security and the airport’s security
team, with Sofia Airport providing situational feedback based on
their security operations. During this trial phase, VIP Eye’s
effectiveness in detecting unattended items and fire risks was
assessed, contributing to the airport’s operational efficiency. The
system’s performance in these specific areas highlighted its
potential usefulness in addressing key airport security concerns.

While this trial did not involve official integration, it provided
VIP Security with valuable insights into VIP Eye’s performance in
a real-world, high-traffic environment. This collaborative process
enabled refinement of the system’s adaptability for potential future
applications in airport security, underscoring the reciprocal benefits
of the testing. [14]

4.3. Potential Operational Impact

Although VIP Eye has not been formally adopted by Sofia
Airport, the system demonstrates the potential of Al to support
airport security operations by automating threat detection tasks.
This automation could help reduce the cognitive load on security
personnel, allowing them to focus more on response rather than
continuous monitoring. The airport’s security director noted that,
during testing, VIP Eye served as a consistent and reliable asset in
the security workflow, enhancing operational efficiency without the
limitations of human fatigue or stress.

In conclusion, the VIP Eye system’s trial at Sofia Airport
provides an example of how Al-driven technology might eventually
integrate into airport security strategies. While further evaluations
are needed to determine the feasibility of full implementation, the
collaborative testing process highlights AI’s promise in enhancing
security accuracy and operational efficiency in critical infrastructure
environments. [15]
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5. Challenges and Considerations in Al-Driven
Airport Security

While previous sections have discussed Al’s potential to
enhance airport security through advanced threat detection and
operational efficiency, implementing these systems within critical
infrastructure such as airports presents several unique challenges.
These challenges are particularly relevant to Bulgaria’s ongoing
efforts to modernize its national security framework and enhance
protections at high-traffic points like Sofia Airport. Key
considerations include ensuring high accuracy and reliability of Al
systems, addressing ethical implications, and safeguarding
passenger privacy. [16]

5.1. Accuracy and Reliability in Threat Detection

In airport security, the accuracy and reliability of Al systems are
paramount to ensuring effective threat detection. Al technologies in
this context rely on precise identification capabilities to distinguish
between genuine threats and benign objects or behaviors. However,
without regular updates, rigorous testing, and careful monitoring,
these systems can yield false positives or overlook actual risks,
undermining both security and operational flow. Improving
reliability in such high-stakes environments requires adaptive risk
assessment techniques, which can enhance the robustness of Al
solutions across varying airport conditions. For Bulgaria’s critical
infrastructure, these factors are vital, as any inconsistency in
detection could compromise not only airport operations but also
public safety and national security.

Additionally, while certain experimental Al applications, such
as systems analyzing micro-expressions to detect deception, may
seem promising, they remain largely unvalidated and could
introduce errors in threat assessment. Relying on such technology
prematurely could lead to both operational inefficiencies and
potential misinterpretations of passenger behaviors, underscoring
the need for rigorous validation in high-traffic environments like
airports. [17]

5.2. Ethical and Privacy Considerations

Implementing Al in airport security brings critical ethical and
privacy concerns, particularly in terms of data transparency and
passenger rights. Ensuring Al algorithms avoid biases is essential,
as any unintended biases could disproportionately affect certain
groups of travelers. An ethical framework that focuses on
responsible autonomy and proactive engagement with social values
is necessary to support AI’s integration in airport Security,
providing assurances that technology aligns with both legal
standards and public expectations.

Passenger privacy is also a central concern. Al systems used in
security screenings often process sensitive personal data, such as
biometric information and travel history, to enhance operational
efficiency. However, this data must be handled in compliance with
privacy regulations to protect against unauthorized access or
misuse. For Bulgarian airports, maintaining passenger trust through
transparent data practices is essential. Clear policies should inform
travelers about how their data is collected, processed, and
safeguarded, balancing the security benefits of Al with respect for
individual privacy rights.

In summary, while Al holds significant potential to transform
airport security, addressing these challenges is critical to align the
technology with the unique demands of Bulgaria’s national
infrastructure and broader European security frameworks. By
ensuring that Al applications remain accurate, ethically sound, and
privacy-conscious, Bulgaria can better integrate Al into its critical
infrastructure while maintaining public trust and enhancing national
security. [18]
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6. Conclusion

The integration of artificial intelligence in airport security
marks a pivotal advancement for safeguarding critical
infrastructure, particularly in high-stakes environments like airports.
Through the use of Al-powered solutions, such as the VIP Eye
system tested at Sofia Airport, this paper has illustrated how Al can
enhance situational awareness, automate threat detection, and
improve response times. These capabilities not only streamline
security processes but also allow airport security personnel to
allocate resources more effectively, ultimately elevating both safety
and operational efficiency.

Despite the clear advantages, the deployment of Al in airport
security also presents challenges that warrant careful consideration.
Issues of accuracy, ethical concerns regarding privacy, and the need
for rigorous reliability testing are essential factors for responsible
Al implementation. Addressing these challenges will require
ongoing refinement of Al models and close alignment with
regulatory standards, ensuring that Al remains a trusted and
effective tool for airport security.

As the role of Al in security technology continues to grow, its
potential to transform airport operations and passenger experiences
becomes increasingly apparent. By embracing Al thoughtfully,
Bulgarian airport authorities have an opportunity to set a standard
for innovation in security while maintaining public trust and
upholding high ethical standards.
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Abstract: The EU integrates new members through the enlargement process once they meet a number of political and economic conditions.
The process encourages democratic and economic reforms in countries that want to become EU members and promotes greater stability and

prosperity in Europe.

Enlargement is the process whereby states join the European Union, after they have fulfilled a set of political and economic conditions.
Any European state which respects EU democratic values and is committed to promoting them may apply for EU membership.

The accession criteria, or Copenhagen criteria (named after the 1993 Copenhagen European Council meeting which defined them), are

the essential conditions all candidate countries must satisfy to become an EU member state. These are: political criteria: stability of
institutions guaranteeing democracy, the rule of law, human rights and respect for and protection of minorities; economic criteria: a
functioning market economy and the capacity to cope with competition and market forces; administrative and institutional capacity to
effectively implement the EU acquis (body of common rights) and ability to take on the obligations of EU membership. The EU's capacity to
take in new members, while maintaining the momentum of European integration, is also an important consideration.

Introduction:

Ukraine applied for EU membership in February 2022 and was
granted EU candidate status in June 2022. The EU held its first
intergovernmental conference with Ukraine in June 2024 and issued
its opinion on the application for EU membership.

On 23 June 2022, the European Council granted candidate status to
Ukraine. It invited the European Commission to report to the
Council on the fulfilment of the conditions specified in the
Commission's opinion on the membership application. Parallel to
the enlargement process, the EU and Ukraine also cooperate to
strengthen political and economic relations, including through the
Eastern Partnership. Since 2017, an association agreement between
the EU and Ukraine is in force and the partners have been
continuously working on its implementation, aimed at further
deepening Ukraine’s political association and economic integration
with the EU.The EU and its member states firmly condemn
Russia’s unprovoked and unjustified military aggression against
Ukraine and will continue to provide political, financial, economic,
humanitarian, military and diplomatic support to Ukraine and its
people for as long as it takes and as intensely as needed.
EU measures in support of Ukraine include: economic assistance,
military support, humanitarian aid and civil protection, welcoming
refugees, investigation and prosecution of war crimes, protection of
children. The EU has adopted an unprecedented number
of sanctions in response to Russia’s war of aggression against
Ukraine and the illegal annexation of Ukraine's Donetsk, Luhansk,
Zaporizhzhia and Kherson regions, all thoose measures are
designed to weaken Russia's economic base, depriving it of critical
technologies and markets and significantly curtailing its ability to
wage war.

The association agreement under the Eastern Partnership is the main
tool to bring Ukraine and the EU closer together and it promotes
deeper political ties, stronger economic links,respect for common
values.

The Association Council is the main body established under the
EU-Ukraine association agreement to monitor and supervise the
implementation of the agreement.

In March 2024 took place the meeting of the EU-Ukraine
Association Council and they exchanged views on the situation
following Russia’s war of aggression and touched on wider global
and regional issues. They also discussed the implementation of the
association agreement since the start of the Russian war of
aggression. The enlargement process entered a new phase with fresh
momentum in 2024. Following the December 2023 European
Council decision to open negotiations with Ukraine, the first
intergovernmental conferences opening the negotiations was held
on 25 June 2024.

In spite of Russia’s ongoing war of aggression, Ukraine maintained
its strong commitment to reform across many sectors. The Ukraine
Plan, endorsed in April 2024 and serving as a comprehensive
reform strategy, contributed to strengthening broader policy
commitments within the enlargement process. With the Ukraine
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Facility, the EU continues to tie its financial support for the
recovery with the reforms needed to lift Ukraine’s economy and to
help it on the path towards accession. The EU-Ukraine joint
security commitments signed in June 2024 stated that security,
resilience and defense support, as well as Ukraine’s EU accession
process, support to reforms, macro-financial, humanitarian and
reconstruction assistance reinforce each other. For its part, Ukraine
committed to continue undertaking reforms in line with its EU path,
including in the security, defense and intelligence sectors. Russia’s
war of aggression against Ukraine continues to cause a massive
displacement of the population within Ukraine and the wider region.
Countries in the wider region have continued to host Ukrainian
refugees, contributing to protection and integration efforts. The EU
and its partners are doing their outmost to help Ukraine and we have
seen high levels of support and unprecedented political decisions.
The EU has reacted swiftly, adopting unprecedented sanctions
against Putin’s regime, and its collaborator, the Lukashenko regime.
As part of the EU solidarity response with Ukraine, the European
Commission suspended all import duties on Ukrainian exports to
the EU until  June 2025. The Commission also
established ‘Solidarity Lanes’ to help Ukrainian grain and other
agricultural goods to reach their destinations through alternative
routes to the Black Sea ports blocked by the Russian navy, using all
relevant transport modes through EU Member States. It should also
ensure that Ukraine could import goods of first necessity (such as
humanitarian aid, food, animal feed, fertilizers, fuel). The EU’s
Solidarity Lanes have helped Ukraine export 136 million tonnes of
cereals, oilseeds and other related products until now. EU Member
States and their citizens are showing impressive solidarity with the
Ukrainian people. Each of us can contribute to support Ukraine and
its citizens to face the destructions of war and displacement.

On February 24, 2022, Russian armed forces launched a full-
scale invasion of Ukraine. The EU and Parliament supported this
country by condemning Russia's aggression, sanctioning those
responsible and providing financial and material aid.

The EU reacted quickly and decisively to Russia's aggression,
adopting restrictive measures that have massive and serious
consequences for Russia and has stepped up its political,
humanitarian, military and financial support of the Ukrainian
economy and society and its contribution to the country's
reconstruction. The Parliament also supported Ukraine's efforts to
become an EU candidate country and called on EU countries to
launch accession negotiations. Information is ordered in reverse
chronological order, meaning the most recent event will appear at
the top and the oldest at the bottom.

MEPs call on NATO allies to honour their commitment to Ukraine
and pave the way for Kyiv to be invited to join the defence alliance.
In the resolution, adopted MEPs stress that they expect that the
accession process will start after the war is over and be finalised as
soon as possible.


https://www.consilium.europa.eu/en/policies/eu-solidarity-ukraine/#economic
https://www.consilium.europa.eu/en/policies/military-support-ukraine/
https://www.consilium.europa.eu/en/policies/eu-solidarity-ukraine/#humanitarian
https://www.consilium.europa.eu/en/policies/eu-solidarity-ukraine/#refugees
https://www.consilium.europa.eu/en/policies/eu-solidarity-ukraine/#refugees
https://www.consilium.europa.eu/en/policies/eu-solidarity-ukraine/#warcrimes
https://www.consilium.europa.eu/en/policies/eu-solidarity-ukraine/#children
https://www.consilium.europa.eu/en/policies/eu-solidarity-ukraine/#children
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Until full membership is achieved, the EU and its member states,
together with NATO allies and like-minded partners, must work
closely with Ukraine to develop a temporary framework for security
guarantees, MEPs say, which is to be implemented immediately
after the war. Parliament emphasises that Ukraine’s integration in
both NATO and the EU would enhance regional and global security
and strengthen the bonds between Ukraine and the Euro-Atlantic
community. Even before Ukraine came under attack from Russia in
February 2022, the EU was keen to support Kyiv and forge closer
links. Since withdrawing from the Soviet Union in 1991, Ukraine
has been keen to pursue its own path, including forging closer links
with the rest of Europe.

Russia’s Aggression Against Ukraine
Ukraine’s relations with Russia have been tense due to the latter’s
determination to keep the country within its sphere of influence. In
2014, Russia annexed Crimea in violation of international law, a
move strongly condemned by the EU. It has also been waging a
hybrid war against Ukraine, including economic pressure and
disinformation attacks. Two years ago, Putin launched a war of
aggression against Ukraine, challenging Ukrainian aspirations for a
better future and closer proximity to the EU. It is an attack not only
on Ukraine, but also on freedom, self-determination and democracy.
Ukraine has shown remarkable resilience in the face of this brutal
attack. It showed how much force a nation fighting for its rights and
aspirations is capable of. Ukraine's resilience is a source of hope for
all freedom-loving people on the planet. We remain firmly
convinced that Ukraine will win, with Europe standing by its side as
long as necessary.
In the months prior to Russia’s full-scale invasion in February
2022, MEPs expressed increasing concern about the country’s
military threat and called for a coordinated EU response. On 24
February 2022, Russia launched a wide-ranging attack on Ukraine.
The EU responded with a series of sanctions against Russia as well
as initiatives to support Ukraine.
Why the EU and the European Parliament stand with Ukraine.
Russia’s illegal and unprovoked invasion of Ukraine is not only an
attack on the country’s territorial integrity, but also poses a grave
risk to the security and stability of all of Europe. It’s also an attack
on the fundamental values the EU stands for such as freedom and
democracy.

Ukraine’s EU membership prospectives

In 2014, the EU-Ukraine Association agreement was adopted. The
deal established political association and economic integration
between the EU and Ukraine and provided for mutual free market
access.

Ukraine applied for EU membership in February 2022. Parliament
supported its application and called on EU countries to grant it
candidate status, which happened in June 2022, and later to open
accession talks, which were formally launched in December 2023.
In order to join the EU, Ukraine, like other prospective members,
needs to have stable institutions guaranteeing democracy and the
rule of law; a functioning market economy; and the ability to take
on and carry out the obligations of EU membership. The EU
is Ukraine’s main trading partner.

In April 2017, the European Parliament supported an agreement

to exempt Ukrainian citizens from EU short-stay visa requirements.
Ukrainians who hold a biometric passport can enter the EU without
a visa for 90 days in any 180-day period, for tourism, to visit
relatives or friends, or for business purposes, but not to work.
There are various EU initiatives to support Ukraine’s economy, aid
its green transition and help the country to reform. Since Russia
launched its full-scale invasion in February 2022, the EU supported
Ukraine by condemning Russian aggression, sanctioning those
responsible and providing financial and material aid. In 2022
Parliament approved several loans to Ukraine and supported
measures to help countries taking in Ukrainian refugees.
In October 2022 MEPs called for a massive increase in military
assistance to Ukraine.
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2023 saw Parliament call on Nato to invite Ukraine to join the
alliance, fast-track proposals to speed up the production of
ammunition, push for a special tribunal to punish Russian crimes, as
well as many other measures to support the country. In addition,
military assistance measures and with the resources made available
to help Member States meet the needs of Ukrainians fleeing the war
in the EU, total support to Ukraine and Ukrainians amounts to
apprx. €100 billion. These agreed measures will finance both the
provision of equipment and supplies to the Ukrainian Armed Forces
by EU Member States, including personal protective equipment,
first aid kits and fuel, as well as military equipment designed to
deliver lethal force for defensive purposes.

In addition, on 17 October 2022, the EU agreed to establish a
two-year Military Assistance Mission in support of Ukraine
(EUMAM Ukraine). This provides for training for the Ukrainian
Armed Forces as well as the coordination and synchronization of
Member States' own training support for Ukraine.

At the same time, the EU introduced an unprecedented package of
sanctions against the Kremlin as well as the Lukashenko regime in
Belarus.

In February 2024 MEPs reached an agreement with EU
countries on the revision of EU’s long-term budget to ensure a
stable financing solution for Ukraine. The EU will provide Ukraine
with €50 billion in loans and grants until the end of 2027. Over the
past two and a half years, the EU has provided Ukraine with
extensive support, amounting to almost EUR 122 billion, in the
form of economic, military, financial and humanitarian aid, as well
as assistance in various sectors. Of this amount, EUR 1.5 billion
comes from frozen Russian assets. The EU continues to work
tirelessly with international partners to ensure that Ukraine receives
support and to hold Russia accountable for its actions.

Ukraine's path to EU membership has made significant progress,
reflecting the will of its people to achieve democratic reforms. In
December 2023, EU leaders decided to start accession negotiations
with Ukraine in response to the country's commitment to continue
reforms. Even in times of war, she continued to make progress and
introduce reforms — from new legislation to expand the rights of
national minorities to improving the judiciary and ensuring a system
of checks and balances on power.

The EU has had increasingly difficult relations with Russia in recent
years due to its attacks on Ukraine and democracy and its
disinformation campaigns.

Until Russia’s annexation of Crimea in 2014, the EU had been
working on building a strategic relationship with the country in
areas such as the economy, energy, climate change, education and
conflict resolution in the Middle East. The EU also strongly
supported Russia joining the World Trade Organization.

However, EU-Russia relations have become increasingly strained
over the years, not least because of the Kremlin’s consistent attacks
on Ukraine’s sovereignty, including its 2014 annexation of Crimea
and the full-scale invasion launched in February 2022.

Russia’s illegal and unprovoked invasion of Ukraine is not only an
attack on the country’s territorial integrity, but also poses a grave
risk to the security and stability of all of Europe. It’s also an attack
on the fundamental values the EU stands for such as freedom and
democracy.

In March 2022, the EU adopted its Strategic compass for
securityand defence, stating that Russia represented a long-term and
direct threat for European security. Another source of tension is
Russia’s disinformation campaigns and cyber-attacks, as well as
attempts to interfere in Western democratic processes.

After the annexation of Crimea in 2014, EU economic
sanctions targeted Russia’s financial, defence and energy sectors.
Russia responded with counter-sanctions, banning around half of its
agri-food imports from the bloc.

As a direct result of Russia’s full-scale invasion of Ukraine, the EU
has adopted a series of sanctions against the country. These include
individual sanctions, economic sanctions and diplomatic measures.
Ever since the start of Russia’s full-scale invasion of Ukraine in
February 2022, the EU and the Parliament have supported the


https://www.europarl.europa.eu/news/en/press-room/20140915IPR62504/european-parliament-ratifies-eu-ukraine-association-agreement
https://ec.europa.eu/trade/policy/countries-and-regions/countries/ukraine/
https://www.europarl.europa.eu/news/en/press-room/20170329IPR69065/parliament-approves-ukraine-visa-waiver
https://ec.europa.eu/neighbourhood-enlargement/sites/near/files/eap_factsheet_ukraine.pdf
https://www.europarl.europa.eu/news/en/press-room/20220930IPR41935/meps-call-for-massive-increase-of-military-assistance-to-ukraine
https://www.europarl.europa.eu/news/en/press-room/20220930IPR41935/meps-call-for-massive-increase-of-military-assistance-to-ukraine
https://www.europarl.europa.eu/news/en/press-room/20230609IPR96214/parliament-calls-on-nato-to-invite-ukraine-to-join-the-alliance
https://www.europarl.europa.eu/news/en/press-room/20230609IPR96214/parliament-calls-on-nato-to-invite-ukraine-to-join-the-alliance
https://www.europarl.europa.eu/news/en/press-room/20230509IPR86104/more-ammunition-production-to-support-ukraine-meps-to-fast-track-proposal
https://www.europarl.europa.eu/news/en/press-room/20230509IPR86104/more-ammunition-production-to-support-ukraine-meps-to-fast-track-proposal
https://www.europarl.europa.eu/news/en/press-room/20230113IPR66653/ukraine-war-meps-push-for-special-tribunal-to-punish-russian-crimes
https://www.europarl.europa.eu/news/en/press-room/20240205IPR17408/deal-on-mid-term-revision-of-eu-s-long-term-budget
https://www.europarl.europa.eu/news/en/press-room/20240205IPR17408/deal-on-mid-term-revision-of-eu-s-long-term-budget
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country by condemning Russia’s aggression, sanctioning those
responsible and providing financial and material aid.

Parliament has also been supportive of Ukraine’s efforts to become
an EU candidate country and has been calling on EU countries to
launch accession talks.

Another aspect of EU-Russia relations is energy. Controversy over
the new Nord Stream 2 pipeline highlighted the country’s leverage
as the EU’s ’s main energy supplier. In a resolution adopted in
January 2021, MEPs called on the EU to immediately stop work on
the controversial pipeline, which would link Germany directly to
Russia. Following the Kremlin’s full-scale invasion of Ukraine in
February 2022, MEPs called for the EU to boost its energy
independence by diversifying energy purchases and investing in
renewables. They also demanded a full embargo on Russian imports
of ail, coal, nuclear fuel and gas. Subsequent sanctions adopted by
the EU included measures such as a ban on imports from Russia of
oil and coal and introducing a price cap related to the maritime
transport of Russian oil.

According to the UN Refugee Agency UNHCR, almost six million
refugees from Ukraine have been registered across Europe since the
war began.

On March 4, the Council of the European Union unanimously
decided to activate the Temporary Protection Directive to provide
quick and effective assistance to people fleeing the war in Ukraine.
This means that those fleeing war will be granted temporary
protection in the territory of the European Union: rights of
residence, right of access to the labor market, access to housing,
social assistance, medical or other assistance and means of
subsistence.

Once adopted, the temporary protection went into effect
immediately and will be valid for one year. This could last up to
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three years — unless the situation in Ukraine improves enough for
people to return home.

Citizens outside Ukraine and stateless persons with legal residence
in Ukraine who cannot return to their country or region of origin,
such as asylum seekers or beneficiaries of international protection
and their family members, will also benefit from protection in the
EU . Others who are legally in Ukraine for a short period of time
and who are able to return safely to their country of origin will be
granted access to the EU to transit before returning to their country
of origin.

On 23 June 2022, the EU Leaders' Summit unanimously agreed to
grant Ukraine candidate status, following a recommendation by the
European Commission on 17 June. On 14 December 2023, EU
leaders agreed to open accession negotiations with Ukraine, which
officially began on 25 June 2024 with an intergovernmental
conference in Luxembourg.

Ukraine formally submitted its application to join the European
Union on 28February 2022.

Bibliography
Giles, K. (2016). Handbook of Russian information warfare. NATO
Defence College Research Division.
Khaldarova, 1., & Pantti, M. (2020). Fake news: The narrative battle
over the Ukrainian conflict. In The Future of Journalism: Risks,
Threats and Opportunities (pp. 228- 238). Routledge.
Khaldarova, 1. (2016). Strategic Narratives of the Ukraine Conflict
Projected for Domestic and International Audiences by Russian TV
Channels. Media and the Ukraine Crisis: Hybrid Media Practices
and Narratives of Conflict, Peter Lang.



SECURITY & FUTURE ISSUE 3/2024

Analysis of internet of things security breaches

Veselin Tselkov
University for Library Studies and Information Technologies
Sofia, Bulgaria

Abstract: The report analyzes the nature of the Internet of Things (IoT), presents a basic architectural model of 10T, and categorizes loT
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1. Introduction

Internet of Things (loT) are devices connected to the Internet
with built-in sensors for various parameters that collect and
exchange data using the capabilities (network services) of the
Internet. We can define 10T as a network of uniquely identifiable
physical objects (a very commonly used "Internet of Things") that
have the ability to collect information, and interact with various
objects on the Internet. The 10T has seen significant growth in
recent years, with an estimated 31 billion connected devices
worldwide in 2020, and this number is expected to reach 75 billion
by 2025. While IoT provides numerous benefits and conveniences,
serious concerns are also present. for data security and privacy.
Overview and analysis of 10T security breaches are the subject of
this research. The main threats and vulnerabilities are systematize
and the response of the world community is tracked [1, 2].

2. The essence of the Internet of Things

The essence of 10T we can define in the following directions [6,
7]

e  Characteristics of the Internet of Things;
e  Basic architectural model of the Internet of Things;
e Internet of Things categories.

Characteristic of the Internet of Things
The main characteristics of loT we can define:

o Intelligent devices (systems) with built-in sensors, with or
without an operating system;
Collection and processing of data mainly in real time

e Use of all types of networks - local network, corporate
networks and the global Internet with all kinds of
connection solutions (wired and wireless);

e Permanent or periodic connections to the Internet with the
possibility of using cloud technologies;

e Measurement of a large number of (different) physical
parameters;

e Ability to analyze and make decisions based on the data
collected by these devices;

e Ability to manage end devices (for certain type of 10T).

Basic 10T architecture model

We can define the basic architectural model of loT at four
levels:

e 10T device (system of devices) — devices with built-in
sensors and a data processing and management system,
including hardware and software components;

e |oT  communication technical means and
communication protocols for connecting to the Internet;

e 10T processing — data and technological solutions for data
collection, storage and processing;

e loT remote access - technology solutions for remote
access to loT (system configuration, data and
management).
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10T Categories
We can categorize 10T in different criteria:

e Reaction;
e  Scope;
e Number of loT.

Reaction

Depending on possible responses and feedback capabilities, 10T
can be:

e  Passive;
e Active.
Scope

The application of loT is extremely diverse. One possible
overview of the scope is as follows:

e Infrastructure objects and systems:

o Infrastructure systems related to production;
o Infrastructural objects related to public services;
o Infrastructural facilities related to national security;

e  Personal, including:

o health care related;

o smart devices connected to the person - smart
bracelets, watches, phones, etc.;

o smart appliances connected to consumer devices
(systems) - cars, TVs, heating, lighting, etc.
household appliances;

o loT related to security - access control systems,

video surveillance, fire protection systems, etc.
Number of loT

e Single device;
e Many devices.

3. Identification of IoT vulnerabilities and
threats

The identification of vulnerabilities and threats is based on the
clear construction of the basic architectural model and the precise
categorization of the specific 10T system. The main vulnerabilities
and related threats can be found in the following areas:

e Vulnerabilities and threats related to the security of
information and information systems;

e Vulnerabilities and threats related to privacy and privacy
of individuals.

Security vulnerabilities and threats

At the different levels of the underlying loT architectural
model, vulnerabilities and threats are:

e loT device (system of devices) level;

o Security mechanisms are not included in the design
and creation;
o Low computing power;
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o Minimum capabilities of the operating system;
o Weaknesses in configuration and updates;
o Weak (missing) access control mechanisms = to the
device and data;
o  Lack of physical security measures;
o  Training and awareness;
e |oT communication:
o  The variety of communication protocols;
o Lack of protection (encryption and access control)
during data transmission;
e 10T Processing:
o Not clear data processing technology;
Lack of data protection measures;
Unknown access control mechanisms;
How third party data is protected;
Lack of accountability for data processing;
o  The lack of an incident response system
e 10T remote access (mostly for mobile applications):
o  Weak access control mechanisms (passwords, digital
certificates, etc.);
Unsecured communication;
Ability to install malicious software;
Weaknesses and gaps in training and awareness;
Lack of accountability for actions.

O O O O

O O O O

Summary of 10T Security Threats

Despite the many opportunities 10T opens up for businesses,
there are many factors that create security threats. For example, for
many open source sources, hackers are well versed in the specifics
of the code. Here are some other threatening factors:

e  Use default passwords. Most companies ship devices with
default passwords and don't even advise you to change
them. This is often the case with security cameras, home
routers and lighting control systems, for example. One of
the most significant loT security risks is that default
passwords are widely known, making it easy for thieves
to compromise them.

e Insecure communication. Messages sent over the
network by 10T devices are often not encrypted, creating
0T security issues. Using standards such as Transport
Layer Security (TLS) and transport encryption is the best
way to ensure a secure connection. Using multiple
networks to isolate devices also ensures secure and
private communication, preserving the privacy of the data
sent.

e Leakage of personal information. Savvy data thieves can
cause significant harm even by simply learning Internet
Protocol (IP) addresses from loT devices without
patching. These addresses can be used to determine the
user's exact location and residential address. Many
Internet security professionals advise using a Virtual
Private Network (VPN) to hide your Internet Protocol
address and secure your loT connection.

e Automation and Al. Al technologies are already being
used on a global scale. But automation has a downside: it
only takes one programming error or faulty algorithm to
bring down the entire Al network and the infrastructure it
was responsible for. Automation and artificial intelligence
are just pieces of code. So if cybercriminals gain access,
they can take control of the automation and do whatever
they decide. Therefore, ensuring that tools are protected
against such hazards and attacks is critical.

The main reason for the existence of vulnerabilities and
threats related to the confidentiality and integrity of data is the
lack of (or inadequate) policy and a multitude of rules and
procedures for the implementation of this policy [3, 4].
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4. Overview of IoT security breaches

Hackers have the power to launch attacks and access thousands
or millions of unprotected connected devices, destroying
infrastructure, bringing down networks or accessing sensitive data.
Here are some of the most illustrative cyberattacks demonstrating
10T vulnerabilities.

10T security breaches in infrastructure objects and systems

A brief overview and analysis of the security breaches is as
follows:

Stuxnet (Stuxnet, 2010). Stuxnet is perhaps the most famous
10T attack. Its target is a uranium enrichment plant in Iran. During
the attack, the Siemens Step7 software running under Windows was
compromised, giving the worm access to the industrial
programmable logic controllers. This allowed the worm's
developers to control various machines at industrial sites and gain
access to vital industrial information. Stuxnet is a highly
sophisticated computer worm that became widely known in 2010. It
used previously unknown Windows zero-day vulnerabilities to
infect target systems and spread to other systems. Stuxnet primarily
targeted the centrifuges at Iran's uranium enrichment facilities with
the intention of covertly derailing Iran's then-nascent nuclear
program. However, Stuxnet was modified over time to be able to
target other infrastructure such as gas pipelines, power plants and
sewage treatment plants. The first indications of a problem with the
nuclear facility's computer system emerged in 2010. When I1AEA
inspectors visited the Natanz plant, they saw an unusually high rate
of uranium enrichment centrifuges breaking down. Multiple
malicious files were later found on Iranian computer systems in
2010. The Stuxnet worm was found to be included in these
malicious files. Although Stuxnet was publicized in 2010, its
development is believed to have begun in 2005. It is considered to
be the world's first cyberweapon and therefore generated significant
media attention. The worm reportedly destroyed nearly a fifth of
Iran's nuclear centrifuges, infected more than 200,000 computers,
and caused physical degradation to 1,000 machines. Iran has not
provided detailed information on the results of the attack, but the
Stuxnet virus is believed to have damaged 984 uranium enrichment
centrifuges. This is estimated to have resulted in a 30% reduction in
enrichment efficiency.

Although no one has officially claimed responsibility for
Stuxnet, it is widely believed to be a joint creation of the US and
Israeli intelligence agencies. The secret program to develop the
worm was reportedly codenamed "Olympics," which began under
President George W. Bush and then continued under President
Obama. The goal of the program was to thwart, or at least slow
down, Iran's emerging nuclear program.

The Stuxnet malware was initially installed at four engineering
firms linked to Natanz - a key site in Iran for its nuclear program -
relying on the sloppy use of USB sticks to carry the attack into the
facility. To this day, it remains one of the most advanced malware
attacks in history. Stuxnet is important for a number of reasons:

1. It was the world's first digital weapon. Rather than simply
hijacking targeted computers or stealing information from
them, Stuxnet escaped the digital realm to cause physical
destruction to the equipment controlled by the computers.
This set a precedent that attacking another country's
infrastructure via malware was possible.

2. It was created at the level of a nation state, and although
Stuxnet was not the first attack in the history of
cyberwarfare, it was considered the most sophisticated at
the time.

3. It was very effective: Stuxnet reportedly destroyed nearly
a fifth of Iran's nuclear centrifuges. Targeting industrial
control systems, the worm infected over 200,000



SECURITY & FUTURE ISSUE 3/2024

computers and caused the physical degradation of 1,000
machines.

4. It used four different zero-day vulnerabilities to spread,
which was very uncommon in 2010 and is still
uncommon today. Among these exploits was one so
dangerous that it simply required an icon visible on the
screen — no interaction required.

5. Stuxnet highlighted the fact that air-gapped networks
could be breached — in this case, via infected USB drives.
Once Stuxnet was on a system, it spread rapidly, seeking
out computers with control over Siemens software and
PLCs

Duqu (Duqu, 2011). Duqu was designed to log keystrokes and
extract data from industrial facilities, possibly to launch a later
attack.

Flame (Flame, 2012). Flame is an advanced spyware that
recorded Skype calls, recorded keystrokes, and collected
screenshots, among other activities. Like Stuxnet, Flame spreads via
a USB memory stick. It targets government and educational
organizations and some private individuals primarily in Iran and
other Middle Eastern countries.

Havex (Havex 2013). Havex aims to gather information from
energy, aerospace, defense and pharmaceutical companies, among
others. Havex malware mainly targets US, European and Canadian
organizations.

The Jeep Hack (2015). In July 2015, a group of researchers
tested the security of the Jeep SUV. They were able to take control
of the vehicle through Sprint's cellular network by exploiting a
firmware update vulnerability. They could then control the vehicle's
speed and even steer it off the road.

Industroyer (Industroyer, 2016). It is aimed at targeted energy
facilities. This reportedly caused a blackout in Ukraine in December
2016.

Cold in Finland (Cold in Finland). In November 2016,
cybercriminals turned off the heating in two buildings in the Finnish
city of Lappeenranta. Another DDoS attack was then carried out,
forcing the heating controllers to reboot the system multiple times,
preventing the heating from turning on. It was a serious attack as
Finland experiences extremely cold temperatures at this time of the
year.

The Mirai Botnet (2016). An loT botnet (a network of
computers each running bots) was used to carry out the worst DDoS
attack against internet performance management service provider
Dyn in October 2016. As a result, several websites were offline,
including major ones like CNN, Netflix and Twitter. Once infected
with the Mirai malware, computers continuously scan the network
for susceptible 10T devices before infecting them with malware by
logging in with well-known default usernames and passwords.
These gadgets include, for example, digital cameras and DVR
players.

Torii (Torii, 2017). Torii is a botnet that surpasses Mirai in
complexity. Unlike Mirai, QBot and their derivatives, this botnet
tries to operate more stealthily and remain on the device once
installed on it. So far, it doesn't do the things that a botnet usually
does, such as carrying out DDoS attacks and mining
cryptocurrencies. Instead, it has a rich arsenal of features for
extracting sensitive information and an architecture capable of
executing various commands and codes. And all of this happens
through encrypted communication,” Avast says. According to the
study, Torii can affect a large number of devices and runs on
devices with different processor architectures, including MIPS,
ARM, x86, x64, PowerPC, SuperH and others. The malware is
believed to have been operational since at least December 2017.
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Triton (Triton, 2017). It targeted the safety systems of a
petrochemical plant in the Middle East, raising concerns about the
malware creator's intent to cause physical harm to workers.

The latest (Most recent, 2018). An unnamed virus with
characteristics of Stuxnet reportedly struck unspecified network
infrastructure in Iran in October 2018.

The Verkada hack (2021). Verkada, a cloud-based video
surveillance service, was hacked in March 2021. The attackers had
access to personal information belonging to Verkada software
clients and access to live feeds of over 150,000 cameras installed in
factories, hospitals, schools, also shut down other sites using
legitimate administrator account credentials found on the Internet.
More than 100 employees were later found to have "super admin”
privileges, allowing them access to thousands of customer cameras,
exposing the risks associated with over-privileged users.

RaptorTrain (19.09.2024). China-Linked loT Botnet 'Raptor
Train' Revealed (2024-09-19) A massive 0T botnet involving over
200,000 compromised devices dubbed the "Raptor Train" was
uncovered by Black Lotus Labs, the threat intelligence division of
Lumen Technologies. The botnet is believed to be run by Chinese
state-sponsored threats known as Flax Typhoon.

The investigation — which began in mid-2023 — revealed a
complex network of small office/home office (SOHO) and loT
devices, including routers, NVR/DVR devices, network attached
storage...

10T security breaches in the smart home

The smart home is vulnerable. There have been cases of their
smart home being hijacked by compromising Internet-connected
devices. Possible consequences are changing the setting of
appliances, disturbing the peace, stopping work and illegal actions.
The possible locations for the breach are as follows:

Smart security cameras. It is possible to use the security
cameras to access the internal network, use and modify the image
from the cameras. Security gaps and break-in opportunities have
been identified with a number of manufacturers.

Internet-connected fax machines. Security researchers at
Check Point have discovered that fax machines have security
vulnerabilities that could allow a hacker to steal data across a
company's network using just a phone line and fax number.
Vulnerabilities in the fax machine allow malicious software to
decode the files and upload them to its memory, which could
compromise confidential information or cause disruption to
connected networks.

Smart TVs. According to the FBI, smart TVs have several
overlooked and overlooked security issues. Security is the last
thought for several smart TV manufacturers, making them
vulnerable to various types of threats. Hackers can not only control
your unsecured TV to change channels or volume controls, but also
stalk your daily movements and conversations using the built-in
camera and microphone.

Smart bulbs can be hacked. Multiple reports have revealed
security vulnerabilities in smart bulbs. Hackers can compromise
infrared smart bulbs by sending commands through infrared
invisible light emitted by the bulbs to exploit other connected loT
devices existing in the home network.

Smartphone microphone. The smartphone microphone can be
used to launch a side channel acoustic attack. Academic researchers
in England and Sweden have created malware that can use a
smartphone's microphone to steal device passwords and passcodes.
In their report, "Hearing Your Touch: A New Acoustic Side-
Channel on Smartphones," researchers claim to have discovered the
first acoustic side-channel attack that represents what users type on
their touch devices.
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Smart coffee machine. Smart coffee machines that are
connected to the Internet using special applications can be attacked
by hackers to steal their owner's bank or card details. Smart coffee
machines allow owners to control them remotely using their phones.
Users can even give voice commands to the machines if they are
connected to virtual assistant software. Coffee machines are not
designed for security. They are additional gateways to your
network.

Connected printers. According to the security research firm,
printers that are connected to an organization's network are the
potential vector for cyberattacks. In its Global Print Security
Landscape, 2019 report, Quocirca addressed the potential security
vulnerabilities posed by connected printers. The report highlights
that 60 percent of businesses in the UK, US, France and Germany
experienced a print-related data breach in 2019, resulting in data
loss that cost companies over $400,000 on average .

SUMMARY: Today, cyber means are widely used for
intelligence gathering, sabotage, and information operations by
many states and non-state actors, for criminal activities, strategic
purposes, or both. However, ordinary computer users do not have
much reason to worry about Stuxnet-based malicious attacks, as
they mainly target large industries or infrastructure such as power
plants or defense.

5. Responses to security threats and breaches

Global agencies warn of increased cyberattacks against 10T
devices (05/02/2024). Global federal agencies are sounding the
alarm about an increase in cyberattacks by pro-Russian groups
targeting operational technology (OT) devices in critical
infrastructure in North America and Europe. The Cybersecurity and
Infrastructure Security Agency (CISA), FBI, NSA, EPA, DOE,
USDA, FDA, Multi-State ISAC, Canadian Cyber Security Center
and UK National Cyber Security Center have monitored these
threats that can compromise the 10T for industrial control.

The US FCC (US Federal Communications Commission) is
introducing 10T cybersecurity labeling. The US Federal
Communications Commission has voted to create a voluntary
cybersecurity labeling program for wireless consumer Internet of
Things (IoT) products. Under the program, qualified consumer
smart products that meet robust cybersecurity standards will carry a
label — including a new "US Cyber Trust Mark" — that will help
consumers make informed purchasing decisions, differentiate
trusted products in the market, and create incentives for producers
to meet the requirements

Global Platform Releases Protocol Enhancing 10T Security.
Global Platform has released a new secure channel protocol aimed
at improving security and enabling remote control for loT devices
operating in low-power, constrained networks. The Secure Channel
Protocol promises to accelerate robust adoption of end-to-end
security in the 1oT ecosystem while simplifying device
management, maintaining regulatory compliance, and promoting
sustainability through reduced power consumption.

UK Introduces First 10T Security Laws (04/03/2024). The
UK has become the first country to legislate cybersecurity standards
for 10T devices. The new laws that went into effect today aim to
protect consumers from cyber threats and increase the nation's
resilience against rising cybercrime. Under the Product Security and
Telecommunications Infrastructure (PSTI) regime, manufacturers
will be required by law to build security protections into every
Internet-connected product. Easy-to-guess default passwords like
"admin" and more. are not recommended.

6. Conclusion

The application of 10T technology provides both exceptional
functional opportunities and conveniences, but also generates a
large number of security, privacy and privacy risks, so the
challenges of using 0T devices in terms of security are enormous.
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A careful security threat assessment should precede any loT
deployment to ensure that all relevant, underlying issues are
identified. Without sufficient security and data protection, 10T will
not be successful in the long term.
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Abstract: Security of confidential information has always been an important issue. The aim of this work is to present and discuss the main
themes at a new level in steganography methods nowadays. This review paper introduces a comprehensive survey related to nowadays
embedding techniques. Steganography is often used with cryptography so that the information is doubly protected, but the combination of
these techniques ensures that even if the steganographic method is discovered, the encrypted data remains secure and unreadable without
the proper decryption key. This dual-layered approach significantly enhances the overall security of the hidden information.
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1. Introduction

The steganography is a part of a new security reality and will
help us to do really confident communication. With the approach of
computerized innovations, steganography has tracked down new
applications and has turned into a vital part of the domain of data
forensics and cybersecurity [1-2].

There are many definitions of steganography [5-7] and the
common thing in them is that it is a science in which information is
hidden in digital media with the help of various technical means,
and its transmission between two communicating parties is realized.

2 . Steganography possibilities in the new era.

Steganography has a significantly place in area of the security
in the new era, leveraging advancements in technology to enhance
its capabilities and applications. Here are (see fig. 1) some of the
exciting possibilities. The steganography is mainly used in secure
communication, digital watermarking, data protection, blockchain
technology, social media and e.g.
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Fig. 1. New areas in Steganography techniques

Steganography in Blockchain refers to the practice of
embedding hidden data (such as messages or files) within the
transactions or other data structures of a blockchain, making the
data invisible or undetectable to casual observers while still being
accessible to those who know how to extract it.

Multi-modal steganography is an advanced technique for
hiding secret information by using multiple types of media, such as
text, images, audio, and video, rather than relying on a single type
of cover medium. This approach enhances the security and
imperceptibility of the hidden information by leveraging the
strengths of different media types. This approach provides a higher
level of security and flexibility compared to traditional single-modal
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steganography methods, making it a promising area of research and
application in the field of secure communications [3-4].

Genetic Steganography Technique represents a cutting-edge
intersection of the biology and information security, offering new
possibilities for data protection and secure communication in the
digital age. [8] embed the QR codes into the most appropriate
location by applying the Haar Wavelet technique on the resulting
DNA signals and LSB (Least Significant Bit) with assist of the GA
(Genetic algorithm) in order to reduce the error between the cover
image and the stego-image. Experimental results have presented a
high PSNR which indicate a high level of quality in stego-image
with high capacity.

In [9] steganography in image segments using Genetic
Algorithm is based on the before embedding hiding techniques it
helps to find accurate places in carrier image to store the data with
the less changes of bits.

The spatial-domain embedding techniques are more common
in comparison with the transform domain due to its simplicity in the
embedding and extraction procedures, but with less strength [10].

In the last years, the introducing of deep learning in
steganography has presented a great improvement in the
effectiveness of steganography methods. Steganography methods
showed in [11-13] have been developed to improve the
imperceptibility and security of steganography and they used deep
learning.

Steganography in social networks involves hiding secret
information within the content shared on social media platforms,
such as images, videos, or text posts. Subject of the research was
hidden information and this is showed in a great way in [16].

A book [19] on using Al for image steganography
demonstrated how deep learning models can be trained to embed
and extract hidden messages within images, achieving high levels of
security and imperceptibility. They discussed different artificial
intelligence techniques used to achieve maximum hidden
information and high quality of image. The low quality is a sign of
distortion which means that there is something hidden.

Quantum steganography is an advanced technique that
leverages the principles of quantum mechanics to hide secret
information within quantum states. The tools which we can use for
Quantum Steganography is shown in fig.2.

Quantum
Steganography
[ Qiskit.(IBM) ] [ ] [

Fig.2 The most popular tools for quantum steganography
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A basic knowledge of quantum information science can be read
at [14]. In [15] has excellent a quantum image steganography
scheme (see fig.3). In that paper [15], the authors provide us with
the necessary information and components found in the quantum
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image steganography field, including the quantum image
representations commonly used for data hiding.
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Fig.3. Implemented quantum image steganography schemes [15]

Medical imaging steganography can be used to embed patient
information within medical images, ensuring that the data is
securely stored and transmitted along with the image. In [17] we
can see efficient authentication scheme for digital image
steganography on medical images benefiting from the combination
of both techniques: Support Vector Machine (SVM) and Integer
Wavelet Transform (IWT). This study presents us with the various
experimental analyses to establish the acceptability of the existing
scheme. The simulation is performed to measure the
imperceptibility using Peak Signal to Noise Ratio (PSNR) and to
test the robustness using the Structural Similarity Index Measure
(SSIM). The experimental result shows good imperceptibility with a
PSNR of 64 dB and better robustness with a SSIM of 0.96 for the
proposed steganographic scheme. The degree of similarity of the
images before and after the embedding of the data, measured by the
MSE and the PSNR, determines the quality of the stego-image [18].

Conclusion

In this paper was introduced a review of a comprehensive
survey related to recent embedding techniques of information. The
difference between the various of methods for information hiding is
provided together with the information for most popular tools that
can be used. Quantum steganography represents a significant
advancement in the field of secure communication, offering
unparalleled levels of security and privacy.
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Abstract: New technological capabilities are becoming an increasingly important part of our daily lives. If we want to be sustainable and
competitive, we as a society must take advantage of them. The huge volume of data cannot be used effectively without the implementation of
artificial intelligence algorithms. And to be effective and useful, data must be protected and secure.
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1. Introduction

More and more organizations are focusing on artificial
intelligence, and this is due to its capabilities not only to increase
productivity, but also to discover options and solutions in real time.
However, everything depends on the ability of structures to use the
potential of their data and thus effectively manage artificial
intelligence. The presence of “dirty” data - incomplete, old or
insecure, can compromise the results of even the most precise
machine learning algorithms. It is a priority for citizens to have their
data protected so that they do not become victims of cyberattacks,
malicious actions and encroachments.

Dirty data

Al algorithms require accurate and organized data that is
unmanipulated, trustworthy and secure.

2. Preparing data for artificial intelligence

For artificial intelligence to be successful, steps need to be taken
to clean and update data, so that every intelligent solution will be
powered by high-quality data extracted automatically from the
ecosystem. It is recommended to take the following actions:

= Data management strategy

To use the potential of Al in a qualitative way, a guaranteeing
framework is needed that defines secure and reliable data. Origin,
storage and significance of data are key factors on which the
strategy for their management should be created.

= Simplified data management methods

Creating a data structure classified in a single system will
improve its visibility and accessibility. In addition, it will improve
the time for performing processes and minimize the excess of
resources.

= |mplementation of an open data platform

Data is different in importance, focus, format, etc. and in order
for it to be used in the best way, a single, flexible platform must be
created that supports all data formats.

= Creating a data infrastructure

The growth of data requires the creation of a scalable
infrastructure that is necessary for training with artificial
intelligence algorithms.

= Automation of transfer processes

Data must be processed in real time, so it is necessary to
automate the processes of its transfer. Time is of crucial importance
and a main factor for timely advice and decisions.

In the current decade, generative Al is being created that can
produce new content. It starts with an invitation, which can be in the
form of text, image, video, design, musical notes or any input that
the system can process. Then, various Al algorithms return new
content in response. The content can include various formats such
as essays, problem solutions, created from photos, or human audio.
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With the capabilities of language models, such as ChatGPT,
Google's Bard, generative Al allows the creation of economical
content and can prevent many business ideas from being realized
and obtaining proof of ownership. Blockchain system is used to
prove ownership of content and origin. It can be used to verify the
authenticity of the video - when it was created and what was edited.
The potential of Al is huge for the industry and is used in a variety
of processes - data processing and systematization, analysis,
inventory management and supply chains. Every algorithm has
limitations, and therefore hybrid solutions are being sought for the
intelligent system to cope with and overcome future challenges -
both technological and the ever-increasing flow of data.

Performance analysis

Decision making

Monitoring

Forecast

Production process
control

Fig. 1. Possibilities of artificial intelligence in production processes

Researchers use neural network algorithms as a tool for life
cycle prediction, monitoring and system surveillance’.

3. Regulated use of artificial intelligence

The European Union sets the first global legal framework for
artificial intelligence.

A European Atrtificial Intelligence Office is being created in
20242, as part of the European Commission. Its aim is to create a
legislative framework for the implementation of Al applications that
ensures that citizens' rights are protected, data security is

! Zhao, R., Wang, D., Yan, R., Mao, K., Shen, F., Wang, J.:
Machine health monitoring using local feature-based gate
drecurrentunit networks. IEEE Transa Ind Electron. 65 (2), 1539—
1548 (2018). Doi: https://doi.org/10.1109/TIE.2017.2733438

2 hitps://digital-strateqy.ec.europa.eu/en/policies/ai-office
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guaranteed, and a common understanding is created between them.
It is necessary to encourage cooperation between researchers and
stakeholders in order to achieve sustainable development of
artificial intelligence technologies.

The aim of the legislative act is to create clear rules and
requirements for developers and users regarding the application of
Al.

A broad package of policy measures for trustworthy artificial
intelligence is being adopted to prepare and establish the legislative
framework. The measures are necessary to ensure the safety of the
rights of people and organizations when artificial intelligence is
available.

The aim of the new rules is to promote trustworthy artificial
intelligence, both in Europe and beyond. To ensure that artificial
intelligence systems respect fundamental rights, safety and ethical
principles and to address the risks of very powerful and impactful
Al models and algorithms.

Citizens need to be convinced that the innovations they are
offered are safe and can be trusted. They also need to realize that
they will be useful to them, will solve many of the challenges and
will help society develop.

The existing legislative framework cannot guarantee that it will
be able to cope with the specific challenges that Al algorithms may
create. Therefore, it is necessary to analyze and pay attention to the
following activities®:

= Identify the specific risks that Al applications would pose.

= Create a list of risky Al practices and a ban on the use of
high-risk applications.

= Define specific obligations and parameters for employees
implementing and providers of high-risk Al applications.

= Conduct a pre-compliance assessment and
enforcement before an Al application is put on the market.

= Create responsible structural units, both at European and
national level.

introduce

4. Risk levels for Al applications

The regulatory framework defines 4 levels of risk

UNACCEPTABLE RISK

@ HIGH RISK

LIMITED RISK

(M systems with specifc
transgparency cbligations)

B MINIMAL RISK

Fig. 2. Risks facing applications with artificial intelligence algorithms *

Applications that incorporate artificial intelligence can be risky
to people's safety, rights, and livelihoods and therefore should be
banned, and if they need to be used, it should be strictly regulated,
without unnecessary risks to data security.

4.1. Minimal risk

% https://digital-strateqy.ec.europa.eu/bg/policies/regulatory-
framework-ai
4 https://digital-strateqy.ec.europa.eu/bg/policies/regulatory-
framework-ai
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The legislative framework will allow Al to be used for free
when the risk is negligible. This includes video games with artificial
intelligence or spam filters. The majority of Al algorithms used in
the EU fall into this category.

4.2. Organic risk

The limited risk is associated with a lack of transparency and
clear rules when using Al applications. The legal framework
provides for the establishment of mandatory transparent procedures
to ensure that citizens are informed, and their trust is justified. It is
important to note that if information text is published, it must be
marked as artificially generated.

4.3. High risk

Remote biometric identification systems are high-risk and their
use in publicly accessible places is strictly prohibited. In case an
exception is required®, then special permissions from a judicial or
other independent authority are required.

High-risk artificial intelligence algorithms have been used in the
following areas:

= Infrastructure that may endanger the lives and health of
citizens.

= Training to determine access to a course or educational
system®;

= Mandatory product safety elements’;

= Personnel selection®;

= The sphere of public and private services®;

= Law enforcement that may violate fundamental human
rights.

= Customs service management®;

= Administration of justice and legal processes™..

High-risk systems using artificial intelligence need to have
preliminary steps and actions before they are implemented and
released to the market. The processes can be combined into the
following activities:

= Ensuring the highest level of security and stability.

= Working risk assessment system and mechanisms for its
reduction.

= High-quality and clean data to protect citizens from
discrimination.

= Ensuring traceability of results.

= Detailed documentation for the system to assess its
compliance.

= Appropriate employees to prevent risky and unregulated use
of information.

5. Implementing artificial intelligence in high-risk
systems

Once an Al application is launched, there are distributed
responsibilities for ensuring the security of the system and the data
within it.

® These exceptions are very rare and often are isolated cases —
searching for a missing person, preventing a terrorist threat,
activities related to a perpetrator or suspect of a serious crime, etc.
(author's note)

® For example, grading exams (author's note)

7 Al algorithms used in robot operations (author's note)

8 Al applications for personnel selection and CV distribution
(author's note)

® Al credit scoring system with the potential to deny citizens the
opportunity to borrow (author's note)

10 Automatic processing of applications, visa documents,
vaccination certificates, etc. (author's note)

1 Al algorithms for searching court decisions (author's note)


https://digital-strategy.ec.europa.eu/bg/policies/regulatory-framework-ai
https://digital-strategy.ec.europa.eu/bg/policies/regulatory-framework-ai
https://digital-strategy.ec.europa.eu/bg/policies/regulatory-framework-ai
https://digital-strategy.ec.europa.eu/bg/policies/regulatory-framework-ai

SECURITY & FUTURE ISSUE 3/2024

Authorities are responsible for market surveillance,
implementing entities provide supervision and monitoring, and
providers for the surveillance system.

# B B ©

If substantial
changes

A high-risk Al It needs to undergo Registration of A declaration happen in the
system is the conformity stand-alone Al of conformity needs Al system's
developed. assessment and systems in an EU to be signed and the lifecycle
comply with Al database Al system should
requirements.” bear the CE marking.
“For some systems. The system
can be placed

2 notified body is

involved tco. on the market.

Fig. 3. Steps for implementing high-risk applications based on
artificial intelligence’?

Artificial intelligence is a rapidly evolving technology, and this
is understandable, because it is based on data which is collected and
analyzed by big data. Al systems must be secure and reliable, not
only when they are commercially available, but also when they are
used. This requires quality monitoring and constant risk analysis by
suppliers.

With the help of artificial intelligence, a new productivity of
human labor is created, blockchain®® will help those who are not
covered by banking, robotics will help people maintain return on
investment in a targeted and very profitable way“.

6. Conclusion

Artificial intelligence has the potential to change the way people
live. Its advancements and developments are being used in the
workflow of organizations to automate processes that are routine
and repetitive, but also for customer service and prospecting, fraud
detection and quality control. For repetitive tasks that are detail-
oriented, Al performs tasks better than humans because it eliminates
the possibility of human error. Another role is that more and more
data requires fast and relatively small errors to analyze and extract
the information sought and even to predict future operations of
enterprises.

The rapidly growing popularity and use of artificial intelligence
is in various fields - education, marketing and advertising and even
design.

In today's digital and hyper-connected world, data is the key
resource of prosperity, success and competitiveness in both the
public and private sectors. “The most valuable resource in the
world is no longer oil, but data. 15,

12 hitps://digital-strategy.ec.europa.eu/bg/policies/reqgulatory-
framework-ai

13| icheva, T. "Modern Security in Management", Publishing House
of the National Technical School of Mechanical Engineering
"Industria-4.0" Sofia, 2023, p. 208

14 https://aryunetworks.com/what-will-the-5th-industrial-revolution-
look-like/

15 Economist, 2017
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ABSTRACT: The study of the acoustic properties of a pipeline section was conducted in accordance with standards regulating acoustic
emission testing of pressure vessels and related activities. To achieve this objective, an experiment was performed to emit acoustic signals on
the surface of the pipeline section. Based on the test results and assessment, corrective measures were prescribed to restore the pipeline to
optimal operational condition. A multi-channel acoustic system was utilized to carry out the tests on the pipeline section.

KEYWORDS: ACOUSTIC SYSTEM, PIPELINE INSPECTION, LEAK TESTING, PIPELINE INTEGRITY

1. Introduction

The Acoustic Emission (AE) method is based on the occurrence
and propagation of elastic oscillations (AE waves) during the
formation and development of defects in the material of monitored
objects. These elastic oscillations are recorded and converted into
electrical signals by piezoelectric sensors, which are placed on the
surface of the objects according to a specific sensor placement
scheme (sensor layout plan). Based on the parameters of the
recorded AE signals (amplitude, duration, energy, etc.), conclusions
are drawn about the hazard level of the signal sources. The location
of AE sources is determined by calculating the time difference of
signal arrival at various sensors.

Pipelines are a vital part of industrial infrastructure, as they play a
crucial role in the transportation of liquids and gases in various
industries. They are also one of the most popular modes of
transport globally due to their accessibility, safety, and economic
benefits. However, pipeline leaks can occur due to factors such as
fatigue cracks, material corrosion, material defects, and
environmental influences. A leak can result in economic losses and
pose potential environmental contamination risks. Therefore, early
detection of leak conditions is extremely important for ensuring the
stability and reliability of pipeline systems. It should be emphasized
that detection of a leak condition refers to the task of identifying the
presence of a leak in the pipeline, without considering its location.
Thus, detecting leak condition does not involve localization, which
is inherently complex and labour-intensive to perform [1].

Acoustic Emission (AE) is an excellent tool for detecting and
localizing developing defects in buried pipelines. Access to the
pipeline is required only locally for the installation of AE sensors.
The pipeline remains pressurized, and AE testing can be conducted
on sections up to 1000 meters in length at a time. AE sensors detect
turbulent flow at the leak site, and with the use of digital AE
systems and specialized software, the leak location is determined.
This paper provides a technical description of the AE method,
outlines the necessary features of AE equipment for performing
such tasks, and reports examples of successful applications of the
method on an operational underground gas pipeline [2,3].

2. General provisions and brief description of
acoustic emission testing (AET) and its application

methodology

The study of the acoustic properties of a pipeline section was
conducted in accordance with the requirements of European
Standard EN 14584:2013, which regulates acoustic emission testing
(AET) of pressure vessels and other related activities.

To address the task, an experiment was conducted to emit acoustic
signals on the surface of an 800-metre pipeline section with a
diameter of @150 mm, wall thickness of 10 mm, and burial depth of
800 mm. Based on the test results and assessment, corrective
measures (if necessary) are to be prescribed to restore the pipeline
to optimal operational condition.
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For conducting tests on the pipeline section, a Vallen Systeme
GmbH (Germany) 8-channel acoustic emission (AE) system was
used.

HOW ACOUSTIC EMISSION TESTING WORKS

AE sensors

AE waves

Fig. 2.1. Principle of AET

AE, or Acoustic Emission, is the emission of acoustic waves by the
monitored object.

AET, or Acoustic Emission Testing (method), is a testing method
based on the analysis of elastic waves of acoustic emission.

An AE source is an acoustic emission source, which is the area of
the monitored object where a particular type of energy is converted
into the mechanical energy of acoustic emission.

An AE signal is an acoustic emission signal, which is a changing
stochastic value that reflects information about acoustic emission.
Continuous AE is acoustic emission whose mechanical signals
represent a continuous wave field or are recorded as a continuous
signal.[4]

AET is an acoustic emission transducer, which is a device that
converts the mechanical AE signal into an electrical signal.

3. Equipment (devices)
AE registration system made by Vallen Systeme
GmbH, Germany, is an 8-channel AE signal registration and record
system AMSY-6 model MB6 by Vallen Systeme GmbH. It
conforms to the EN13477-1 “Non-destructive testing - Acoustic
emission.
This is a multi-channel modular system for collecting and
processing AE information, featuring a high-speed digital data
transmission channel.
It ensures continuous real-time acquisition of all test data,
explosion-proof design, and the ability to automatically control the
testing process.
All processing of the obtained information and calculation of AE
parameters occurs directly in the module located on the monitored
object, with the transmission of processed data carried out in digital
form, ensuring galvanic isolation of each module.
The design principle of the system and its capabilities allow the
Vallen System to be used for both mobile periodic monitoring and
stationary continuous monitoring, with the ability to control the
monitored object.
The cable segments connecting the modules can vary in length
depending on the characteristics of the monitored objects, and the
use of standard adapters allows for the extension of segment length
if necessary. Furthermore, it becomes possible to position the
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system and maintenance personnel at the maximum possible
distance from the monitored object.

The Vallen System offers the following features: adjustable gain,
software-switchable filters, pulse emission mode, a digital
oscilloscope with the ability to set an independent threshold and
adjustable sweep, three parametric channels with the option to
reconfigure as control outputs, a temperature sensor, and a bi-
colour status indicator for the AE module, all of which are available
for each channel.

Fig.3.1. Vallen System AE processor unit (below) with the
recording PC (on top) AE sensor VS-150-RSC

4. The object of testing
The object of testing is a section of a natural gas pipeline system
(gas-methane-CH4) consisting of 800 metres of steel pipe with
dimensions ¢150x10 mm, located as part of a gas distribution
installation at a burial depth of 800 mm.
A section of 800 metres of steel pipeline is between the line valves
and the gas distribution station.

Fig.4.1. The oject of AE tésting

Conditions for AE testing

Sensors were installed in the pits on the pipe, with the working
medium being compressed methane gas (CH4);

the level of acoustic noise is no more than 57 dBA;

vibration level - there was no vibration detected during the
registration of AE signals;

electromagnetic interference - no interference present;

frequency of pulsed electromagnetic interference - less than 0.01
Hz;

ambient temperature - plus 19°C;

No abnormal phenomena affecting the results of AE testing were
recorded.

5. Preparation for AE testing
During the preparation for AE testing, safety measures were taken
in accordance with the requirements of the current regulations
(Operator of the monitored object - a 800-meter pipeline section).
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Excavation work was carried out to enable the technical inspection
and access to the pipe.

The insulation coating of the pipe and the condition of the shut-off
valves were inspected and found to be satisfactory.

The main pressure gauge indicating the operating pressure was also
checked.

The insulation layer on the pipe at the sensor attachment points was
removed, and the surface (40x40 mm) was cleaned to a shiny metal
finish using a grinding disc.

To reduce the level of interference, the following measures were
implemented:

- a reliable alternating current source with a voltage of 220 V (50
Hz) was provided, along with secure grounding;

- all activities unrelated to the AET were halted during the AET
silent mode at the site).

L R 42
Fig.5.1. Standard processing

Fig.5.2. Sensor installation locations

AE transducers of type VC-150RSC were installed to ensure
reliable ultrasonic contact with the bare metal of the pipe using
CIATIM-221 lubricant, and secured at the top of the pipe with
rubber bands and powerful permanent magnets as holders.

The AE system was located near the midpoint of the pipe to ensure
the safety of the AE testing specialists and maintain operational
contact with the pipeline personnel for monitoring the stages of
work. The registration of AE signal parameters was carried out by
connecting the AE measurement channels in a parallel
configuration on the pipe.[5]

To ensure the reliability of the AE measurements, a trial
measurement of the AE signal was conducted by the AE device in
the first pit, 40 meters from the gas pumping station.

The AE testing of the steel gas pipe was conducted in seven stages:
first, the pressure was reduced to the accessible minimum of 20 bar,
followed by an increase back to 27 bar and holding, as well as an
increase to the maximum accessible pressure of 34 bar and holding,
during which the gas (methane) was retained in the internal cavity
for approximately 10 minutes at each holding stage.

- 1% stage - pressure - 34 bar (with subsequent reduction);

- 2" stage - pressure - 20 bar (with subsequent increase);

- 3" stage - pressure - 27 bar (with subsequent increase);

- 4" stage - pressure - 34 bar.

During the AE testing, preparatory measures were carried out. No
electromagnetic interference or abnormal phenomena affecting the
results of the inspection were observed during the AE testing.[6]
The pressure loading programme for the object of testing was
coordinated based on the technological capabilities of the customer
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to prevent any interruption in gas supply to consumers, without
taking the tested object out of operation.
Table 1 presents the operating gas pressure at the time of testing.

Testing stage Time, min | Operating gas pressure,
bar
Initial Final

1 10 34 34

2 27 34 20

3 10 20 20

4 12 20 27

5 10 27 27

6 12 27 34

7 10 34 34

Table.1 Operating gas pressure at the time of testing

Operating gas pressure at the time of the experiment - 34 bar.
T/minute - the time required to reduce the pressure by 14 bar, to
increase the pressure by 7 bar, and the time required to register the
AE signal.

P, Bar

34 Bar 34 Bar
35 34 Bar 34 Bar

30

25
20 Bar

20
15

10
5 10 min

27 min 10 min | 12 min (10 min | 12 min |10 min|

20 40 60

80 T, min

AE diagnostics (10 min)
Fig. 5.3. Load chart of the AE testing object, with pressure holding
time of 10 minutes (600 seconds).

6. Processing and presentation of AE testing
results
AE signal registration was carried out during the pressure holding
stage, with AE signals during pressure release and increase being
filtered out.

Id DAY  HHMMSS MSEC CHAN THR A D R CHTS E SS
[hhmmss] [ms.ps ] [dB] [dB] [ps] [p=] [eu] [nVs]

La Label 1: 16:02 Resume

Dt Tuesday, May 21, 2024, Host Time: 4:02:05 PH

La Label 2: TimeZone: +03:00 (FLE Standard Time)

Ht 21 16:06:12 605.8159 3 36.1 38.1 8.2 0.3 2 755E-2 352E-2

La Label 3: 16:12 Suspend

La Label 4: 16:39 Resume

Dt Tuesday. May 21, 2024, Host Time: 4:39:03 PM

La Label 5: TimeZone: +03:00 (FLE Standard Time)

Ht 21 16:43:11 542.0959 1 36.1 44.6 1573.1 32.1 53 244E00 S21E-1

| Ht 21 16:46:49 952 .9406 1 36.1 37.8 204.7 204.2 1 365E-1 121E-1

La Label 6: 16:50 Suspend

La Label 7: 17:02 Resume

Dt Tuesday, May 21, 2024, Host Time: 5:02:14 PM

La Label 8: TimeZone: +03:00 (FLE Standard Time)

| Ht 21 17:03:05 207.9426 1 36.1 41.3 613.7 204.5 21 105E00 263E-1

Ht 21 17:13:14 816.7661 4 36.1 37.5 49.0 0.4 0 967E-2 474E-2

La Label 9: 17:14 Suspend

La Label 10: 17:26 Resume

Dt Tuesday. May 21, 2024, Host Time: 5:26:03 PM

La Label 11: TimeZone: +03:00 (FLE Standard Time)

Ht 21 17:27:50 935.6118 3 36.1 42.2 1236.7 339.6 40 199E00 445E-1

La Label 12:

Fig. 6.1. Table of AE test data by channels: channels No. 1 - 8

17:36 Suspend

During the first holding period, two instantaneous signals were
recorded on AE sensor No. 3 (at 2338.025117 seconds) and No. 4
(at 2355.18251 seconds).

AE signals did not recur during the subsequent holding stage.

All other AE signals were obtained during transitional phases and
can be disregarded. The acceptable source is corrosion
delamination on the inner wall of the pipe.
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During the testing, the detected AE activity indicated a minor
signal and is classified as “non-critical”. At the time of the AE
testing, the pipe showed no risk of significant defects, despite a
sufficiently long period (35 years) of regular operation.[7]

It is recommended to conduct monitoring and testing at established
regular intervals in accordance with the quality documentation
approved by the operator.

At the time of the AE testing, the detected AE activity indicates the
possible presence of minor corrosion on the inner walls of the pipe.

7. Conclusion

Based on the results of the pipeline section testing, it should be
noted that the most optimal non-destructive testing method, which
allows for the establishment of monitoring systems, is the integral
acoustic emission method. Its application is possible for monitoring
a wide range of technical devices, and its existing advantages
enable the determination not only of the location but also of the
hazard class of AE sources (fatigue and corrosion damage). The AE
method does not require scanning the surface of the object (to
assess the condition of the object, it is only necessary to install
several sensors stationary on its surface), allowing for real-time
monitoring of the object (On-Line). The detection of AE sources
will play an even more critical role in the future, achieving its
objectives while conserving valuable resources and protecting the
environment. The use of scanning non-destructive testing methods
is necessary as a tool to confirm registered damages.

Monitoring is effective if it is strategic in nature, aimed at
achieving specific results, timely, responsive, accurate, and cost-
efficient.
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Abstract: In constructing the modern sea bottom mines usually seek a compromise between tactical requirements for this type of weapon and
requirements for high resistance against possible mine countermeasure-action e.g. make it a cylindrical shape when you need to put an item
on the torpedo apparatus submarines, their shell is constructed in the so-called "stealth” technology and is made of non-metallic materials,
increasing the quantity of the explosive when the depth of the region is greater, etc. The article proposes an approach that provides a
common solution to all these requirements and allows the construction of a highly functional, versatile, high anti-mining resistance sea

bottom mine that has no analogue in the naval practice.

Keywords: BOTTOM FRAGMENTED RESURFACED MINE, LOW VERTICAL PROFILE, GROUPING NON-CONTACT FUZE

1.

Naval mines are a universal weaponsand are capable
ofstrikinghittingnot only military targets, but also effectively
disruptingthe country's economy and military production.The mass
use of mine weapons could significantly disrupt or completely
seversea and ocean transport.A mine can be a preciseweapon for
calculated military pressure (in a certain situation it is possible to
block a naval base or a port for a certain period of time in order to
demonstrate to the enemy the effect of a possible blockade).The
high potential of naval mines is ensured not only due to their high
tactical-technical characteristics, but also due to the high flexibility
and variety of tactics for their use.According to naval experts, naval
mines are "the quintessence of modern asymmetric warfare" [1]

The analysis and assessment of existing approaches to the
formation of maritime security, after projecting the threats and the
capabilities of the existing forces and means of the state for impact
in the conditions of budget cuts, shows that an acceptable option is
the realization of an impact of a synergistic nature between different
types of impacts— with various forces and means, including the use
of naval mine weapons.Do to this trend a significant argument is
made for investing fundsinscientific research and efforts to develop
and improve sea mines that enable the fulfillment of the tasks set.

At the same time, it should be noted that modern mine
countermeasuressystems for the detection and destruction of bottom
mines use the latest achievements in the field of hydro acousticsin
combination with optical means, magnetometers and information
technologies, which turns them into an information complex
organized on manylevels, and the simple detection of the bottom
mine as a local sonar target against the background of the
surrounding environment is increasingly transformed into
monitoring the underwater situation and creating a detailed sonar
map of sections of the seabed with a detailed survey for each
suspicious target and fixing all local changes.Also, the development
of technology for the implementation of marine robotics with the
creation of autonomous underwater vehicles (AUVSs), with on-board
sonars providing high-resolution images of the marine environment,
which are particularly effective for detecting objects on the
seabed,with the embedding of "intelligence" and algorithms to
detect and classify the objects in near real time and algorithms to
optimally adapt the route of the AUV according to the received
information in the AUVs so that it can react immediately according
to the received information, in manygreatly increase the
effectiveness of mine countermeasure forces and means [2].

Introduction

2. Prerequisites and means for solving the
problem

The methods for detecting and classifying sea mines
implemented in specialized minecountermeasuresonars can be
broadly divided into classical image processing techniques, machine
learning (ML) - the use and development of computer systems that
canlearn and adapt without following explicit instructions, using
algorithms and statistical models to analyze and infer patterns in the
data, and deep learning (DL), a type of machine learning based on
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artificial neural networks, inwhich use processing layers to extract
progressive, higher-level features from data.

Traditional seabed image processing requires expert evaluation
and selection of specific features that unambiguously allow
discrimination of a mine-like target, and is mostly based on
combinations of back bottom (reflections from the seabed), contrast
(highlight) point, background(background) and hydroacoustic
shadow.The detection and classification of sea mines is a challenge
due to the low quality of sonar images, which are complicated to
analyze due to environmental noise causing false shadows,
interference on the side sheets of antenna directivity patterns, and
multipath reflection.This leads to significant variability in targets,
clutter and background noise.Numerous image processing
techniques have been developed to address these obstacles.

The most conventional approach for the detection and
classification ofbottom mines is the classical image processing
approach, theperformanceof which depends on the image quality
and the training of the operators [3].

The reliability inclassification of objects largely depends on the
details of their sonar image, which in turn is determined by the
resolution.At lowresolution - objects will appear as point targets and
their image classification will be difficult or impossible.Therefore,
the first direction is to increase the resolution of the sonar image in
distance and angular coordinates. The necessary resolution in
distance is achieved by the use of broadband sounding signals.The
main difficulty lies in obtaining high linear resolution in the angular
coordinate.It can be improved by increasing the frequency or the
physical size of the sonar antenna.

The most promising method for obtaining high resolution in the
range of side-scan sonar is synthetic aperture (SA) antenna (SAS -
SyntheticApertureSonar). This method is based on the in-phase
summation of several reflected sonar signals.

According to foreign experts, the second direction to improve
the reliability of the classification is by using a set of independent
images obtained during the examination from different observation
points in the classification process.It is noted that in most cases
three images obtained during a survey with an interval of 30-45 °
along the angle of the course with rectilinear movement of the
carrier are sufficient for successful classification.To collect
additional information about an object and its classification, the
minecountermeasurevesselsmust approach the object at a distance
corresponding to the range of the classification sonar and circle
around it, i.e.to implement a multi-aspect survey mode that
improves the reliability of classification and efficiency in searching
for bottom mines [4].

The third direction is the use of interferometric processing in
SSS.These stations make it possible to obtain information about the
eyes in a depth strip and at the same time an acoustic image of the
bottom surface, in particular to determine the distance from the
bottom for the object held by the anchor.The resulting bathymetric
data is very accurate, which provides a more reliable classification
of objects in conditions where the bottom surface is not flat [5].

Manufactured mine warfare systems, embodying the latest
scientific and technological achievements, have not exhausted their
potential for further improvement and expansion of the scope of
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existing weapon systems, as well as for the development of
fundamentally new systems capable of performing non-standard
missions.According to military experts, the new sea mines are
envisioned to be modular, with sensors and effectors able to be part
of a distributed network on the seabedis capable of multi-phase
combat operations, offering flexible, scalable, distributed, relaying,
persistent and autonomous lethal and non-lethal effects ofthe
seabed.The general concept of seabed warfare, especially in the sea
mine community, is not new.What is new is the unification of
diverse technologies, modular systems and platforms that can
generate a variety of kinetic (in addition to the traditional high-
explosive mine) and non-kinetic effects for military missions on the
seabed throughout the underwater domain [6].

The basic criteria in the development of sea mines are the same
for all navies in the world.They are:

- greater detection range of targets with low levels of physical
fields;

- ability to strike fast-moving targets, including submarines,
hovercraft and hydrofoils;

- modernization of existing explosives and development of new
unified multifunctional ones;

- reducing the visibility of bottom and anchor mines;

- increasing the selective ability and impact resistance of mines;

- the state of remote control mines "active - deactivated - self-
destruction”;

- improving the capacity and characteristics of the power supply
units;

- development of multifunctional transportable mines;

- reducing the time to attack the target and simultaneously
increasing the reliability and noise resistance of the mines;

- optimization of the selection of targets from a group of targets;

- optimization of the attack trajectory;

- improvement of weight and size characteristics;

- developing systems adapted in terms of their specificationsto
aircraft and submarines of all navies in the world.

Regarding the implementation of new camouflage and
camouflage elements in the construction of bottom mines to counter
the means of detecting weapons in mine countermeasures forces
and means, the main directions are [7]:

- transformational acoustics, as an unconventional theory,
providing a powerful tool for the design of various types of
transformational-acoustic designs, including 3D hulls of bottom
mines;

- the application of new materials that absorb and/or have a low
reflectivity when irradiated with hydroacoustic waves in the
operating ranges of modern minesweepers;

- optimization of the profile of the minesbody to meet the
requirements of the "stealth" technology for dispersing sound
energy in a direction other than the angle of incidence;

- use of electronic means for hydroacoustic countermeasures,
integrated in bottom mines;

3. Results and discussion

In order to reduce the effectiveness of anti-mine sonars in
detecting bottom mines by the size and shape of their hydroacoustic
shadow and by the level of the reflected signal, a modern bottom
mine must meet the following requirements:

- have a low vertical profile to form a smaller hydro acoustic
shadow on the seabed;

- to be constructed of material that absorbs and/or has a low
reflectivity when irradiated with hydro acoustic waves in the
operating ranges of modern minesweeper sonars — 30 + 600 kHz;

- the profile of the mine body must meet the requirements of the
"stealth" technology for dispersing sound energy in a direction other
than the angle of incidence;

- have a large reflective surface to result in shadow masking
where target size filters (relative to the dimensions of known mines)
will not classify it as a mine-like target;

- to have symmetry of shape due to the fact that a double search of
perpendicular bearings is usually carried out and the signals from
the targets are evaluated (subtracted);
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- to have a low reflective energy capacity, because an assessment
of the center of gravity is carried out, i.e. if a mass has a larger area
it is less contrasty.

The influence of the vertical profile of the mine body on the
magnitude of the hydroacoustic shadow is shown in Fig.1, where:

* H [m] — distance of the towed sonar with side view (AUV);
from the bottom;

* h [m] — height of the bottom from the bottom;

D [m] — distance between the sonar and the mine;

« S [m] — length of the hydro acoustic shadow.
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Fig. 1 Hydroacoustic shadow of a target positioned on the bottom

It can be seen that the size of the shadow of a 0.1 m high mine
is 10-15% of that of the most common bottom mines with a height
of about 1 m.

To satisfy the requirement of symmetry, it is expedient for the
mine to have a star-shaped shape in the fragmented state (when it is
in position on the bottom), and in order to reflect the sound waves
in lateral directions, it is necessary that the surface of the fragments
make a right angle with the plane of the bottom. The casings of the
individual fragments must be made of material with reduced
reflectivity. When grouping the fragments (defragmentation), the
mine must acquire a cylindrical shape with a diameter allowing it to
be fired from a torpedo apparatus.

From the point of view of the combat effectiveness of a bottom
mine, it can be assumed that its striking ability is inversely
proportional to the distance to the underwater part of the ship and
directly proportional to the size of the charge. In accordance with
the method of calculating the pressure of the shock wave, related to
the shape and dimensions of the gas bubble, it is proved that the
charge must be compact with a shape close to spherical (cylindrical)
and with a minimum radius. It is known that the striking effect of a
TNT charge can be calculated by the formula [8]:

3 1.16

) P max = 23800 (g)

where: Pmax [dB] — acoustic pressure at the front of the shock
wave; W [Ib] — weight of the TNT charge; R [ft] — distance to the
ship's hull.

Some dependences between Pmax, W and R are presented in
Table 1, in which k denotes the spatial coefficient of energy
distribution of the gas bubble in space.

From the analysis of the results calculated by the formula, it can
be concluded that the damage that can be expected from a bottom
mine with a charge weight of 500 kg at a distance of 30 meters from
the ship's keel is approximately equal to the damage from an
underwater charge with a weight of 10 kg at a distance of 5 m from
the ship's hull. Therefore, the modern bottom mine must be compact
and detonate at an optimal (minimum) distance to the bottom of the
target ship, which will allow it to be positioned at depths
corresponding to the area of action of non-contact sensors - 100 +
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200 m, and not of the zone of action of the striking action of a
concentrated charge - 30 - 40 m for a charge of 1000 kg.

Table 1: Dependences between Pmax, W and R
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From the point of view of the tactics of laying mine fences, it is
expedient that bottom mines, in addition to the traditional way of
laying mines - on rails from the deck or with lifting and launching
devices, can also be placed through the torpedo tubes of warships
and submarines, i.e. is. to have a cylindrical shape with the
corresponding radius.

To satisfy all these sometimes conflicting requirements with the
aim of increasing the combat effectiveness of sea bottom mines, a
new engineering design of Bottom Fragmented Resurfaced Mine
/BFRM/ is proposed, which consists of N number of warheads that
are connected by means of movable links with a central cylindrical
body - grouping non-contact detonator, which contains the sensors,
the power unit of the mine and a jet engine and/or an airbag, which
serves to detach the body from the bottom and drive it in a vertical
direction and group the warheads — Fig. 2.

Fig. 2 Bottom Fragmented Resurfaced Mine

Advantage of the mine is that provides detonation of charges
grouped optimal distance from the hull of the target. Rated mine
power is depending on the number of the combat bodies and the
power of the charges therein. Distinctive characteristic of the mine
is that it can be placed from a moving ship or submarine torpedo
tube. After placing the mine fragmented and sank smoothly. The
mine has a low vertical profile and makes small sonar shadow.
Relatively large surface and symmetry of form make difficult mine
detection and classified as a bottom mine. Protection of the mine is
realized through installation of camouflage frequency broad band
absorbing shell which covers the entire body. The construction of
the mine allows it to stand firmly on the position of the bottom with
a slope greater than that required for standard bottom mines (15°).
Standard on bottom fragmented resurfaced mine has four combat
units, each loaded with 10 kg of explosives. The actual impact on
the target is approximately equal to that of a standard bottom mine,
charged 750 kg positioned at a depth of 30 m.

Option: Instead of the standard combat body mine can be
equipped with self-surfacing in command combat units and/or
launch tubes for torpedoes.

BFRM is intended for destruction of underwater hull and
applying martial damaged ships with medium and large
displacement, submarines and amphibious ships, including
hovercraft, placing position with free skiing on water deck of a ship
or a torpedo apparatus of warships and submarines.
Defragmentation process (grouping of elements) of the mine after
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the signal from the sensor system and its swims up in optimum
depth for the effective use of the striking force of the underwater
blast in the realization and mining option or appropriate position
(orientation) of the elements when using a cassette launch design.

The BFRM consists of:

. Grouping non-contact fuze /GNF/- cylindrical box of non-
metallic material with a minimum height and a radius equal to the
diameter of the torpedo apparatus. An underwater jet engine (s) is
mounted (secured) at the bottom of the box. At the top is placed
airbag and a bottle of compressed air for filling it. In the remaining
volume is unresponsive have elements fuse and power supply unit.
Jet engine design provides detachment from the bottom and adding
vertical speed paid off. Airbag provides vertical sail of the mine;

. Combat bodies- corresponding to the given weight charge
of mine and diameter of GNF number of combat units that have the
shape of a cylindrical segment or a cylinder with a radius of 200
mm and read length - up to 3000 mm. Combat units are attached
properly to the body of the cylindrical box GNF so as to provide
them with free movement in the sector 180° in the vertical plane at
the same time fixing their position in the horizontal plane.

Multifunctionality of the product to be characterized besides
possibilities of mining staging (from a ship or submarine), and the
choice of the type of combat bodies, the volume of aerbeg and
power underwater jet engine. They can be realized following
options as required for military use BFRM in a specific operation:
BFRM-1 - without airbag and underwater jet engine - for anti-
amphibious marine mining enclosures at a depth of 10 meters.
There is no grouping of combat bodies before detonation;
BFRM-2 - with underwater jet engine with low power and/or
airbag small volume. In this variant it is ensured the compacting
of the combat bodies in a compact condition after lifting the GNH
at a height from the bottom equal to their length - standard version
of a bottom mine, positioned at depths of 10+40 m;

BFRM-3 - provides mine movement to the surface of the sea and
approaching the target when the mine is placed at depths of more
than 40 m, but not greater than the distance of the sensors;
BFRM-4 - with cassette launcher structure. Each combat body has
its own airbag with or without underwater jet engine, which
realize the area of lesion with programmable characteristics. For
small targets is possible programmed release of one or more
combat bodies;
BFRM-5 - with cassette launcher for small-scale high-speed
torpedoes, equipped with autonomous guidance system. In
volumes of combat bodies instead of explosive are featured
compact high-speed torpedoes.

It is proposed that the mine is equipped with the following
Sensors:

. Acoustic /passive/ sensor

. Acoustic /active/ sensor directed by action

. Hydrodynamic sensor.

When it is necessary to increase the combat effectiveness of the
mineadditional sensors can be added - magnetic, potentiometric,
light, etc.

4. Conclusion

The experiments carried out to evaluate the new technical
solutions in the construction and operation of BFRM show that they
help to a significant extent to increase the effectiveness and anti-
mine resistance of sea bottom mines in the following areas:

 Versatility — can be positioned at the entire operational depth
range of the emplacement area by surface ships and submarines
for impact against virtually all types of surface ships and
submarines;

» Multi-functionality — it is possible to use them in an optimal
version according to the requirements for combat use in a specific
operation or combined;

* There is a significant reduction in the effectiveness of anti-mine
sonars in detecting bottom mines by the size and shape of their
hydroacoustic shadow and reflected signal level. In Fig. 3 it can
be seen that the hydroacoustic shadow of the BFRM is smaller
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than that of a 50 liter metal barrel and significantly smaller than

e A large area of the fragmented mine that filters into sonar

that of a standard bottom mine with a charge of the same TNT
equivalent;

» The process of clustering the charge and moving the mine to the
surface, respectively to the target, which is shown in Fig. 4,
significantly increases its combat effectiveness

The new technical solutions implemented in BFRM make it
unique in the military production of this type of weapons.

Hydroacoustic contact from BFRM and from
a metal 50 liter barrel

Hydroacoustic contact from a bottom mine

Fig. 3 Hydroacoustic shadow and reflected signal level from various objects
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Fig. 4 Stages of mine operation

The conducted experiments show that for depths in the mine
staging areas up to 70 - 80 m, it is appropriate to use an BFRM
variant with a GNV with a low-power jet engine to ensure
overcoming the suction force of a muddy bottom, and an airbag to
ensure grouping and floating to the surface. In this case, it is
important that the vertical speed of movement is sufficient to realize
a detonation under the keel of the target ship at an optimal distance,
or generally speaking, for the time that the target travels the
distance of detection by the sensors, the mine should float under it
at optimal distance to defeat the underwater part.

The proposed approach to increase the combat effectiveness of
sea bottom mines is the realization of a bottom mine designed to
destroy an underwater hull and to combat damage to ships of
medium and large displacement, submarines and landing ships,
including an air cushion, with the following innovations and design
features :

» Low vertical profile of all elements of the fragmented mine body
located on the bottom to minimize the hydroacoustic shadow;

* The casings of the components are made of non-metallic materials
- fiberglass, which absorb and/or have a low reflectivity when
irradiated with hydroacoustic waves in the working ranges of
modern mining sonars - 30 kHz + 600 kHz;

* The casing profiles of the mine components meet the requirements
of the "stealth" technology for dispersing sound energy in a
direction other than the angle of incidence;

e The supporting structure and product variants will allow the
components to be profiled with maximum useful volume in a
"bottom mine" variant and with appropriate launch containers for
"underwater jet" and "small high-torpedo";
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receivers for the size of the target (by the size of known mines)
does not classify it as a mine-like target;

* The symmetry of the shape reduces the efficiency of the procedure
for searching for perpendicular gales by subtracting signals from
the target in the receiver;

» Low reflective energy capacity - estimated at the center of gravity
and if the mass is greater, it is a lower contrast;

* Mining will be carried out by free-falling the defragmented mine
from the deck of the ship or on the torpedo launchers of
battleships and submarines. The diameter of the defragmented
mine will be tailored to the size of the selected torpedo type;

* The selected geometric shape of the fragmented body and mass-
dimensional features ensure gradual deepening and positioning of
the bottom;

* The process of defragmentation (grouping of the elements) of the
mine after a signal from the sensor system and taking it to an
optimal depth (in the mine variant) or a suitable position of the
elements in the torpedo tube variant.
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