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Abstract: Technology is becoming increasingly important in the maritime sector and is crucial for its future security. Research and 

development in this area must respond to identified risks and threats to maritime security and be linked to adopted national and international 

strategies. 

Also, focusing scientific activity on prevention by improving capacities in areas such as maritime surveillance and the development of early 

warning systems will allow for more effective action. This also applies to improving the security and resilience of critical maritime 

infrastructure such as ports, maritime infrastructure and economic activities dependent on the coastline, as well as energy supply and 

telecommunications lines laid on the surface of the seabed. 

But in order to properly organize scientific activity for the development of technologies and means for the security of maritime critical 

infrastructure, it is necessary to develop a business model for scientific research and applied scientific developments. It is precisely the 

presentation of the framework of such a model that is the subject of this paper. 
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1. Introduction 
Technological advance in the field of maritime critical 

infrastructure security means illustrating in content technologies, 

primarily oriented towards the future, through scientific 

development based on logical conclusions - from premises to 

generalizations. To conduct developments in the field of security 

technologies [1,2,3,4,5], it is necessary to study the development of 

maritime critical infrastructure management. In addition, the results 

of a preliminary study of a new problem area in the field of 

maritime critical infrastructure security, covering a wide range of 

complex threats and systemic risks facing maritime security, should 

be indicated. 

For this purpose, it is necessary to prepare a preliminary and 

theoretical business model (BM) for the management of scientific 

developments in the field of maritime critical infrastructure 

security, together with the specific challenges for its structuring. 

The focus is not only on those issues for which some knowledge is 

available, but on those that, in need of a new look, are a source of 

challenges and, due to the management of maritime critical 

infrastructure security, must find a solution preceded by their 

scientific research and applied scientific developments. 

The limitations of the information presented are related to the 

direction of applied scientific developments, namely improving the 

security of naval bases and their entrance fairways and improving 

the detection of underwater threats to the security of naval facilities 

and port infrastructure. 

1. Essence and advantages of the business model 
Despite the existence of different definitions of BM, it can be 

viewed not only as a concept, but also as a modern vision of 

strategic thinking.  

Essence of BM 

At its core, BM consists of several key assumptions: 

 Every organization aims to create value for its 

stakeholders; 

 The organization seeks to capture the value created 

through various revenue streams; 

 Understanding the processes of value creation and value 

capture requires focusing on the organization, but also considering 

how it is embedded in a network of external organizations; 

 The products and services offered are inseparable from 

the organization’s operations and activities; 

 The organization’s management voluntarily decides how 

to manage its business. 

Advantages of BM 

The development of the organization's BM should not be just a 

fashion to keep up with the leaders in national and international 

aspects, but should bring certain benefits, namely: 

 to give the organization a competitive advantage in the 

industry; 

 to provide the organization with a good reputation in the 

market, encouraging investors to continue investing in it; 

 to receive current business profits, which leads to an 

increase in cash reserves and new investments; 

 to bring financial stability to the organization. 

 

2. BM Framework 
The main motives on which the development of the BM 

framework is based are related to the creation of a technological and 

business platform for maritime critical infrastructure security 

systems, through which to present the management of research (Fig. 

1) and developments in the context of the project G7475 

“ENHANCED NAVAL PORT FACILITY SECURITY 

CAPABILITIES” (ENAPOFASEC), funded under the NATO 

program “Science for Peace and Security). 

 
Figure 1: Business model framework for research and 

innovation management  for the development of the ENAPOFASEC 

system under project G7475 
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3. Specific approaches to structuring a business 

model 
In the following text, only the specific elements of the BM, 

characteristic of maritime security, will be presented. 

 Key partners – when defining this component, the 

following opportunities were identified: 

 interested national and international organizations with a 

portfolio in the field of developing maritime critical infrastructure 

security systems; 

 end users, showing interest and accepting the 

development of ENAPOFASEC in their interest; 

 business partners, national and international, with a 

portfolio in the field of security and protection systems; 

 national agencies with responsibilities in the fields of 

security, defense, education and science, economy, regional 

development and public works; 

 Patent Office of the Republic of Bulgaria – relies not only 

on protecting the intellectual property rights of newly developed 

products and systems under the project, but also on those that have 

already been developed by partners in the field of maritime security 

[6]. 

 

Key activities – the scope of the identified key activities 

includes the following: 

 hardware development – compatible with the security 

environment, lightweight, secure, through minimal modifications, 

ensuring operation in various security environments; 

 software development – intelligent software with 

capabilities for automated diagnostics (self-diagnosis) of sensor 

devices; scenario software for the types of risk events, consulting 

system software, application support of the developed software; 

 purchase of raw materials and electronic components, 

assembly and integration of ENAPOFASEC; 

 deployment of the developed elements of ENAPOFASEC 

in the conditions of the end user; 

 conducting tests and validating the development in the 

conditions of the end user; 

 dissemination of information about the stage reached by 

the developed systems and products. 

 

Customer relationships – use of a website to present 

ENAPOFASEC and its elements (types of sensors, software, 

software of the command and control system, etc.). Another form of 

relationship, especially with business customers, is participation in 

trade fairs and technology conferences. 

A specific example is the possibility of using the following 

website: https://ims.bas.bg/nauchna-deynost/proekti/enhanced-

naval-port-facility-security-capabilities/. 

 

Customer segments – the following potential stakeholders for 

the development, construction and use of the security system have 

been identified: 

 users from security and defense structures; 

 users from maritime administration; 

 operators of maritime critical infrastructure; 

 users from business organizations with a portfolio in the 

development of products and systems in the field of security and 

protection; 

 users from academic and scientific organizations in the 

development of products and systems for security and protection 

[7,8]. 

As one of the most important components of the BM, the client 

segment is at the same time one of the most difficult to determine 

not only for products based on hardware and software, but also for 

those related to ensuring compatibility, including interoperability, 

with strategic management systems created and operating at the 

national level. For example, a key issue is to identify not only the 

level of knowledge of the use of information technologies, but also 

the conditions for security and protection of the marine environment 

- on the surface, underwater and on the seabed. 

 

Key resources – during the development of this component, the 

focus is on: 

 identifying the necessary human resources – software and 

hardware development teams; a team for integrating the elements of 

ENAPOFASEC, as well as to the functioning strategic systems; a 

communication team responsible for the promotion and 

dissemination of the innovative product. 

 identifying financial resources – financial funds, 

previously approved, ensure the development of ENAPOFASEC. 

 

Channels – it is possible to use different approaches to ensure 

market implementation such as: 

 partnership with national associations that include 

business organizations whose product list includes security and 

protection systems and the use of their markets; 

 partnerships with EU business organizations; 

 participation in projects of the European Commission 

(EC), the European Defense Agency (EDA) and NATO, ensuring 

further development of technical and operational characteristics to 

the level of modern international requirements. 

 

Cost structure – costs for equipment, consumables, domestic 

and international travel, distribution and publications, intellectual 

property protection, co-financing and other costs enabling the 

implementation of the project. 

 

Revenue sources – the sources of revenue can be determined 

after the completion of the project, upon expressed interest from 

national and international organizations. 

It is planned to achieve a certain technological readiness level 

(TRL) of ENAPOFASEC. 

 

4. Need for the application of the TRL assessment 

scale in the development of ENAPOFASEC 

 

 
 

Figure 2. TRL scale [9] 

 

Benefits of implementation. 

The benefits of implementing the TRL scale (Fig. 2) for R&D 

and innovation are numerous for organizations developing security 

systems: 

 The TRL scale is useful for facilitating communication 

about the state of the technology. This communication can facilitate 

collaboration in a diverse and multicultural place like the EU. 

Science and engineering education and corporate culture are diverse 

and fragmented across European countries. 

 The TRL scale is effective in selecting technologies for 

development and procurement. 

 The TRL scale provides organizations with a ready-made 

procurement strategy by allocating risks to lower visible levels. In 
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addition to supporting such decisions, it also helps by implicitly 

providing a common documentation scheme for the technology 

being purchased. 

 The implementation of the TRL scale in evaluation 

guidelines explicitly encourages testing and validation. 

 As an internal organizational technology categorization 

tool and strategy support tool, it is used for technology guidance, 

risk management, technology assessment by independent parties 

through guidance provision, and safe technology transfer and 

procurement.  

TRL implementation 

A systematic application of TRLs is required, allowing a 

technology to progress from concept to research, development, and 

deployment. The academic community and universities, along with 

government funding sources, focus on TRLs 1–4, while the private 

sector focuses on TRLs 7–9. The term “valley of death” refers to 

the often neglected addressing of TRLs 4–6, where neither 

academia nor the private sector prioritizes investment. As a result, 

many technologies, while promising, complete their maturity 

journey before deployment. To overcome the “valley of death,” a 

collaborative effort is often required. 

 

5. Conclusions 
A key point in the development of maritime security systems is 

the appropriate structuring of the BM for the management of 

research and development. Business models are the business plans 

used by the organization to create, deliver and capture value, 

therefore there is a strong need to develop a better understanding of 

BM. Structuring the appropriate BM framework would support the 

full range of scientific management capabilities, namely identifying 

key moments, quantifying and finally managing the entire process. 

The motivation for improving BM also comes from the various 

fields of applied scientific activity, as this way the stages of project 

implementation are refined and the opportunity for successful 

presentation on the market is secured. Also, the challenge of 

defining the BM profile arises from the deficit of methodologies for 

determining the exact impact of the competitive business landscape 

(characterized by competing business models). 
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