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Abstract: Speaking about Industry 4.0 we can't help mentioning the role of optical sensors in building automation, especially in smart 

factories and automation of SCADA system. Building smart factories in concept of Industry 4.0 requires intelligent sensors and seems 

relevant. The paper considers management system of distributed factory and information security of it if there are used optical sensors. 

Keywords: INDUSTRY 4.0, INFORMATION SECURITY, INFRA-RED SENSORS, CYBER-PHYSICAL SYSTEMS 

 

1. Introduction 

Nowadays we are in a technological revolution that will 

fundamentally change the way we live, work, and interact. In this 

paper smart factory is considered as building which is going to be 

automated. Smart factory concept gives tremendous opportunities in 

comparison with classical factories in case of performance, cost-

efficiency and flexibility. However, it is necessary to remember the 

problems that come with new opportunities. 

When introducing new technologies developers often forget 

about the need to take into account information security up to the 

implementation stage when the changes required for reduction of 

the system’s vulnerability become too expensive. The problem is 

relevant despite the fact that the first cyber attack occurred even 

before the advent of the Internet - in 1982 (Russian sources deny it). 

Then a group of hackers was able to install a Trojan in the SCADA 

system which controlled the work of the Siberian oil pipeline. It led 

to a powerful explosion [2]. The attack was organized by the CIA, 

although this was not known until 2004. Almost 35 years later, in 

November 2016, residents of apartment buildings in the Finnish city 

of Lappeenranta spent a week without heating and hot water. The 

reason was a powerful DDoS attack on a “smart” system for 

monitoring water temperature and pressure in radiators [3]. 

2. Smart Factory Security 

Over the next ten years more than 70 billion devices connected 

worldwide will constantly exchange information with each other. 

This huge network of devices analyzing, transmitting, outputting 

data will anticipate our needs and change the perspective of the 

world (Fig.1, 2) [1].  

 

Fig. 1. Internet of Things to Hit the Mainstream by 2020 

Industry 4.0 refers to the rapid growth of digitization in smart 

factories [2]. 

Fig.2. Forecast of the number of devices connected to the “smart 

factory”  

Factories of the future are divided into three categories: digital, 

smart and virtual. Digital factory involves the use of a wide range of 

digital tools at all stages of design and manufacturing of products - 

from the research stage to the prototype. The concept of "Smart 

Factory" allows you to combine stand-alone machines into a single, 

controlled and easily analyzed production area, allowing you to 

evaluate the performance, the need for maintenance, the efficiency 

of the means of production and much more. It seems relevant to 

supply factories with a large number of various sensors, collecting 

information from which it is possible to increase the efficiency of 

production by reducing equipment downtime and warehouse 

loading, minimizing staff labor time, and hence optimizing the 

economic sector of an enterprise. The purpose of this study is to 

reduce time for recover of a smart factory after cyber-attack 

equipped with infrared sensors through the implementation of 

organizational arrangements. (fig.3) [3]. Virtual factory is 

integration of digital and/or smart factories into a distributed 

network. 

 

Fig. 3. Smart Factory Interconnections 

Smart factory devices can be characterized by attributes which 

are synthetized into the acronym S-E-N-S2-E2 – Sensing, Efficient, 

Networked, Specialized and Everywhere [4]:  

1. “Sensing” means the application of sensors;  
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2. “Efficient” goes to the possibility to add “intelligence” and 

“efficiency” to processes by collected data;  

3. “Networked” is about wireless connection between 

devices; 

4. “Specialized” considers the specificity of the IoT tools and 

Computerized and Numerically Controlled (CNC) 

machines; 

5. “Everywhere” means that the invasion of such objects are 

will exponentially grow in our daily life and in business 

processes. 

The main principles of Smart factories are the following [5]: 

1. Interconnection: using sensors and wireless 

communication CNC machines can provide people 

remote monitoring of production process for effectiveness 

and efficiency; 

2. Information transparency: a lot of information is collected 

and analyzed which helps to optimize process, but at the 

same time creates several vulnerabilities of process; 

3. Decentralized decisions: first two principles provide 

decentralized control of production area and possibility to 

find inner and outer weak features of the process; 

4. Technical assistance: great number of decisions can be 

made by machines without human interference. 

The principle of operation of passive infrared motion detectors 

is based on the registration of changes in the intensity of infrared 

radiation during the movement of a thermal object in the detection 

zone of the sensor (as any thermal object has infrared radiation). 

The detection zone is formed and configured (its exact geometrical 

dimensions are determined) using a multi-segment mirror and an 

optical system on Fresnel lenses, respectively. It consists of a 

plurality of rays (called detection rays) directed at different angles 

and in different directions. 

Movement detection in the detection zone occurs as follows: the 

intersection of the rays with thermal object leads to the entry of 

infrared radiation pulses onto the sensitive element of the device. 

Modern detectors for signal processing use digital methods with 

microprocessor. The sensor has a spherical lens that provides a 

detection zone without distortion, a high collecting ability, the 

formation of anti-tampering zones in the volumetric and linear 

detection zones, as well as temperature compensation of the 

detecting ability when the ambient temperature changes.  

Traditional approaches to ensuring information security do not 

solve the main task for smart factories - ensuring the continuity of 

the management process in conditions of destabilizing influences. 

This is primarily due to the lack of thoughtfulness of the security 

point of view, namely: 

 ability to identify machine tools and software in local 

and global networks; 

 use of obsolete general-purpose hardware and 

software in modern machines; 

 weak authorization and authentication tools (default 

authentication data embedded into the software, 

unreliable algorithms, etc.); 

 weak audit and event logging tools. 

3. Cyber-tolerance of smart factory 

As at present, the work of production is mainly based on staff, 

which is both directly working and administrative staff (fig.4). At 

the same time, even the choice of the optimal schedule and 

algorithm for the operation of production does not make it possible 

to promptly redistribute resources and personnel, which impedes 

production flexibility and introduces errors caused by the human 

factor. And though concept of smart factory means automation, we 

have to take people into account. 

 

Fig.4. Staff in Smart Factory 

One of the possible ways to overcome this problem is the use of 

expensive simulation software and decision support systems that 

generate recommendations for the organization of the enterprise. 

However, to work with this software, highly qualified specialists are 

required, as well as a huge amount of basic data on the actual work 

of production, which are often unavailable. According to statistics, 

every second company was subjected to cyber-attacks, and these 

attacks were mostly ignored by enterprises. At the same time, less 

than 2% of those attacked report incidents (a blow to reputation and 

a decrease in the value of shares). To ensure the safe operation of a 

smart factory infrared motion sensors are used but there are 

common ways to circumvent them: 

1. Screening. The easiest way to "close" sensor is using a piece 

of glass or other material. The main thing is to know the location of 

the sensor. When ceiling mounting the sensor should be closed from 

above, with wall mounting - from the side. You can shield the 

sensor itself. 

2. Movement with interruptions. Most sensors detect a target 

with a speed range from 0.1 to 5m /s. 

3. In the afternoon, when there is a lot of movement and the 

guard is removed, you can try to short circuit and block the motion 

sensor. But sometimes a case tamper switch is installed on the 

detector. In this case, the use of such a method of bypassing the 

motion sensor is useless. 

Cyber-tolerance implies planning actions not only before and 

during the cyber-attack process, but also after. It is determining who 

should be informed inside and outside the organization. 

As far as infrared optical sensors only help to detect intrusion 

and are not guarantee information security that is why special 

measures are required: 

1. System-wide measures for the creation of scientific, technical 

and methodological foundations for the protection of the network to 

which the CNC machines and other devises are connected; 

2. Conducting special tests of used computer equipment and 

carrying out measures to protect information from leakage through 

channels of spurious electromagnetic radiation and interference; 

3. Development and approval of the functional responsibilities 

of computer security officials; 

4. Determinations of the procedure for the appointment, 

modification, approval and granting to specific officials of the 

necessary authority to access system resources; 

5. Determination of the procedure for recording, issuing, using 

and storing removable magnetic storage media containing reference 

and backup copies of programs and arrays of information, archive 

data, etc.; 
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6. Organization of accounting, storage, use and destruction of 

documents and carriers with non-public information; 

7. Distribution of access control details (passwords, encryption 

keys, etc.); 

8. Analysis of system logs, taking action on detected violations 

of work rules.  

4. Conclusions 

When developing measures to ensure the information security 

of smart factories, it is necessary that people and organizations 

change their thinking and take into account interdependence and 

sustainability in order to be prepared for such scenarios where cyber 

risks can arise and affect the operation of systems. In this context, it 

is advisable to introduce the concept of cyber-tolerance - the ability 

of the system to resist cyber events.  
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