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Abstract: Industry 4.0 brings new challenges for the quantitative methods for the evaluation of system dependability properties such as 

reliability and safety. In this paper, we recall relevant Industry 4.0 and dependability concepts and provide an overview of available 

reliability and safety metrics and evaluation methods including event trees, fault trees, reliability block diagrams, and more sophisticated 

dynamic methods based on Markov chain models. The special focus is on the model-based application of these methods. The paper discusses 

several common MBSE paradigms, such as UML/SysML, AADL, and Simulink, that can be employed in the context of Industry 4.0 and allow 

automated generation of the dependability evaluation models. Finally, we discuss how the Industry 4.0 increases system complexity, justify 

what kind of dependability evaluation methods are required, and what limitations we still need to overcome. 
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1. Industry 4.0 Concepts 

Industry 4.0 is the modern trend of automation and 

manufacturing technologies that fosters "smart factories", groups of 

interconnected intelligent Mechatronic and Cyber-Physical Systems 

(CPS) that communicate in real-time, cooperate with each other and 

human operators [42]. 

A mechatronic system is classically characterized by two 

inherent key properties: (i) synergistic spatial and functional 

integration of heterogeneous subsystems (mechanical, electronic, 

information processing) and (ii) closed action chain (physical 

feedback) requiring well-working interaction at functional and 

technological levels. 

A CPS is an advanced mechatronic system or a system of 

distributed and networked mechatronic systems with a strong 

software part and complex communication protocols. Physical and 

software (cyber) components are deeply intertwined, each operating 

on different spatial and temporal scales, exhibiting multiple and 

distinct behavioral modalities, and interacting with each other in a 

myriad of ways that change with context. 

Finally, human-in-the-loop is an inherited concept that shares 

the idea to consider the human as a part of a larger CPS taking into 

account the requirements for CPSs, in which people interact with 

their local environments, and existing psychological theories.  

2. Dependability Concepts 

Dependability [1], in modern systems engineering 

understanding, is ―the trustworthiness of a (computer) system such 

that reliance can justifiably be placed on the service it delivers‖. 

The dependability addresses the group of (i) attributes (availability, 

reliability, safety, confidentiality, integrity, and maintainability), (ii) 

means (fault prevention, fault tolerance, fault removal and fault 

forecasting) and (iii) as origin of all possible malfunctions threats 

(faults, errors and failures). To be concise we recall the definitions 

of the threats: Fault := is a defect in the system that can be activated 

and cause an error; Error := is an incorrect internal state of the 

system, or a discrepancy between the intended behavior of a system 

and its actual behavior; Failure := is an instance in time when the 

system displays behavior that is contrary to its specification. 

In this paper, we are mostly focused on two particular 

dependability attributes: Reliability := continuity of correct service 

and Safety := absence of catastrophic consequences on the user(s) 

and the environment. Also it is noteworthy to mention Fault-

tolerance := means to avoid service failures in the presence of 

faults, and nowadays popular concept of Resilience, that has a 

tendency to be used differently, in each specific community, usually 

to indicate a more flexible, more dynamic and/or less prescriptive 

approach to achieving dependability, compared to common 

practices. Note, that Security concept is left out of the scope of this 

paper. 

The ultimate objective for a design for dependability can be 

stated simply as ―appropriate robustness of system operation against 

threats‖. As a consequence, the fundamental questions to be 

answered are: ―What kind of dependability models to use?‖, 

―Where to get data to feed these models?‖, and ―How to integrate 

dependability analysis into the system development process?‖. We 

address these questions in the next two sections. 

3. Dependability evaluation methods and metrics 

Components and systems: Dependability properties of atomic 

system components can be described using multiple metrics 

including, the probability of failure, failure rates, Mean Time To 

Failure (MTTF), Mean Time Between Failures (MTBF), Failures in 

Time (FIT), etc. This information is either provided by the 

component producers or can be found in commonly used 

component reliability prediction guidelines like FIDES [2], NRPD 

[3], or MIL-HDBK-217F [4]. MTBFs and FITs are the most 

common metrics. The challenge is that this data strongly depends 

on multiple factors and it‘s hard to find reliability metrics that are 

suitable for particular system operation profile and can be trusted. 

Also, these metrics are usually generic, in terms that it is almost not 

possible to find separate metrics for different failure modes of a 

component. Based on the component reliability metrics, system 

reliability can be evaluated using the methods discussed below. 

Qualitative and quantitative methods: Qualitative methods 

such as Failure Mode and Effect Analysis (FMEA) [5], its criticality 

extension (FMECA) [6], and HAZard and OPerability (HAZOP) 

study [7] are usually recommended by modern reliability and safety 

standards (ISO 26262, IEC 61508, DO-178B/C, etc). These 

guidelines help to address possible system failure modes and 

evaluate their effects in a systematic way. These methods provide 

no numerical estimations of dependability properties rather a 

classification of the failure modes e.g. according to Risk Priority 

Number (FMEA) and are strongly based on expert opinion. 

Classical quantitative methods such as Event Trees [8], Fault Trees 

[9], and Reliability Block Diagrams (RBD) [10] help to numerically 

evaluate system reliability using the available reliabilities of system 

components. A fault tree describes how failures in components can 

combine to cause a system failure. The fault tree analysis is 

traditionally focused on the identification of so-called Minimal Cut 

Sets (MCS), which are unique combinations of events leading to the 

top event or system failure. The quantitative analysis yields 

reliability and availability metrics such as the probability of system 

failure, the mean number of failures for discrete-time Static Fault 

Trees (SFT), and the mean downtime (unavailability), MTTF, as 

well as MTTR and MTBF for continuous-time SFTs that can model 

failure rates and component repairs. These metrics can be computed 

either directly using top-down or bottom-up methods or using 

underlaying Binary Decision Diagrams (BDDs) or Bayesian 

Networks (BNs). The most common methods are based on the 

BDDs because they allow the computation of the system 

unreliability and the probabilities of the MCSs at the same time. 
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BNs are employed in the presence of statistical dependencies 

between the basic events. Reliability Block Diagrams (RBDs) have 

a similar underlying concept. However, an RBD models a system 

success while a fault tree models a system failure. The underlying 

computation methods are similar to the fault tree analysis. Event 

Trees (ETs) explore system success and failure scenarios as a tree 

starting from an initiation event, through other events, to arrive at 

the success or failure completion of system operation. Usually, each 

even has two outcomes, success and failure, defined with constant 

probabilities. Fault and event trees can be applied complementary to 

each other or separately under different situations. 

Static and dynamic methods: The ETs, FTs, and RBDs allow 

fast and efficient quantitative failure analysis. These methods are 

commonly called static because they do not consider dynamic 

aspects such as repairable components, transient faults, and 

complex control flow structures including stochastic branching, 

loops, and multi-rate components that are common for distributed 

CPS with complex software. Markov chain models are commonly 

used for dynamic state-based reliability analysis. The probabilistic 

transitions of such models describe the system evolution over time 

taking into account reliability aspects, like faults activation, errors 

propagation, detection and correction, and system failures. A large 

class of dynamic reliability analysis methods exploits Markov 

chains either directly or as underlying models, like in the case of 

Stochastic Petri Nets (SPN) that are typically used for the modeling 

of parallel processes. This class also contains all kinds of Dynamic 

Fault Trees (DFT) [11, 12] and their extensions including fault trees 

with dependent events [13], repairable fault trees [14], state-event 

fault trees [15], component fault trees [43] and boolean logic driven 

Markov processes [16]. Our approach to reliability evaluation with 

underlying Dual-graph Error Propagation Models (DEPM) [17] is 

also based on Discrete-time Markov Chain (DTMC) models. 

Model checking and state space explosion: The Markov chain 

based methods provide access to the powerful techniques from 

Probabilistic Model Checking (PMC) [18] that allow the evaluation 

of advanced, highly customizable, time-related reliability 

properties. An instance of such properties is, e.g., ―the probability 

of a system failure during defined time units after the occurrence of 

a certain combination of errors in certain system components‖. In 

many cases, the number of states of a Markov chain model that is 

required for accurate description of the system behavior grows 

exponentially with the system size (e.g. the number of components 

and parallel processes) and model accuracy (e.g. the number of 

variables and their values that are used for the description of the 

system). This State Space Explosion (SSE) is the most serious 

limitation of model checking, as those techniques often rely on an 

exhaustive exploration of the state space. This well-known problem 

has been addressed in several research domains including the 

reliability analysis in the context of the DFTs and their underlying 

Markov chain models. Among several solutions, the modularization 

method that divides a DFT into independent modules has been 

proposed. Static modules are computed with the static methods 

based on the BDDs or BNs, while dynamic modules are computed 

using the dynamic methods based on the Markov chain models [19, 

20, 21, 22]. 

Formal analysis and simulative fault injection: The analytical 

methods discussed above rely on rigorous mathematical techniques 

that explore the entire state space of the underlying system model 

and enable not only to reveal faults and failures but also to prove 

the absence of the faults and failure scenarios covered by 

underlying formal system models (e.g. Markov chains). The weak 

points are (i) the mentioned SSE issues and (ii) the strong 

requirements to the underlying models. In other words, the 

analytical methods can evaluate only those reliability related aspects 

that are covered by the underlying system model. Therefore, they 

are either used manually to evaluate high-level and abstract system 

models or various methods for automatic generation of formal 

system models out of their available design models are applied. 

Alternatively, with a detailed and executable system model on hand, 

simulative approaches based on various Monte Carlo simulations 

allow for fault injection analysis. These methods require a large 

number of simulations in order to obtain statistically confident 

results, especially taking into account small real-world fault 

activation probabilities, or the application of specialized techniques, 

e.g. rare event simulation [23]. 

Early and late analysis: Commonly, analytical methods are 

applied in the early phases of system development. At this time the 

system is already modeled with rather high-level and ―analyzable‖ 

models. The benefits of the early analysis are quite obvious, the 

drawbacks uncovered in the early phases are much cheaper to 

eliminate. On the other hand, the simulative methods require 

executable models, or already (partially) implemented system 

components. The analysis of such models with the analytical 

methods is questionable because of their high complexity that leads 

to SSE issues. However, the simulation with fault injections allows 

the detailed evolution of the effects of particular faults and errors. 

For instance, it is possible to inject typical errors of computing 

hardware such as single and multiple bit-flips, sensors faults such as 

offsets, stuck-at faults, and noise, and network errors such as time 

delays and package drops, in order to observe system fault-tolerance 

characteristics. 

Model errors and data errors: It is important to note that the 

detailed dependability analysis requires not only more powerful and 

complex models but also more probabilistic parameters such as 

component level reliability properties, probabilities for separate 

failure modes, data error propagation probabilities, information 

about system operational profile, timings, synchronization protocols 

and so on. Usually, it is very hard to obtain such numerical data. 

Therefore, it could happen that all benefits of the sophisticated 

reliability models will be neglected by the lack of the required 

numerical inputs. 

4. Model-based System Engineering and Model-

based Dependability Analysis 

Model-based system engineering (MBSE) is a key enabler of 

building complex systems of systems that satisfies the Industry 4.0 

design principles. After the specification of general requirements, 

the development of any system continues with the design phase. 

This phase addresses the creation of various system abstractions 

that we call ―models‖. Models are always restricted to describing a 

specific system behavior with respect to a certain view on the 

system under consideration. In our case, when dealing with 

advanced mechatronic and cyber-physical systems, we need the 

following three fundamental views: (i) functional view (interlinked 

functional dependencies), (ii) procedural view (logical and dynamic 

relations), and (iii) hardware/software architecture view (real 

physical entities realizing the functional and procedural system 

properties). Therefore, any valuable modeling paradigm must 

inherently support these three fundamental system views. 

Although systems design, in general, is inherently closely 

linked to working with models, the meaning of the term ‗model-

based design‘ goes far beyond this. Assuming the readiness of 

appropriate system models (i.e. containing the relevant views) in 

terms of formalized models and computerized models, the model-

based design paradigm tends to derive new and ‗hidden‘ 

information out of these baseline models using appropriate methods 

for processing and manipulation of these models. Preferably this 

processing is done in an automated way using computerized tools. 

The industry tends to automated model-based or model-driven 

development processes. Starting with the early system design phase 

the models are filled up with details up to the development of a 

complete functional system. We observe this especially in safety-

critical domains such as automotive, aerospace, and industrial 

automation. Structural and behavioral system models extended with 

reliability properties of system components is a common starting 

point of the quantitative reliability analysis. Several well-known 

and widely used modeling paradigms that are suitable for the 

heterogeneous CPS are discussed in this section.  
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UML with its extension SysML (Unified and Systems 

Modeling Languages) [24, 25] is a popular and universal design 

approach. UML models are very general and can cover all phases of 

the system development life cycle, while SysML is a large profile 

that specifies the UML for system engineering applications. 

UML/SysML is well structured and standardized. UML/SysML 

Profiles such as MARTE and DAM extends the models with design 

capabilities including the reliability evaluation. 

AADL (Architecture Analysis & Design Language) [26] is a 

framework for the model-based engineering of embedded real-time 

systems. AADL has certain similarities with SysML. However, 

ADDL is strongly oriented to software and hardware co-design of 

real-time systems and has inherited analytical capabilities. AADL 

and its dialect SLIM have interfaces with analytical tools including 

COMPASS for reach reliability and performance analysis, PRISM 

for stochastic model checking, and OpenFTA for fault tree analysis. 

The AADL Error Annex extends AADL for reliability analysis. 

Simulink and Stateflow [27, 28] is the dominating modeling 

paradigm for dynamic systems, control systems, and digital signal 

processing. Simulink provides a ―native‖ interface for control 

engineers in the form of combined block diagrams (Simulink) and 

state charts (Stateflow). This Mathworks tool set includes built-in 

code generation and deployment mechanisms. Following the 

concept ―development through design‖ this paradigm gives less 

design freedom than UML/SysML and AADL, but for the particular 

system, domains allow a designer to solve the tasks with less 

overhead. 

The mentioned models extended with component reliability 

properties are common starting points for the quantitative reliability 

analysis. Transformation methods for the discussed baseline system 

model exist: from AADL to SFT [29, 30, 31] and to Markov models 

[32, 33]; from Simulink to SFT [34], DFT [35], and to Markov 

chains models (CTMC) [36]; from UML to DFT [37]; from SysML 

to SFT [38, 39], DFT [40], and Markov chains (Prism models) [41]. 

Also, more specific modeling paradigms relevant to Industry 

4.0 are available. For example, AutomationML is a neutral data 

format based on XML for the storage and exchange of plant 

engineering information, which is provided as an open standard. 

The goal of AutomationML is to interconnect the heterogeneous 

tool landscape of modern engineering tools in their different 

disciplines, e.g. mechanical plant engineering, electrical design, 

HMI development, PLC and robot control. 

4. Expected Challenges for Dependability Analysis 

Industry 4.0 implies that the systems will become more: 

1) complex from structural (more components and interfaces) 

and, especially, from behavioral (more operational modes, 

profiles) points of view; 

2) heterogeneous in terms of sophisticated software, 

computing, and network hardware, smart sensors and 

sensor arrays, actuators, physical parts, new revolutionary 

HMIs, and human operators themselves; 

3) distributed that in one hand will lead to more complex and 

also heterogeneous communication protocols, imperfect 

synchronization issue (delays, drops, jitter), transmission 

errors, and, in another hand, to spatially distributed 

control loops; 

4) adaptable and autonomous, again sophisticated software 

components, system self-adaptation, untrivial resilience 

and fault tolerance mechanisms, and artificial intelligent 

components. 

Complex software, autonomy, adaptability, and sophisticated 

fault tolerance mechanisms will exclude the possibility to utilize 

static reliability evaluation methods such as fault trees, event trees, 

or reliability block diagrams. Thus, only the dynamic method based 

on Markov chains will be able to cover the behavioral complexity 

of the systems. Manual generation of the dynamic models is not 

possible because of the increasing system complexity. So, the 

discussed automated transformation methods from the baseline 

MBSE models to analytical models will be used. 

Increasing behavioral complexity will result in untrivial failure 

scenarios. So, classical dependability metrics (failure rates, MTTFs, 

etc) shall be extended with highly-customizable resilience metrics 

such as ―the probability of system recovery after a specified system 

failure during the defined time interval‖. This will require the 

application of the state of the are probabilistic model checking. The 

state space explosion issues shall be addressed with the automated 

application of the optimization methods including, model slicing 

and nesting, compositional aggregation, weak bisimulation, 

confluence reduction, symmetry reduction, and partial order 

reduction. The mentioned optimization methods are discussed well 

in [44] in the context of dynamic fault trees. 

Model-based system engineering models for Industry 4.0 shall 

be unified and ―by default‖ extended with the dependability 

properties and the capabilities of automated dependability analysis. 

System adaptability and changeability have to be taken into 

account. So either the MBSE models shall describe possible system 

reconfigurations in the future and the dependability models has to 

be able to evaluate all possible scenarios or the dependability 

models has to be dynamic and shall be incrementally updated and 

applied online before each system reconfiguration.  

The transition of Industry 4.0 will also require to revisit the 

classical human reliability models. The available models need to be 

seamlessly integrated into the dependability models that describe 

the software hardware and physical parts. 

Last but not least, we see the coming of the Artificial 

Intelligence (AI) storm on the horizon in many high-tech areas 

including system dependability. Currently, AI enters the safety-

critical industrial domains including industrial automation. Modern 

reliability and resilience assessment methods were developed for 

classical systems and cannot cover the emerging safety-critical 

Deep Learning (DL) based components. So it is important to make 

DL-based components more reliable and resilient using sensitivity 

analysis and efficient selective protection. The effects of common 

hardware faults such as sensor faults (noise, offset, freeze, drift), 

network faults (delay, package drop), and computing hardware 

faults (bitflip, stuck-at 0/1) on the accuracy of the DL-based 

components need to be evaluated in order to identify effective fault-

tolerance mechanisms for the DL-based components. 
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