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Abstract: The article attempts to determine the level of use of methods increasing the security of information resources among the SME 

sector enterprises declaring the use of information security risk management methods. Research was carried out to determine the scope of 

use of risk management methods in the aspect of actions taken in the area of security of the intangible assets. Also the so-called "human 

factor" in the information protection process was taken into account. An attempt was made to determine how business entities use risk 

assessment in any form and how many of them use (and to what extent) the recommendations described in the ISO/IEC 27005 standard.  
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1. Introduction 

The majority of enterprises operating on the market process 

information in digital form. Data stored in paper form currently are 

a negligible part of all processed information and constitute rather 

an "analog copy" of a digital record. In addition, information is the 

company's most valuable resource. Processing information in a 

digital form involves the risk of its loss, destruction or takeover by 

third parties. This is primarily due to the fact that virtually every 

information system of a business entity operates in a local network 

with a direct connection to the Internet. Thus, potentially unsecured 

data and information resources can be accessed from virtually 

anywhere in the world. Therefore, it becomes necessary to develop 

appropriate principles of information management, implementation 

of specific safeguards, and identification, analysis and assessment 

of information risk. The risk management process is particularly 

important. Identifying the weaknesses of both the company's IT 

system and ways of securing digital content is a starting point in 

determining potential threats and the occurrence of unwanted 

incidents. 

2. Theoretical outline of risk management in the 

area of information security  

Risk management is the main area in the information security 

management system in business entities. This process can be 

divided into six main stages forming a closed loop [1,2]: 

 Context Establishment; 

 Risk assessment consisting of: 

o Risk identification; 

o Risk analysis; 

o Risk evaluation 

 Risk treatment; 

 Risk acceptance; 

 Risk communication and consultation; 

 Risk monitoring and review. 

Closed loop proves that this process is being repeated successively 

in entities, and security management is continuous. Any, even the 

slightest change in the information system should generate the need 

to re-perform the risk management procedure. A detailed theoretical 

description of the individual stages of risk management together 

with the methods currently used in organizations for estimating the 

appropriate quantities could successfully constitute material for a 

separate book publication. In this article, in the theoretical part, only 

definitions of elements of this process are provided. The stages of 

risk management are graphically presented in Figure 1. This is a 

model contained in the international standard ISO/IEC 27005 [3]. 

 

 
Fig. 1 Stages of risk management in the field of information security in 

business entities. 
Source: [4] 

 

These stages are a logical sequence of actions aimed at minimizing 

or, in exceptional cases, eliminating potential risks affecting the 

security of digital resources [5]. They "recognize" potential 

information threats, allow you to accurately determine the structure 

of your own information system - identify its strengths and 

weaknesses. They allow the company to be identified as part of a 

wider, regional, national and perhaps even global information 

exchange system. The individual stages of risk management can be 

briefly characterized as follows: 

1. Context Establishment - involves analysing the business 

and organizational environment of the enterprise. It consists in a 

detailed separation of external and internal factors affecting 

information processing in the enterprise [6]. In the case of external 

factors, the most common ones include: competition of the business 

entity, relations with clients and business partners, political and 

cultural environment, technological environment in the aspect of the 

possibility of using the existing potential [7]. The legal environment 

and related rights and obligations of the organization associated 

with the processing of information resources are also important. In 

the case of internal factors, we are talking about: organization of 

information processing within the enterprise, organizational 

structure, strategy and goals of the economic entity, the potential of 

the organization (technical, resource, knowledge, etc. potential). 
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2. Risk assessment - a key element of the information 

security management system. The first stage is to determine the 

causes and ways of materializing unwanted incidents. As part of 

risk identification, it is necessary to list all database resources, all 

security measures used and usable and to list all possible threats and 

vulnerabilities [8]. An inventory of assets should be made, in 

particular: software, hardware, technologies used, locations and 

people. It is very important to identify individual thematic areas in 

the field of information processing, specification of groups, teams, 

people who have access to information areas in a specific way and 

scope. It is important here to take into account the human factor, i.e. 

the human impact on information security - identification of 

strengths and weaknesses in the aspect of information security. 

Thus, it is necessary to determine the level of knowledge and 

experience of individual employees. This is a difficult task, but 

necessary in the times of continuously emerging social engineering 

techniques. In terms of the human factor, it is also necessary to 

specify the level of possibilities for conducting possible trainings 

for employees of the business entity - training facilities. Many 

techniques [9] are used to identify risk. The most important of them 

include [10]: 

 review of the documentation; 

 information gathering techniques, which include: 

brainstorming, Delphi technique, surveys and root cause 

analysis (RCA); 

 checklists based on an analysis of similar projects from the 

past; 

 analysis of project assumptions; 

 techniques based on diagrams: cause and effect diagram, 

impact diagrams, block diagrams; 

 SWOT analysis; 

 expert assessment. 

The second stage of risk assessment is its analysis. It allows with a 

certain approximation or probability to estimate the occurrence of a 

threat and its impact on information security. 

Many methods of risk analysis are used in management theory and 

practice (CRAMM, COBRA, MARION, FMEA, OCTAVE, 

MEHARI, ISACA and others) [11, 12]. Many business entities 

develop their own proprietary methods. Generally, they can be 

divided into 3 groups [13]: 

 Quantitative methods - in which attempts are made to 

quantify the probability of their occurrence and potential 

losses; 

 Qualitative methods - based on the assessment of threats, 

their significance and possible losses associated with 

them, based on good practices and experience of a person 

or group of assessors; 

 Mixed methods - using elements of the above two 

methods. 

The third stage is risk assessment. It allows us to answer the 

question: is the risk acceptable? Whether any consequences of its 

occurrence constitute, or not, serious problems for the enterprise. At 

this stage, the risks are prioritized and in case of their occurrence 

the priorities for action are defined. The so-called residual risks are 

also specified, i.e. risks that remain after all possible or 

economically reasonable steps have been undertaken to avoid those 

risks. Risk assessment is an introduction to the stage of risk 

management. 

3. Risk management means a specific set of actions to be 

undertaken in relation to the estimated risks [14]. It aims to provide 

certain options that will reduce or eliminate the risks if they occur. 

Risk management should take into account the effects of the risk 

(be proportionate to them) and should be cost-effective. The most 

common risk procedures include: 

 Risk avoidance - implemented through resigning from 

certain actions that cause risks, replacing some actions 

with other, less risky ones, etc. 

 Risk transfer - consisting in transferring responsibility for 

the effects of risk to another entity. This includes, for 

example, insurance, guarantees, employment of 

subcontractors (separate business entities) for selected 

risk-taking activities. 

 Risk mitigation - a set of methods that reduce the 

likelihood of risk occurrence to an acceptable level. 

 Risk acceptance - means the fact of knowingly accepting 

the risk and not taking any action to reduce it. It occurs 

most often in case of the absence of appropriate 

countermeasures despite access to all possible information 

related to the subject. It should be noted that accepting 

risk without first thoroughly investigating the 

phenomenon with as much information as possible can be 

considered as ignoring risk. We distinguish active and 

passive acceptance of risk. Active acceptance assumes 

creating a contingency plan in the event of a risk. In the 

case of passive acceptance, there is no contingency plan 

and no actions are taken [10].  

4. Risk acceptance is the stage at which decision makers accept 

the risks developed in previous points of risks, their possible 

effects and established actions. Dealing with risk seems to be 

satisfactory [15]. 

5. The risk communication and consultation stage is a kind of 

stage covering all 4 previous stages. It runs in parallel and 

allows communication between decision-makers and other 

interested parties within the scope of the exchange of 

information on the risk and reaching agreement on the risk 

management [16]. 

6. The risk monitoring and review stage is a continuous process of 

tracking the risks and effectiveness of the security measures 

implemented by the organization [17]. It involves assessing the 

procedures developed as part of risk management and 

estimating their timeliness. It enables the analysis of the state of 

the information system - its possible changes, needs for 

updating and, as a consequence, conducting a new risk 
management procedure, taking into account all its stages.  

The risk management scheme according to ISO 27005 is quite 

flexible and allows decision-makers of business entities to repeat 

any given stage of the process. At the same time, it is consistent in 

their implementation, not giving the opportunity to bypass any of 

them [18]. Thus, the authors of the scheme indicate that risk 

management is not a "rigid" process. Its course largely depends on 

the business entity, its needs and experience in the field of risk 

management. The authors of the scheme and other provisions of the 

standard also do not divide business organizations depending on 

risk management. Thus, specific guidelines are equally valid for 

small, medium and large enterprises. Certain 'framework' of 

proceedings is identical, however: the scope of analysed issues and 

the way of functioning of information systems in enterprises are 
changing. 

3. Research results and discussion 

Research using the CAWI (Computer-Assisted Web Interview) 

method was conducted in the period from January 2019 to June 

2019 in 117 enterprises of the SME sector in the Silesian 

Voivodeship in Poland. The selection of enterprises for research 

was made using the purposive sampling method, taking into account 

the following condition: the business entities carried out to any 

extent the risk analysis of information security. People directly 

involved in business organizations in information security processes 

were asked to complete the survey. The survey was placed on the 

website of the author of this article. Requests for completing the 

survey were sent by e-mail to companies' email addresses and were 

communicated directly by phone. 

The first question (Table 1) concerned the definition of resources 

and areas taken into account when assessing risk in business 

entities. The question includes traditional areas of information 

processing as well as those related to the human factor. All 

respondents declared here the area of hardware resources - thus 
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recognizing them as the most important in the information 

management system. Most of the respondents (98%, 99%, 98% and 

99% respectively) also included: software resources, database 

resources, used security measures, and potential threats. Slightly 

less, because 87% also include technologies used in risk 

assessment. The above areas constitute a classic canon in the probed 

business entities in determining potential risk. Only slightly more 

than half of enterprises identify vulnerabilities in their information 

systems. This is quite surprising, since the vulnerability area should 

be one of the starting points when assessing risk. It follows that the 

potential effects of a threat are determined without establishing a 

precise genesis of the possibility of their occurrence. This is a 

methodological error showing the fundamental lack of knowledge 

among those responsible for the protection of intangible resources.  

Table 1 Answers of the respondents to the question: Please indicate which 

areas of risk identification do you include in the process of risk estimation 

1 hardware resources 100% 

2 software resources 98% 

3 database resources; 99% 

4 locations of information resources 26% 

5 used security measures 98% 

6 technologies used 87% 

7 potential threats 99% 

8 identified vulnerabilities 54% 

9 level of training 14% 

10 employee susceptibility to social engineering methods 29% 

11 employee knowledge 38% 

12 employee experience 18% 

Source: own study 

Most business entities surveyed do not take human factors into 

account when estimating risk [19]. The highest result obtained in 

this group of areas is employee knowledge of 38% and social 

engineering methods with a result of 29%. Employee knowledge 

significantly affects information security. Knowledge of new 

techniques and technologies of protection as well as used attack 

techniques allows for an appropriate response from the employee. 

In addition, having knowledge about information security, the 

employee properly organizes the workplace (also in the virtual 

space) so as to minimize the risk of any incident. Therefore, it is 

surprising that only 38% of respondents pay attention to this. The 

training aspect is completely negligible (only 14% of responses). 

The pace of development of information management methods in 

digital form and the pace of development of more and more new 

techniques of digital aggression force continuous expansion of 

knowledge in this area. This applies not only to people who are 

formally responsible for security, but to any employee who 

processes any information. Therefore, when estimating risk, special 

attention should be paid to e.g. the planned frequency of training - 

this will reduce the likelihood of multiple incidents. 

The next question concerned methods used by company 

representatives when assessing the risk of information security 

breach (Fig. 2). 

 

Fig. 2 Answers of the respondents to the question: Please specify which 

methods of risk assessment do you use in your company? 

Source: own study 

 

Most respondents indicated qualitative methods. Only 8% of the 

surveyed entities use mixed methods and none of them uses only 

quantitative methods. Where do these proportions come from? This 

probably results first of all from the specificity of the area in which 

the risk is determined, and secondly from the level of difficulty of 

individual methods. The area of information and the associated risk 

of security breach and, consequently, the area of resulting effects is 

sometimes difficult to quantify. Example: how to quantify the level 

of loss of reputation among customers of a business entity after 

occurrence of a specific incident? It seems to be very difficult; or: 

how to quantify the level of confidence of business partners in an 

enterprise that has a given information protection system. There are 

more examples of this type. That is why economic organizations 

very often lean towards qualitative methods in which (to simplify) 

the level is expressed subjectively on a descriptive scale (low, 

medium, high). The benefits of qualitative methods are [20] as 

follows: 

• no need to value information (its availability, confidentiality, 

integrity) - it is very difficult and sometimes impossible - the value 

of information is a relative and variable concept; 

• no need to estimate the costs of recommended risk management 

methods or calculate potential profit / loss; 

• the possibility to identify general, significant risk areas; 

• the possibility to consider and take into account, when estimating 

risk, the aspects that are very difficult to measure, such as company 

image, organizational culture, etc.; 

Qualitative methods are more understandable to most people - they 

do not contain a complicated mathematical apparatus. For example, 

considering the answers in Figure 3, almost half of the respondents 

carried out a risk analysis only because of a certain requirement 

dictated by the introduction of the provisions of the GDPR. As 

much as 26% also perform the analysis less than once a year. 

Therefore, it should be assumed that all these business entities take 

up decisions guided by the choice of less work effort.  

Going back, however, to risk assessment methods, despite the fact 

that none of the entities declared to use only quantitative methods, 

8% declared mixed methods in which there are elements of methods 

containing a mathematical apparatus. Quantitative methods bring 

several benefits [20]: estimation and results are objective and 

comparable, the value of information is expressed in money and the 

results of risk estimation are expressed in to dimensions: financial 

and percentage. It should be assumed that 8% of business entities 

have more objective risk assessment results than the rest. 

8%

92%

0%

0% 20% 40% 60% 80% 100%

Mixed method

Qualitative method

Quantitative method
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Fig. 3 Answers of the respondents to the question:  How often do you carry 

out the various stages of the risk management process 

Source: own study 

 

As mentioned in the theoretical part of the study, risk management 

processes in the aspect of information security should be carried out 

in full whenever any element of the information system is changed. 

In the case of the surveyed business entities, only 19% declare this 

type of practice (Fig. 3). This may be due to the fact that only 28% 

of the surveyed enterprises take into account the recommendations 

of the ISO/IEC 27005 standard and 11% only part of the 

recommendations described in that standard (Fig. 4).  

 

 

Fig. 4 Answers of the respondents to the question:  Do you include ISO/IEC 

27005 recommendations in the information security risk management 

process? 

Source: own study  

The majority of respondents (61%) admit that they do not apply the 

recommendations of an international standard during risk 

management. In a sense, this coincides with the answer to the 

question about the frequency of risk management. Entities that 

implement these procedures only because of the entry of the GDPR 

probably use ready-made (template) solutions offered by 

commercial companies for risk analysis. This, of course, does not 

mean that the lack of consideration of the ISO standard is 

equivalent to poor quality of the analyses. However, it should be 

assumed that they may slightly differ from standards generally 

accepted in the world. 

The next, and last question asked to the respondents concerned the 

awareness of the respondents about the impact of the human factor 

on the security of information resources (Table 2). 

Table 2. Respondents replied to the question: Please specify to what extent 

(1- smallest, 5-largest) in your enterprise the information security may be 

influenced by the following factors 

1 social engineering activities  1.9 

2 lack of knowledge 3.8 

3 lack of experience 3.2 

4 indifferent attitude to the work performed 1.6 

5 fatigue 1.4 

6 intentional, harmful actions of employees 1.1 
Source: own study 

Persons responsible for information security were asked to estimate 

the likelihood of factors having a negative impact on intangible 

assets directly related to employees. Thus, an attempt was made to 

answer the question: is the human factor in business entities treated 

equally seriously with other threats? According to respondents, the 

biggest threat is the lack of appropriate knowledge and experience 

among employees. This is the right approach - taken into account in 

38% of process in the area of risk identification (Table 1). This may 

not be a highly satisfactory result, but quite optimistic compared to 

the other answers. In the adopted Likert scale from 1 to 5, the 

respondents estimated below the value of 2 the impact on 

information security of such factors as social engineering activities, 

indifferent attitudes to their work, fatigue or deliberate, harmful 

activities of employees. This is a surprising result, because IT 

security specialists officially confirm that cybercriminals use 

fraudulent tricks on a large scale to gain access to confidential 

company information and manipulate employees, and the human 

factor is the biggest challenge for companies in ensuring the 

expected level of security [21]. So how to justify the answers 

received? - perhaps respondents speaking about their own 

companies do not believe that these factors occur in their companies 

and employees are properly prepared in this aspect. But if one 

adopts this way of reasoning, the question should be asked: on what 

basis do they make such assumptions, since training in such a 

dynamically changing area of knowledge is marginalized at the 

stage of risk assessment (14% - Table 1). 

4. Conclusions 

Information security is currently one of the most dynamically 

developing areas of information management. Risk management is 

the crucial from the point of view of protecting intangible assets. It 

allows, as a result of the conducted identifications, analyses and 

assessments, to implement an effective information security policy 

in a business entity. Risk management is a process and as such it 

requires special diligence at every stage carried out. Each stage is 

the result of the previous one and contributes to the next one. That 

is why it is very important to follow specific guidelines described in 

detail in international standards: the guidelines to guarantee the best 

possible results.  

This article includes research conducted in 117 business entities of 

the SME sector. The results obtained outline the overall picture of 

how the risk management process works in practice. Both strengths 

and weaknesses of this process are highlighted. Little interest of 

enterprises in the human factor in risk assessment and in identifying 

potential dangers caused by employees has been revealed. The 

research results encourage further observation of enterprises in the 

field of risk management, which will allow in the future to estimate 

the rate of growth of the awareness of business entities within the 

scope of use of recommendations of international standards. 
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