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1. Introduction 

Cloud-based e-learning is one of the fastest growing 

information technologies that offers powerful cloud-based e-

learning products [1-2]. Cloud technologies have numerous 

advantages over existing traditional e-learning systems, but at the 

same time, security is a serious problem in cloud e-learning. To 

prevent the loss of valuable user data due to security vulnerabilities, 

appropriate security measures must be followed. Cloud-based e-

learning products must meet customer security needs and address 

various security threats. In this paper, we consider key security 

issues when using cloud computing in e-learning systems. 

2. E-learning cloud architecture 

The cloud architecture of e-learning is mainly divided into five 

levels [3] called: the level of hardware resources, the level of 

software resources, the level of resource management, the server 

level and the application level. The cloud architecture of e-learning 

is illustrated in Fig. 1. 

 

   Fig. 1. Cloud architecture of e-learning. 

The level of hardware resources is the lowest level of cloud 

infrastructure, which provides the computing power of electronic 

education. To ensure the smooth operation of cloud services for e-

learning systems, physical memory is dynamically expanding, and 

is scaled at any time to add additional memory. 

The software resource level includes an operating system and 

application software for developers and users of the cloud 

infrastructure. 

The level of resource management plays an important role in 

the weak relationship of software and hardware resources. Using the 

idea of virtualization, it provides uninterrupted distribution of 

software on demand for various hardware resources of the cloud 

infrastructure. 

The service level is divided into three levels: IAAS 

(Infrastructure as a Service), PAAS (Platform as a Service) and 

SAAS (Software as a Service). These service levels help cloud 

clients use various types of cloud services, such as software, 

hardware, and infrastructure services. 

The level of applications differs from all other levels in the 

cloud-based e-learning architecture, as it forms the basis of 

components for e-learning and serves to create training content, 

content delivery, educational platform, assessment of learning and 

education management. 

3. Problems of ensuring services of cloud 

calculations for electronic education 

As was shown above, there are three models of cloud service 

delivery: 1. Software as a service (SaaS), 2. Platform as a service 

(PaaS) (), 3. Infrastructure as a service (IaaS). This article addresses 

security issues in each of these groups. 

Software as a Service (SaaS) - allows multiple users to work 

together with ready-made software. Therefore, in SaaS, the user is 

completely dependent on the software vendor. To ensure proper 

security measures, the software vendor must ensure the security of 

the training data so that it is not possible for several users to see 

each other's data. The educational institution must be sure that the 

cloud service provider will only process data in accordance with its 

instructions, that it will take appropriate measures to exclude 

unauthorized access to the data, its modification or destruction. 

Platform as a Service (PaaS) provides a computing platform and 

system software as a service. PaaS provides services for software 

developers. These include platforms such as Google App Engine, 

Salesforce, Windows Azure and others, which allow you to create 

programs and corporate sites in Java and Python. PaaS providers 

provide services for application development, deployment, team 

collaboration, web services integration and testing [4]. 

The main security threats to the PaaS layer are data location and 

privileged access. In the United States and many EU countries, 

universal safety standards and data privacy laws have been set for 

data placement problems. For example, the General Data Protection 

Regulation (GDPR) of April 27, 2016, valid in all EU countries, 

they never allow sensitive data to move from the country [5-6]. For 

violation of the rules for processing personal data, fines reach 

millions of euros. 

Based on the location of the data, the PaaS model provides 

reliability for its customers. To ensure reliable data storage at the 

PaaS level, the user must choose a reliable encryption method for 

accessing data, maintain high standard data confidentiality, require 

legally executed contractual obligations of security mechanisms 

from the cloud provider. The cloud service provider must have 

technical solutions to prevent unauthorized access for users and 

support the principle of separation of duties for privileged users in 

order to prevent and detect malicious insider activity. 

When storing encrypted data in a cloud storage, decryption keys 

must be stored securely in other disintegrated systems [7-8]. If the 

cloud user system allows the cloud service provider to process 

unencrypted data, the cloud service provider must ensure that the 

data is protected from unauthorized access, both inside and outside. 

Infrastructure as a Service (IaaS) allows you to use many 

resources, such as servers, storage, networks, and other computing 

resources; it is hosting for a virtual machine. In the event that IaaS 

provides complete control and management of resources, users can 
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safely run any software on dedicated resources. In this case, an 

agreement is reached between the user and the cloud provider on 

the SLA (Service Level Agreement), which describes the services 

provided, the rights and obligations of the parties. This agreement 

contains a detailed description of the services, methods and controls 

provided to ensure the security of information. 

The main types of threats in electronic education when 

providing IaaS services are DDoS attacks (Distributed Deny of 

Service Attack), MITM attack (Man In The Middle), DNS attacks, 

etc. The purpose of a DDoS attack is to make a cloud service 

unavailable for an auto-customized user. In this case, the 

cybercriminals use SYN flood (TCP connection requests), in which 

the entire server channel is simply clogged with connection 

requests. SYN flood is one of the types of denial of service network 

attacks, which consists in sending a large number of SYN requests, 

overflowing the connection queue on the cloud server. 

Another common threat while providing IaaS services is the 

MITM attack, when an attacker introduces himself between two 

legitimate users of the network. An attacker establishes a 

connection between two users and tries to take possession of the 

information sent by them to each other [9]. 

Recently, in a cloud environment using the IaaS service, 

hackers have used this kind of 

instantly change the parameters of the transaction, as well as the 

pages of the user's request, is completely transparent to the victim. 

4. Safety measures of cloud computing services for 

electronic education 

While providing cloud services for an electronic university, to 

ensure the security of information, special attention needs to be paid 

to protecting hardware and virtual data processing devices, as well 

as communication channels. It is necessary to provide the following 

safety criteria [10-11]: 

· Control of identification and authentication of subjects and 

access objects; 

· Protection of computer storage media; 

· Ensuring the necessary level of cryptographic and anti-virus 

protection of stored and transmitted information; 

· Protection of the cloud server, communications and data 

transmission; 

· Adoption of firewall measures. 

In order to protect data from confidential information leakage, it 

is necessary to use strong encryption methods for network traffic to 

control data flow in the network: Secure Socket Layer (SSL) and 

Transport Layer Security (TLS). These security levels will help 

protect against traditional network problems such as MITM attacks, 

IP spoofing, port scans, sniffing packages, etc. 

Attacks today have become complex and multi-level, evil-wills 

choose specific targets and take a long time to prepare for an attack 

in order to hit precisely the most vulnerable elements. The evolution 

of Internet threats has naturally influenced the development of a 

means of countering them. Today, the most effective tools for 

protecting cloud resources from external attacks from the network 

are Cloud Access Security Broker (CASB) solutions aimed at 

satisfying new security requirements. CASB is a unified tool for 

monitoring all cloud applications, resources and services, controls 

the interaction between cloud applications (access, traffic, 

downloading and data storage), the server and external users, allows 

you to identify potential threats and is focused on a high level of 

protection cloud environment [12-13]. CASB prevents unauthorized 

actions of users, detects abnormal activity, including those 

associated with the actions of various malicious programs. 

According to data published by Gartner in 2019, the leaders in the 

cloud security market are: Skyhigh Networks, Netskope, Symantec 

[14-15]. 

And the recently appeared CloudSOC Security for Cloud Apps 

software package [16] monitors in real-time transactions with 

authorized (permitted) and unauthorized cloud applications; 

implements a visualization of user activity maps for quick analysis 

of their actions; protects against threats based on extensive analytics 

of user behavior. It provides rich visibility, data movement control 

and sophisticated analytics to identify and combat cyber threats in 

all of your cloud services. 

The use of CASB tools in electronic education will make it 

possible, by analyzing the logs of "registration" and "geolocation", 

data on the time of performing certain actions in the "cloud", to 

track user actions, identify threats in real time, and identify unsafe 

applications. Machine learning tools are built into these packages, 

which provide the ability to track user behavioral actions and their 

deviation from the norm. By analyzing risk indicators, such as: 

insecure IP addresses, registration failures, activity level, inactive 

accounts, ―impossible travel‖ scenarios and their location, timely 

detection of intruders on the network. 

5. Conclusion 

The problem of data accessibility in electronic education is the 

main obstacle to ensuring the security of cloud data. A literary study 

clearly shows the risks in e-learning based on cloud computing, as 

well as its service delivery models and effective solutions for each 

attack. The listed security issues are important for management and 

the new methodology for developing secure e-learning based on 

cloud computing in the future. 

The main goal of the work is to elucidate the key security 

problems that arise when implementing cloud computing for e-

learning systems. The development of e-learning systems should be 

carried out using safety methods and internationally recognized 

standards. The system must implement security services, such as 

authentication, encryption, access control, user management and 

their permissions. 
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