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Abstract: Future of modern communication technologies of smart modern production systems is moving to wireless form of data transfer 

between devices. Thanks to use of smart devices that communicate within the network, we are talking about of interconnection of separate 

devices – Internet of Things (IoT). In connection with the implementation of standards Industry 4.0 in the manufacturing process together 

with IoT implementation into production process a new term is created – Industrial Internet of Things (IIoT). However, the implementation 

of this form of wireless communication brings some problems, mainly in field of safety and stability of data transfers. This paper provides a 

brief overview of the current state of the use of IIOT in industrial communication and production management and describes relationships to 

concepts such as cyber-physical systems and Industry 4.0. Part of the article is a proposal of communication scheme suitable for the 

implementation on model of modular production system (MPS). 
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1. Introduction 

These days, modern industries go through a transformation in 

accordance with the standards of Industry 4.0. The Industry 4.0 

standard represents a new way of approach to implementing new 

technologies in the manufacturing, otherwise known as Smart 

Factory (SF) [2], or Cyber Physical Systems (CPS) [1].  

The possibility of realization such form of production is based 

on the presumption of existence of smart devices, partially 

independent on central management and clever. These devices 

communicate with each other without any interaction with a human. 

For example, smart sensors in traffic and road control structures 

assemble information about traffic status and roads, weather 

conditions, in industry autonomous robots, conveyors, automated 

guided vehicles, actuators, etc. It is clear, that volume of transferred 

data between devices in such type of production process is huge. In 

addition, usage of classic transmission paths like a metallic or 

optical wire isn’t suitable solution.  

The solution is to connect smart devices wirelessly. The pros of 

this connection method is independence on infrastructure, but there 

are more cons. Firstly, there is low stability of connection due to 

mobility of endpoints, therefore this kind of data transfer means 

lower connection stability. Secondly, the wireless transfer doesn’t 

meet requirements on communication security due to uncontrollable 

signal spreading in area. 

In addition, process control is time highly depended process. 

Not just a connection failure, but only delay in process control may 

result into material damage or injury to a human operator. 

In area outside time-depended process control is often used term 

for wireless communication of smart devices, the term Internet of 

Things (IoT). IoT is a well-known concept, which represents the 

next generation of products and communication between them. It 

has a direct correlation with Industry 4.0 standard, where the 

existence of smart products is one of the prerequisites for the 

intelligent manufacturing implementation [3]. 

According to achieving better safety and security of 

communication in case of process control in industrial domain, 

there arises extension of IoT for industry – Industrial Internet of 

Things (IIoT). [4,12] 

Industrial IoT is a subset of IoT which requires higher levels of 

safety, security and reliable communication without the disruption 

of real-time industrial operations due to mission-critical industrial 

environments. The focus of IIoT is efficient management of 

industrial assets and operations along with predictive maintenance. 

IIoT is the network of intelligent and highly connected industrial 

components that are deployed to achieve high production rate with 

reduced operational costs through real-time monitoring, efficient 

management and controlling of industrial processes, assets and 

operational time [5]. 

2. Theoretical foundation and related work 

In the study of literature from available sources, the term 

Industrial Internet of Things can be often found in conjunction with 

terms “Cyber physical systems” “Industry 4.0”, “Cloud”, “Fog”, 

“Industrial Control Systems”, “Smart Factory” and “Industrial 

Internet” [4,5,6]. In addition, IIoT is seen as a major source of big 

data and so requires the modern technologies to handle huge 

structured or unstructured data sets [5]. Considering that IIOT is 

relatively new technology and in addition to those mentioned 

technologies, the IIOT communication is usable by wide range of 

new and modern, state of art technologies: 

 IoT for industrial Condition Monitoring and Predictive 

Maintenance 

 Intelligent robots based- IIoT for industrial applications 

 Human machine interface in IIoT for industrial 

applications 

 Smart manufacturing using IIoT 

 Plug-and-Produce, Artificial Intelligence, Computer 

Vision, Fog and Edge Computing in Industry 4.0 

 Interoperability and Integration in IIoT and Industry 4.0 

 Machine-to-machine communication protocol (OneM2M, 

OPC UA, DDS, etc.) 

 Novel Information models, standards mapping and 

software development techniques for IIoT 

 Novel network technologies applied for IIoT (TSN, 5G, 

SDN etc.) 

 Network management and industrial communication 

protocol 

 Digital Twin, Device Models, Automation Models 

 Novel applications of service-oriented architectures in 

IIoT (e.g., Microservices, REST, Serverless computing) 

 Application of Blockchain Technology in the 

Manufacturing Industry 

 Algorithms for remote IIoT data collection and filtering. 

 Emerging sensors in IIoT 

 

The whole problem area of IIOT implementation is well analysed in 

work of Boyes et al. [6]. They provided a survey of existing 

definitions of IIoT and developed own definition of an analysis 

framework for IIoT devices, together with practical classification 

scheme for those with an interest in security-related issues 

surrounding IIoT.  

Another study about IIOT status aligned with the industrial domain 

is described in work of Khan and Al-Badi [7]. They describe 

possibilities of integration of IIOT and different types of machine 

learning frameworks, focused on data processing.  
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Chen in his work [8] describes an application of IIOT in area of 

wireless sensor network. Author proposes a reference architecture 

and construction path for smart factories by analyzing industrial IoT 

technology and its application in manufacturing workshops. 

Additionally, the article offers industrial IoTs solution for 

manufacturing workshops in view of the variety of on-site 

manufacturing data, large amount of data, variable status, 

heterogeneity, and strong correlation between data, integrated key 

technologies such as WSN and RFID. Finally, the proposed system 

is analyzed from the perspective of real-time, performance and 

quality. The results show that the system is effective in the 

monitoring of production line data. Suchlike problem describes 

Huang [9]. The core of his work is about connection of devices, 

such as enterprise smart terminals, barcode scanners, radio 

frequency identification (RFID) readers, wearable devices, sensors 

and aisles and shelf beacons using IIOT and data gathering from 

monitoring system.  

IoT is experiencing exponential growth in research and 

industry, but it still suffers from privacy and security vulnerabilities. 

Authors Zhang et al. [16] solve problem with use of technology of 

blockchain in IIOT area.  They use the network model of multiple 

edge gateway in IIOT network with aiming at the security of data 

transmission in industrial Internet of Things for smart city. In 

conclusion there are simulation results. From outputs it is clear, that 

the proposed lightweight data consensus algorithm reduces the 

average hop count of data transmission, thereby reducing the 

probability of data being stolen and used algorithm achieves high 

data accuracy and ensures the safety and reliability of the IIoT.  

Security of nodes and data transfer safety is major problem for 

all wireless forms of transfer, no exception for IIOT networks. 

Requirements for safety of industrial wireless sensors network 

integrated into IOT network is well summarized in work of Alcaraz 

et al. [20]. Article contains analysis about IIOT safety from many 

points of view – attacker impact, secure channel communication, 

authentication, authorization, accountability and detection and trust 

management. In output of work is proposal of secure IIOT 

architecture that contains classic methods for securing systems in 

internet – firewall, Intrusion Detection System, etc. As a conclusion 

of this analysis, it can be stated that for the existing needs of the 

industry, it is not necessary to fully integrate the industrial WSNs 

within the Internet, and a simple capillary network with enough 

redundancy can provide all the desired functionality.  

Qureshi et al. [17] propose framework with possibility to detect 

HELLO-Flood attack, Version number attack, Sinkhole attack, and 

Black hole attack. The performance of proposed framework is 

evaluated at various performance parameters including attack 

detection accuracy, true positive rate, false-positive rate, 

throughput, and end-to-end delay.  

It is clear, that security is one of the most important property, 

therefore within area of security of IIOT networks exist many works 

of other authors [13, 14, 15]. In summary we can say, that security, 

privacy, confidentiality of information must be provided to the user. 

IoT deployment requires tremendous efforts by resolving the issues 

related to confidentiality, security and privacy threats [18,19,20,21].  

The situation is complicated due to number of standards and 

communication protocols used for interconnection within IIOT 

networks. A comparative network basis for the implementation of 

the industrial Internet of Things is provided in [10], [11]. Still exist 

number of open research areas that are less investigated [28]: 

 to develop lightweight cryptographic protocols to 

protect IoT devices against vulnerable attacks, 

 to develop preventive techniques against Traffic 

Analysis attacks, 

 to propose techniques or solutions to prevent or solve 

network DDoS attacks, 

 to develop lightweight Anti-Malware solutions to 

protect the IoT devices from Malware, 

 to develop lightweight schemes to simultaneously 

provide data security while maintaining accessibility 

to only authorized users, 

 to develop lightweight cryptographic algorithms and 

efficient key management schemes for protection of 

data confidentiality and integrity. 

 

In addition, IoT environments are continuously changing due to 

its independence. Changes may come from the service, 

connectivity, or physical layers of the IoT architecture. Therefore, 

to function appropriately, the system needs to dynamically adapt to 

its environment. Dynamic adaptation in IIoT communication is not 

just matter of protocol adaptation, i.e. data transfer without errors, 

thanks to smart communication interfaces and protocols. IIoT 

system in real environment must be able to make dynamic 

adaptations in structure and to manage the inclusion of new devices 

and devices’ transient connection [22]. There exist many research 

works in area of IIoT architecture adaptations and flexibility 

[22,23,24,25,26]  

Finally, according to the available literature we can say, that 

there are number of various issues in IIoT implementation: 

 Universal standardization is required in architecture 

 Interoperable technologies are required 

 Standard protocols are required 

 

3. IoT architecture of product oriented Modular 

Production System (MPS) 

The modularity of production systems is highly complex matter 

and deals within different areas of production. The modular 

production is realized by combining subjects – modular production 

cells into larger and complex production line - modular production 

system (MPS). The key component of this type of production 

architecture is communication.  

Modern trends in distributed production system is use of cloud 

and fog architectures. The whole structure of Cyber physical system 

can be divided into layers according to logical functions and roles 

of specific devices – physical layer, cyber layer and system layer 

(Fig.1). 

 

 

Fig. 1 Architecture for industrial smart product service system [27]. 

The physical layer is simply hardware, such actuators, 

input/output devices, controllers, sensors, etc. In the physical layer 

can be also included communication hardware (physical layer of 
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network, fieldbus, wireless). This layer also includes sensors of 

internal systems of more complex units, like robots and AGV. The 

data from these sensors are not directly linked to production 

process, but they belong to physical layer. For example, level of 

current in device (battery status), oil pressure, temperature of 

gearbox and so on. 

The main role of cyber layer is to process the data from physical 

layer. For example, data cleaning, data integration, data reduction, 

data transformation. Entities belonging to cyber layer are 

responsible for improving the data quality and ensuring the 

effectiveness and reliability of data analytics [27].  

The highest layer, the system layer is part of CPS, which is 

responsible for production process management and communication 

with other subjects and systems (statistics, communication with 

other CPS, data mining processes, prediction, ERP).  

Application of IIoT in communication makes the most sense at 

physical layer. Higher layer entities are represented by complex 

computer systems, often represented by cloud. Benefits of wireless 

communication are clear for sensors and moving elements.  

 

 

Fig. 2 Position of IIoT GATE in smart production system  

 

Devices in physical layer are interconnected using wireless 

protocol. As mentioned above, there is number of hardware 

components and communication protocols used in IOT networks. 

List of usable protocols and communication standards can be 

broken into the following layers to provide some level of 

organization [29]: 

 Infrastructure (ex: 6LowPAN, IPv4/IPv6, RPL) 

 Identification (ex: EPC, uCode, IPv6, URIs) 

 Comms / Transport (ex: Wifi, Bluetooth, LPWAN) 

 Discovery (ex: Physical Web, mDNS, DNS-SD) 

 Data Protocols (ex: MQTT, CoAP, AMQP, 

Websocket, Node) 

 Device Management (ex: TR-069, OMA-DM) 

 Semantic (ex: JSON-LD, Web Thing Model) 

 Multi-layer Frameworks (ex: Alljoyn, IoTivity, 

Weave, Homekit) 

Our proposal of communication model in testing lab in 

communication/transport layer must meet following criteria: 

 free (without licensing),  

 widely supported by hardware manufacturers, 

 perspective to future development and using 

 usable in low power communication 

 suitable for permanent connection 

From number of connection protocols [30], seems appropriate 

using of LP-WiFi (IEEE 802.11ah), classic WiFi communication 

(802.11b/g/n), Bluetooth (802.15), perhaps IEEE 802.15.4. At 

transport/network layer we suggest using of TCP/IP dual stack 

communication model, mainly using IPv6. The IPv4 addressing of 

devices is proposed for backward compatibility only with other 

(existing) systems in factory. Data exchange on higher layer – layer 

of exchange protocols – we propose using of HTTPs connection. 

For data exchange in our model are also usable MQTT, JSON and 

xml. 

 

Fig. 3 Communication stack for Smart Factory compared to ISO/OSI 

 

Due to mentioned security problems of wireless communication 

in general, the situation in CPS IIoT is much more complicated. The 

connected, always-online nature of these systems means entire 

factories could be vulnerable to often devastating cyber-attacks 

[28]. In present, there isn´t possibility to secure CPS in all levels 

and points (devices). The main problem is that devices used in 

smart grid in CPS are not smart enough (limited energy sources, 

low computing power) for implementation of complicated 

cryptographic methods and authorization mechanisms generally 

used in computer systems. There is possibility to apply standard 

security mechanisms designed for communication system connected 

to internet, which consist of firewalls, intrusion detection systems, 

2FA, honey pots. etc.  
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4. Conclusion 

Modern smart production system known as Smart Factory or 

CPS, need for their realization to implement many modern 

technologies. Basic part of all of them is information about system 

status, process parameters, device state, errors, temperatures, 

current value and much more. These data are recorded by smart 

devices interconnected within CPS. The key is reliable data transfer 

between smart grid of components and higher layers – management 

and control. Problem is that technology of communication of smart 

devices between them and to internet, known as IoT, does not meet 

the requirements for safety, security and reliability in industry. 

Industrial IoT should be an upgrade to IoT standards. There are 

many problems by real implementation and a lot of work to do for 

successful operation. This article describes trends in area of 

implementation of IIoT, discusses the possibilities of use and 

identifies the main security problems of IIoT. A part of article is 

proposal of IIoT gate and enumeration of selected communication 

protocols suitable for data transfer with possibility of securing the 

communication using standard security methods. 
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