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Abstract: For many years, passive optical networks (PONs) have received a considerable amount of attraction regarding their potential for 

providing broadband connectivity for every user: from the customer's point of view. However, Internet services providers (ISPs) must rely on 
producers of technologies to secure data. This article proposes additional opportunities to ensure data protection. PONs use their 

encapsulation method in optical domain transmissions. That is why it is necessary to solve security questions before optical line termination 
(OLT). When data are forwarded from the optical to the electrical domain, it is possible to evaluate time with dedicated hard ware for optical 

networks. Own developed system can provide the following features: location of Internet protocol (IP) address, anomaly detection in traffic, 
ransomware detection based on similar behavior during data transmission, testing of defined address, usage of maps with defin ed IP ranges, 

providing all information on independent hardware via web page.   
Keywords: PASSIVE OPTICAL NETWORKS, IP NETWORKS, CLUSTERING ALGORITHMS, INFORMATION SECURITY 

 

1. Introduction 

Nowadays, the world is increasingly facing many types of 

cyber-attacks [1]. Attackers usually use malicious software to gain 
data and access to clients' computers. One of the malicious codes is 

the so-called Ransomware. It typically generates cyclically 
repetitive communication with command and control points or non-

existent domains. This behavior can cause an anomaly that can be 

observed and analyzed. 

Aequor Tracer (AT) software and hardware were designed for 
this monitoring and analysis. The solution is based on the Internet 

Information Services (IIS) which is running on a server.  The two 
basic functions of the program are: 

- Internet Protocol (IP) address position decision and 

localization.  

- Behavior analysis of traffic and detecting any anomalies. 

Other AT features include a Domain Name System (DNS) 

resolver, network tools, and traffic graphs. The presented solution 
also includes a custom-created set of base maps used for 

geolocation. The diagram in Fig. 1 shows the connection of the AT 
devices to the network. Traffic between the switch and the OLT is 

captured and mirrored to the AT device.  

 

 

Fig. 1 Aequor Tracer connection. 

 

The software is optimized for operation on low-power PCs. One 
of the conditions is the possible transfer of the test equipment. The 

prototype was built from the described software and hardware with 
the signaling elements. The elements signal the occurrence of an 

alarm.  

In parallel with the development of the AT, the PON systems 
were tested for the presence of unsolicited traffic in a connection 

without direct access to the Internet. Passive research revealed the 

security risk of the Optical Network Unit (ONU). This was when 
using Common Gateway Interface (CGI) scripts. The risk allows 

receiving a response to such requests without the need to 

authenticate the user. An unauthorized person can thus gain access 
to a range of user configuration information. During an active 

survey, a network scan was performed by the Network Mapper 
(Nmap) tool [2]. Several open ports were detected. An example is 

the open Transmission Control Protocol (TCP) port 8023. This port 
could be the target of a possible attack. An inspection of the traffic 

with this target port was performed using the Endace probe. No 

activity was observed. However, the port does provide an 
opportunity for an attacker to perform a SYN flood Denial of 

Service (DoS) attack. The aim of this attack is to flood the drive 
with many TCP segments with the SYN flag set. In this situation, 

the system is unable to respond to other legitimate queries. This 
information helped in the development and testing of AT. 

2. Threat assessment principle 

Internet Protocol (IP) address positioning and localization 

The developed algorithms integrated into AT for IP address 

location detection detect whether a particular IP address lies within 

the selected map. The algorithm makes a decision based on the 
detected latitude and longitude values.  These values are used both 

for the IP address and form the background boundaries of each map. 

Two methods, clustering and intersection, were tested for the 
calculation. In the clustering method, the K-Means algorithm and 

the intersection algorithm were chosen. The distance values within 

the cluster of the map without IP address and with IP address were 
compared in the clustering algorithm.  This was used to determine 

whether a given point lies in the map.  This algorithm was 
unsuccessful when the points lay close to the map boundary. In 

contrast, the algorithm based on the crossover method proved to be 
accurate even for points lying close to the map boundary. To 

prevent the degradation point, the verification of the starting point 
was implemented. This verification is because the boundary is also 

considered as part of the map. Therefore, we chose the polygon 

intersection algorithm for the implementation. The analysis can be 
done manually in AT by entering any IP address, or automatically 

for all new incoming IP addresses [1]. 

Analysis of traffic behavior and detection of possible 
anomalies 

Traffic behavior analysis was primarily developed to detect the 

same or similar data behavior [3]. For example, to detect the 
activity of "ransomware" code which has regular characteristics 

when linking to control servers. Such analysis is possible for all 

traffic, regardless of time range and different tools. Consequently, it 
has been shown that any type of traffic has its characteristic 

trajectory at a particular viewpoint and time. This feature has 
therefore been included in this application.  

It is possible to track sources that have identical properties. 

These sources are shown in the dependency graph.  To do this, the 
lifelines algorithm is used. The converted lifelines are compared 

using the K-Means clustering algorithm to determine their 
similarity. Lifelines that are close to each other are grouped in a 

common cluster. These are evaluated as anomalies. Each lifeline 
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contains the same number of points in the same period. Because K-
Means uses a fixed number of clusters, the current version of the 

application uses the following rule for the number of clusters. The 
total number of unique IP address occurrences is divided by two. 

Thus, if the lines are identical, they are assigned to the same cluster  
[4]. 

3. Software Aequor Tracer 

The software is written in Python and uses open source 

libraries. Flask is used as a web framework. It is a microframework 
for Python-based applications with Werkzeug and Jinja 2. It is a 

Berkeley Software Distribution (BSD) license. AT can be deployed 

on both Windows and Linux operating systems using IIS or 
Apache, or run standalone without a support service for self-testing 

the application. The current solution uses Python packages and 
third-party code components. The entire solution is distributed 

under the Massachusetts Institute of Technology (MIT) license [4].  
 
Description of program blocks 

A simplified diagram of the AT is shown in Fig. 2. The AT is 
assembled from a front-end and a back-end. This allows users to use 

the functionality independently of the data updates during NetFlow 

or packet capture (PCAP) analysis that AT provides. 
The back-end is the core Flask application that includes the 

background tasks of the Flask socket.io.One task starts the NetFlow 
analyzer and the same task starts the socket that listens for incoming 

NetFlow messages. The other task starts with the PCAP analyzer. 
When the data are received, it is stored in the internal database and 

the Flask socket sends a message to the front-end. The front-end 
application is also a Flask application.  It uses @socketio.on to 

listen to incoming messages from the back-end. Receipt of the 

message means that the database has been updated with new data. 
Then processing functions such as survival function, clustering 

function, data generation function for graphs are started. These 
functions and algorithms have been described in the previous text.  

Then the data are uploaded to the graphical user interface (GUI) 
using socketio.emit. In the GUI, data and messages are processed 

using the _index.on JavaScript socket library. 

 
Fig. 2 Simplified diagram of the AT. 
 

Modified queries 

Modified queries consist of Python scripts that are designed to 

test the selected IP address. Only private addresses are selected. The 
principle is that when a private IP address arrives, the address is 

tested based on the profile chosen for testing. A profile is a set of 
tests that can be selected in the configuration. These sets are based 

on the testing performed on the project [5].  

Map sources 

The JavaScript Object Notation (GeoJSON)  format is used to 
implement the maps. It is a standard defined by RFC (Request for 

Comments) 7946 [6]. It supports geometry types such as Point, 
LineString, Polygon, MultiPoint, MultiLineString, and 

MultiPolygon. Geometry objects with additional properties are 
Feature objects. FeatureCollection objects contain feature sets. It is 

possible to use and load a custom map in a defined format or select 
our predefined map data. This option is shown in Fig. 3. We have 

created a map package that contains almost all countries. 

 

 

Fig. 3 Map selector in the app 
 

AT interface for communication and data acquisition 

The core consists of another software. It is a "socket listener". 
The software is created to establish a connection with the device. 

One part of it is a script using the SocketThread(Thread) function. It 

can therefore be used to establish a connection to any device, 
which, once the connection is established, will send a PCAP file 

continuously or in batches. Any PCAP file can be inserted into the 
application to serve as a source of traffic information. The PCAP 

file is read by the application using a Python script. 
 
AT graphical interface 

For easier work and control, the front-end of the application is 
created in a web environment. This is a modern trend that brings 

many advantages. Fig. 4 shows the main page of the application, 

which is the so-called "dashboard" for administrators. In the 
individual tabs of the application, there are additional components 

for configuration, control, and testing.  
 

 
Fig. 4 Web application GUI. 

 

Fig. 5 NetFlow Lifeline-cluster analysis. 
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AT displays both the current data flows and the number of 
messages for a given IP, see Fig. 5. 

Another graphical representation is the sigma chart in Fig. 6. The 

chart is created using the sigma JavaScript library [7]. In this graph, 
individual IP addresses are shown with dependencies on other IP 

addresses because they belong to a traffic similarity cluster. This 

view is useful for quick reference. For example, if a botnet attacked 
different sources and generated periodic traffic at different time 

intervals to connect to control servers, this cycle can be discovered. 

Fig. 6 Sigma chart. 

It is also possible to graphically represent and download the 

result of the localization analysis in the Excel Binary File Format 
(XLS), see Fig 7. 

Fig. 7 Summary of the analysis. 

4. Conclusion

The article described Aequor Tracer software for detecting 
cyber attacks in GPON networks. The article presents two basic 

functions of the software: "Internet Protocol (IP) address location 
decision and localization" and "traffic behavior analysis and 

detection of possible anomalies." Furthermore, the graphical 
environment of the program and its basic operation are described. 

The program is designed for low-power computers, is fully portable 
and is based on open source technologies. 
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