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Abstract - In this paper we have presented a framework, which proposes to adopt blockchain technology for ID card management in
Albania, to increase the security and privacy of personal data. The way how the actual ID cards in Albanian tend to offer security is by using
a microprocessor, encrypting the data in the card. However, the centralized data management systems have single points of failure that leave
the system vulnerable to attack and operational risks such as: (1) inside hacking, where unauthorized changes of personal information may
happen from the inside system; (2) fake digital identities creation or (3) sale of personal identity’s data to third interested parties. An answer
to address the above-mentioned drawbacks is a decentralized identity management system, which calls for a user-centered strategy and
returns complete identification control to the individual. Blockchain technology has the potential to revolutionize modern civilizations and
their applications. Administrative processes, security, privacy, integrity and confidentiality are some actions that could have an impact.
Furthermore, we present an analysis of previous work on blockchain-based identity management and provide a proposal use case applicable

in Albania compared to actual implementation.
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I.  INTRODUCTION

A blockchain 1D card is a chip which is used to store personal
information about the citizen that owns that card, such as: full name,
gender, national identification number, fingerprints cryptographic
keys, and certificates [1]. In the world we live today with a
technologically advanced society, digital identification is gaining
great importance. Therefore, it is necessary to create a digital identity
system to be positive and sustainable for the long term, and
furthermore to be developed as user-centered solutions that enhance
user safety, benefit and control [2]. Managing individual identities
inside a system, such as a business, network, or even a nation, is
referred to as identity management. Our reliance is on identity
information management, which aims to manage and secure our
personal information while additionally providing related services
[3]. Centralized databases are vulnerable regarding identity theft and
data breaches. As a result, some nations have looked at and
implemented blockchain applications for digital identification. The
authentication of many types of identity documents, particularly
those used for international transactions, and the prevention of data
loss are two issues that blockchain is considered to solve. The
possibility of blockchain for self-sovereign identity is also intriguing
to stakeholders [4].

A national identity card, which is provided by the government in
most countries, is the main system used for both identity verification
and at least one functional authentication purpose. Estonia and
Finland have also received recognition for their contributions to the
advancement of e-government technologies in Europe, among other
nations. The Estonian e-Residency system has now developed a new
digital nation for world citizens. To safely identify themselves and
access e-services, anyone can offer digital signatures using their ID
card, Mobile-ID, or Smart-ID. The technology can be used for
document signing, banking, payment services, and company
registration [5]. Incorporating banking, payment processing,
document signing, and company registration are all possible uses for
the system.

Creating complete identity management systems that link
people's identities throughout their lives—from birth certificates,
civil registration records, driver's licenses, and marriage certificates
to voter registration and national identity cards—represents a new
opportunity for governments [6]. Governments in developing nations
are simultaneously expected to carry out many of the same tasks that
governments in developed nations can do, including "ensuring
universal access to health care and education and administering a
wide variety of transfer programs" [7]. The approach, however, has
raised security issues because it controls the identification that gives
a person their uniqueness. Numerous instances of misuse,
duplication, or leakage of highly sensitive personal information, as
well as hacking of financial assets, are common. The nation that is
harmed suffers economic costs as a result of these security incidents.
As a result, managing one's identity becomes a crucial issue for those
working in the private sector and higher education also.
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Our focus in this paper will be on ID card management. There
have been numerous attempts to identify efficient strategies for
safeguarding data related to national identification, such as the
centralized server that Albania employed while creating its national
identity management system. But these methods continue to focus on
centralized data management systems with single points of failure,
which leaves the system open to attack, because it is possible for an
enemy to accomplish its nefarious goals of stealing, abusing, or
manipulating the data at the centralized server.

Blockchain technology eliminates the shortcomings associated
with centralized data management systems by providing
decentralized transactions and safe data management [8]. When
Satoshi first proposed the concept in 2008, it was to manage the data
for the Bitcoin cryptocurrency. A blockchain is a method for
verifying, clearing, settling, tracking, and recording the ownership of
assets as they are traded, as not a form of money [9]. This paper uses
the identity management system for Albania as a case study to offer
a proposal for a protected national identity management system
based on blockchain technology. The model addresses user identity
disclosure, authentication, and verification. The establishment of a
virtual user's true identity on the Blockchain and linking the user's
entity information to the metamask address are further ways to
thwart Sybil's attacks. Additionally, a handshake protocol paradigm
for identity disclosure is proposed, giving users the freedom to
decide which identification attribute to disclose to other blockchain
users. The creation of a web page prototype for the suggested system
is the last phase. The prototype included models that are crucial
elements of the recommended national identity management system.

In this article, the sections are divided as follows. In section Il
we will talk about the general background of blockchain technology
and related work that has been implemented in connection with ID
management. Then, in section Il the current management system in
Albania is reflected. The proposed architecture and the
implementation are presented in section IV, and the last section V
shows the conclusions and future works.

1.  BACKGROUND AND RELATED WORK

2.1 Background

Understanding this technology’s basic concepts as well as the
issues it brings up is essential. Blockchains are collections of
information known as blocks, which are linked to one another using
various cryptographic techniques. The hash code, confirmation time,
and other details identify each block. On the blockchain, there is a
digital record of everything we do identifiable, verifiable, storable,
and exchangeable signatures are present on every node of the
blockchain, enabling a chain of custody to be established from the
original owner back to the node [10].

It is important to select a suitable blockchain platform according
to the requirements and technical features of a specific
implementation. The most popular known blockchain platforms are:
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Ethereum, Hyperledger Fabric, Hyperledger Sawtooth, R3 Corda,
Stella, etc. [11]. For our implementation, we have chosen the
Ethereum platform. Ethereum [12] was developed to expand beyond
the scope of a transactional cryptocurrency and utilise blockchain
technology to introduce a decentralized framework to the internet.
Ethereum is an open platform, and we may use it to easily start a
decentralized application and set its own rules for ownership,
transactions, and state transactions [13]. Most of the smart contracts
are created by using Ethereum. A smart contract is a digital contract,
which represents self-executing programs with specific terms and
conditions and it would be executed and added to the blockchain
network once the conditions are met [14]. A smart contract is
designed to remove the requirements for a controller and create a
system of mutual trust between participants.

2.2 Related Work

According to our study, several blockchain-based identity
systems have been proposed and implemented in different countries.

In their paper [15] authors have introduced a new method of
blockchain formation for reliable storage of the personal data of ID-
card holders. In order to use the blockchain network for more than
only storing ID information and to enable the ability of access
control of data as well as boost security, they suggest a novel
blockchain structure dubbed “Blockchain Tree”. The authors believe
that the solution they propose is more secure and furthermore the
methodology for building a storage system, access control, and
document verification can be used not only for ID-cards but also for
other documents, such as driver’s licenses, education documents,
personal medical information, social security cards, etc.

Authors in [16] have proposed a model for a smart card
management system using blockchain technology in Bangladesh.
They believe that their proposed model will help the government to
secure citizens’ private information and bring transparency to their
information management.

Estonia is one of the first countries that has implemented the
Digital ID, which is powered by the Republic of Estonia. E-
Residency is a new brand of digital nation for residents around the
world. In contrast to many other nations, every Estonian possesses a
state-issued digital identity without any physical touch, regardless of
where they live [8]. Every user can securely identify themselves and
access services by providing digital signatures with their ID card.
The system is accessible to residents for document signing, banking,
and payment services [9]. For document signing and document
verification, the cards use 2048-bit RSA encryption. The Estonian
legal system fully supports the use of this technology for digital
signatures on legal documents. The advent of e-Residency is a
significant shift, making the recent news that the Estonian
government is now collaborating with Bitnation to provide e-
Residents with a public notary service based on blockchain
technology [17]. The way how identity information is managed and
authenticated could be completely altered by using blockchain in e-
Residency.

On the other hand, South Korea uses digital driver’s licenses.
This is the first digital identification card authorized in South Korea
and was approved by the Ministry of Science and ICT in September
2019 [18]. The PASS application uses decentralized identity (DID).
A brand-new class of distinct identifiers called a decentralized
identifier (DID) is used to verify digital identities that are entirely
under the control of the identity's owner. Cryptographic keys can be
used by a DID owner to prove ownership of the DID. To confirm the
validity of the issuing authority's signature on a credential, one can
also use the public key of the Document DID. There are many
advantages to using DID technology, but two stand out the most. For
starters, because credentials can be verified, it should make it much
harder to fake a driver's license. The second important advantage is
that an individual can choose how much data to make available to a
third party. For example, a driver's license indicates a person's age
and using DID, you can prove that you are over 21 without giving
your date of birth or even your name [19].

Another proposed digital identity solution is called ShoCard
[20,21], which integrates blockchain information with facial
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recognition technologies. ShoCard employs data hashing, out-of-
band communication, data matching, and two-factor authentication
to safeguard and validate identification. It also uses robust multi-key
public/private key encryption. The key topics covered are airline user
identification, secure enterprise identity verification, banking
institutions, and access to the website and application. It offers a
mobile application that lets users save identities and add hashed,
signed IDs to the Bitcoin blockchain. Once the user scans their
document, the application scans each Machine-Readable Zone
(MRZ) and keeps an encoded version on the device. Each field is
then broadcast on the blockchain, hashed in a single direction, and
signed using the user's private key [20]. The recipient's public key is
used to encrypt the local copy of the data before it is transferred via
the QR code to any third party for exposure.

uPort [22] is an identity registration method on the Ethereum
blockchain. It allows users to authenticate themselves and
communicate information with other users clearly and transparently.
uPort uses the same cryptography as Ethereum, but for a different
reason. The public key is visible to everyone and is used to complete
transactions and the private key is more like a secret phrase that only
the user knows. The infrastructure required for off-chain data
transfer and identity verification is provided by the uPort registry,
which is a unique smart contract used by all uPort identities. In
essence, it enables identities to assert their identities [22]. In 2017,
uPort partnered with the Swiss city of Zug to use its identity
management system for municipal services. In November, the Zug
government offices organized the first official citizen's identity
registration in front of a live audience. Citizens access the service
through QR codes and only need to prove their identity once with
official documentation [23].

Sovrin [24]: A non-profit corporation called the Sovrin
Foundation supervises the Governance Framework that controls the
Sovrin Network, a free service that permits self-sovereign identity on
the Internet. Users are free to secure, store, and choose the
identifying credentials they desire to use, such as a driver's license or
employment card, thanks to the decentralized nature of the Sovrin
network, which does not rely on separate databases that regulate
access to those credentials. In a private setting, the holder of self-
sovereign identity can display their credentials that can be
independently verified. Information regarding your age, gender,
education, and employment are some examples is the data that
contains the credentials. The Hyperledger Indy Project and open
standards form the sole foundation of the Sovrin protocol. All Sovrin
IDs and public keys are aliases by design. Pairwise alias identities, in
which each relationship has a unique distributed identifier, provide
the solution (DID). Any individual, team, or 10T device that checks
the identity owner's credentials can be sure that the proof or
information being supplied is accurate and timely when using the
Sovrin Network. Additionally, companies can avoid the legal
responsibilities that come with maintaining vast amounts of
potentially stolen or ill-used client data [25].

I11. ACTUALL ID-MANAGEMENT SYSTEM IN ALBANIA

In this section, we will first present the current system which is
used for id-management in Albania and the role of AKSHI which is
the National Agency of the Information Society. Albania’s present
structure The European Agenda 2020 and the Regional Strategy
SEE-2020 collaborated to create the Intersectoral Strategy "Digital
Agenda of Albania 2015-2020," which aims to improve the digital
agenda in a coordinated and efficient manner to improve living
conditions for citizens and deliver high-quality services [26].

3.1 Albanian ID Card

Identification cards for Albanian Citizens are produced by the
concessionary company Aleat Sh.p.k. ID Documents incorporate
biometric and electronic elements and use dual-embedded chips
which makes it possible to read citizens’ biometric data and identify
them. To be able to use the ID card it is needed a card reader called
MSO and its drivers, which allow the PC to communicate the IDC
microchip and read its data. Security elements are embedded within
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Albanian ID Cards: Fingerprint authentication which identifies the
owner of ID and electronic certificates allowing the IDC to be used
for electronic purposes such as Electronic Signature of eDocuments.

In case an ID document is lost or stolen, the IDC holder can
report it or go to the Company service point to revoke its
certificates, by making this ID invalid to be used by unauthorized
persons or for illegal purposes.

3.2 E-Albania

Albania state has developed a web-based portal, called E-
Albania, which is a multifunctional system and serves to provide
electronic public services to citizens and businesses 24 hours, 7
days a week. It started functioning as a project invested by
European Union in 2009 and now offers more than 600 services,
which are offered through various online systems and more than
240 institutions are connected with an e-government portal,
increasing interaction between government, society, citizens and
business [27].

The Government Interaction Platform, the fundamental
architecture that facilitates interaction with the electronic systems of
public entities, is linked to the e-Albania government webpage. The
mission of e-Albania is to be the main channel for receiving online
public administration services for citizens, businesses and public
administration employees themselves [28].

The information presented on the platform is updated by the
institutions when needed. It is linked to the Government Interaction
Platform (Government Gateway), which enables real-time data
transmission between 48 systems. The interoperability system is an
Enterprise Service Bus solution with a service-oriented design that
serves as a versatile central system. The National Register of Civil
Status for persons and the National Commercial Register for
enterprises serve as electronic databases for the electronic
verification of the information users enter throughout the
registration procedure. Using NID for citizens and NUIS for
businesses, the authentication and identification procedure is based
on the "Single-Sign-On" technique to produce a unique identity for
each user. More than 50 million transactions are generated per year.
Furthermore, 30 different types of documents can be downloaded
from the portal equipped with a digital stamp, thus reducing paper
use and saving time and money [29].

Other very important benefits that the connection of E-Albania
with the Government Interoperability Platform offers are: (1)
offering certificates and health cards; (2) facilitation of the flow of
electronic information which is necessary to provide public
services; (3) exchange of data between systems in state institutions;
(4) increasing transparency; (5) offering possibility to analyze large
volume of data, frequency of visits, number of transactions
performed per visit.

The distinctive, multipurpose government portal e-Albania is
developed and managed by the National Agency of the Information
Society (AKSHI). AKSHI processes personal data while upholding
and preserving fundamental liberties and rights of the individual,
including the right to maintain one's privacy [30].

The fundamental architecture that enables interoperability is
called Government Gateway. It allows for the integration of all
internal government electronic systems. An integration system is
required for all internal government electronic information systems
to communicate with GG Core. This system will enable
communication between internal backend systems and the GG core.
Department Integration Server is one of the top options for this
integration system (DIS).

The primary government portal, e-Albania can disclose the
functionality of these internal systems, facilitating and streamlining
citizen service. Messages sent and received between internal
systems and between the main portal and internal systems are stored
and tracked by an interoperability architecture.

3.3 Cyber Attacks on Albania

The On 15" of July 2022 the e-Albania portal, was unavailable
during a cyberattack, which made the system vulnerable, because
the attackers accessed sensitive data stored in state computers. The
portal was hacked again 2 months later, by penalizing all the
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services this system offers, by risking all sensitive data, security,
confidentiality and integrity. The actors that initiated those attacks
have named themselves as “HomeLand Justice” [31]. “HomeLand
Justice” has done a series of attacks for approximately one year
before launching cyber-attack, such as: (1) they periodically
accessed and exfiltrate e-mail content; (2) included a ransomeware-
style file encryptor and disk wiping malware; (3) network
reconnaissance, and credential harvesting from Albanian networks
(May and June 2022); (4) deployed a version of ZeroCleare
destructive malware; (5) On September, actors launched another
wave of cyber-attacks against the Government of Albania, using
similar TTPs and malware as the cyber-attacks in July.

HomeLand Justice infiltrates the infrastructure of the Albanian
Government using DDoS and Ransomware attacks. Due to this,
neither residents nor administrative staff could access any
administrative services or other types of services. The technique,
which involves using malware to freeze data and then leak stolen
papers, is frequently used by Iranian hackers.

The Government Gateway Platform is the platform at the center
of every state record and the primary system of the Albanian
government institutions. It is based on Microsoft products like SQL
Server and BizTalk Servers [32]. It makes use of data storage as the
database server. A Single Point of Failure (SPOF) is a risk that
could arise from a flaw in the circuit of the system’s design,
implementation, or configuration. SPOF stands for a flaw or failure
that has the potential to render an entire system inoperable. And the
HomeLand Justice team utilized this exact tactic to access these
databases.

IV. BLOCKCHAIN-BASED PROPOSED SOLUTION

In this section, we present the proposed architecture of the
application and the implementation part.

4.1 Proposed application architecture

This work proposes a new paradigm for restricted data sharing
utilizing Ethereum smart contracts. The decentralized file system,
InterPlanetary File System (IPFS), and permission document sharing
are the main components of our approach. Each participant has a
public and private key, as well as a distinct account address that
serves as their network identification. Users, documents, and
requesting access data from the institution are the three main
components of the above-mentioned approach. As can be seen in
Figure 1, a hash code is provided to the user who then sends the data
to the blockchain network via the smart contract. When a user enters
the information for a document and uploads a picture of it, the
information is transmitted to IPFS for storage, and the user receives
an IPFS hash that is then sent to the blockchain network via a smart
contract. When a user's data is requested by an institution, smart
contact is called and the user is informed of the request. The user can
then choose to accept or reject the request.

Blockchain

‘Send transaction I Return Hash

Smart

QR code Contract

Request

access datal Approve | Reject

IPFS

Hash m{ }mre data
Document user

Hash Ipfs|Doc. userdress

SendData  |Retym Hash
&

QR code

Institution

Figure 1. Workflow diagram

Furthermore, Figure 2 presents the level of architecture. The
system has some important layers such as: Back-end level, middle
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tier (Alchemy, Metamask), IPFS, and Ethereum Platform. To engage
in nodes and complete transactions, we have chosen to use the
Ethereum blockchain platform, which is a public blockchain. The
package list runtime of the localhost URL, or the local server, is
entered at the beginning of the prototype flow. After the user selects
the package, it will be downloaded and encoded. We prepared to
send transactions using our Ethereum address. Then, using
Metamask, we sign the transaction on the blockchain. After that, we
will combine the data, value, target address, gas price, and gas to
create a transaction hash. When we attempt to test the package via a
Chrome extension, the same process takes place. We merely need to
call the hashing and validations APl in the Chrome extension to
obtain the outcome.

Web page

return Hash

Backend ( react , Solidity, web3 )

Provides Store assets

MetaMask
extension

Deploy & Request Dataset

view and interact with
Alchemy

(IO
-

Ethereum

Send data
through Smart Contract

Figure 2. Levels of Architecture

4.2 Implementation

This section presents the main implementation details that have
been chosen to connect to the blockchain and then verify on the
blockchain network. For the configuration part and to prepare the
appropriate development environment we have chosen the following
technologies:

e  Ethereum, the blockchain  network

development

as platform  for

e Solidity, as the language to deploy smart contracts
e  Metamask, for the account creation

e Alchemy, form building an app to connect the blockchain API
to Ethereum

e "Hardhat" package/module that will serve to compile the
smart contract and run Solidity on a local development
network.

After the contract is set up on the blockchain, its specific address
is provided to us. We also receive the Binary Application Contract
Interface (ABI), which is the standard method for interacting with
contracts in the Ethereum ecosystem, both from outside the
blockchain and for contract-to-contract communication, along with
the contract address.

4.3 Proposed application architecture

This section presents the pseudocodes of the functions we have
implemented into our smart contract. The first algorithm looks in the
details for a registered person and grants approval after ensuring that
no registered person exists in the system with such details. The
associated hash is then sent to the user whose registration it is.
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Algorithm 1: Add User and submission through Smart Contracts

1 Input: MetaMask Address,

2 Full Name,

3 Document Number,

4 Email Id,

5 Mobile Id

6 ContractState is Verify

7 UserData is Ready to Submit

8 If the User is registered = true

9 ContractState changes to Wait for Approvals
10 UserState is Submit for Approval

11 Return: Hash of transaction

12 End

13 Else

14 Reverse ContractState and Show an error
15 End

This second algorithm, which displays information about a
registered user who uploads document data via IPFS, is next
presented. AprovalStatus changes to 2, if it is approved, or 3 if it is
Rejected. After the submission, this data is sent to the blockchain
through a smart contract.

Algorithm 2: Add Document User and submission through Smart
Contract

Input: MetaMask Address,
Document Number,
Full Name,
Date of Birth,
Document Address,
Document IPFS Hash
ContractState is Verify
UserData is Ready to Submit

9 If DocumentHash {UserAdress} = IPFS hash of Document Then

N UAWN R

10 ContractState changes to Signature provided

11 UserState is Submit for Approval

12 AprovalStatus changes to 2 {Approved}

13 Create a Validation message for successful submitted

14 End

15 Else

16 ContractState changes to Signature Denied

17 Change UserState to Not Provided

18 Aproval Status change to 3 {Rejected}
Create message error

19 End

20 Else

21 Reverse ContractState and Show an error

22 End

After an institution has made a data request, the final algorithm
indicates the user’s approval of the data that have been confirmed.

Algorithm 3: Request Access for User Document

Input: MetaMask Address of User,
Contract State Signature Provided
Name Administration is Provided
If Document No is checked Then
Change Document No = 1 {requested}
If Document FullName is checked Then
Change Document FullName = 1 {requested}
If the Document Date of Birth is checked Then

9 Change Document DateBirth = 1 {requested}

©O~NDUAWN R

10 If the Document IPFS Hash is = IPFS hash Then
11 Change Document IPFS Hash = 1 {requested}
12 If message Transaction = successful
13 Return: Hash transaction
14 End
15 Else
16 Reverse ContractState and Show an error
17 End
V. INTEFACES

In this part we present two interfaces for the prototype we have
developed, one of which is used for the user menu and the other for
the administration menu. First, we need to get the private key that we
got when setting up the account through Metamask. With the private
key, we can access the account where we are authorized to sign the
transaction. Next, we need Alchemy to connect to the Goerli test
network. Using React modules: web3 and eth_accounts, specifying
parameter values.

Figure 3 presents the Web page of our application, including the
main functions of (1) ‘User Menu’ which are: ‘Create user’, ‘Add
Document’ and ‘View & Approve Access’; and Administration
Menu functions, which are: ‘Request access’, ‘View Access Status’.
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Meanwhile, Fig. 4 presents the transaction of a ‘User creation’ and
Fig. 5 presents an access request to the user document.

Administration Menu

Create Useor Request Accoss

Add Document View Access Status

View & Approve Access

Figure 3. Web Page

Create User

............

Total )
0.00025628 GeerliETH

‘Create User’ Transaction and Smart Contract
Interaction

Figure 4.

Add Document

Document No.
Name as per Document
Date of Birth as per Document

Address as Document

Attach Document

Browse... | No file selected

ADD DOCUMENT

Figure 5. Request access to the user’s document

Security side: Data structures created by blockchain technology
include built-in security features. It is founded on cryptographic,
decentralized, and consensus concepts that guarantee the integrity of
transactions. The consensus process ensures that each new block
added to the Blockchain is the sole version of the truth recognized by
all Blockchain nodes. A consensus protocol's goal is to let
participants agree on the contents of a blockchain at a certain time
(including new blocks). We used the proof-of-stake (PoS) consensus
mechanism of the Goerli testnet, a platform for Web3 developers to
test blockchain applications before releasing them on the Ethereum
mainnet.

VI. CONCLUSION

In many ways, blockchain creates its utility and can be used to
close loopholes in a variety of applications. Blockchain is even more
advantageous when integrating with the public sector because both
sectors have many common values, such as transparency. However,
it is important to recognize that blockchain is not suitable for all
applications. As a result, defining the requirement and the
relationship between the desired use case and the technology is a
prerequisite. Furthermore, blockchain may not be the best option
when it comes to connecting to legacy systems or moving existing
architecture from traditional systems to blockchain-based systems.
When it comes to new use cases, blockchain shines. Development,
prototyping, and trial-and-error use case experimentation will pave
the way for blockchain to mature, just as traditional technology took
time to stabilize the current market. This study proposes a
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blockchain-based national identity management system. The study
was guided by the many security ideas of blockchain technology,
such as decentralization, proof-of-work, and anonymity, to name a
few. These notions gave developers a solution to the problems posed
by a centralized data management system. As a result, solutions
proposed for secure identity creation and modification, identity
authentication model, and identity discovery. Attack prevention also
can be achieved by associating a single virtual identity with a
physical identity, which prevents users from creating multiple
identities on the system.

Despite the efforts made in this paper to meet the stated
objectives, more work is required in the areas of identity reputation
and third-party access and permission to user information. The
handshake working methodology for identity discovery was
inadequate and poorly executed. As a result, future research will
focus on how to create a comprehensive and flexible handshake
protocol that allows users to choose which attributes to reveal to
others. The identity management system must have a reputation
subsystem that reflects user behaviour in the real world and shows
how often users communicate (transact).

Furthermore, as future work, we should also consider some
challenges of adapting blockchain in ID management. We can
mention here: (1) data modification, since it is very difficult to
modify of delete it, (2) human errors, because the immutability
feature of blockchain requires that information added to the database
to be correct; (3) power consumption, due to the use of PowW
consensus algorithm.
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