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Abstract: The digital transformation of healthcare systems is significantly changing the way healthcare organizations operate and 

healthcare is delivered. The rapid development of digital technologies has increased the demand for digital competencies among healthcare 

professionals and managers. These competencies are essential for the effective implementation and use of digital technologies in healthcare. 

The aim of this study is to identify and analyze the key digital competencies required in healthcare organizations in the context of digital 

transformation. A systematic literature review was conducted using the PRISMA methodology to identify relevant scientific publications 

focused on digital competencies in healthcare. The analysis focuses on the digital skills and competencies of healthcare professionals and 

managers. The findings highlight the importance of digital literacy, data management, information security, and continuous professional 

development. The study contributes to an understanding of how healthcare organizations can better prepare their employees for digital 

transformation. 
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1. Introduction 

Although the COVID-19 pandemic officially ended several 

years ago, its consequences continue to significantly impact the 

functioning of society [9, 10]. The coronavirus crisis, combined 

with the ongoing development of digital technologies, has 

accelerated the process of digital transformation across multiple 

sectors, and the healthcare sector was no exception. As a result of 

widespread lockdowns and efforts to minimize physical contact, 

healthcare facilities were forced to seek new ways of providing 

healthcare [6, 11].  

This has significantly accelerated the transformation of 

healthcare delivery, but the implementation of changes in the 

healthcare sector continues at a slow pace [11, 14]. The digitization 

of healthcare brings several benefits, including remote patient 

monitoring, real-time data availability, the use of virtual assistants, 

telemedicine consultations, and electronic health records (EHR) [6, 

9]. The positive impact of digital technologies is also evident in the 

work of healthcare staff, particularly through the elimination of 

human error, timely identification of anomalies, optimization of 

workflows, reduction of routine tasks, and support for faster 

decision-making [2, 12]. 

The goal of digital health is to provide safer, higher-quality, and 

more efficient healthcare services, while at the same time relieving 

healthcare professionals of administrative and routine tasks so that 

they can devote more time to strategic and professional activities [5, 

7]. However, the digital skills and competencies of healthcare 

workers are key to achieving these benefits [15], [20]. Digital 

competencies are an essential prerequisite for the active 

participation of healthcare staff in the process of digitizing 

healthcare systems [6, 11]. Insufficient digital literacy can lead to 

the ineffective use of digital technologies and, consequently, to the 

failure to realize the potential of digital health. Therefore, managers 

should possess competencies in change management, strategic 

planning, and the creation of appropriate infrastructure to eliminate 

barriers that prevent the achievement of the desired level of digital 

skills [7, 19]. 

Digital competencies must be viewed holistically, as they 

encompass not only technical skills but also ethical, security, and 

information competencies related to the use of digital technologies 

[2], [12]. However, the implementation of digital solutions in 

healthcare is accompanied by several obstacles. One of these is 

resistance among healthcare staff to adopting and using new 

technologies, which is often linked to insufficient training, low 

levels of digital literacy, or limited knowledge of available 

technological solutions [1,7,8]. Other barriers include inadequate 

technological infrastructure, limited access to information 

technology, high financial costs associated with implementing 

digital solutions, as well as insufficient institutional support [2, 19].  

Systematic education and training of healthcare staff can be 

considered a key factor in the successful implementation of digital 

technologies [4, 6]. Managers should therefore place greater 

emphasis on the development of their healthcare staff. Planning 

educational activities is essential to ensure an adequate level of 

digital competencies, as the successful adoption of digital 

technologies depends on healthcare workers’ readiness to use them 

effectively in practice [7]. Training programs should therefore be 

focused on developing practical skills and utilize diverse forms and 

methods of training [2, 6]. 

Based on the above, the digital competencies of healthcare 

professionals and managers appear to be a key prerequisite for the 

successful digital transformation of healthcare. The aim of this 

article was therefore to identify the digital competencies required of 

healthcare professionals and managers in the context of the digital 

transformation of healthcare. 

2. Methods 

The PRISMA methodology was applied to ensure a systematic 

literature review. The original version of the methodology was 

simplified for the purposes of this article, as the search for scholarly 

sources was conducted in only one database. The aim of the review 

was to answer the following research question: What digital 

competencies are required for healthcare professionals and 

managers in healthcare organizations in the context of digital 

transformation 

The search for academic articles was conducted using the Web 

of Science database, which provides extensive access to peer-

reviewed scientific publications in the fields of healthcare, 

management, and digital transformation. The following search 

string was used in the database: TS=(("digital competenc*" OR 

"digital skill*" OR "digital literacy") AND ("healthcare 

professional*" OR "healthcare manager*") AND ("digital 

transformation" OR "digital health" OR e-health)).  

Based on the search string provided, 145 records were 

identified. The filtering criteria listed in Table 1 were then applied. 

  Table 1 Selection criteria  

Criteria Description 

Publication years 2022 -2026 

Language English 

Access type Open access 

Document types Article, Review Article 

  Source: own elaboration 
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After applying the inclusion criteria and completing the 

screening process, 30 articles were assessed for relevance. 

Irrelevant studies, articles unrelated to the topic under investigation 

based on their title and abstract, as well as sources that did not meet 

the required quality criteria, were excluded from the dataset. 

Following the final evaluation and analysis of the full texts, 19 

studies were included in the systematic review. The article selection 

process is illustrated using the PRISMA flow diagram in Fig. 1. 

Figure 1  PRISMA flow diagram 

 

To enhance the relevance and practical value of the findings, the 

data from the systematic review were supplemented with statistical 

data from Eurostat and OECD databases, which provide an 

overview of digital competence levels. 

3. Research results 

To ensure greater clarity, the findings from the systematic 

review have been organized into three tables. The first two tables 

focus on the digital competencies of healthcare professionals and 

managers, while the third table highlights the challenges and 

barriers contributing to the insufficient level of digital 

competencies.  

 
  Table 2 Digital Competencies of Healthcare Professionals 

Area  
Description of 

competencies 
Authors  

Technical and 

ICT literacy 

Ability to use hardware and 

software and solve other 

technical problems 

(Erfani et al., 

2025; Kulju 

et al., 2024) 

Information 

and data 

literacy 

Searching for, filtering, and 

evaluating information 

(Esperança et 

al., 2026; Lee 

et al., 2023) 

Digital 

communication 

and counseling 

Video consultations, using 

applications, and email 

communication 

(Guillari et 

al., 2024; 

Oudbier et 

al., 2024) 

Ethics and 

Security 

Cybersecurity, GDPR, and 

ethical decision-making 

(Erfani et al., 

2025; Kulju 

et al., 2024) 

  Source: own elaboration 

 

We have identified the four most frequently recurring areas and 

competencies related to the digital transformation of healthcare 

personnel. One of the core competencies is technical proficiency, 

which in practice refers to the ability to effectively use information 

and communication technologies [2]. At the same time, digitization 

enables the processing of large amounts of data, and healthcare 

professionals must have the ability to filter this data and identify the 

relevant information needed for decision-making and solving 

specific problems [3]. 

The digitization of healthcare is also giving rise to new forms of 

healthcare delivery, particularly remote counseling, telemedicine, 

and video consultations, which require healthcare personnel to 

possess sufficient digital skills [6, 17]. As the volume of data and its 

sharing increase, so does the importance of protecting sensitive data 

and ensuring information security to prevent unwanted data leaks 

[12].  

 
Table 3  Digital Competencies for Healthcare Managers 

Area  
Description of 

competencies 
Authors  

Digital 

Leadership    

Developing a digital vision 

and implementing 

innovations 

(Erfani et al., 

2025; Lee et 

al., 2023) 

Change 

Management 

Managing the transition to 

digital processes and staff 

adaptation 

(Esperança et 

al., 2026) 

Workforce 

Development 

Planning training and 

organizing workshops 

(Byungura et 

al., 2022; 

Navarro-

Martínez et 

al., 2023) 

Infrastructure 

Management 

Ensuring connectivity and 

digital infrastructure 

(Esperança et 

al., 2026; 

Hailu et al., 

2026) 

  Source: own elaboration 

 

      Managers’ competencies should be supplemented with 

managerial skills related to setting digital transformation strategies, 

as well as organizing and managing the transition from traditional 

forms of healthcare delivery to new digital solutions [2,3]. 

Workforce development is also emerging as a key area, as 

employees and their competencies are a significant factor in 

successful digital transformation. 

    According to Byungur et al. (2022), the training of healthcare 

professionals should take the form of blended learning, while Erfani 

et al. (2025) emphasize the importance of using a variety of 

educational methods. The main reason for this is the existence of a 

multigenerational work environment, which requires adapting 

training methods to different groups of employees [1, 2]. 

     To ensure an effective and seamless digital transformation, it is 

also essential to establish an adequate digital infrastructure and 

ensure connectivity between existing and new digital solutions [3]. 

 

  Table 4 Factors contributing to low levels of digital literacy 

           

Challenge Authors 

Resistance to change, frustration 

(Fernández-Luque & 

Ramirez-Montoya, 2024; 

Picón-Jaimes, 2024) 

Lack of training and educational 

programs 

(Esperança et al., 2026; 

Mikkonen et al., 2026) 

Level of education 
(Hengst et al., 2026; Kissi 

et al., 2022) 

Age and generational differences 
(Erfani et al., 2025; 

Mikkonen et al., 2026) 

Inadequate infrastructure 
(Hailu et al., 2026; Kulju et 

al., 2024) 

Cybersecurity 
(Kissi et al., 2022; 

McDevitt et al., 2025) 

   Source: own elaboration 

 

Source: own elaboration, according to PRISMA 2020 methodology based 

on Page  et al. (2021), https://doi.org/10.1136/bmj.n71 
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    Achieving an adequate level of digital skills is influenced by a 

number of factors and challenges that hinder or slow down the 

acquisition of the necessary digital competencies. Figure 2 also 

illustrates the slower progress in acquiring basic digital skills, 

highlighting differences in the level of basic digital skills among 

European countries. Several countries still do not meet the required 

level of digital literacy, which can pose a significant barrier to the 

effective implementation of digital technologies in healthcare [22]. 

 
Figure 2  Individuals with at least basic digital skills  

 
 

 

 

 
Figure 3 Digital health literacy scores by education   

 

 

 

 

Other significant challenges include a lack of training and 

generational differences. Younger healthcare professionals 

generally have a more positive attitude toward adopting digital 

technologies, while older staff may be more resistant to change and 

the implementation of digital solutions. At the same time, OECD 

data (Figure 3) highlight differences in digital health literacy levels 

between higher- and lower-educated groups of the population aged 

45 and older, supporting the claims of several authors that a higher 

level of education positively influences the adoption and effective 

use of digital technologies [2, 15].  

To achieve the necessary level of digital literacy, it is essential 

to adapt training so that it is not only practice-oriented but also up-

to-date, given the rapid evolution of digital technologies. Training 

should employ multi-method approaches, or methods such as 

“reverse mentoring.” This approach is based on the assumption that 

younger employees generally possess a higher level of digital skills, 

while older colleagues have more extensive professional and 

practical experience. The combination of this knowledge and 

experience has proven to be an effective model for developing the 

digital competencies of healthcare personnel [1, 2, 15].  

 

4. Discussion 

According to Esperança et al. (2026), digital competencies 

constitute a comprehensive set of knowledge, skills, and attitudes, 

and cannot be reduced merely to the technical use of information 

and communication technologies. This assertion is also supported 

by our findings, which indicate that digital competencies can be 

assessed across multiple domains. Several authors agree that one of 

the key prerequisites for the successful implementation of digital 

technologies is employee readiness and a sufficient level of digital 

literacy [2,7]. At the same time, the findings of several authors, as 

well as data published by Eurostat (2025), suggest that the level of 

digital competencies is still insufficient in many cases. 

Education is emerging as a key factor in the development of 

digital competencies. Mikkonen et al. (2026) emphasize the need to 

continuously adapt competencies to the current demands of the 

digital environment, a view supported by Byungura et al. (2022), 

who argue that competencies must be continuously updated to 

reflect current technological developments. Guillari et al. (2024) 

and Kulju et al. (2024) also argue that the competence of healthcare 

personnel is key to realizing the full potential and benefits of 

healthcare digitization. 

Some authors also emphasize the need for a multi-method 

approach to education, as digital competencies must be developed 

across various age and professional groups [2, 15]. Erfani et al. 

(2025) note that younger healthcare workers generally possess a 

higher level of digital skills and can pass this knowledge on to older 

colleagues. Conversely, older workers can pass on their professional 

and practical experience to younger colleagues. In this context, 

Mikkonen et al. (2026) highlight the importance of reverse 

mentoring.  

At the same time, older workers may be more resistant to 

adopting digital technologies than younger generations. Hengst et 

al. (2026) add that higher levels of digital literacy are also 

associated with a more positive attitude and greater enthusiasm for 

using digital technologies.  

5. Conclusion 

Digital competencies are proving to be a key factor in the 

successful digital transformation of healthcare. Digital competence 

must be viewed from a multidimensional perspective, as it 

encompasses not only technical skills but also the ability to work 

with data, apply digital technologies in practice, ensure data 

protection, and effectively manage change within organizations. 

The results also highlight the need for continuous education and the 

development of digital competencies among healthcare workers and 

managers. Educational level, generational differences, and the 

availability of training and digital infrastructure also play a 

significant role. For the successful implementation of digital 

solutions, it is therefore essential to create conditions that support 

the development of digital readiness among healthcare personnel. 
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