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Abstract: Achieving a comprehensive approach to the issue of resilience of entities that are critical to the proper functioning of the national
economy requires the creation of a comprehensive framework addressing the resilience of critical entities to all hazards, whether natural or
anthropogenic, accidental or intentional. For this purpose, good practice implies the use of European and international standards and
technical specifications that are relevant for both security measures and resilience measures applicable to critical infrastructure.

Precisely, the presentation of updated information on a possible approach that requires innovation in the field of security and protection of

critical infrastructure is the content of this publication.
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1. Introduction

The most significant challenges to the functioning of vital
critical infrastructure (CI) systems are natural and human-caused
risk impacts, which cause an increased number of events with
greater intensity, scale and impacts, leading to loss of life and a
greater volume of damage. The implications for existing CI
vulnerabilities are greatly exacerbated. With the predicted
consequences of the changing security environment, the pressure on
the readiness of ClI systems will be higher, leading to loss and
destruction, damage and disruption, and service interruptions.

Therefore, the change in the security environment is included as
a risk to the resilience of Cls, although its impact cannot be
precisely predicted, but its potential to significantly affect the
resilience of states, societies and communities is identified as a
common security threat. For example, in European countries, the
changing security environment poses escalating risks to CI stability
and security, with potentially far-reaching consequences.

Achieving a comprehensive approach to the issue of resilience
of Cls, which are critical to the proper functioning of the national
economy, requires a comprehensive framework creation addressing
the resilience of CIs to all hazards, whether natural or
anthropogenic, accidental or intentional. To this end, good practice
implies the use of European and international standards and
technical specifications relevant to both security and resilience
measures applicable to Cls.

In this regard, leading scientists from the Institute of
Metallurgical Engineering and Technologies with the Center for
Hydro- and Aerodynamics “Acad. A. Balevski” at the BAS, apply
modern standardized approaches to determine the goals and
requirements for the development of physical protection systems,
tailored to the specifics of the Cl and aimed at preventing any level
of potential threats both to the Cl and to the population in adjacent
urbanized areas [1, 2, 3, 4, 5].

That's why, the presentation of updated information on a
possible approach requiring innovation in the field of security and
ClI protection through the application of modern standards is the
content of this publication. Possible interruptions, due to technical
reasons and carrying out ongoing maintenance activities, are not
taken into account, as they are included in the design and
technological documentation of the CI systems.
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2. Standardization

The basic purpose of standardization is the definition of
voluntary technical or quality specifications to which current or
future products, production processes or services can conform.
Standardization can cover various aspects, such as standardization
of different classes or sizes of a product or technical specifications
in the area of product or service markets where technical and
interoperability with other products or systems is essential for the
security and protection of Cl.

Standards can contribute to supporting national policy to
address significant societal challenges such as climate change,
sustainable resource use, innovation, security and resilience, risk
management, consumer protection and health and safety in the
workplace. Targeting the development of commodity and
technology standards (national, European and international) towards
expanding markets could create a competitive advantage for
manufacturers of CI security and protection products and systems
and facilitate trade.

Also, standards are important tools for the competitiveness of
enterprises and especially for small and medium-sized enterprises
(SMEs), whose participation in the standardization process is
important for national and European technological progress. It is
therefore necessary for the standardization framework to encourage
SMEs to actively participate and include their innovative
technological solutions in the field of ClI security in standardization
efforts. This includes improving their participation at the national
level, where they can be more effective due to lower costs and the
absence of language barriers.

Last but not least, standards can have a wide-ranging impact on
society, and in particular on the safety and well-being of citizens,
network efficiency, environmental protection, accessibility and
other areas of public policy. It is therefore necessary to ensure the
strengthening of the role and contribution of interested
organizations in the development of standards through increased
support for developers and manufacturers of Cl security products
and system.

2.1 Definitions

According to the definitions in Article 2, point 1 and point 4 of
Regulation (EU) No. 1025/2012 of the European Parliament and of
the Council [6]:
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»  ‘standard’ means a technical specification, adopted by a
recognised standardisation body, for repeated or continuous
application, with which compliance is not compulsory, and which is
one of the following: [6]

- ‘international standard’ means a standard adopted by an
international standardisation body;

- ‘European standard’ means a standard adopted by a
European standardisation organisation;

- ‘harmonised standard’ means a European standard
adopted on the basis of a request made by the Commission for the
application of Union harmonisation legislation;

- ‘national standard’ means a standard adopted by a
national standardisation body.

»  ‘technical specification’ means a document that prescribes
technical requirements to be fulfilled by a product, process, service
or system and which lays down one or more of the following: [6]

(a) the characteristics required of a product including levels of
quality, performance, interoperability, environmental protection,
health, safety or dimensions, and including the requirements
applicable to the product as regards the name under which the
product is sold, terminology, symbols, testing and test methods,
packaging, marking or labelling and conformity assessment
procedures;

(b) production methods and processes used in respect of
agricultural products as defined in Article 38(1) TFEU, products
intended for human and animal consumption, and medicinal
products, as well as production methods and processes relating to
other products, where these have an effect on their
characteristics;EN 14.11.2012 Official Journal of the European
Union L 316/19

(c) the characteristics required of a service including levels of
quality, performance, interoperability, environmental protection,
health or safety, and including the requirements applicable to the
provider as regards the information to be made available to the
recipient, as specified in Article 22(1) to (3) of Directive
2006/123/EC;

(d) the methods and the criteria for assessing the performance of
construction products, as defined in point 1 of Article 2 of
Regulation (EU) No 305/2011 of the European Parliament and of
the Council of 9 March 2011 laying down harmonised conditions
for the marketing of construction products ( 1), in relation to their
essential characteristics.

2.2 Some basic standards of the International Organization
for Standardization and the Bulgarian Institute for
Standardization in support of Cl security and resilience

The main international standardization structure developing
standards in the field of CI security policy is the technical
committee of the International Organization for Standardization
(ISO) - ISO/TC 292 “Security and resilience”. At the moment,
within the scope of his activity and responsibility are 67 standards
and projects of standards.

The key security and resilience standards of Cl are as follows:
» IS0 22300:2021- Security and resilience — Vocabulary;

» 1SO 22301:2019 - Security and resilience — Business
continuity management systems — Requirements;

» ISO 22313:2020 Security and resilience — Business
continuity management systems — Guidance on the use of ISO
22301;

» ISO 22316:2017 - Security and
Organizational resilience — Principles and attributes;

resilience
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»  ISO/TS 22317:2021 Security and resilience — Business
continuity management systems — Guidelines for business impact
analysis;

» I1SO 22326:2018 Security and resilience — Emergency
management — Guidelines for monitoring facilities with identified
hazards.

The Bulgarian Institute for Standardization has introduced the
following standards for national implementation:

» BDS EN ISO 22300:2021 Security and resilience.
Vocabulary (ISO 22300:2021);
» BDS EN ISO 22301:2020 Security and resilience.

Business continuity management systems. Requirements (ISO
22301:2019);

» BDS EN ISO 22313:2020 Security and resilience -
Business continuity management systems - Guidance on the use of
1ISO 22301 (1SO 22313:2020);

» BDS ISO 22316:2021 Security and resilience
Organizational resilience Principles and attributes (ISO
22316:2017);

» BDS ISO 22326:2020 Security and resilience
Emergency management — Guidelines for monitoring facilities
with identified hazards (1SO 22326:2018).

It is also important to highlight the direct link between ISO/TC
292 Security and resilience and ISO/TC 262 “Risk management”,
implemented by coordinating the development and reference of the
following:

» IS0 31000:2018; Risk management — Guidelines
» IEC 31010:2019; Risk management — Risk assessment
techniques

The Bulgarian Institute for Standardization has introduced the
following standards for national implementation:

»  BDS ISO 31000:2018 Risk management — Guidelines;

» BDS EN IEC 31010:2019 Risk management-Risk
assessment techniques (IEC 31010:2019).

3. Spectrum of threats

The contemporary security environment (natural and man-made
risks), characterized by an expanded range of threats (Figure 1) with
greater intensity, scale and impacts, causes an increased volume of
human and material losses. Hydrometeorological hazards dominate
the profile of the security environment. In addition, a number of
technical and technological disasters threaten the sustainability of
the various national Cls and their elements.

- Geophysical
- Hydrometearological
- Biological

- Cosmic phenomena

- Industrial accidents

- Transport accidents

- Large scale power outages
- Environmental pollution

Figure 1: Threats to critical infrastructure - risks and hazards
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Furthermore, an anthropogenic threat to CI resilience is
emerging, arising from mismanagement, improper operation,
negligence, organizational failures, and poor maintenance or
insufficient investment in rehabilitation and modernization of aging
Cls and assets.

We face an uncertain future with more and more pandemics,
cyberattacks and high-impact events making up the “Future Risk
Menu” [7]. Climate change is expected to cause local changes in
average and extreme temperatures, as well as changes in rainfall
patterns, disrupting roads, railways and airports nationally and
internationally.

Potential cybersecurity threats, pandemics, biohazards, and
other events, mostly of high consequence and low probability, are
likely to affect CI resilience globally. Among these, one threat
clearly stands out, located between current and future areas of risk
and heavily exploiting existing vulnerabilities, with its impacts
being felt across sectors. These are the cyberattacks against Cl
systems that are increasing in frequency, the number of targeted
sectors with a lot of data being stolen or misused, and potentially
outpacing the functioning and development of the entire
infrastructure system.

Finally, the crisis of the COVID-19 pandemic has affected
European countries in an unprecedented way. Furthermore, it is
important to emphasize that the existence of pandemic-induced
disruptions related to the basic and day-to-day functioning of Cls
has resulted in the inability to provide services or the absence of
beneficiaries for some services, due to daily mass blockades.

4. Some approaches to enhancing CI readiness
through resilience building

Our country, as a member of the European Union, actively
participates in the work on updating the policy to achieve a higher
general level of resilience and protection of Cls, especially taking
into account the changed dynamics of threats that can have an
impact on Cls from several member states simultaneously.

4.1. Policy and regulatory frameworks

Resilience policy and legislative frameworks are a prerequisite
for integrating ClI resilience into disaster risk management and vice
versa. This principle means that the member states of the European
Union must have a unified approach for creating these frameworks,
in order to start the process of integrating Cl sustainability building
across sectors in accordance with their national contexts and
priorities. At present, Cl legislation or its integration into other laws
is insufficient for various reasons, i.e. lack of clearly defined CI
policy concepts, weak integration into strategic documents and a
primary focus on the protection of assets and facilities. It is
therefore essential to rethink the approach, shifting from CI
protection to building overall resilience.

This will lead to a set of actions enabling the following
measures:

»  review of existing and adoption of new strategic and
policy documents or their adoption;

»  amendment of existing legislation or the adoption of new
ClI laws and regulations;

» ensuring the integration of comprehensive
sustainability principles into legislation relating to other sectors;

»  designing and adopting new standards for building
resilience and ensuring their implementation across all relevant
sectors throughout the CI lifecycle.

Cl

A good example of up-to-date policies and regulatory
frameworks of the European Union are the documents, namely:
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» DIRECTIVE (EU) 2022/2557 OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL, of 14 December 2022,
on the resilience of critical entities and repealing Council Directive
2008/114/EC;

» DIRECTIVE (EU) 2022/2555 OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL, of 14 December 2022,
on measures for a high common level of cybersecurity across the
Union, amending Regulation (EU) No 910/2014 and Directive (EU)
2018/1972, and repealing Directive (EU) 2016 /1148 (NIS 2
Directive).

4.2. Governance and institutional framework

The overall governance and institutional framework are crucial
to building CI sustainability both in our country and in the
European Union. Across the region, diversity is found in
approaches to risk reduction and Cl management in a situation
where there are no dedicated entities to protect Cl. This is mainly
due to the existing reactive approach that focuses on protection
without considering the sustainability of Cl as a whole and the
complexity and interdependence of the sectors. A good approach
requires that management be seen as an extended area of interaction
and responsibilities between emergency management and civil
protection services.

Following a whole-of-government and whole-of-society
approach to resilience building, the prevailing view of viewing the
security of each CI as an isolated process must be overcome and
ensure that institution-building takes place within the framework of
partnerships established between governments and the private
sector. This ensures that all key stakeholders are on board this
venture of building resilience.

In particular, it is essential to appoint coordination units,
systematize roles, responsibilities and design, and implement
adequate measures and actions to build resilience. In this regard,
national disaster risk reduction platforms, such as multi-institutional
and multi-sectoral mechanisms to advance disaster risk
management and build resilience of societies and communities, can
significantly contribute through a range of supporting activities and
services.

In addition, building cross-border resilience should be included
in the promotion of regional or sub-regional partnerships,
cooperation and coordination of Cls. Therefore, the building of Cl
resilience should be provided as a complete, integrated package,
thereby ensuring the sustainable development of EU member states.

4.3. Coverage of all Cl systems

Building resilience is the responsibility of both CI owners and
operators as well as other important actors at national and local
levels. The traditional CI security approach only addresses physical
parameters such as assets and facilities, operation/maintenance,
without considering the full range of functions and services
provided, including resources, limited cooperation and
coordination, or fragmented resilience. In most countries, apart
from public authorities, actors from traditional CI sectors are most
active in mitigation and protection activities (eg energy, water,
food, transport, telecommunications, health care and banking and
finance). Modern disaster risk management is guided by the
principle that disaster risk reduction is not the exclusive competence
of a national organization, such as a government, but the
responsibility of all stakeholders, including society as a whole.

In this way, building resilience is the result of their interactions
and the underlying risk management will be achieved by integrating
all critical sectors, by involving all relevant key stakeholders and by
providing Cl-related services. Different key stakeholders have
different roles and responsibilities during the phases of the ClI
resilience building cycle.
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4.4. Availability of resources

For the functioning and viability of Cls, adequate resources
must be planned and established that are imperative to support their
needs before, during and after disasters. The term "resources"” must
be understood in its complexity, uniting various aspects, ranging
from financial resources, through material and technical means, to
human and professional. During the COVID-19 pandemic, the
importance of human resources for Cls has proven to be significant
and vital to their operations and the services they provide. This
principle of building CI resilience should be considered in
conjunction with private sector involvement, both in the roles of
system owners and operators, or the expertise of external actors.

Here's why, CIl investments should be proactive and
anticipatory, enabling building resilience and transforming Cls into
responsive systems rather than reactive structures. After disasters,
funding must be provided for efforts to sustainably rebuild affected
infrastructure. These investments should be scaled up by both the
public and private sectors after assessing critical needs and
priorities. Capacity building is one of the key pillars for having a
sustainable CI.

The capacity of all stakeholders in CI sectors, along with
disaster risk management systems, must be developed to address all
risks, hazards and threats, as well as complex disasters that have
low probability and high impact . A complex task must be carried
out continuously, addressing different roles and responsibilities of
actors in the CI security and resilience process — from sensitizing
resilience building among policy-makers and decision-makers to
providing professional training and specialized training
professionals and emergency responders by disseminating
knowledge to other key stakeholders and increasing general public
awareness.

Consequently, the capacity building portfolio should be based
on the life cycle of all potential hazards, an inclusive and
systematically organized approach. This capacity building process
should be systemic, involving all relevant stakeholders and placed
at the heart of ClI resilience building.

4.5. Technology and innovation

Technologies and innovations are among the main features of
the modern approach to building CI sustainability. Although they
are often used to reduce risk, they are not yet fully incorporated into
practices, given the financial costs and the need for specialized
resources and knowledge. Therefore, their application should be the
starting point for designing sustainable policies, norms, codes and
standards while using new and emerging technologies and smart
solutions.

In  addition, CI resilience building should include
measuring/determining the reliability of future infrastructure
systems, addressing anticipatory resilience as a future-oriented
knowledge system that addresses new extreme risk events, such as
changing climate conditions and emerging risks for security.
Accordingly, CI design must be more innovative, intuitive and
secure, ensuring sustainability beyond existing frameworks. In this
regard, partnerships should be established to advance the research
and development agenda with relevant partners, such as academia
and the private sector. In addition, innovative solutions are
sometimes linked to the implementation of effective solutions, such
as nature-based solutions, which are approaches that weave natural
features or processes into the Cl built environment to promote
adaptation and resilience.

5. Conclusion

As complex, interconnected and interdependent systems and
networks, Cls provide vital support for daily life and activities,
providing services and making a crucial contribution to the
sustainable development of society in the face of current and
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emerging future risks and threats. To achieve resilience, the
paradigm needs to shift from risk to resilience, adopt and implement
a standardized approach for all hazards, for all society and for the
life cycle of Cls, and ensure policies that are future-oriented. Thus,
Cl resilience can be understood as the ability to anticipate,
withstand or absorb shocks and stresses while CI adapts to new
conditions, which would lead to rapid recovery and transformation
to better cope with stresses and shocks in the future.

ACKNOWLEDGMENTS

This paper is the result of the implementation of tasks in the
field of intelligent and mechatronic security systems from the Plan
of the Research Plan of IMSETHC-BAS for the period 2023-2025.

References:

[1] Dimitrov, D., “Possible approaches to ensure security of
information for nuclear facilities”, International Scientific Journal
“Security & Future”, 6, 2, STUME, 2022, ISSN:2535-0668 (print);
2535-082X (online), pp. 68+71;

[2] Dimitrov, D., “Engineering solutions to ensure protection
of nuclear power plants against sabotage”, International Scientific
Journal “Security&Future”, 6, 1, STUME, 2022, ISSN:(PRINT)
2535-0668, (ONLINE) 2535-082X, pp. 18+21;

[3] Dimitrov D., ,,Examples of nuclear security measures for
nuclear facilities, Technics. Technologies. Education. Safety.
2021, Military sciences and national securityy, Proceedings 3,
3(13), Scientific Technical Union of Mechanical Engineering
“Industry - 4.0, 2021, ISSN:ISSN 2535-0315 (Print), 2535-0323
(Online), pp. 212+215;

[4] Dimitrov D., ,Basic regulations and associated
administrative measures providing nuclear security®, Proceedings of
the Annual University Scientific Conference, 5, Publishing House
of Vasil Levski National University, 2021, ISSN:ISSN 2367-7481,
pp. 73+80;

[5] Kolarov A.P., “TRENDS IN THE DEVELOPMENT OF
MARINE MINE PROTECTION SYSTEMS”, VI
INTERNATIONAL SCIENTIFIC CONFERENCE CONFSEC, 05-
08. DECEMBER 2022 BOROVBETS, BULGARIA, YEAR 6,
ISSUE 1 (8), Scientific technical union of mechanical engineering
“Industry - 4.07, 2022, ISSN:ISSN PRINT 2603-2945, ISSN
ONLINE 2603-2953, pp. 78-81;

[(] REGULATION (EU) No 1025/2012 OF THE
EUROPEAN PARLIAMENT AND OF THE COUNCIL of 25
October 2012 on European standardisation, amending Council
Directives 89/686/EEC and 93/15/EEC and Directives 94/9/EC,
94/25/EC,  95/16/EC, 97/23/EC, 98/34/EC, 2004/22/EC,
2007/23/EC, 2009/23/EC and 2009/105/EC of the European
Parliament and of the Council and repealing Council Decision
87/95/EEC and Decision No 1673/2006/EC of the European
Parliament and of the Council;

[71 UNDP 2022, United Nations Development Programme
(UNDP), “Guidance notes on building critical infrastructure
resilience in Europe and Central Asia”, One United Nations Plaza
New York, NY, 10017, USA,

https://www.undp.org/eurasia/publications/guidance-notes-
building-critical-infrastructure-resilience-europe-and-central-asia.

YEAR XI, ISSUE 3, P.P. 79-82 (2023)


https://www.undp.org/eurasia/publications/guidance-notes-building-critical-infrastructure-resilience-europe-and-central-asia
https://www.undp.org/eurasia/publications/guidance-notes-building-critical-infrastructure-resilience-europe-and-central-asia



